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WHAT

At approximately 2:40 pm on 22 March 2017, 52-year-old Khalid Masood (born Adrian Elms, with multiple AKAs) drove a 
hire car onto London’s Westminster Bridge, mounted the vehicle onto the pavement and accelerated into pedestrians. 
Masood then drove the vehicle around permanent bollards at the end of the bridge before remounting the pavement 
and crashing the car. Masood abandoned the vehicle and proceeded on foot into the Houses of Parliament complex via 
the Carriage Gates—temporarily open to allow a vehicle to exit—and used two kitchen knives to attack two unarmed 
police officers, killing one and injuring the other. An armed police close protection officer then shot and killed Masood. 
The attack lasted 82 seconds and resulted in six deaths, including Masood’s, and 49 people injured. 

Masood was known to UK authorities for a range of criminal offences, including assault charges that led to two jail 
sentences, and his previous association with extremists, including convicted hate preacher Anjem Choudry. He is 
reported to have been a Muslim convert and had lived in Saudi Arabia. The Islamic State (IS) terrorist group claimed 
responsibility for the attack, releasing a statement through its Amaq news agency calling the attacker a ‘soldier of the 
Islamic State’—a term typically used to indicate an attack ‘inspired’ by Islamist extremism rather than directed by IS. 

Flowers are seen at Westminster bridge to remember the terror attack on March 22, in London, Friday, April 7, 2017 © Frank Augstein/AP via AAP.
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SO WHAT?

The Westminster attack was the third Islamist terrorist attack in the UK since 2001. It was an unsophisticated deliberate terrorist 
attack using a car and knives as weapons. 

Strategic messaging. UK authorities moved quickly to reassure the public that the incident had been contained and that 
investigative action was underway. This was supported by the release of information on the offender and regular updates on the 
progress of the investigation. Prime Minister Theresa May’s initial statement about the incident reinforced important themes 
related to the response by the security services and the need for public cohesion and resilience. This was further supported by the 
decision that the British Parliament would resume business at Westminster the next day. 

Terrorist strategy and tactics. The tactics of a lone actor and low-sophistication attack are similar to those seen in other recent 
IS ‘inspired’ attacks in Nice, Berlin and Minto, as well as the last Islamist terrorist attack in the UK—the 2013 murder of soldier Lee 
Rigby. As military pressure on IS sanctuaries in Iraq and Syria increases, IS will seek to further exploit remote radicalisation and 
independent terrorist action by individuals and groups in order to provide strategic depth and counter-narrative responses to a 
likely military defeat in Iraq and Syria.

Response capability. The simple tactics involved in the incident, including a lone actor apparently unrelated to a broader terrorist 
cell, meant British authorities were unaware of the threatened attack before it occurred and therefore unable to prevent it. 
Their immediate reaction, however, demonstrated a well-rehearsed, professional and layered security response. Armed tactical 
mobile police response teams quickly responded to the attack. Police and emergency services immediately secured the attack 
site and Westminster facilities as medical teams arrived and armed police cleared the area of any potential further attackers. 
Initial investigations and evidence collection were completed quickly and the area was reopened to public access within a day, 
reinforcing the UK Government’s strategic messaging of public resilience in the face of such attacks. 

Mass gathering. The Westminster attack, like other recent terrorist attacks in Europe, demonstrates the paradox of 
counterterrorism efforts. As symbolic targets such as government buildings and infrastructure hubs have been effectively 
hardened and denied to terrorists, terrorist groups such as IS have looked instead to attack unsecured public areas—in this case, 
the roads and pedestrian precinct near the British Parliament. Terrorist targeting of public places seeks to undermine public 
confidence in the authorities’ ability to protect people in those locations. Long-term UK investment in public safety capabilities, 
including extensive video surveillance systems, public emergency communications systems, and training for emergency 
response personnel, contributed to quick and effective communication to facilitate the evacuation of the area and progress 
the investigation. 

Radicalisation. Masood’s path to radicalisation was typical of many European Islamist terrorists. He had a violent criminal 
past, including imprisonment for knife attacks in 2000 and 2003. He’s assessed by authorities to have radicalised while in prison, 
including converting to Islam, and his radical views were reinforced while he was in Saudi Arabia. Masood had come to the 
attention of British security services but was not the subject of investigative attention as there were no indicators he was seeking 
to undertake or actively support terrorism. Through its CONTEST CT strategy, the UK has identified the importance of prevention, 
but this has been problematic to operationalise. The Westminster attack demonstrates the ongoing challenge for authorities 
to identify potential terrorist actors early enough to intervene. This is particularly the case where remote radicalisation and 
independent planning have occurred. 

NOW WHAT?

Strategic messaging. The threat to the UK from international terrorism has been assessed as ‘severe’—an attack is highly likely—
since August 2014. This is similar to Australia’s ‘probable’ terrorist threat alert level. Like Australian authorities, the UK Government 
has consistently reinforced this message to ensure that the public is alert to the possibility of attack, knows how to respond in 
the event of an attack, and demonstrates resilience in the aftermath. The lesson for authorities elsewhere is that this approach 
works, but needs consistent investment and action. Much of this can be prepared and rehearsed in advance of terrorist incidents 
occurring. Demonstrating effective incident management and resilience in the immediate aftermath of an incident is a strong 
countermeasure to the terrorists’ aim of spreading fear and disorder and undermining public faith in authorities. 

Terrorist strategy and tactics. Australia, like Britain, continues to feature heavily as a priority target for IS as the group seeks 
to extend its reputational influence. Australian CT agencies will need to continue to focus on returning foreign fighters as well as 
those in Australia seeking to undertake or otherwise support terrorist attacks. Engagement with community services delivering 
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countering violent extremism (CVE) activities will be critical, including efforts to reintegrate any returnees and dependents and 
homegrown terrorists released from prison. The 2016 legislation for continuing the detention of high-risk terrorism offenders, 
together with other preventative arrangements such as control orders and declared area offences, provide important capabilities 
to limit the threat from known terrorist supporters in Australia.

Response capabilities. The immediate response by UK police to the attack demonstrated effective preparation, planning and 
rehearsal, likely aided by experience of terrorist incidents. Australia’s CT capabilities are well resourced and capable, but limited 
experience responding to live complex terrorist scenarios—including multiagency training exercises—means that effective 
interagency, whole-of-government preparation remains largely untested in a realistic environment. The ANZCTC provides an 
effective body for CT coordination across federal, state, territory and New Zealand agencies and has produced guidance through 
the National Counter-Terrorism Plan, but requires regular review of capabilities and testing of roles and interoperability to ensure 
effective response capability. While some exercising does occur, there’s a need for regular multijurisdictional exercises to test 
national capabilities.

While the threat and operating environments differ across Australia’s states and territories, and New Zealand, the ANZCTC should 
examine the utility of mobile units to assist in responding to terrorist incidents, informed by the lessons learned from international 
experience, including in the UK and France. 

Mass gatherings. Lone actor and low-technology attacks such as those in London, Nice and Berlin have become the most 
common form of terrorist attack in Western countries, including Australia. Australian authorities, businesses and communities 
need to review and strengthen planning, procedures and physical security systems at all locations and events that draw large 
and concentrated crowds. While Australia has national guidelines on places of mass gathering, developed under the auspices 
of the ANZCTC’s Mass Gathering Advisory Group, there’s a need to review and revise arrangements with reference to the current 
and evolving threat and to harmonise approaches across the federal, state, territory and business sectors. The November 2016 
announcement of a new National Strategy to Protect Places of Mass Gathering, and a supporting risk assessment approach, are 
important steps in the right direction. 

Radicalisation. Masood’s case reinforces the importance of focusing on the links between prisons and radicalisation, as well 
as general criminality and terrorism. This action also demonstrates that terrorist attacks, like other crimes, can’t be avoided 
altogether. COAG has confirmed the importance of CVE initiatives, and Australia’s dedicated CVE efforts have been ongoing since 
at least 2009, with recent efforts focusing on prison-based terrorist support. But, like other countries, Australia’s approach to 
CVE faces challenges, including understanding which programs to progress, how to match government programs with at-risk 
communities and how to evaluate success. The most effective way to progress CVE initiatives is to continue to undertake research 
and invest in programs, while clarifying that CVE efforts can mitigate against the risk of terrorism, but can’t entirely remove 
the threat. 

CONCLUSION

The Westminster attack demonstrates that even the most modern, experienced and capable state security systems remain 
vulnerable to independent and low-technology terrorist attacks by lone actors. The key to responding to and countering these 
attacks—as demonstrated by UK authorities—is effective response, quick and coordinated post-incident action, and strategic 
messaging to counter the propaganda value to terrorists.

RECOMMENDATIONS

1. Ensure that strategic messaging by leaders and spokespeople in a post-incident scenario is prepared and regularly practised, 
focusing on resilience and countering terrorist narratives.

2. Progress a review of national arrangements and guidelines on protecting mass gatherings to inform the forthcoming national 
strategy on protecting places of mass gathering, including consultation with key business and community stakeholders and a 
strong emphasis in the strategy on active partnerships with business and community.

3. The Australian Government’s current CT reviews should consider multiagency joint training and regular rehearsals of CT 
executive decision-making and capabilities, as well as reviewing the effectiveness of the broader national CT arrangements.
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4. The ANZCTC should examine the option of armed mobile tactical police units for Australia and New Zealand to assist in 
counterterrorist responses.

5. Continue to focus efforts on enhancing CVE program coordination among federal, state and local jurisdictions, while openly 
advising of the complexities of preventing all radicalisation and the challenges of evaluating CVE programs.
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