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Vision, Innovation and Cooperation: Australia’s Border of the Future 

Introduction 

During 1990’s there was a glimmer of hope that the fall of the Berlin Wall and the rise of 
globalization might have marked a tipping point towards a ‘borderless world’ .Futurists 
at the time were ambitiously interpreting global supply chain development as another 
step towards a world where people could freely move across international borders. But 
the September 11, 2001 terror attacks on the United Stated of America (US), assured 
the return of the securitized and militarized border paradigm. In the 16 years that have 
passed border security has become a central and highly volatile public policy issue 
across the world. 

The challenge for law enforcement officers and policy makers alike, is that the border 
security operating environment and threat context--especially within the air travel sector-
-has dramatically changed in terms of volume and speed. The traditional border security 
models of physically checking each arrival are no longer practical. Arguably, the policy 
responses to this challenge need to be underpinned by a paradigm shift. 

This chapter will provide an explorative case study analysis of a recent border security 
innovation experiment in the international air travel channel by the Australian 
government. The chapter explores how Australia’s efforts to innovate border security at 
Canberra International Airport represents a significant paradigm shift in the way it 
conceptualizes risk based border security decision making, technology development 
and private public sector cooperation. 

Threat and risk at the Border 

The breadth and complexity of threats make today’s borders particularly tough to 
secure. Unfortunately, the current discussions on border security are ever more 
polarized into a ‘secure’ or ‘insecure’ ultimatum. But for border agencies, there is far 
more to border security than law enforcement. The efficient and effective management 
of national borders is predicated on achieving harmony between security functions and 
border facilitation. 

Unsurprisingly then, prevailing policy thinking constructs the border as a geographical 
point that must be controlled or secured physically. In this construct anything that 
crosses the border is assessed to identify whether it’s likely to cause danger, harm or 
loss. When it comes to commodities, these kinds of assessments are relatively easy. 
Cocaine is illegal in Australia, and it has been assessed as a threat to the community:  
legislation. If cocaine is detected at the border, it will be seized. In contrast, the 
assessment of the threat and risk posed by individuals crossing the border is much 
more problematic. When it comes to the assessment of risk and threat posed by an 
individual, borders are arguably not just a physical point of control. Rather, they are a 
transition point for changes in the nature and scope of risk or threat posed by that 
individual. 
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It’s clear that many national and domestic security risks have a transnational dimension 
that’s transformed through the border. In this construct, the national and domestic 
security challenges at borders don’t just relate to border transaction per se, but to the 
assessment of the likelihood that national and domestic security risks will be realised. 

Australia’s Response 

The first phase of Australia’s policy response to the changing border security 
environment involved substantial structural and policy changes. In May 2014, the 
Australian government announced significant changes to the way its borders were to be 
managed.i On the 1st of July 2015, the Department of Immigration and Border Protection 
(DIBP) and the Australian Customs and Border Protection Service officially 
amalgamated into one department. At the same time, a new frontline operational 
enforcement arm—the Australian Border Force (ABF)—was established. The ABF 
consolidated operational staff from both agencies into a single organisational and 
command structure. 

The second phase of Australia’s new strategy has been to create depth within their 
border security measures. Through a continuum model Australia has elongated its 
border to allow for security decisions--including those concerned with the disruption of 
potential threats and risks--well before the physical border. 

Despite this change, the scale of border security transactions in Australia still puts 
immense pressure on ABF and DIBP facilitation and intervention capabilities.ii In 
response, Australia is driving another paradigm change in which its strategy is shifting 
focus from managing transactions to disrupting and mitigating border security risks. This 
change will be particularly important in managing risks in the air stream. In a simple 
sense, the number of deviant travelers in the Australian air stream is statistically small. 
Through careful intelligence based risk assessments it is possible to identify the low risk 
travelers. And with this assessment, it is then possible that the majority of low risk 
travelers could be safely granted entrance to Australia with limited or no physical 
interaction with border agencies. In this context, the DIBP’s and ABF’s continued 
development of intelligence-led and risk-basediii enforcement strategies isn’t a 
catchphrase, but an organisational imperative. 

The Vision 

Australia’s border security strategists have developed a clear vision for the air travelers’ 
experience at the border. In this vision, the majority of travelers (perhaps as high as 90 
to 95 percent) will exit their planes on arrival and walk to the arrivals hall to collect their 
baggage with no physical contact with border officials. Australia is not alone in this 
thinking: new technologies for biometric facial recognition and risk management are 
being trialed in airports from Singapore to Dallas Fort Worth. But, the strategy being 
considered in Australia is as much about new policy and strategy as the acquisition of 
new technologies. 
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Building the future airport border 

In December 2016, Australia set in train an audacious paradigm shift in border security 
with a simple request for tender (RFT).iv Rather than articulating the specific technical 
innovation required, the RFT provides a framework for establishing a collaborative 
innovation relationship focused on an outcome (the vision) not just an output or 
deliverable (specific technology). The complexity of this project is illustrated by the way 
various media outlets misunderstanding the scope of the project to mean an end to 
passports by 2020.v 

The project RFT sought a ‘service provider’ to develop an automated processing 
solution to support the concept of ‘seamless traveler’ movement through the Australian 
border protection process. The service provider will: 

1. Replace Australia’s existing physical passenger arrival card with a solution that 
collects the same data and automatically migrates this data to DIBP’s existing 
systems. 

2. Develop, supply and implement a solution at the existing points of automated 
border control and primary line that will ‘eliminate the need for physical tickets 
and have the ability to process travelers using ‘contactless’ technology, removing 
the need for some travelers to present their passport’.vi 

3. Develop and implement a system that will replace existing exit marshal points or 
secondary line processing. The solution needs to remove the need for a manual 
triage process at these points. 

The service provider for the RFT is expected to provide infrastructure (hardware and 
software), installation and proof of proposed solution in a lab environment, pilot at first 
airport (Canberravii) and rollout to nine (nine) other international airports. 

In time, this project may revolutionise border security arrivals processes in terms of 
traveler experience, and enforcement operations. While predicting the exact types of 
technologies and processes likely to be developed is difficult, it is reasonable to expect 
the following: 

• Travelers will likely be asked to electronically complete an e-arrivals card 
replacement on check in, using a range of access devices. 

• It is possible that traveler biometric data will be captured on check-in at the 
departure point. 

• During transit, DIBP and ABF systems will undertake a real time enhanced risk 
assessment of each traveler with the aim to identify the high risk travelers. The 
early completion of the e-arrivals card replacement, and biometric data, will 
provide additional information for the conduct of what will largely be an 
automated risk assessment process. 

• On arrival at the destination airport, a combination of facial recognition 
biometrics (captured on the move), and data matching is likely to be used to 
identify travelers. This process will likely pose the most challenges. Emerging 
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camera technologies and facial recognition software exist, but integrating these 
in a system with the desired level of accuracy will be challenging. 

For the majority of travelers, possibly 80 to 95 per cent, there will be no physical 
interaction with border officials or border processes. For the ABF the only process that 
will likely remain manual will be calling out and checking passengers deemed high risk 
or anomalous passengers. 

The project’s success will likely be dependent on at least three factors: 

• The identity management system, and its associated biometric collection points, 
need to be able to maintain a high degree of accuracy. 

• The new system will need to be able to uniquely identity travelers from the 
moment that they present at the departure check in lounge to the point that they 
leave the arrival terminal. 

• Each traveler’s identity, and its unique biometric identifiers, need to be stored so 
that they can be matched against travelers in the future. 

The risk management system that sits behind this airport solution will be another factor 
for success. The algorithms that will be the lifeblood of this system, will need to be 
continually reviewed to account for the agile nature of threats posed by transnational 
organised crime (OC) and terrorism. While historical patterns of criminality will provide 
indicators and then warning of increased risk, border agencies will need to remain wary 
of sudden changes in criminal methods. The ABF’s existing human observation and 
behavioral profiling methodologies will remain critical for early warning and agile 
responses to threat environment changes. 

This project radically departs from current border security norms in that it will clear some 
passengers without the need to show or scan passports. While existing smart/E-gate 
systems are fully automated, they still require the scanning of passports. The new 
arrangements will drastically improve the traveler experience for the majority of those 
arriving into Australia by reducing processing times. At the same time, the ABF’s finite 
operational resources will be channeled towards the travelers who represent the 
greatest risk. 

Border security measures being increasingly pushed to the back rooms of airports 
beckons questions regarding impacts on the deterrent effect of visibly border entry 
officers and public confidence in agencies. Put simply, it looks like the borders of the 
future will not appear securitized, despite the use of more accurate systems. The 
question for border agencies is whether the absence of a visual security performance 
will contribute to an increase in border deviance. 

Conclusion 

For the time being, any hopes that international borders will become redundant has 
passed. The world has entered a period where borders are more important than ever. 
Borders have become another important layer in a countries defence against threats 
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such as transnational OC and terrorism. The key to meeting the current border security 
challenges is innovation. But innovation is not just concerned with the introduction of 
new technologies. Instead, it deals with dramatic paradigm shifts in the way border 
agencies think. Only time will tell whether the Australian approach will deliver the results 
it promises. And for the public success may in fact look like less rather than improved 
security. 

i S Morrison, ‘A new force protecting Australia’s borders: address to the Lowy Institute for International Policy, 
Sydney’, media release, 9 May 2014, online 
ii DIBP, ‘Australian Customs and Border Protection Service: Agency resources and planned performance’, 2014–15 
Portfolio Budget Statements, p. 89. 
iii The term intelligence-led describes a business model and managerial philosophy in which data collection, 
collation and analysis (from a threat perspective) contribute to objective decision-making on problem reduction, 
disruption and prevention through strategic interventions. In risk-based systems, information about the likelihood 
and consequences of one or more unwanted outcomes is collated and analysed to assist decision-makers. 
iv https://www.tenders.gov.au/?event=public.atm.show&ATMUUID=35574EFC-0FA4-C2D6-8B2628BDECC89867 
v http://www.stuff.co.nz/travel/news/88700690/End-of-passports-Australias-government-moves-to-radically-
overhaul-international-airports 
vi https://www.tenders.gov.au/?event=public.atm.showClosed&ATMUUID=CB5B8563-D938-17BF-
FEFAE9E007CF0AAF 
vii The Canberra Airport is the airport serving Australia's capital city, Canberra. The airport was a domestic terminal 
until January 2016 when Singapore Airlines announced four weekly flights from Singapore to Wellington via 
Canberra with a Boeing 777-200 aircraft. It presents as an excellent test location for border security technology 
because of its small size and limited flights 

                                                           


