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Introduction

On 19 August 2019, Twitter released data on a network of accounts that it identified as being involved
in an information operation directed against the protests in Hong Kong. After a tip-off from Twitter,
Facebook dismantled a smaller information network operating on its platform. That network has been
identified as being linked to the Chinese Government.

At ASPI’s International Cyber Policy Centre (ICPC), we have conducted a preliminary analysis of the
dataset. Our research indicates that the information operation targeted at the protests appears to have
been a relatively small and hastily assembled one rather than a sophisticated information campaign
planned well in advance.

However, our research has also found that the accounts included in the information operation
identified by Twitter were active in earlier information operations targeting political opponents of the
Chinese Government, including an exiled billionaire, a human rights lawyer, a bookseller and protesters
in mainland China. The earliest of those operations dates back to April 2017.

This is significant because—if the attribution to state-backed actors made by Twitter is correct—
itindicates that actors linked to the Chinese Government may have been running covert information
operations on Western social media platforms for at least two years.

Methodology

This analysis used a mixed-methods approach combining quantitative analysis of bulk Twitter data
with qualitative analysis of tweet content.

The dataset for quantitative analysis comprised the tweets and accounts identified by Twitter as
being associated with a state-backed information operation targeting Hong Kong and is available
from Twitter.!

This dataset consisted of:

« account information about the 940 accounts Twitter suspended from its service (the oldest account
was created in December 2007, although half of the accounts were created after August 2017)

« 3.6 million tweets from those accounts, ranging from December 2007 to May 2019.

The R statistics package was used for quantitative analysis, which informed phases of social network
analysis (using Gephi)? and qualitative content analysis.?

Research limitations: ICPC does not have access to the relevant data to independently verify that

these accounts are linked to the Chinese Government; this research proceeds on the assumption

that Twitter’s attribution is correct. It is also important to note that Twitter has not released the
methodology by which this dataset was selected, and the dataset might not give a complete picture of
Chinese state-linked information operations on Twitter.




Information operation against Hong Kong
protests

The data suggests that the information operation against the Hong Kong protests was hastily
mounted, used repurposed spam accounts and lacked targeted messaging.

Indications of a hastily constructed campaign

Carefully crafted, long-running influence operations on social media will have tight network clusters
that delineate target audiences. We explored the retweet patterns across the Twitter take-down data
from June 2019—as the network was mobilising to target the Hong Kong protests—and didn’t find a
network that suggested sophisticated coordination. Topics of interest to the People’s Republic of China
(PRC) emerged in the dataset from mid-2017, but there was little attempt to target online communities
with any degree of psychological sophistication.

There have been suggestions that Taiwanese social media, during recent gubernatorial elections, had
been manipulated by suspicious public relations contractors operating as proxies for the Chinese
Government.* It’s notable that the network targeting the Hong Kong protests wasn’t cultivated to
influence targeted communities; it, too, acted like a marketing spam network. The accounts didn’t
attempt to behave in ways that would have integrated them into—and positioned them to influence—
online communities. This lack of coordination was reflected in the messaging. Audiences weren’t
steered into self-contained disinformation ecosystems external to Twitter; nor were hashtags used

to build audience and then drive the amplification of specific political positions. As this network was
mobilising against the Hong Kong protests, several nodes in the time-sliced retweet data (Figure 1)
were accounts to promote the sex industry—accounts that would have gained attention because

of the nature of their content. These central nodes weren’t accounts that had invested in cultivating
engagement with target audiences (beyond their previous marketing function). The accounts
spammed retweets at others outside the network in attempts to get engagement rather than working
together to drive the amplification of a consistent message.
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Figure 1: Retweet network from June 2019, derived from Twitter’s take-down data, showing the
significant presence of likely pornography-related accounts within the coordinated network that
targeted the Hong Kong protests

This was a blunt-force influence operation using spam accounts to disseminate messaging and
leveraging an influence-for-hire network. The predominant use of the Chinese language suggests that
the target audiences were Hong Kongers and the overseas diaspora.

This operation is in stark contrast to the efforts of Russia’s Internet Research Agency (IRA) to target US
political discourse, particularly through 2015 to 2017.

The Russian effort displayed well-planned coordination. Analysis of IRA account data has shown that
networks of influence cluster around identity- or issue-based online communities.” IRA accounts
disseminated messaging that inflamed both sides of the debates on controversial issues in order to
widen the divide between protagonist communities. High-value and long-running personas cultivated
influence within US political discourse. Those accounts were retweeted by political figures and quoted
by media outlets.

The IRA sent four staff to the US to undertake ‘market research’ as the agency geared up its
election-meddling campaign.® The IRA campaign displayed a clear understanding of audience
segmentation, colloquial language, and the ways in which online communities framed their identities
and political stances.




In contrast, the PRC-linked operation has been clumsily repurposed and reactive. Freedom of
expression on China’s domestic internet is framed by a combination of top-down technocratic control
managed by the Cyberspace Administration of China” and devolved, crowdsourced content regulation
by government entities, industry and Chinese netizens.® Researchers have suggested that Chinese
Government efforts to shape sentiment on the domestic internet go beyond those approaches. One
study estimated that the Chinese Government pays for as many as 448 million inauthentic social
media posts and comments a year.? The aim is to distract the population from social mobilisation and
collective forms of protest action. This approach to manipulating China’s domestic internet appears to
be much less effective on Western social media platforms that aren’t bounded by state control.

Yet, the Chinese Communist Party (CCP) continues to use blunt efforts to grow the reach, impact and
influence of its narratives abroad. Elements of the party propaganda apparatus—including the foreign
media wing of the United Front Work Department of the Central Committee—have issued (as recently
as 16 August) tenders for contracts to grow their international influence on Twitter, with specific targets
for numbers of followers in particular countries.°

In the longer term, China’s investments in artificial intelligence may lift its capacity to target and
manipulate international social media audiences. However, the Hong Kong operation lacks the
sophistication of those deployed by other significant state proponents of cyber-enabled influence
operations, particularly Iran and Russia, which have demonstrated the capacity to operate with some
degree of subtlety across linguistic and cultural boundaries.

This was a quintessential authoritarian approach to influence: one-way floods of messaging, aimed
primarily at Hong Kongers.

Use of repurposed spam accounts

Many of the accounts included in the Twitter dataset are repurposed spam or marketing accounts.
Such accounts are readily and cheaply available for purchase from resellers, often for a few dollars

or less. Accounts in the dataset have tweeted in a variety of languages, including Indonesian, Arabic,
English, Korean, Japanese and Russian, and on topics ranging from British football to Indonesian tech
support, Korean boy bands and pornography.

Figure 2 shows the language used in tweets over time (although Twitter does not appear to
consistently detect language in tweets before 2013). The dataset includes accounts tweetingin a
variety of languages over a long period. Chinese-language tweets appear more often after mid-2017.
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Figure 2: Languages used in tweets over time
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Figure 3 shows the self-reported locations of the accounts suspended by Twitter, colour-coded
for the language they tweeted in. These locations do not reliably indicate the true location of
the account-holder, but in this dataset there is a discrepancy between language and location.
The self-reported locations are likely to reflect the former purpose of the accounts as spam and
marketing bots.

Figure 3: Self-reported locations of the accounts suspended by Twitter

They report their locations in developed markets, where the consumers they’re targeting are located,
in order to make the account appear more credible, even if the true operators of the account are based
somewhere else entirely.




Evidence of reselling is clearly present in the dataset. More than 630 tweets within the dataset contain
phrases such as ‘test new owner’, ‘test’, ‘new own’, and so on. As an example, the account
@SamanthxBerg tweeted in Indonesian on 2 October 2016, ‘lelang acc f/t 14k/135k via duit. minat? rep
aja’—meaning that the @SamanthxBerg account with 14,000 followers and following 135,000 users was
up for auction Figure 4). The next tweet on 6 October 2016 reads ‘i just become the new owner, wanna
be my friend?’

Figure 4: An account for sale

0 Tweet |D: 782380635990200320

g ( Follow ) ~
@SamanthxBerg e

lelang acc f/t 14k/135k via duit. minat?

rep aja

12:44 AM - 2 Oct 2016

O & Q &4
tweetid 782380635990200320
Time stamp 2016-10-02 00:44:00 UTC
userid 769790067183190016
User display name PO IIARE
User screen name SamanthxBerg

The use of these kinds of accounts suggests that the operators behind the information operation
didn’t have time to establish the kinds of credible digital assets used in the Russian campaign targeting
the 2016 US presidential election. Building that kind of ‘influence infrastructure’ takes time, and the
situation in Hong Kong was evolving too rapidly, so it appears that the actors behind that campaign
effectively took a short cut by buying established accounts with many followers.

Timeline of activity

The amount of content directly targeting the Hong Kong protests makes up only a relatively small
fraction of the total dataset released by Twitter, consisting of just 112 accounts and approximately
1,600 tweets, of which the vast majority were in Chinese; a much smaller number were in English.

Content relevant to the current crisis in Hong Kong appears to have begun on 14 April 2019, when the
account @HKpoliticalnew (profile description: Love Hong Kong, love China. We should pay attention
to current policies and people’s livelihood. 2% ~ 2B - B ERIEL B4 <) tweeted about the planned
amendments to the Extradition Bill. Tweets in the released dataset mentioning Hong Kong continued
at the pace of a few tweets every few days, steadily increasing over April and May, until a significant
spike occurred on 14 June—the day of a huge protest in which more than a million Hong Kongers

(1in 7) marched in protest against the bill (Figure 5).1!
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Figure 5: Hong Kong related tweets per day, 14 April to 25 July 2019
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Thereafter, spikes in activity correlated with significant developments in the protests. A major spike
occurred on 1 July, when protesters stormed the Legislative Council building. This was also the start of
the English-language tweets, presumably in response to the growing international interest in the Hong
Kong protests. Relevant tweets then appear to have tapered off in this dataset, ending on 25 July.

It’s worthwhile noting that the tapering-off in this dataset might not reflect the tapering-off of the
operation itself. Instead, it’s possible that it reflects a move away from this hastily constructed
information operation to more fully developed digital assets that haven’t been captured in this data.

Lack of targeted messaging and narratives

One of the features of well-planned information operations is the ability to subtly target specific
audiences. By contrast, the information operation targeting the Hong Kong protests is relatively blunt.
Three main narratives emerge:

« Condemnation of the protesters (Figure 9)

+ Support for the Hong Kong police and the ‘rule of law’ (Figure 6, Figure 8)

« Conspiracy theories about Western involvement in the protests (Figure 7).




Figure 6: Support for the ‘rule of law’
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Translated: ‘The amendment to the Fugitive Offenders Ordinance will only make Hong Kong’s legal
system more complete. After all, the law is the cornerstone for safeguarding fairness and justice in
society. We can’t allow loopholes in the legal system to allow criminals to escape the arm of the law.

Figure 7: Conspiracy theories
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Translated: ‘Hong Kong SAR police headquarters were surrounded and attacked. Who were the
people wearing black? They were acting under the direction of Western anti-China forces. They’re
manipulating things behind the scenes, with a clear purpose to instigate others to participate in the

demonstration and the encirclement. They’re bringing chaos to Hong Kong SAR with an illegal political
goal and disrupting the social order’

It’s important to note that this was written in traditional Chinese characters and switched between

Standard Chinese and Cantonese, suggesting that the author was a native Mandarin speaker but that
their target audience was Cantonese speakers in Hong Kong.

Figure 8: The rule of law
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Translated: ‘Freedom without a bottom line is by no means a blessing; democracy without the rule of
law can only bring disaster and chaos. Although Hong Kong has a good financial background, it can’t
afford to vacillate. It can’t take all of this internal friction and maliciously created agitation, which will
only ruin Hong Kong’s future. The rule of law is the core value of Hong Kong. Severe punishment for
illegal acts is the best safeguard for the rule of law. Peace should be enjoyed at the foot of The Peak.’

Note that this tweet is also written in Standard Chinese using traditional Chinese characters. The
original text says ‘at the foot of Taiping mountain’, meaning Victoria Peak, which is more commonly
referred to in Hong Kong as ‘The Peak’ (LLITE) . However, the use of ‘Taiping mountain’ instead of
‘The Peak’ to refer to the feature is a deliberate pun, because Taiping means ‘great peace’]




Figure 9: Vilifying opponents

e : I Follow |
@Licuwangxiaoyua o s

‘ Tweet ID: 1152024329325957120 e

#HongKong #HK #A #lﬁ%ﬂ]m Bl #5547
o1 A, ”:;FrﬁX)L - BE AL
O IRAFEE 7T, BR T % ﬂl:?%ifﬁ??'f\
b, RE. HELEFEL ST
b, SRR A AL R AR T ER R R
FIEE. X l\f‘ﬂt%?@ 1H AR ASIFATIX
MG, ERIEMHX A EEEE

EFJ

T O

1:16 AM - 19 Jul 2019
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Userid 58615166
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Translated: #HongKong #HK #HongKong #FugitiveOffendersOrdinance #Protests The old Chinese
saying put it well: “Judge a person by their words, as well as their actions.” Take a look at those in

the opposition parties and the Hong Kong independence extremists. Apart from instigating street
demonstrations, violent attacks, assaulting police officers and disturbing the social order in Hong
Kong, they have done nothing that is actually conducive to the development of Hong Kong. This
abnormal foetus of a “freak demonstration” that the opposition parties and Hong Kong independence
people gave birth to is becoming more violent as it heads down this evil road.

This approach of vilifying opponents and emphasising the need for law and order as a justification for
authoritarian behaviour is consistent with the narrative approaches adopted in earlier information
operations contained within the dataset.
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Earlier information operations against political
opponents

Our research has uncovered evidence that the accounts identified by Twitter were also engaged in
earlier information campaigns targeting opponents of the Chinese Government.

It appears likely that those information operations were intended to influence the opinions of Chinese
diasporas, perhaps in an attempt to undermine critical coverage in Western media of issues of interest
to the Chinese Government. This is supported by a notice released by China News Service, which is

a Chinese-language media company owned by the United Front Work Department that targets the
Chinese diaspora, requesting tenders to expand its Twitter reach.

Campaign against Guo Wengui

The most significant and sustained of the earlier information operations targets Guo Wengui, an exiled
Chinese businessman who now resides in the US (Figure 10). The campaign directed at Guo is by far
the most extensive campaign in the dataset and is significantly larger than the activity directed at the
Hong Kong protests. This is the earliest activity we've identified that aligns with PRC interests.

Figure 10: Tweets per month in an information operation targeting Guo Wengui from 2017 to the end of the
datasetin July 2019
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Guo, also known as Miles Kwok, fled to the US in 2017 following the arrest

of one of his associates, former Ministry of State Security Vice Minister Ma
Jian. Guo has made highly public allegations of corruption against senior
members of the Chinese Government. The government in turn accused Guo
of corruption, prompting an Interpol red notice for his arrest and return to
China.? Guo has become a vocal opponent of the Chinese Government??
despite having himself been accused of spying on its behalf in July 2019.*




Within the Twitter Hong Kong dataset, the online information campaign targeting Guo began
on 24 April 2017, five days after the Interpol red notice was issued at the request of the Chinese
Government, and continued until the end of July 2019. Guo continues to be targeted on Twitter,
although it’s unclear whether the PRC government is directly involved in the ongoing effort.

Figure 11 shows that tweet activity appears to take place during the working week (except
Wednesdays), suggesting that this activity may be professional rather than authentic personal social

media use.

Figure 11: Tweets per day mentioning Guo Wengui, 23 April to 4 May 2017
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In total, our research identified at least 38,732 tweets from 618 accounts in the dataset that directly
targeted Guo. Those tweets consist largely of vitriolic attacks on his character, ranging from highly
personal criticisms to accusations of criminality and treachery against China and criticisms of his
relationship with controversial US political figure Steve Bannon (Figure 12 and Figure 13).
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Figure 12: Guo Wengui and Steve Bannon

@futuretopic e e

‘ Tweet ID: 1123765841919660032

SRR AR, — AR EE L,
— AR 4k SE A E S s 1A JESS N S Rk
fg, HesdbR R2EM 3B AP 51
A4, R £ % B #R & 7E 2K O
H, FE2% & E R L.

1:47 AM - 2 May 2019

tweetid 1123765841919660033
Time stamp 2019-05-02 01:47:00 UTC
Userid 4752742142

User display name a4

User screen name futuretopic

“FRNRABRWEIIR . —AEEHEL - — A EESLEABCH TR EIE N REND - S0
RARAZBEMHIFERMAN M2 REVWGSEKIANHE SERREC - BN R ERK
ffl.” —2 May 2019

Translated: ‘Guo Wengui used his money to buy Bannon. On the one hand, he needed his backing.
On the other hand, he wanted to continue to add weight to his career as a swindler. In fact, Bannon
just loves money and doesn’t really want to do anything with Guo Wengui. Soon both sides will find
out that they’re both deceiving the other, and then they’ll turn into enemies.’

Figure 13: ‘Like crazy’
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Translated: ‘Lately, Guo Wengui has continued to use his cheap trick of deceiving himself and others
with a crazy live-stream where he lied like crazy, incited and fanned the flames like crazy, and agitated
for his so-called democracy like crazy—enthusiastically promoting his “Expose Revolution”. But the
crazier he gets, the harder it is to hide the fact that the sun has already set on him. It doesn’t matter
how much he embellishes things; eventually, he will have to take responsibility and put an end to all of
this himself.

Spikes in activity in this campaign appear to correspond with significant developments in the timeline
of Guo’s falling out with the Chinese Government (Figure 14). For example, a spike around 23 April 2018
correlates with the publishing of a report by the New York Times exposing a complex plan to pull Guo
back to China with the assistance of the United Arab Emirates and Trump fundraiser Elliott Broidy.*

Figure 14: ‘You can’t hide the truth’
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Translated: ‘Even if a lie is repeated a thousand times, it’s still a lie. Guo Wengui is an eloquent smooth
talker and uses sex tapes and other methods to slander people. He also has a criminal record for trying
to threaten and set people up with recorded audio. He has 146 civil lawsuits and 19 criminal charges

for swindling other people’s money. No matter how much effort you putin in the United States, you
still can’t hide the truth’
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This tweet was repeated 41 times by this user from 7 November 2017 to 15 June 2018, at varying
hours of the day, but at only 12 or 42 minutes past the hour, suggesting an automated or
prescheduled process:

712 0:12 8:42 17:12 1:42 10:12
13:12 21:42 6:12 14:42 23:12 742
20:12 4:42 13:12 21:42 6:12 14:42
17:42 2:12 10:42 4:12 12:42 21:12
11:42 20:12 4:42 3:12 18:42 14:12
18:42 3:12 11:42 0:42 16:12 5:42
16:12 0:42 9:12 742 23:12

Like the information operation targeting the Hong Kong protests, the campaign targeting Guo is
primarily in the Chinese language. There are approximately 133 tweets in English, many of which

are retweets or duplicates. On 5 November 2017, for example, 27 accounts in the dataset tweeted or
retweeted: '#ZB 52 #RepatriateKwok. #Antiasylumabused. sooner or later, your fake mask will be
revealed’ (Figure 15).

Figure 15: Volume of tweets mentioning Guo Wengui from 14 April to 29 April 2019
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As the Hong Kong protests began to increase in size and significance, the information operations
against Guo and the protests began to cross over, and some accounts directed tweets at both Guo
and the protests (Figure 16).




Figure 16: Information operations intersect

‘ TweetlD: 1148407166920876032 | Follow "] "
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FRE R SR O R “FHEA"?

1:42 AM - 9 Jul 2019

tweetid 1148407166920876032
Time stamp 2019-07-09 01:42:00 UTC
Userid 886933306599776257
User display name lingmoms

User screen name lingmoms

‘HE/L\HKEL TEREBEEBNBN MBI FEEO DD FRENEAN - ARTASFHRZN:
IR E - MEX—/NBEAMKNREMZEXSZAPRIEBA?-9 July 2019

Translated: ‘Guo Wengui, who fears only a world not in chaos and schemes to topple Hong Kong, is not
only secretly supporting the violent and destructive Occupy extremists in Hong Kong, he’s also openly
supporting violent demonstrations. Is this small mob of criminals the “Hong Kong people” Guo Wengui
keeps talking about?”’

The dataset provided by Twitter ends in late July 2019, but all indications suggest that the information
campaign targeting Guo will continue.

Campaign against Gui Minhai

Although the campaign targeting Guo Wengui is by far the most extensive in the dataset, other
individuals have also been targeted.

One is Gui Minhai, a Chinese-born Swedish citizen. Gui is one of a number of Hong Kong-based
publishers specialising in books about China’s political elite. They disappeared under mysterious
circumstances in 2015.% It was later revealed that Gui had been taken into Chinese police custody. The
official reason for his detention is his role in a fatal 2003 traffic accident, in which a schoolgirl was killed.
Gui has been in and out of detention since 2015 and has made a number of televised confessions,’
which many human rights advocates believe to have been forced by the Chinese Government .8

The information operation targeting Gui Minhai is relatively small, involving 193 accounts and at least
350 tweets. With some exceptions, the accounts used in the activity directed against Gui appear to be
primarily ‘clean” accounts created specifically for use in information operations, unlike the repurposed
spam accounts used in the activity targeted at Hong Kong.
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The campaign ran for one month, from 23 January to 23 February 2018 (Figure 17). The preciseness
of the timing is indicative of an organised campaign rather than authentic social media activity. The
posting activity also largely corresponded with the working week, with breaks for weekends and
holidays such as Chinese New Year.

Figure 17: Tweets per day targeted at Gui Minhai
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Note: Weekends and public holidays are indicated by grey shading.

The campaign started on 23 January 2018, the day on which news broke that Chinese police

had seized Gui from a Beijing-bound train while he was travelling with Swedish diplomats to

their embassy.'® The campaign then continued at a slower pace across several weeks, ending on

23 February 2018. The tweets are entirely in the Chinese language and emphasise Gui’s role in the
traffic accident, painting him as a coward for attempting to leave the country and blaming Western
media for interfering in the Chinese criminal justice process. Some also used Gui’s name as a hashtag
(figures 18 and 19).




Figure 18: ‘Another bad choice’

O Tweet ID: 956700365289807872 e
@JonesJonesd4780 k5 J

#HE R FOVE ©— ke E, iE— s
REWE [F] S AW, XL EHIEREBAC.

{Hre, fihfE{H.0HERIE AR

T, iERAREAA. REBEER
ERSHAT SE RIS iR, EEEUEMCE 75—
HiRILFE.

1:28 AM - 26 Jan 2018

tweetid 956700365289807872
Time stamp 2018-01-26 01:28:00 UTC
Userid 930592773668945920
User display name X

User screen name JonesJones4780

WERE HARC— RS L ERFXEREZBWE  XTEHEEEFE-ER  MmE8
LDBECEMREABREA - T2 TERAREAA RBBEEAREHNTHE S5 HM
75— MEIRER'—26 January 2018

Translation: ‘#GuiMinhai deeply regrets that a happy family was shattered because of his drunk driving.
However, he’s even more worried that he’s actually going to have to serve a prison sentence for it.
Therefore, not long after the court’s decision and before any civil compensation was paid out, Gui
Minhai made another bad choice’

Figure 19: Just a performance’

' Tweet ID: 956411588386279424 air—
@nkisomekusua - J

#EEEUE T R D ETEIE e TRTEE
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=8 E R B, S o [ BOA A 1
S T, ANk v 7 AR R I EER H
2 HSHE, HEREK.

6:21 AM - 25 Jan 2018

tweetid 956411588386279424
Time stamp 2018-01-2506:21:00 UTC
Userid 1454274516

User display name =y

User screen name nkisomekusua
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DB AR NENRZHEMEEFENANENE - EHBERFPEZIMEEE RN
BEFIH - LN P EBOaAGINEIC S AT A REXFDIFRRZESEE  BIRE
R’—25 January 2018

Translation: ‘#GuiMinhai Western public opinion forces still want to use their discourse hegemony
and double standards to control value judgements of all kinds of sensitive information about China
and are continuing their public opinion attacks on the Chinese political system. However, this

kind of hype in the Western media is just a performance they’re doing for themselves for their own
personal entertainment.

Others amplify the messages of Gui’s ‘confession’,?® claiming that he chose to hand himself in to police
of his own volition due to his sense of guilt (Figure 20).

Figure 20: ‘He chose to return to China’

’ Tweet ID: 959276160038289408
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4:03 AM - 2 Feb 2018

tweetid 959276160038289408
Time stamp 2018-02-02 04:03:00 UTC
Userid 898580789952118784
User display name EEES

User screen name Ryy7v3wQkXnsGO8

HIEBUE AR MAREFEXNSHIE WESUSRNBRA - tIEFRT80ZS 7 AN
A BLUMARE R BRFF - DEREA—MREBIWRAAZ - LML REERE —
2 February 2018

Translation: ‘The death of #GuiMinhai’s father and the fact he couldn’t return home for the funeral
greatly affected him. His mother is also over 80 years old and is already in her twilight years, causing
him to suffer day and night in every possible way. There was always a strong sense of guilt and
uneasiness in his heart. So he chose to return to China and give himself up.

It seems likely that this was a short-term campaign intended to influence the opinions of overseas
Chinese who might see reports of Gui’s case in international media.




Campaign against Yu Wensheng

On precisely the same day as the information operation against Gui started, another mini-campaign
appears to have been launched. This one was aimed against human rights lawyer and prominent critic
of the CCP, Yu Wensheng.

Yu was arrested by Chinese police while walking his son to school on 19 January 2018.% Only hours
before, Yu had tweeted an open letter critical of the Chinese Government and called for open elections
and constitutional reform.?? Shortly after, an apparently doctored video was released, raising questions
about whether Chinese authorities were attempting to launch a smear campaign against Yu.?

In this dataset, tweets targeting Yu Wensheng began on 23 January 2018 (Figure 21)—the same day as
the campaign against Gui Minhai—and continued through until 31 January (only four tweets took place
after that, the latest on 10 February 2018). This was a small campaign, consisting of roughly 218 tweets
from 80 accounts, many of which were the same content amplified across those accounts. As with Gui,
Yu’s name was often used as a hashtag.

Figure 21: Tweets per day targeting Yu Wensheng
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The content shared by the campaign was primarily condemning Yu for his alleged violence against the
police, as shown by the doctored video (Figure 22).
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Figure 22: ‘Obstructing government administration’

g | Follow ) ~
@Anonymous_user e T

‘ Tweet ID: 956707469677359104

Y ER T LR Attt A ge 7 X =
&, XHEHBEMIR K. i EEEH80%

T, BAE AR AE, E“ELHLEHEE&
. BEAIAK, ODESEE—MIERSY

RIAAZ. FrilhizsRIEE A.

1:56 AM - 26 Jan 2018

tweetid 9567074696 77359104

Time stamp 2018-01-26 01:56:00

Userid 0jFZp2sQdCYj8hUveyN4LIxe2UvFbQgTgxaymZihMMO
User display name 0jFZp2sQdCYj8hUveyN4LIxe2UvFbQgTgxaymZihMMO
User screen name 0jFZp2sQdCYj8hUveyN4LIxe2UvFbQgTgxaymZihMMO

RN E LR —RUSBFEEZAZNRNEERNENRENREEZ N WAL RIOE
PUREAFFEMNEE S FMBENIERMALNRIRE  BEBFREREHBHIERIRE - &5
110~ REGAMBEERE—26 January 2018.

Translation: ‘#YuWensheng On January 19, a man surnamed Yu violently assaulted a police officer
while receiving a legal summons from the public security bureau, and was arrested for obstructing
government administration. Beijing Public Security Bureau told The Paper [a Chinese publication]
that the man involved in the case wounded the officers repeatedly by biting them when he was being
forcibly summoned by the police.

As with the other campaigns, however, accusations of supposed Western influence were also notable
(figures 23 and 24).




Figure 23: A ‘so-called rights lawyer’
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4:14 AM - 26 Jan 2018

W

tweetid 956742165845090304
Time stamp 2018-01-26 04:14:00 UTC
Userid 2l1eDka0eiClBUYoDXlwYaKcUaeelnz44aDMSOJRM

User display name

2l1eDka0eiClBUYoDXlwYaKcUaeelnz44aDMSOJRM

User screen name

211eDka0eiClBUYoDXlwYaKcUaeelnz44aDMSOJRM

RN A EPE B—HABMRENED - M BE MBI TR REZRRIAREP A HNT AR
AERNA HEWASRE -8R WEPERE -TH - ,Jj]?ﬂ/i RZRaEE MWIMEAQR
N AR IE R E P —5—26 January 2018

Translation: ‘#YuWensheng It can be seen from Yu Wensheng’s past activities that he is one of the
so-called rights lawyers in China. Yu Wensheng thinks that with the support of foreign media and rights
lawyers, he can become a hero and that, naturally, some people will cheer for him. Little did he know

that this time the police were wearing a law enforcement recording device that they used to record an
overview of the incident and quickly published it to the world. Yu’s ugly face was undoubtedly revealed

to the public.’

24

Policy Brief: Tweeting through the great fire wall: preliminary analysis of PRC-linked information operations on the Hong Kong protests



Figure 24: ‘The star of the video’
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6:15 AM - 30 Jan 2018

tweetid 958222061972832256

Time stamp 2018-01-30 06:15:00 UTC

Userid Kmto+XgJehcowkO0GVAGVEasNxHUW11bel phANrm3uhE=
User display name Kmto+XgJehcowkOGvAGVEasNxHUW11bel phANrm3uhE=
User screen name Kmto+XgJehcowkOGvAGVEasNxHUW11bel phANrm3uhE=
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30 January 2018.

Translation: ‘#YuWensheng In China, a group of people claim to be rights defenders. They claim to
protect the public interest, constitution and civil rights through administrative and legal proceedings.
They advocate for Western democracy and freedom and attack China’s darkness, autocracy, violent
law enforcement and the lack of the rule of law. Lawyer Yu Wensheng, the star of the video, is also one
of them.

As with the other campaigns seen in this dataset, it seems probable that the motivation behind this
effort was to convince overseas Chinese to believe the CCP’s version of events, bolstering the doctored
video of Yu and amplifying the smear campaign.

Campaign against protesting army veterans

Another information campaign aimed at influencing public opinion appears to have taken place in
response to the arrest of 10 People’s Liberation Army (PLA) veterans over protests in the eastern
province of Shandong.

The protests took place in October 2018, when around 300 people demonstrated in Pingdu city

to demand unpaid retirement benefits for veterans of the PLA.?* The protests allegedly turned
violent, leading to injuries and damage to police vehicles. On 9 December 2018, Chinese state media
announced that 10 veterans had been arrested for their role in the protest.?> The China Digital Times,
which publishes leaked censorship instructions, reported that state media had been instructed to
adopt a ‘unified line’ on the arrests.?




On the same day, a small but structured information operation appears to have kicked into gear.

Beginning at 8:43 am Beijing time, accounts in the dataset began tweeting about the arrests. This

continued, and tweets (a total of 683) were spaced out every few minutes until 3:52 pm Beijing time.
At 9:52 pm Beijing time, the tweets started up again, this time continuing until 11:49 pm (Figure 25).

Figure 25: Campaign activity over the day by hour of the day adjusted for Beijing UTC+8 time
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Activity by the accounts in the dataset included tweets as well as retweeting and responding to one
another’s tweets, creating the appearance of authentic conversation. There was significant repetition
within and across accounts, however, and many accounts tweeted a phrase and then tweeted the
exact same phrase repeatedly in replies to the tweets of other accounts.

The content of the tweets supported and reinforced the message being promoted by state media, in
condemning the protesters as violent criminals and calling for them to be punished (figures 26 and 27).
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Figure 26: ‘Like this post’
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tweetid 1071589476495835136

Time stamp 2018-12-09 02:16:00 UTC

Userid 53022020

User display name sergentxgner

User screen name sergentxgner
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Translated: ‘China is a socialist country ruled by law. There’s no place and no people in it that are
above the law. All people are equal before the law. It is the duty and responsibility of every citizen to
consciously abide by the laws of the state, to express their demands reasonably and according to the
law, and to maintain the normal social order. Public security organs will resolutely crack down on any
illegal or criminal acts in accordance with the law. Like [this post] for China’s public security, severely
punish those who ignore laws and regulations, and fully protect the lives and property of the people.




Figure 27: ‘Strike out like a thunderclap’
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Translated: ‘The behaviour of these people has seriously caused [harm to] the safety of the lives and
property of the people. They should strike out like a thunderclap and not relent.’

Note that this tweet may have been typed incorrectly and missed out a character or two. It should
probably say that ‘the behaviour endangered the lives and property of these people.

Again, it appears likely that the motivation behind this campaign was to influence the opinions of
overseas Chinese against critical international reporting (although international coverage of the arrests
appears to have been minimal, which perhaps helps to explain the short-lived nature of the campaign)
and videos of the event being circulated on WeChat that contradicted the official narrative.
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Dormant accounts and Chinese-language tweets

The information operation against Guo Wengui appeared to begin on 24 April 2017. Our research also
tried to determine whether earlier PRC-related information operations had taken place.

Chinese-language tweets

One measure we examined was the percentage of Chinese-language tweets per day in the dataset.
Twitter assigns a ‘tweet_language’ value to tweets, and manual examination of a sample of tweets
showed that this was approximately 90% accurate.

Figure 28 shows that before April 2017 there was no significant volume of Chinese-language tweets
in the network of accounts that Twitter identified. A noticeable increase is seen by July 2017, and a

significant volume of the tweets are identified as Chinese from then on, with a peak at over 80% in

October 2017.

Figure 28: Percentage of Chinese-language tweets per day from January 2017 onwards
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This measure does not indicate the existence of significant PRC-related operations before April 2017,
unless those initial operations occurred in languages other than Chinese.

Account creation and tweet language
A second measure examined when accounts were created and the language they tweeted in.

Figure 29 shows when accounts were created. The time of creation is shown on the X-axis, percentage
of Chinese tweets over the lifetime of the account is shown on the Y-axis, and the size of the points
reflects follower numbers.




Figure 29: Account creation day, by percentage of Chinese tweets and follower numbers, 2008 to July 2019
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Figure 30 shows the same data series from April 2016 to July 2019.

Figure 30: Account creation day, by percentage Chinese tweets and follower numbers, April 2016 to July 2019
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In figures 29 and 30, we can see a vertical stripe in July 2016, and more in August through to October
2017. The stripes indicate many accounts being created at close to the same time. From July 2017,
new accounts have tweeted mostly in Chinese.

This data indicates that accounts were systematically created to be involved in this network. Accounts
created after October 2017 tweet mostly in Chinese, with just a couple of exceptions. There is also

a group of accounts that were created close to simultaneously in July 2016 and were involved in

the network.
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Sleeper accounts

The dataset contains 233 accounts that had greater than year-long breaks between tweets.
These sleeper accounts were created as early as December 2007 and had breaks as long as 10 years
between tweets.

Figure 31 shows the pattern of tweets for these accounts over time. The accounts tweeted in a variety
of languages, including Portuguese, Spanish and English, but not Chinese, prior to their break in
activity. After they resumed tweeting, there was a significant volume of Chinese-language tweets.

Figure 31: Tweets from sleeper accounts, 2009 to mid 2019
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Note: Tweets from accounts with greater than one-year gaps are shown as dots coloured by tweet
language. More than year-long gaps between tweets are represented by grey lines.

The bulk of the sleeper accounts began to tweet again from late 2017 onwards. This data supports the
hypothesis that PRC-related groups began recruiting dormant accounts into their network from mid-
to late-2017 and onwards.

Figure 32 shows the tweeting pattern of accounts created in June and August 2016. These accounts
can be seen as a vertical stripe in Figure 30.




Figure 32: Tweets from sleeper accounts created between June and August 2016 and with a greater than one-year
gap between tweets
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Note: Tweets from accounts that were created between June and August 2016 and with a greater than

one-year gap between tweets are shown as dots coloured by tweet language.

The presence of long gaps in tweets immediately after account creation and before reactivation and

tweeting mostly in Chinese from early 2018 does not support the hypothesis that PRC-related elements

were engaged in active information operations before April 2017. It’s possible that these accounts

were created by PRC-related entities expressly for use in subsequent information operations, but

our assessment is that it’s more likely that these inactive accounts were created en masse for other

purposes and then acquired by PRC-related groups.

This research did not identify any evidence for other PRC-related information operations earlier than
April 2017.

32

Policy Brief: Tweeting through the great fire wall: preliminary analysis of PRC-linked information operations on the Hong Kong protests



Conclusion

ICPC’s preliminary research indicates that the information operation targeting the Hong Kong protests,
as reflected in this dataset, was relatively small, hastily constructed and relatively unsophisticated.
This suggests that the operation, which Twitter has identified as linked to state-backed actors, is likely
to have been a rapid response to the unexpected size and power of the Hong Kong protests, rather
than a campaign planned well in advance. The unsophisticated nature of the campaign suggests a
crude understanding of information operations and rudimentary tradecraft that is a long way from the
skill level demonstrated by other state actors. This may be because the campaigns were outsourced
to a contractor, or may reflect a lack of familiarity on the part of Chinese state-backed actors when it
comes to information operations on open social media platforms such as Twitter, as opposed to the
highly proficient levels of control demonstrated by the Chinese Government over heavily censored
platforms such as WeChat or Weibo.

Our research has also uncovered evidence that these accounts had previously engaged in multiple
information operations targeting political opponents of the Chinese Government. Activity in those
campaigns showed clear signs of coordinated inauthentic behaviour (for example, patterns of posting
that correspond to working days and hours in Beijing). Those information operations were likely to be
aimed at overseas Chinese audiences.

This research is intended to add to the knowledge base available to researchers, governments
and policymakers on the nature of Chinese state-linked information operations and coordinated
inauthentic activity on Twitter.
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