SPECIAL REPORT
National security agencies
and the cloud
An urgent capability issue for Australia

Dr John Coyne, Michael Shoebridge
and Albert Zhang
May 2020

About the authors
Dr John Coyne is the Head of Strategic Policing and Law Enforcement Program
and Head of the North and Australia’s Security Program at ASPI.
Michael Shoebridge is the Director of the Defence and Strategy Program at ASPI.
Albert Zhang is a Research Intern at ASPI.

Acknowledgement
ASPI would like to acknowledge Oracle’s sponsorship of this report and ongoing interest in
public debate around technology and national security. The findings and views in this report
are those of the authors and do not represent the views or positions of Oracle.

About ASPI
ASPI’s aim is to promote Australia’s security by contributing fresh ideas to strategic
decision‑making, and by helping to inform public discussion of strategic and defence
issues. ASPI was established, and is partially funded, by the Australian Government as
an independent, non-partisan policy institute. It is incorporated as a company, and
is governed by a Council with broad membership. ASPI’s core values are collegiality,
originality & innovation, quality & excellence and independence.
ASPI’s publications—including this paper—are not intended in any way to express or
reflect the views of the Australian Government. The opinions and recommendations
in this paper are published by ASPI to promote public debate and understanding of
strategic and defence issues. They reflect the personal views of the author(s) and
should not be seen as representing the formal position of ASPI on any particular issue.
Important disclaimer
This publication is designed to provide accurate and authoritative information in
relation to the subject matter covered. It is provided with the understanding that
the publisher is not engaged in rendering any form of professional or other advice
or services. No person should rely on the contents of this publication without first
obtaining advice from a qualified professional.

Cover image: Conceptual white clouds and large group of silhouetted people with binary code of
one and zero over blue sky: iStockphoto/imagedepotpro.

National security agencies
and the cloud
An urgent capability issue for Australia

Dr John Coyne, Michael Shoebridge
and Albert Zhang
May 2020

© The Australian Strategic Policy Institute Limited 2020
This publication is subject to copyright. Except as permitted under the Copyright
Act 1968, no part of it may in any form or by any means (electronic, mechanical,
microcopying, photocopying, recording or otherwise) be reproduced, stored in a
retrieval system or transmitted without prior written permission. Enquiries should
be addressed to the publishers. Notwithstanding the above, educational institutions
(including schools, independent colleges, universities and TAFEs) are granted
permission to make copies of copyrighted works strictly for educational purposes
without explicit permission from ASPI and free of charge.
First published May 2020
Published in Australia by the Australian Strategic Policy Institute
ASPI
Level 2
40 Macquarie Street
Barton ACT 2600
Australia
Tel + 61 2 6270 5100
Fax + 61 2 6273 9566
Email enquiries@aspi.org.au
www.aspi.org.au
www.aspistrategist.org.au
Facebook.com/ASPI.org
@ASPI_org

CONTENTS

INTRODUCTION AND SUMMARY

4

WHAT’S THE SOLUTION?

6

THE CONTEXT

8

A CLOUD FOR EVERY OCCASION

10

CLOUD COMPUTING IN THE AUSTRALIAN GOVERNMENT

12

AUSTRALIA AND DATA SOVEREIGNTY

14

AUSTRALIAN CLOUD ACCREDITATION

15

AN AUSTRALIAN NATIONAL SECURITY CLOUD?

16

CLOUDS ON THE HORIZON: CLOUD AND NATIONAL SECURITY IN THE US

17

SECURITY AND THE CLOUD: RECOGNISING THAT SECURITY RULES LAG
TECHNOLOGY20
DRIVERS FOR CHANGE

21

ICT AS A NATIONAL SECURITY CAPABILITY

24

RECOMMENDATIONS25
APPENDIX: CLOUD 101

27

NOTES28
ACRONYMS AND ABBREVIATIONS

29

INTRODUCTION AND
SUMMARY
In national security circles, cloud computing got a bad name from the start. It was code for risk and lack of control.
Cloud architecture seemed to be all about opaque technical and business structures promising magical increases
in capability and cost savings. It was too good to be true because the hidden catch was security—and clouds, being
woolly, amorphous things, just aren’t robust. So, the national security community in Australia has been very slow
off the mark in taking advantage of what’s now the dominant form of information and communications technology
(ICT) provision and operation in business and—increasingly—government.
That must change, and the change needs to be driven by ministers and agency heads, not chief information officers
(CIOs) and security staff.
That’s because security accreditation standards and processes can’t lead technological change. By definition and
by design, security standards are lag controls, based on what’s already understood and formed from experience
with past and present technical systems. And security staff in organisations are usually poor at anticipating and
managing technological change. Their role is more about protecting how things are done and identifying the
risks in the new. That’s a necessary and useful function, but, if it’s left to itself or not seen as merely one factor in
decision-making, security standards and rules will prevent change. Similarly, CIOs in organisations can’t lead the
shift to cloud infrastructure and services within the national security community because their role is about the
functioning of systems and services and running them effectively and efficiently. They lack the user and leadership
perspective that focuses on capability and results. Again, that’s natural because CIOs are core organisational
enablers with mainly internal focuses.
Ministers and agency heads have both the responsibility and perspective to look beyond the important current
technical security standards and rules and think about the capability benefit that cloud computing can bring to
Australia’s national security. They’re the ones who must balance opportunity and risk. As they do so, the power that
cloud systems and services can bring to Australia’s national security community is clear. The capability advantage
from cloud infrastructure and services is why Alphabet, Amazon, Apple, TenCent, Alibaba, Oracle, Cisco, IBM,
Microsoft, Facebook, Baidu and Huawei are globally successful technology firms.
And the degraded capability that Australian agencies will face if they don’t shift rapidly to cloud-based ICT is also
clear. Australian national security agencies are years behind the curve on cloud computing. For agencies that rely
on cutting-edge high technology for their capability edge, this is disastrous. Unless it’s addressed rapidly and
comprehensively, Australia will quite simply be at a major disadvantage against potential adversaries who are
using this effective new technology at scale to advance their own analysis and operational performance. We’ll also
fall behind our allies and partners. The US national security community has at least five years lead over Australian
partner agencies. In the US national security community, the issue with cloud infrastructure now isn’t whether to
have it but how best to orchestrate and manage what’s become a reasonably crowded and chaotic field.

Introduction and summary

What does cloud computing do that’s so powerful? One of the most useful attributes of cloud-based infrastructure
and applications is their ease of configuration. ICT resources can be directed to new priorities rapidly and computing
power made available to new functions at scales that traditional ICT systems take months and years to configure
around. The other most important advantage is that new applications can be written on cloud platforms rapidly to
take advantage of this underlying technical power.
The last advantage is more of an industry ecosystem one. The most creative software designers and application
writers in the commercial world are all applying their skills to software and apps that work on cloud infrastructure.
Non-cloud software and applications are now legacy items, and the industry focus is on sustaining existing
platforms. While national security agencies create their own software and apps or have particular providers that do
so, all of those actors take advantage of commercial software, apps and approaches. In fact, with some exceptions,
national security software and applications are built on the foundations of the commercial world. And the speed of
change means that reuse and reworking of software and apps created in the commercial world is an increasingly
viable and powerful path for national security agencies. If Australia’s national security community doesn’t shift to
cloud infrastructure, it will cut itself off from the most powerful software and applications available and put itself in
the position of using legacy software that vendors don’t support or that’s simply less capable than is possible.
But this shift needs to be done by design and with forethought, and not by simply signing up to any provider’s
catalogue. The Australian Government has significant market power in the ICT market in Australia, and the
government’s procurement decisions are marketing gold in many other nations because of its track record of
integrity and transparent decision-making. Right now, with many economies entering recessions or perhaps even
depressions, that market power is enhanced, so now is the time for the government to act.
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WHAT’S THE
SOLUTION?
A major investment in cloud infrastructure and services for Australia’s intelligence agencies is the key step that
might be part of a government stimulus to Australia’s digital economy. The Defence organisation and other national
security agencies and departments, which are usually less agile because of scale, could be part of those next steps.
The intelligence community needs to make this shift as a community, not as a rag-tag band of loosely coordinated
agencies with agency heads making separate risk-based decisions. This means avoiding the non-strategy that’s
the Digital Transformation Agency’s Secure Cloud Strategy, which takes exactly that Balkanised approach to
investment decisions.
The national security cloud needs to be designed around agencies’ interoperability as a core principle, because
the most powerful cloud infrastructure and applications are useless without the fuel they need to operate—data.
So, the maximum data needs to be brought into the national security cloud by each agency in the intelligence
community. This is rice-bowl territory, so the decisions will be divisive and difficult, but national capability, not
agency fiefdoms, needs to be the overriding interest.
Security is a key attribute the national security cloud must have. If some of the crown jewels of the Australian
Government—in the form of highly classified data obtained through difficult means—is to be hosted on this new
infrastructure, then it must be protected from state and non-state cyber actors who are already targeting Australian
government systems.
Security for highly sensitive Australian data requires the key personnel providing and operating the cloud
infrastructure to hold Australian security clearances. Security in the sense of resilience and redundancy means
having an approach that isn’t disabled if vulnerable overseas undersea cables are interdicted, hacked or damaged.
And security probably also means robust design for where data is hosted and how much is aggregated in particular
repositories. Dispersal may be a way of mitigating some of this risk, but there’s no escape from onshore cloud
infrastructure here in Australia for our national security agencies. That should be more obvious than ever, given the
new environment created by the Covid-19 pandemic and the increased expectation that the Australian population
has of reduced vulnerability throughout Australia’s critical infrastructure and supply chains.
And security has to go beyond personal and system security to include the resilience and integrity of the
supply chains that cloud infrastructure and service providers rely on to produce their products. This is a newly
obvious priority exposed by the vulnerabilities we’ve seen in global supply chains through the pandemic—and
high-technology supply chains are particularly exposed to Chinese state influence unless security is a design
principle baked in from the start. Cloud infrastructure partners will need to do more than before to demonstrate
how their design and manufacturing approaches take account of and manage supply-chain risks, as any risk they
aren’t managing is simply one they pass on to their Australian government customers.
In capability terms, the national security community also needs the sheer processing capability and agility that
cloud vendors can bring, along with the disruptive innovation available from small app producers.

What’s the solution?

Lastly, given the overriding attitude to risk inside our national security community, there’ll be a tendency to adopt
cloud infrastructure at the lower levels of classification first, and to leave highly classified—top secret—systems to a
later time. That sounds sensible at first blush but would be a fundamental error. The reason top secret information
is useful is that it’s the ‘secret ingredient’ that national security agencies possess that commercial competitors such
as news organisations and consultancies don’t have. Combining this rare information with the huge trove of lower
classification and open-source data is a source of distinctive advantage that agencies then bring to our government.
So, failing to incorporate highly classified data holdings with the analytic horsepower and flexibility that cloud
infrastructure and applications bring would be a bit like adopting jet propulsion for reconnaissance aircraft during
World War II but sticking with piston-engine aircraft for your fighter fleet, even as your enemy chooses otherwise.
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THE CONTEXT

With increased strategic uncertainty on the table, it’s understandable that there’s been a lot of interest in the
need for and cost of submarines and fighter jets in Australia. While national security hawks have put a lot of
effort into debates about capabilities, deterrence and strategic strike, there hasn’t been a lot of consideration
of transformational change in national security data collection and analysis. Strategists and commentators give
precious little attention to the data impact of fifth-generation warfare when discussing capability development.
Once they’re fully operational, platforms such as the P8 Poseidon, Growler and Joint Strike Fighter will all be
collecting and consuming large volumes of data, but it’s not just those platforms that are data-driven. While it’s true
that the traditional role of humble infantry units has remained unchanged,1 it’s equally correct to say that they’ve
become a frontline node in Australia’s national security data network.
Beyond frontline war-fighting weapons systems and platforms, though, exponentially expanding data volumes,
variety and velocity are a challenge for all the departments and agencies that collectively make up Australia’s
national security community, especially those whose core role involves intelligence collection and analysis. For
those agencies, especially Australia’s intelligence agencies, making sense of the expanding volume, type and
velocity of data ingested using current technologies is rapidly becoming more difficult. At the same time, the life
cycles of new technologies are shortening, and access to capital expenditure is more complicated. Australia’s
national security community is in desperate need of a paradigm shift—and a capability lift in the tools and systems
it uses for analysis and for producing actionable intelligence, whether for senior government decision-makers or for
operational use by Australia’s military in the mission data provided to the ADF.
Cloud computing began to be a commercial reality in 2006 with the launch of Amazon Web Services and has grown
rapidly to be the dominant way that high-performance ICT is delivered, aside from niche needs that are still met
by supercomputers. Cloud systems power the most capable technology firms on the planet, and the commercial
public cloud business was estimated to be worth some $US200 billion in 2019. The rise of cloud computing over the
past 15 years has coincided with a shift away from dedicated computing resources (think the home computer that
sits on your desk) to the on-demand allocation of computing resources by cloud service providers. And the same
thing’s happening with software. Individuals who once paid hundreds of dollars for software now pay an annual
subscription fee to access software hosted on cloud infrastructure. Companies now stream on-demand television
into our homes: you have the choice of paying per view or by subscription. Cloud computing makes all this possible.
There are many advantages to cloud computing, although, as with all seemingly magical technological advances,
there are downsides. Having on-demand computing power allows high processing power and speed to be
applied quickly to meet a need at a specific time and place, and then to be reallocated elsewhere when they’re no
longer needed.

The context

Much more complex functions, such as big-data analysis, can be done rapidly and routinely without the need for
enormous investment in stand-alone supercomputers. A given fixed stock of ICT power can meet more needs and
apply more computing power to each because the resources can be configured to focus on each as required.
Another development of equal importance is that applications—the programs that run on whatever system
you have access to—are being increasingly optimised for cloud-based architecture, not for the now-legacy, and
increasingly niche, fixed systems used by many governments across the globe.
Governments and their officials are either reluctant to give up owning servers and data centres or have outsourced
them to data centre providers. Senior public servants tend to look on cloud providers with some trepidation, partly
because of concerns about data security ‘in the cloud’ and partly because of concerns about the overall lack of
visibility of risk. In Australia, that has resulted in moves to end contractual arrangements with data centre providers
when ownership changes occur, along with a continuing debate over the use of in-house versus contracted-out
data centres.
But the more significant issue—our national security capability—has been a bit of a sleeper here to date, and that
needs to change.
This report argues for the development of a national security cloud. In doing so, it seeks to:
•

promote national security policy focused on treating new technological developments as capabilities rather
than as enablers

•

provide an evidence-based perspective on the potential benefits of the next-generation cloud in national
security

•

stimulate broad public policy discourse on the need for change in national security innovation projects

•

nurture debate on the cloud among ministers and national security leadership groups

•

provide an external perspective to add into current internal government consideration and analysis on the right
approaches to cloud infrastructure, services and applications for the Australian intelligence community and
broader national security community to take.

Appendix 1 provides a brief overview of cloud computing.
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A CLOUD FOR EVERY
OCCASION
Cloud computing’s various deployment and service models ensure that the concept remains elusive for many.
That’s unsurprising, given that there’s no one-size-fits-all cloud solution for organisations. However, there are
four broad types of cloud environment. Ownership, size and access arrangements distinguish each type of cloud
environment, and each delivery type offers particular benefits and risks.

Private clouds
The private cloud is a deployment model that’s purchased and used by a single entity. It exists in a unique
environment, where the hardware, storage and network are given the highest levels of physical and information
security. Only the owner of the private cloud can access the data stored in that cloud. Despite the physical and
information security, it’s also possible to build a geographically dispersed private cloud environment.
While private clouds are the most secure form of cloud delivery type, as with any system there are always risks and
evolving vulnerabilities.
Organisations that adopt a private cloud delivery model can automate their data centre/s, thereby minimising
manual management requirements and their costs. This kind of data centre automation improves the security
and day-to-day operation of data centres, but the performance of the private cloud is limited by the scale
of infrastructure that it involves—and will be lesser than that available to cloud approaches that rely on
shared infrastructure.

Community clouds
A community cloud is a multitenant delivery platform. The US National Institute of Standards and Technology
defines a community cloud deployment model as:
one that is used exclusively by a specific community of consumers from organisations that have shared concerns
(e.g., mission, security requirements, policy, and compliance considerations). It may be owned, managed, and
operated by one or more of the organisations in the community, a third party, or some combination of them,
and it may exist on or off premises.2
The community cloud allows several organisations to work on the same platform if they have similar needs and
priorities. The community cloud is particularly supportive of the conduct of collaborative activities, joint projects
and research.

Public clouds
A public cloud is owned and maintained by a cloud service provider who makes the service available to a broad
set of customers, usually commercial organisations, that don’t necessarily have any business connections
or relationships. The cloud provider is responsible for administering, maintaining and developing in this
delivery model.

A cloud for every occasion

For the customer, they can gain access to a range of capabilities without having to invest in either software or
hardware. In exchange, organisations pay either a subscription or a consumption fee.3
A public cloud can simultaneously handle and store massive amounts of data. It can support multiple projects and
can scale rapidly to meet consumers’ needs. Companies from Facebook to Google and mobile app developers use
public clouds to manage their operations effectively.

Hybrid clouds
Finally, we have hybrid cloud deployment models—a combination of public and private cloud services.
Global tech firms such as Alphabet, Amazon, Apple, Microsoft, Facebook, IBM, Oracle, Accenture, TenCent, Baidu
and Alibaba run their own cloud infrastructure, and most use that foundation to sell cloud services to others—
government and corporate. Big multinationals tend to manage the balance of risk and opportunity by buying into
community cloud arrangements in which they share resources from a cloud provider with other companies with
similar business needs. There are also purpose-built cloud solution providers who have structured their businesses
around particular customer markets. Examples in Australia include Vault,4 Sliced Tech5 and AUCloud.6
Parallel environments in which applications can move between private and public clouds, or between private
and community clouds, make up hybrid clouds. Hybrid clouds are bound together by proprietary technology that
enables data and application portability. Hybrid clouds offer IT teams more flexibility, portability and scalability
than other deployment models. This is the main reason why 58% of global enterprises have integrated a hybrid
cloud architecture into their IT infrastructure.7 Companies that are constantly balancing between managing public
cloud projects and building applications of a sensitive nature on their private clouds are likely to seek out a hybrid
cloud solution.
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CLOUD COMPUTING
IN THE AUSTRALIAN
GOVERNMENT
In October 2014, then Prime Minister Tony Abbott announced that his government would follow in the US and UK
governments’ cloud-first footsteps.8 The then Communications Minister, Malcolm Turnbull, had hoped to be able to
move a sizable portion of the government’s $6-billion IT spend to the cloud.9 He was probably right, as between July
2010 and October 2014 Australian expenditure on cloud services was only $4.7 million.10
The government’s Cloud First policy sought to ensure that its departments and agencies would adopt cloud services
where they’re fit for purpose, provide adequate protection of government data and deliver value for money.11 While
there should be little doubt that at the time, as is still probably the case today, Turnbull was enamoured of modern
technology, the move was clearly about promoting productivity and economic efficiency.
In 2014, Turnbull, Finance Minister Mathias Cormann and Attorney-General George Brandis complained that the
public service’s cloud adoption had been far too slow. While we agree with that analysis, it’s our view that what the
government didn’t appear to appreciate fully was that cloud computing was a ground-changing technology, not just
a means of driving down capital investment in big internal ICT projects. To bring about the kind of change that they
wanted required more than a policy statement and a different approach to having public cloud approaches as the
default one for public agencies. Change would need to address portfolio and departmental siloes, Department of
Finance and Administration policy, budget process changes and cultural differences—all of which are factors that
remain unresolved.
Since then, the federal government has increased its spending on the cloud across many of its various departments
and agencies, but the full benefits of the cloud haven’t yet been realised. To be fair, the kind of change that was
needed required senior leadership engagement, but to date the issue has for the most part been relegated to being
just another ICT issue and caught up in broader agendas, such as containing costs for ICT and pushing service
delivery consolidation.
For most Australian Government departments and agencies, the responsibility for cloud implementation
remained with CIOs and chief technology officers (CTOs), with varied levels of buy-in from departmental and
agency executives.
Cloud computing does create the potential for high cost savings for the Australian Government. For organisations
to realise those savings, they must first cross the Rubicon between capital expenses to purchase commodities as a
service. In this model, providers become technology partners; the closer that departments and agencies can work
with their partners, the more proactive they are likely to grow.
While crossing this particular Rubicon is a corporate challenge, much of the day-to-day responsibility resides
with CIOs and CTOs. In operational agencies, those officers are often preoccupied with balancing budgets with
maintaining operations, making multiple time-sensitive incremental changes and long-term innovation. The
challenge here seems to be that day-to-day demands restrict the resources available to diagnose and prioritise
specific problems, let alone innovation. For agency CIOs, maintaining enterprise architecture and costly legacy
and bespoke systems is an abiding focus. While the cloud offers a means of addressing those legacy issues, and
preventing new ones, those responsible for these decisions need to have the space and executive support to
diagnose and then solve the problems.

Cloud computing in the Australian Government

There are, of course, success stories (see box).

Airservices Australia reaches for the cloud
In April 2018, Airservices Australia signed an $84-million deal with Vault services for a secure cloud and
desktop-as-a-service. Airservices completed the cloud services migration within six months; a Layer 2 stretch
network achieved live migration peek transfer speeds of 400 gigabytes/second.12 In other words, this migration
allowed the transfer of data into cloud services without having to shut down websites, operations or different
workloads. The migration of the entire database meant that the new cloud system initially inherited old
architecture. However, the six-month job to reconfigure old architecture became a two-week job with new cloud
capabilities. After the migration, Airservices was able to use high-performance computing, reduce overhead and
back-up service costs and increase its capacity for rapid change.
Several caveats in Australia’s Cloud First policy’s procurement stance on cloud computing have proven, over time, to
make transformation difficult. The policy applies only when:
•

cloud solutions are fit for purpose

•

the cloud option offers the best value for money

•

the cloud option offers adequate security, as defined by the Protective Security Policy Framework

•

purchasing bodies are central government departments or agencies (not government corporations).13

The policy also made more specific demands, requiring agencies to choose public cloud services as the default for
testing and development uses and public-facing website information—an arrangement that remains in the more
recent Secure Cloud Strategy. In the time that has passed, the application of this policy has been uneven across
state and territory jurisdictions and federal departments and agencies.
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AUSTRALIA AND DATA
SOVEREIGNTY
Cloud computing is raising the complexity of the national security and privacy dimensions of data sovereignty.
While there’s no set definition for the term ‘data sovereignty,’ Polatin-Reuben and Wright from the University of
Oxford refer to it as:
… a spectrum of approaches adopted by different states to control data generated in or passing through
national internet infrastructure.14
Government research shows 93% of Australians want sovereignty over their data and are concerned about
organisations sending their personal information overseas.15 The federal government is the single largest purchaser
of technology and custodian of data in Australia, so the data sovereignty debate will undoubtedly shape its
cloud journey.16
The Digital Transformation Agency released a whole-of-government hosting strategy providing sovereign assurance
for data centre facilities; however, there’s no assurance of the technology platforms, such as clouds, that hold data.17
The strategy will reduce data sovereignty and ownership risks by certifying domestic facilities for the placement
of government data and guide agencies to ‘assess their own risk appetite and implement appropriate data
protection controls’.
Many countries, including the US, the UK, New Zealand and China, have introduced government procurement and
data sovereignty policies to protect their citizens and national interests.18 Australia’s Telecommunications and Other
Legislation Amendment (Access and Assistance) Act 2018 is already resulting in companies moving data. Companies
are opting to relocate data due to a combination of factors, including Australia’s market size and the perceived
compliance burden of the Act.19
The government has mandated that non-cloud systems require sovereignty at the same time as having a cloud-first
approach. Public and some hybrid and community clouds are likely to contribute to a loss of data sovereignty
without legislative protections or at least clearer policy guidance.20 Programs such as eHealth and now the
Covid-Safe app show that privacy concerns are important to the Australian public, even when the imperatives
of a pandemic create a case for data access. Given that this is true for personal data, it’s also likely that public
expectations are high that national security data is governed by strict data sovereignty rules that maintain control of
Australian classified data by having it in the control of people and entities with Australian security clearances.

AUSTRALIAN CLOUD
ACCREDITATION
Australia’s Cloud First approach has resulted in change, but the increments of that change are likely to
reduce as departments and agencies exhaust the low-hanging cloud fruit. While Cloud First and the Digital
Transformation Agency have pushed Australia’s governments’ cloud approach, the size of the Australian
market means that whole-of-government approaches are needed, not just for efficiency purposes, but to use
government market and purchasing power effectively to obtain better value for money and better capability as
a result. The Digital Transformation Agency seems to understand this agenda; however, its achievement will be
undercut if decision-making is atomised across the public service and individual agency heads are the primary
decision-makers.
Departmental and agency ownership of security risk is hardly a new concept. While security remains a critical
national priority, the adaptation of prescriptive security measures to more risk-based policy measures in
publications such as the Information security manual and the Protective Security Policy Framework may serve to
discourage further adoption of cloud computing if it’s accompanied by emphasis that agency heads must make
their own individual decisions in applying this risk framework. That approach limits collaboration and actively
gets in the way of sharing capability between agency and organisational siloes. It requires each agency to grow
specialist knowledge that’s in short supply, and, more damagingly, hands market leverage to large cloud providers
by reducing the cohesive spending power of the public sector.
For many years, the Australian Signals Directorate has certified gateway services for use by multiple government
agencies. In 2015, it commenced certifying cloud services, too.21 Unfortunately, as of 2 March 2020, it will no longer
be the certification authority for cloud services.22 Federal government agencies will now assess their own cloud
cybersecurity risks. The Australian Information Industry Association argues that:
The mixed ability for small and even larger government agencies to conduct cyber threat risk assessments may
lead to risk-averse behaviours, due to a lack of cyber skills in agencies, resulting in a decline in adoption of latest
cloud technologies and digital services.23
Agency-led accreditation of cloud services involves considerable risks. Primarily, even in the intelligence
community, as mentioned, there are genuine skills shortages. For ICT departments struggling to maintain legacy
systems in the face of the technology and budget pressures, there’s precious little space to innovate and develop
the necessary in-house skills for accreditation and, at the same time, to grow the required knowledge of the
complexities of different kinds of cloud solutions and providers. It’s hard to believe that this decision won’t affect the
quality of cloud assurance, certification, risk management and decision-making across government departments
and agencies.

AN AUSTRALIAN
NATIONAL SECURITY
CLOUD?
While cloud computing has broad application across government, it’s particularly critical for Australia’s national
security community from a sheer capability perspective. The overwhelming advantages that national security
agencies will get from the capabilities provided by a secure cloud infrastructure—compared with traditional
computing power allocated to specific agencies and functions within them—are compelling. And the risks to
the effectiveness of national security agencies if they don’t rapidly gain the power that cloud infrastructure and
applications provide are equally large.
As we’ve noted, large companies and small innovative start-ups all develop and implement their cutting-edge
technology on cloud infrastructure. The world’s large technology firms can be providers of this infrastructure
because they’re developers and users of it themselves. Multinationals without their own cloud infrastructure
strike partnerships with cloud providers because they understand the fundamental power advantage that cloud
infrastructure can provide when it comes to extracting meaning from large datasets.24
Australia obtains an information and decision advantage from its highly capable intelligence community, but that
community needs tools that allow it to produce insights from a data pool that’s growing at rates that only bulk data
analytics can manage. The infrastructure that the community operates on must be redesigned to deal with this
fact, and that drives inexorably towards a secure cloud approach, because no other technical infrastructure other
than multiple supercomputers can deal with this problem. Only cloud infrastructure has the capability to integrate
valuable secret and top secret data with bulk open-source data while also providing flexible analytic tools in the
form of bespoke apps operating on this infrastructure.
And, beyond the confines of the intelligence community, a high-technology fifth-generation military being
purchased with $200 billion of investment in defence will not only have platforms that collect reams more data
for analysis. Such a high-technology force also requires enormous amounts of mission data to operate. This need,
like that of the intelligence community, will depend on the bulk data analytic power that comes from flexible cloud
infrastructure and applications. And the national intelligence community must have the technical capabilities to
feed such data to military users.
Australian agency folk know enough about this from their exposure to US agencies with secure cloud infrastructure
to get the point.

CLOUDS ON THE HORIZON:
CLOUD AND NATIONAL
SECURITY IN THE US

Australia’s broad cloud journey is similar in outline to that of the US Government, but we lag our US ally by
some years. That’s probably partly because the US is home to a number of the world’s largest and earliest cloud
infrastructure and service providers, and because US national security agencies have the purchasing horsepower
to have made early investments in cloud approaches. So, the US Government, notably through its national security
departments and agencies, has developed cloud solutions. Across US Government agencies there’s a mix of public,
private, community and hybrid delivery models, but far too often the full benefits of cloud computing have been
limited by the same challenges now faced by Australia: siloed bureaucracies and an inability to make the necessary
cultural and organisational paradigm shifts. The troubled US Department of Defense (US DoD) Joint Enterprise
Defense Infrastructure (JEDI) program is probably the most visible public example of this struggle.
The Central Intelligence Agency (CIA) has been one of the earliest adopters of cloud computing in the US intelligence
community. Six years ago, the CIA made its jump to the cloud with its Commercial Cloud Service (C2S).
Several new concepts underpinned the CIA’s initial move to the world of cloud computing. The move was designed
to be transformational for the agency, and not just about hosting legacy systems, reducing costs or outsourcing
risk. The CIA engaged with the technology and promoted its strengths to secure much-needed cultural acceptance
of the massive organisational changes that would follow. For example, deputy directors would consistently remind
internal staff and external interlocutors that on its weakest day the cloud is more secure.
The CIA used cloud technology, and its technology partners, to speed up and shorten the acquisition processes and
cycles for new cloud capabilities. To feed this kind of change, it revolutionised its intelligence teams. There were
now data scientists, programmers and analysts working in the same teams. Development operations now involved
teams of developers, operators and innovators working together. ICT, the organisational enabler, was now a central
part of the CIA’s core business.
At the same time, other elements of the US national security community were making early investments in
cloud-based approaches. Since then, there’s been a long internal debate about the advantages and risks of
particular cloud approaches and providers, and the benefits of shared inter-agency approaches versus specific
agency solutions. That debate continues, leavened by all the existing complexities around funding sources,
authorities, tension between agency missions and US procurement rules.
In 2018, the US DoD decided that its JEDI cloud contract, worth US$10 billion, would be awarded in a single initial
contract.25 Since then, a range of legal actions between providers and government, over the independence of
the selection process, has dramatically stalled JEDI’s progress. But this challenge shouldn’t be interpreted as a
cloud failure.
The US DoD alone has numerous different cloud solutions from a large number of providers. Its problem isn’t
so much slow movement to cloud infrastructure as it is a lack of an enterprise approach that has resulted in a
somewhat random walk by different elements of the huge department.26 JEDI is an attempt to create a more
coherent overall approach and so maximise the capability effect of cloud infrastructure for the US military, while
also allowing the Pentagon to use its market power more coherently. This explains the highly litigious environment
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that JEDI finds itself in, because the stakes are so high for the industry, but JEDI is also a demonstration that
procurement approaches can be outpaced by technological change.
The US intelligence community has orbited around and taken account of the JEDI program’s difficulties. In early
2020, the CIA released a request for proposals for a new Commercial Cloud Enterprise (C2E). In the C2E model,
its foundational services are provided by several vendors and its specialised software-as-a-service acquisitions
are open to multiple vendors (see box). It will result in a multicloud environment for the intelligence community’s
unclassified, secret and top secret networks in which solutions are selected not just based on the technology and
services available now, but on how effectively providers can demonstrate a development strategy that supports
intelligence community objectives.

The CIA cloud
From C2S and now from C2E, there have been tremendous changes in efficiency. The size of the US intelligence
community meant that there were many efficiencies, but no one should overlook the fundamental changes in
costings brought about by the cloud. Figure 1 provides examples of the paradigm shift in the CIA’s computing
expenditure because of the agency’s move to the cloud. The left-hand side of the diagram illustrates the old way
the CIA purchased software. In that model, the purchase of software had a range of hidden costs: customisation,
hardware, specialised personnel, maintenance and training. In contrast, the right-hand side of the figure shows
the balance of expenses redistributed, with higher above-the-line expenditure on software and far lower
behind-the-scenes costs.
Figure 1: The CIA’s expenditure on software: the old model (left) and the new (right)

In the national security environment, US agencies still believe that there’s a need to both outpace and
outspend their competitors in the cloud environment. We, however, argue that in the age of cloud computing,
a government might not need to outspend to take the full advantage of the shorter innovation cycles offered
by cloud computing. But to do so, the CIA and US intelligence community will need to change their national
security mindset, culture and risk tolerance.

Lessons learned
The CIA’s C2E illustrated how a hybrid cloud offering could be used to significant effect by an intelligence agency
willing to invest in the necessary organisational changes. But it also showed that even an intelligence agency
of the size and scale of the CIA needs to engage with the entire intelligence, and possibly national security,
community if the full value of the cloud is to be realised. The CIA experience has clearly illustrated that there
may be advantages in community cloud delivery models for national security. And the combined efforts of the
US intelligence community would allow a holistic approach to managing cloud risks.

Clouds on the horizon: cloud and national security in the US

Overall, it’s clear that, for the US intelligence community and the broader US national security community, cloud
infrastructure isn’t a wait-and-see exercise or a limited experiment focused on data at lower classification levels.
It’s a core capability tool to keep agencies effective and able to provide the insights that the US Government needs.
The US intelligence community’s experience has shown that the basics of information security remain essential to
functionality and security. The careful management of system identification credentials, access management and
data references remain critical to mission success.
The US’s cloud computing experience, especially in its intelligence community, revealed that traditional government
budgetary processes and capital budgets might need to be fundamentally changed. In short, the cloud shifts
expenditure on ICT capability from capital to operating expenses. While some may view this as a simple accounting
change, it isn’t. It will require a complete re-examination of budgets and budgetary controls. In the Australian
context, there are a large number of unfunded legacy systems but there has been no change in the way ICT budgets
are allocated.
It seems, at least from the US intelligence community’s experience, that the introduction of cloud computing
requires a rethink on the alignment of technology staff. The siloed CIO or CTO framework might not allow operations
teams to leverage the full benefit of the cloud and its far shorter capability development cycles.
Cloud leaders in the private sector often see cloud initiatives led by both the CIO or CTO portfolio and operational
managers. It’s essential that CIOs and CTOs remain key stakeholders in any organisation’s decision-making on cloud
infrastructure, but their perspectives aren’t sufficient of themselves to drive the right solutions or maximise the
operational benefits to national security from cloud approaches. Instead, the shift to cloud infrastructure must be
led from a capability perspective, and that requires agency heads to lead the debate.
As we’ve noted, it isn’t just the underlying technical power of cloud infrastructure that’s a compelling advantage
over traditional ICT networks. For national security users, cloud infrastructure allows them to recycle and reuse
the most powerful software and applications from the commercial world within their own agencies. As an example,
the CIA with both C2S and now C2E has made fundamental changes to how it develops ICT solutions. It has shifted
from a major focus on all-new bespoke solutions to the customisation of existing products that can be sourced
from existing, or new, technology partners and vendors. And its cloud approach ensures that multiple vendors can
provide services and apps on the cloud infrastructure.
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SECURITY AND THE CLOUD:
RECOGNISING THAT SECURITY
RULES LAG TECHNOLOGY

Security arrangements in the Five Eyes community, including Australia’s national security community, find their
origins in the old days of prescriptive physical security. This observation doesn’t question the very real cyber and
information security capabilities in various intelligence and national security organisations across the Five Eyes.
It merely argues that many prescriptive and principle-based security arrangements can track their lineage back
to arrangements for securing hard-copy reports and information. Over time, the principles have simply been
applied to the ICT environment. In the past, this has led to risk-averse cultures, and often for good reason, given the
devastating national security impacts of phenomena such as Wikileaks.
The situation reminds us of government policy on mobile phones, which was a tale of policy being dragged
reluctantly forward by manifest changes in the market. Mobile phones weren’t welcome in much of the national
security community, not just in the limited top-secret facilities of intelligence agencies and other areas of
big agencies.
Then they were allowed in more broadly because their use became ubiquitous, and the debate moved to what to do
about phones with cameras. The security policy world kept it simple. It banned mobiles with cameras. That worked
until it became tough to buy a smartphone without a camera. The policy folded, despite the reluctance of security
policy experts. Under controlled conditions, it’s now possible for mobiles to be used in top-secret agencies.
We think we’re at the same point with cloud computing, but changes need to be underpinned by a new mindset and
approach to security risks. Emerging cybersecurity policy and strategy offer us some hope here. What’s accepted as
safe today might not be tomorrow. Also, fine-grained security access control can be a secure means of protecting
data in a private, community or hybrid cloud.
The pursuit of both efficiency and functionality drives the adoption of cloud computing in the US intelligence
community, but the cloud is not, and has not been, a magical capability. It requires departmental leaders and
individuals ready and willing to leverage the flexibility that it brings to an organisation. The flexibility is just as much
related to the staff that use it as to the technology stack.
An integrated approach to people, organisation and technology, as required to maximise capability outcomes
from cloud infrastructure and applications, requires a closer relationship with providers. And real effort needs
to be directed towards moving from managing vendors to government customers working closely with their
technology partners.
The lessons from the US intelligence community are clear. If you want to leverage the flexibility and speed offered by
the cloud, then your organisation must embrace a rethink of how it does business.

DRIVERS FOR CHANGE

Even from a very narrow perspective, not moving the Australian national security community to cloud infrastructure
will, within a few years from now, consign agencies to commissioning bespoke Australian-only software to run on
legacy ICT platforms. Meanwhile, their counterparts in the US—and potentially other Five Eyes partners—will all be
able to use applications optimised for cloud architecture systems in weeks or possibly even days. That would be like
getting retired Windows 7 software engineers to write new versions and keep them running on today’s computers.
If this argument isn’t sufficiently compelling, potential adversaries’ militaries, intelligence agencies and national
security communities—and, for that matter, even some non-state actors—will have capability advantages. They’ll
achieve those advantages by adopting, or accessing, cloud technologies quicker than the Australian national
security community can. That’s simply bad news.
It isn’t clear to us that the Australian Government’s Secure Cloud Strategy can be usefully applied in Australia’s
national security agencies. Nor is it likely to serve as a broad road map for the development of Australia’s national
security hybrid community cloud.
The Secure Cloud Strategy encourages each agency to make its own decisions, based on its own ‘vision and strategy
for cloud adoption’.27 This siloed approach is unlikely to maximise federal government purchasing power or drive
agency cooperation in an area in which a critical mass of investment is likely to be necessary.
The strategy also says that agencies should ‘consider public cloud first and in preference to any other cloud
deployment model’ and simply adds that ‘agencies should ensure the public cloud service has the appropriate
security.’28 That means that existing government security frameworks and policies designed for the non-cloud ICT
world were imported into this entirely new business model.
There can be little doubt that historical approaches to technological innovation have left agencies with substantial
budget legacy problems. For example, over the past couple of decades, Australia’s law enforcement and Home
Affairs agencies have initiated innovation projects that resulted in the development of tens of stand-alone data
repositories and platforms. Maintaining access to these outdated, stand-alone legacy systems is resource-intensive
and costly and prevents investment in innovation.
The capital expenditure budgeting approach to ICT in the federal government is an all too familiar challenge for CIOs
or CTOs. In the early stages, project investments bring a negative organisational return. Over time, with changes
in expenditure levels and project maturation, return on investment often exceeds the starting point in successful
projects. The implications of this economic projection for the public sector are twofold.
First, measuring the cash benefits of major cloud projects in an accurate and meaningful manner is difficult, as
return flows are hard to predict, mainly where they’re in the form of avoided costs or non-monetary benefits.
Second, contract and budget lifecycles prevent the development of consistent road maps for innovation when
uncertainties persist. Hence, we often see today’s technological initiative become tomorrow’s unfunded legacy
system, the maintenance of which is made challenging by finance rules on operational and capital expenditure.
The movement of ICT costs from capital to operating expenditure might not be a magical solution, especially if a

22

National security agencies and the cloud: An urgent capability issue for Australia

reasonable ICT operating budget isn’t appropriated over the long term. There’s also a sensible level of scepticism
within central budget agencies about assertions that new forms of contracting, such as contracting for services
rather than buying systems as capital assets, can be managed in a way that controls costs into the future.
Given this environment, four significant obstacles are likely to be in the way of Australia’s national security
community moving to cloud infrastructure.
The first will be money. A move like this isn’t in the budget plans of any agency or group of agencies—and Treasurer
Josh Frydenberg has said he’s already kicked in to raise the defence budget and is in no mood to add more.29 Let’s
not forget that Covid-19 stimulus packages have brought with them the prospect of intergenerational debt, albeit at
a time when government borrowing can occur at historically low interest rates.
The second is agency independence. Cloud infrastructure for the national security agencies will be best done as
a joint initiative that includes at least the national intelligence community and the Defence organisation. That’s
a massive organisational and cultural shift to greater collaboration and interdependency, beyond the wildest
thoughts of the authors of the 2017 Independent Intelligence Review.30 Agency or portfolio control and ownership of
functions is a bureaucratic battleground littered with skewered careers and reputations. And some nasty battles are
still underway after the formation of the Office of National Intelligence and, more particularly, Home Affairs.
Third is the lack of knowledge and skills in this technology area—part of the broader STEM skills deficit that Australia
faces. National security agencies have some flexibility in employing specialist skills. They’ll need to use all of that to
build and retain the knowledge needed to operate securely and to maximum effect on cloud infrastructure if they’re
to be more than passive customers of global providers.
The fourth major obstacle is likely to be trust and risk. The number of cloud providers that could work with the
Australian national security community to build a hybrid community cloud is relatively limited. It would certainly
include the global providers at the big end of town, as well as credible Australian cloud providers that have designed
their approaches with security and sovereignty, along with system performance, as core principles.
If the government were to use its more substantial purchasing power across the national security community
and other big agencies, and think strategically about what could be done with our US ally, the options for the
cloud’s foundational services would be broader. Arguably, the result would be both more resilient and more
financially viable.
But then, to get the full benefit of the cloud, the national security community members would need to be willing to
work with external partners from start-ups to credible Australian providers and the US global providers to leverage
the latest technology and applications. That’s a big ask for a community that takes years to process security
clearances and accreditations.
Regardless of who the provider or providers might be, validating the security of a cloud solution, and gaining a
sufficient understanding of its vulnerabilities, will be significant and challenging pieces of work. Simple issues such
the resilience of cloud infrastructure, if it’s dependent on a small number of international undersea cables, will need
to be assessed.
There are some solid indications that the Australian Security Intelligence Organisation (ASIO) is positioning to
take greater advantage of a national security cloud. In April 2019, it announced that it intended to ‘use a mixture of
on-premises and externally hosted cloud infrastructure to underpin a greenfield enterprise technology platform’
(see box).

Drivers for change

For ASIO, a new enterprise technology platform
ASIO’s enterprise technology platform is set to comprise three distinct Microsoft Azure-based platforms:
•

an externally hosted Azure platform that will handle information classified at the PROTECTED level

•

an externally hosted or on-premises Azure SECRET platform that’s either delivered as a managed service or
has separate components provided as managed services

•

an on-premises TOP SECRET platform similarly delivered entirely as a managed service or with components
delivered as managed services.

The platform will:
provide common infrastructure such as desktop, storage, compute, network, common services and a
consumption-based approach to provisioning commodity products
and
Users will have a single logon with fewer system touchpoints, and access to toolsets that enhance their ability
to collaborate with partners at machine speed and scale.
The enterprise technology platform work package covers a range of standard services, including identity and
access management; operation and maintenance systems; and ‘services enabling event-driven orchestration’.
The ‘core data platform’ (CDP) will run on top of the enterprise technology platform and ‘provide the foundation
for advanced data management and analytics capabilities’ across the agency:
The CDP will enable staff across the enterprise to access a greater breadth of data that has been extracted,
enriched and correlated. Functionalities included in the CDP will include data ingestion and processing, data
storage and data access, security and audit and query capabilities.
The digital UX platform will allow ASIO employees to access customised views of insights delivered courtesy of
the CDP.
Overall, though, the issue of cloud infrastructure for the Australian national security community needs to be
elevated way above the realm of individual agency IT departments and break the confines of debates over in-house
or contracted data centres and current security rules. It also needs to engage with the rising public expectation that
Australian data will be managed within the control of Australian security-cleared personnel, and with the manifest
need to ensure operational resilience if international infrastructure (including undersea data cables) is disrupted.
The implication here is that a level of onshoring of infrastructure and data seems an essential design attribute for
national security cloud solutions.
A move now to secure cloud infrastructure is needed if Australia’s national security agencies are to maintain a
first-world capability.
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ICT AS A NATIONAL
SECURITY CAPABILITY
There’s much danger for the Australian national security community in thinking that cloud computing is just about
doing things we used to do, but with new tech. And it’s even more dangerous to view cloud computing as an exercise
in outsourcing.
In making decisions on cloud computing, Australia’s national security community needs to consider the historical
lessons of a failure to shift in the face of tectonic changes. Consider Kodak. One of its engineers invented the first
digital camera in 1975, but the company refused to leverage the new technology.31 For decades, Kodak’s senior
leadership refused to acknowledge that there had been a tectonic shift in the market. That inability to accept that
the facts were changing led to Kodak’s economic performance declining over three decades.
Today, when innovation cycles are significantly shortened, the consequences of a similar mistake could play out in
less than a year. And this is a lesson that’s as relevant to the Australian national security community as it is to the
private sector.
Leadership is needed to break national security CIOs and CTOs free from organisations’ self-sustaining belief
systems on ICT and integration. The cloud will be fundamental to breaking ICT staff free from merely keeping the
lights on to lead in innovation. Cloud computing will bring the kind of automation that minimises the provision and
cost of backups, restorations, patches, updates and deployments.
A business capability, in a general sense, is a crucial part of a business’s architecture. So, in many aspects, it’s what
a company does and can do. In contrast, enablers tend to be those business activities that support capabilities.
While it’s true that ICT in a general sense has always been an enabler of businesses, the cloud has changed that for
national security agencies.
Cloud computing brings with it so many opportunities for organisations: access to more efficient ICT capabilities
and analytical tools, faster innovation cycles, and easier access to emergent technology. The significance of these
developments raises the question of whether, with cloud ICT, the organisational function has evolved to be a
national security capability in its own right.
For Australia’s national security community, particularly our intelligence agencies, cloud capabilities are critical to
the community’s missions. The cloud, and the deep learning and artificial intelligence functions that it builds, are
central to what these agencies do and therefore should be treated as strategic capabilities. So, decisions about
cloud development need to become a greater focus for national security executives and senior management groups,
not just the responsibility of the CIO. National security executives should carefully manage the development and
integration of the national security cloud.
New technological developments in the cloud environment need to be treated as capabilities rather than enablers
in national security strategy and policy, not just in the production of new policy proposals. Such a decision ensures
that executive groups have considerably more direct influence over their organisations’ and the national security
community’s cloud strategy and provide the right combination of inputs, from people and training to culture
and policy.

RECOMMENDATIONS

The Australian Public Service needs to be able to leverage the full benefits of cloud computing. Within the broader
public service, the national security community and the intelligence community within that have critical capability
reasons for moving rapidly and at scale to cloud infrastructure and applications. Broad government policy that’s
suitable for unclassified ICT outside the national security community may prioritise cost over security and so result
in a greater adoption of public cloud solutions.
Even where public cloud solutions are engineered to meet data privacy concerns, those underlying policies are
simply not appropriate for national security activities, in which security and performance are intertwined objectives.
The following recommendations have been made with that in mind.
1. The shift to cloud infrastructure and services needs to be recognised and acted upon as an urgent capability
issue for Australia’s national intelligence community and broader national security community.
2. Ministers and agency heads must lead the shift to secure cloud infrastructure to ensure that Australian
intelligence and national security agencies and departments retain a capability advantage for Australia.
3. The maximum capability benefits won’t be obtained by a disaggregated approach to vendors or by leaving
decision-making at the level of individual agency heads. The Australian Government must maximise its market
power by taking a coherent and coordinated approach across the national security community, with the
intelligence community at the core of that approach.
4. The government needs to rebuild the capacity to assess and accredit cloud service providers against an
Australian Government framework. Delegating this function to diverse agency heads simply disperses and grows
the risks, as well as undercutting public-sector cohesion and interoperability. Whether that function is rebuilt
within the Australian Signals Directorate or elsewhere is a functional matter for government.
5. Data sovereignty, together with the control of both data and the systems on which the data is held, is an issue
that must be addressed transparently in the shift to cloud infrastructure and services.
6. The Office of National Intelligence, as the leader of the Australian intelligence community, needs to lead
a community strategy for cloud infrastructure and avoid the risk of powerful individual agencies taking
separate approaches that fail to leverage overall federal government purchasing power. Systemic stovepipes
between agencies and portfolios reduce the capability available from the datasets that the intelligence
community possesses.
7. The Office of National Intelligence, in partnership with the national security community members, should
engage with the Department of Finance to develop new administrative and legislative arrangements and
planning for cloud computing’s impacts on capital and operating expenditures.
8. The Digital Transformation Agency’s cloud strategy needs to be rethought to take into account the federal
government’s market power as a coordinated purchaser of cloud solutions. The strategy needs to evolve beyond
the existing approach of reinforcing agency-by-agency decision-making and defaulting to public cloud solutions.
Data sovereignty and value for money from combined federal government procurement approaches are the
major reasons for this recommendation.
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9. Supply-chain vulnerabilities and security must be factored in as priority elements in investments in cloud
infrastructure and services. This involves reaching further down into vendors’ supply-chain concepts and
processes than in the pre-Covid-19 world, and is also likely to result in a greater focus on onshore solutions and
resilience in the face of international disruptions.
10. Cloud solutions for the Australian national security community must have the objective of enabling multiple
vendors’ applications to be rapidly adopted, modified and operated by our agencies if capability benefits are to
be realised. So, avoiding locking into single providers must form a core element of the intelligence community’s
cloud strategy.

APPENDIX: CLOUD 101

The ‘cloud’ usually refers to the internet or any system that connects computers. Historically, technologists and
commentators have used the cloud symbol to represent the complex infrastructure underlying those networks.
Cloud computing involves the use of programs and the storage of data over the internet. Rather than data users
buying and owning physical data centres and infrastructure, cloud computing uses the technology and resources of
an independent provider. Individuals or organisations can then rent a range of services and are charged per use.
Businesses traditionally set up their own data centres or IT infrastructure, and individual users would interact with
those local systems. That approach requires variable decisions about resources that are initially needed, such as
storage, processing power and capacity.
Cloud computing connects users over the internet to infrastructure owned by a provider. The provider creates a
large pool of resources and regularly updates the technology. Users then pay only for access to resources and the
applications they need. For example, a business could store customer information on a cloud service and quickly
increase the amount of required storage with a click of a button.
There are three common types of cloud services, each distinguished by its level of flexibility:
•

Software-as-a-service (SaaS) allows subscriptions to software over the internet on a browser or app.

•

Platform-as-a-service (PaaS) provides access to an environment with tools, storage and developer features to
build and deliver applications.

•

Infrastructure-as-a-service (IaaS) allows users to rent the necessary IT infrastructure and has the highest level
of flexibility.

When cloud computing is compared with traditional computing, there are multiple benefits to cloud computing.
Organisations can quickly scale capability up or down. Costs in the short term reduce, and teams dedicated to
ICT infrastructure are no longer needed. Users can also access data and services remotely, away from the office.
However, the most significant advantage is the performance of cloud computing. Cloud computing allows for
the continuous upgrading of operating systems and software applications to the latest generation of fast and
efficient hardware.
The general risks faced by the cloud computing industry concern security. Storing data externally to the
organisation can pose higher risks of data leaks at the same time that it creates flexibility and scalability.
Organisations might also save short-term costs using cloud services but may accrue higher long-term expenses
by becoming too reliant on single providers. These are all factors that need to be balanced by organisations.
Understandably, while the use of the cloud has rapidly expanded across the private sector over the past decade,
take-up is uneven across the private sector. For example, while many private-sector executives decided to move
their email services to the cloud, far fewer appear to be willing to move their supply-chain management software.
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Australian Defence Force

ASIO

Australian Security Intelligence Organisation

C2E

Commercial Cloud Enterprise

C2S

Commercial Cloud Service

CDP

core data platform

CIA

Central Intelligence Agency

CIO

chief information officer

CTO

chief technology officer

ICT

information and communications technology

IT

information technology

JEDI

Joint Enterprise Defense Infrastructure (US)

STEM

science, technology, engineering and mathematics

US DoD US Department of Defense
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