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Introduction

ASPI ICPC has investigated a campaign of cross-platform inauthentic activity, conducted by Chinese-speaking actors
and broadly in alignment with the political goal of the People’s Republic of China (PRC) to denigrate the standing of the
US. This appears to be targeted primarily at Western and US-based audiences by artificially boosting legitimate media
and social media content in order to amplify divisive or negative narratives about the US. This has included highlighting
racial tensions, amplifying criticisms of the US’s handling of the coronavirus crisis, and political and personal scandals
linked to President Donald Trump. However, there’s no clear indication of a partisan lean in this campaign. President
Trump appears to be criticised in his capacity as a leader of the US rather than as a presidential candidate.

This activity has been conducted primarily in English, with a smaller amount of Chinese-language content. It relies on
a high degree of automation and appears to have achieved low engagement across both Facebook and Twitter. The
divergent tactics used in this campaign suggest that’s unconnected to the state-linked operations studied by ASPI
ICPC in Tweeting through the Great Firewall and Retweeting through the Great Firewall. There’s no clear actor—state or
non-state—to which attribution can be made from this investigation. It does appear that those behind the campaign
commonly type in double-byte fonts used for Asian languages, including Chinese, and that a small number of accounts
appear to have been used in an earlier campaign targeting the Falun Gong / Falun Dafa community in the US.

This activity is valuable as a case study because it highlights the ways in which social media platforms provide a vector
for small-scale actors to engage in covert political influence campaigns targeting citizens and voters in other nations in
ways that can complement state-driven propaganda. The investigation offers insights into behavioural patterns that can
reveal coordinated inauthentic activity designed to drive influence, even when it is disguised through selective sharing of
authentic content by accounts with profiles that offer a veneer of legitimacy.

Overview of the activity

Our investigation uncovered a network of at least 62 accounts on Facebook and between 200 and 300 accounts on
Twitter! posting, sharing or retweeting identical content as part of this activity, which dates back to at least February
2020. A significant number of accounts previously involved in the activity appear to have been deleted, suggesting that
the overall number of accounts that have been involved in this operation is likely to be higher.

This isn’t a sophisticated campaign. No attempt has been made to build convincing personas for the accounts involved,
which appear to rely on a high level of automation. Rather than actively spreading disinformation, this campaign
instead seeks to highlight authentic content about divisions and grievances in American society, using a relatively
unsophisticated approach based on that high degree of automation.

Standard activity involves sharing a legitimate news article or tweet, usually from a US media source, along with a short
English-language comment that emphasises negative sentiment. The same content is shared repeatedly across both
Facebook and Twitter by multiple accounts, sometimes multiple times by the same account or over a period of weeks.
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https://www.aspi.org.au/report/tweeting-through-great-firewall
https://www.aspi.org.au/report/retweeting-through-great-firewall
http://info.lionbridge.com/rs/lionbridge/images/Lionbridge%20FAQ_encoding_2013.pdf

Some accounts in this campaign reply to tweets from high-profile US accounts, in particular those of President Trump and
Secretary of State Mike Pompeo (Figure 1). Many also simply share or retweet content on specific themes, providing an inauthentic
boost to otherwise authentic news and content. This approach highlights that campaigns to influence, even manipulate, social
media audiences do not necessarily have to rely on disinformation. Such campaigns can simply selectively amplify legitimate
content - such as tweets from authentic users or articles from genuine news outlets - to shape narrative and drive influence.

This approach can be enhanced by using account names and profile pictures that have been selected to create a veneer of
legitimacy (as appears to have been the case for some of the accounts in this campaign).

Figure 1: Atweetin this campaign replying to US Secretary of State Mike Pompeo, captured 13 July 2020

Secretary Pompeo £} @SecPompeo - Jun 3 e
Great conversation with my Australian, Canadian, New Zealand, and UK
counterparts. Together we are addressing the CCP's erosion of Hong Kong's

autonomy and pushing for transparency on COVID-19. We remain focused on
addressing Iran’s destabilizing behavior in Irag and the region.

) 18K 11 64K 7 18.8K 3,
. Sonia Mason @50niaMa53630920 - Jun 3 hd
P The Trump administration has gone so far as to sacrifice our lives to get back
to work in order to make the Dow Jones (24465.1602, -8.96, -0.04%) look
good that they now treat us like human beings?

O 0 Q W

Additionally, a small number of Facebook accounts appear to have been sharing legitimate, critical news stories into Facebook
groups, including Covid-19 discussion groups and groups for Chinese-Americans (Figure 2). Changes to Facebook’s Graph search
function make it difficult to establish how widespread this behaviour is.

Figure 2: Accounts involved in the activity sharing an article about the impact of the Covid-19 crisis on the Minnesota bus
industry into Facebook groups, captured 20 June 2020
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The following sections discuss the content and narratives amplified by this activity. That’s followed by an analysis of the tactics
and techniques employed, including high levels of automation across both platforms.
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Content and narratives

Key narratives have included emphasising racial divisions, criticising the US’s response to the coronavirus, and political and
electoral themes.

Emphasising racial divisions

The role of racial divisions and inequality in the US is a major theme of the activity. A typical example is a video that was tweeted
out on 10 June 2020 by US media outlet Now This News, showing a black protester standing up to a white counter-protester

(Figure 3). This tweet was shared repeatedly over the course of a month across both Twitter and Facebook alongside the text ‘Black
people are never slaves ! Stand up your high head ! ’ (note the spacing around the punctuation marks, which indicates the use of
a double-byte font; highlighting added). On Twitter, it was shared at least 43 times (Figure 4).

Figure 3: Twitter retweets, captured 13 July 2020

Megan Palacics & Maganfalaciosd - lul 5

=. Black peophk are naver slaves! Stand up your high head !

B MowThis @ ©nowthisnews - bun 10

Lok them in the aye so that they know that you're human

— Black protestar Samantha Francina stoically faced down this
angry whita agitator, and want viral for har bravary

Amy Kemp & AmylampsRldTas - ik
: Black paopla ara navar slavas! Stamd wup wour high head !
B HowThis 8 & nowthisnass - Jun 10
Lok thamiin tha aye 5o that thay know that you're human
— Black protaster Samantha Francing stoically faced down this
angry whitz agitator, and want viral for har bravery

Bt

Mclinda Johnson £ Malinda5T318877 - Jul 5
Black peopk are naver slavas! Stand up your high head !

&
& NowThic 8 ©nowthisnews - Jun 10
Lok themi in the aye so that they know that you're human
— Black protestar Samantha Francina stoically faced down this
angry whita agitator, and want viral for har bravary


https://nowthisnews.com/

Figure 4: Facebook posts, showing same account sharing @NowThisNews tweet with the same text on the same day,
captured 13 July 2020

rRE

Jessi Young
June 19 at 10:28 PM - b

Black people are never slaves! Stand up your high head! https.#twitter.com
Mmowthisnews/statusM 270524 330426780803

D‘E] Like =:] Comiment & Share

June 19 at §:32 AM - (@

. JessiYoung s

Black people are never slaves! Stand up your high head! httpsftwitter.com
Mnowthisnews/statusM 270524330426739888

D'r_ljl Like ::] Comment ,,:i‘* Share

Other videos tweeted by Now This News on the same day, 10 June, were highlighted in a similar way in an apparent attempt to
exacerbate racial divisions (Figure 5). It isn’t clear why multiple videos from this particular day were chosen as the foundation for at
least a month’s worth of activity; there may have been some specific reason, or it may simply have been that that was the day they

went looking for fodder to build their activity around.
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Figure 5: Twitter retweets, captured 13 July 2020

® Erin Brown & £rinro 50852305 - 20 g Tasha Hall & TashaHaT2 14542 - 6h
- Black pecple wheo died under racial discrimination are not in the ‘. '\&lthaJnrba: States is your whita country. It is the country that you
Moty whiites built after the slaughter of Indians!
& MNowThis @ Snowthisnass - Jun 10 B MowThis 8 & nowthisnaes - Jun 10
Amilar | zan't brastha ou 're going back to Meadoo’ — A white woman verbally attacked
Offizar Stop rasisting. and got into a physical attarcation with a Latinx woman in Arzona

Disturbing footage has surfaced from tha police-invohiad killing
of Jawiar Ambdar aftar tha shariff's office triad to kaap tha case
confidential fsarning: distrassing)

Ambil n.:r. n't breate

r stomach
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Other legitimate content shared by the campaign and highlighting racial divisions and inequality in the US included articles from
major US-based media, such as the New York Times, MSNBC and others, and tweets from civil rights groups (Figure 6).



Figure 6: Tweets sharing New York Times and MSNBC articles, captured 13 July 2020

. Christine Weston & Christid2682005 - Jun 10 ~ . Sonia Mason @SoniaMa53630920 - Jun 8
The police kneeling to kil the blacks led to a journalist uprising. A 75-year-old man was pushed down by police.This is the so-called
advanced and civilized country.

In

ta Buffalo mayor addresses horrific video of police shoving protester
Mayor Byron Brown of Buffalo, New York, talks with Rachel Maddow

about the shocking video of Buffalo police pushing a 75-year-old ...

W
!

e ]

&’ msnbc.com
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The ongoing protests in response to the killing of George Floyd and the broader Black Lives Matter movement have been used as a
way to highlight division in US society. In terms of narrative, this complements overt messaging from PRC state media and Ministry
of Foreign Affairs, as well as from campaigns of covert propaganda and disinformation. Accounts involved in the activity have
boosted content from both sides of the protests. For example, the same account has retweeted both an anti-police account and a
pro-police, ‘Blue Lives Matter’ tweet (Figure 7).

Figure 7: ‘Blue Lives Matter’ retweet, captured 14 July 2020
. Katherine Craig @Katheri04786426 - 8h v
o .
4 Mark R. Levin @ @marklevinshow - 22h

BLUE LIVES MATTER!
theblaze.com/news/daughter-...

Q | v &

Criticising the US’s response to Covid-19

Another major focus of the activity has revolved around amplifying legitimate coverage and media content about the US’s response
to the Covid-19 pandemic, illustrating how smaller-scale campaigns have learnt from the techniques used by more sophisticated
state actors. This has included highlighting the rising death toll or specific clusters and outbreaks, as well as dog-whistling towards
conspiracy theories that the virus originated in the Fort Detrick lab in Maryland (again echoing PRC state-sponsored messaging).

The ‘Fort Detrick’ theory purports to reveal that the Covid-19 virus originated from a US military base. A legitimate article
published in August 2019 has been shared by accounts in our sample at least 20 times on Twitter and was first shared in 2020 by
the ‘All Things Chinese’ account. Among tweets relating to Chinese history, art and culture, this account regularly comments on
Australian-Chinese affairs, too.

A petition asking the US government to reveal the ‘real’ reason behind the Fort Detrick closure has also been shared at least 16
times so far by accounts connected to this campaign on Twitter (Figure 8).


https://news.cgtn.com/news/2020-06-01/China-urges-U-S-to-eliminate-racial-discrimination-in-all-forms-QY4LJpMofe/index.html
https://twitter.com/SpokespersonCHN/status/1266741986096107520
https://twitter.com/SpokespersonCHN/status/1266741986096107520
https://www.aspi.org.au/report/retweeting-through-great-firewall
https://twitter.com/zlj517/status/1280131459429232645
https://www.fredericknewspost.com/news/health/fort-detrick-lab-shut-down-after-failed-safety-inspection-all/article_767f3459-59c2-510f-9067-bb215db4396d.html?from=timeline&isappinstalled=0
https://twitter.com/ClassicChina/status/1233692749666275328
https://twitter.com/ClassicChina/status/1279262364995514368
https://petitions.whitehouse.gov/petition/petition-information-fort-detrick-1
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Figure 8: Accounts retweeting an authentic article and petition

Karen Shine @KarenSh53530116 - Jul 9 ~ 5 o : = 3
m Fort Detrick lab shut down after failed safety inspection; all research e Q [The White House Petition for information of Fort Detri Bes
halted indefinitely fredericknewspost.com/news/health/fo... via
@frednewspost
Top Latest People Photos Videos
. Erica Martin @EricaMa73540803 - Jul 8 W
- [The White House1 Petition for information of Fort Detrick
petitions.whitehouse.gov/petition/petit...
Q tl v &y
Nancy Carraway @NancyCarraway5 - Jul 8 v

[ The White House 1 Petition for information of Fort Detrick
petitions.whitehouse.gov/petition/petit...
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Fort Detrick lab shut down after failed safety inspection; all research halt...
All research at a Fort Detrick laboratory that handles high-level disease- Nicole Johnson @Nicole) 74086336 - Jul 8 o
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3 petitions.whitehouse.gov/petition/petit...
Q u o &y
. Nikki Nation @HNikkiNation5 - Jul 8 v
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. Cynthia White @Cynthia05141642 - Jul 8 v
. [ The White House 1 Petition for information of Fort Detrick
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In another example, an MSNBC video posted to YouTube on 10 July was shared across the accounts on Twitter on July 13th, along-
side text critical of President Trump’s comments on the Covid-19 crisis (Figure 9).



Figure 9: Tweets sharing MSNBC YouTube video, captured 14 July 2020

. Viry Franco @ViryFranco? - Jul 13 b
P All the lies! The president says the country is doing fine as COVID-19
cases rage out of control in dozens of states and the nation hits another

single-day nationwide record for new cases.

Trump Says US Doing Fine As 70000 Mew COVID-19..

el

e =

Valorie Garcia EVslone26802256 - Jul 13 b

All the lies! The president says the country is doing fine as COVID-19
cases rage out of control in dozens of states and the nation hits another
single-day nationwide record for new cases.

Trump Says US Doing Fine As 70,000 Mew COVID-19..

he poresider = e =
E Presiie > E E

2

Sara laramillo & 5zr2)ar7A7ET304 - Jul 13 e
All the lies! The president says the country is doing fine as COVID-19
cases rage out of control in dozens of states and the nation hits another
single-day nationwide record for new cases.

Trump Says US Doing Fine As 70000 Mew COVID-18..

crlent cansc H

[=1
[=]
[T=]

. Linda Moon @ LindzshoflEET203 - Jul 13 e
P All the lies! The president says the country is doing fine as COVID-19

Other examples included mockery of President Trump’s highly controversial comments about disinfectant as a treatment for the
virus, and of the Trump administration’s decision to continue deporting immigrants despite the possibility that they could already
be infected with the virus and therefore risk spreading it to their home countries (figures 10 and 11).




Automating influence on Covid-19 9

Figure 10: Tweets amplifying legitimate content critical of the Trump administration’s handling of the Covid-19 pandemic,

captured 14 July 2020
Shannon Callaway & ShannonCalzwal - 4h v |l S e B v
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Figure 11: Facebook posts amplifying legitimate content critical of the Trump administration’s handling of the Covid-19
pandemic, captured 14 July 2020

Toya Head
Jun 18 - @ - Trump said disinfectants can cure diseases!Are you kidding
me? https://'www.youtube.com/watch?v=JSCJ5C_w7v4

Erika Blasor

Jun 18 - @ - Trump said disinfectants can cure diseases!Are you Kidding
me? htlps:/iwww.youtube comwatch?v=JSCJ5C_wTv4



Additional evidence to suggest that the operators of these accounts are working primarily in Chinese language comes from some of
the shared articles in which Chinese characters are present within predominantly English-language text (Figure 12).

Figure 12: Tweet including 3RB (‘from’) in Chinese, captured 14 July 2020

. Cynthia White @ Cynthia03141642 « Jul 4 A
Team Trump Pushes COC to Dial Down Its Death Counts thedailybeast.com
fteam-trump-pus... 380 @thedailybeast

/

Team Trump Pushes CDC to Dial Down Its Death Counts

The president and members of his task force are skeptical of the numbers
and want the methodology changed,

& thedailybeast.com

‘.1; tl o [

American cultural attitudes have been highlighted as contributing to the spread of the virus, including through the ‘overflow of
freedom’ and people’s unwillingness to wear masks (figures 13, 14 and 15).
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Figure 13: Reply to Secretary of State Pompeo, captured 30 June 2020

€ Tweet

Secretary Pompeo @ @SecPompeo - Jun 11

9 The very existence of the International Religious Freedom Report is evidenc
aof our reselve to defend human dignity, Mo other nation gathers such an
encrmous and comprehensive accounting of this fundamental human righ

> sos T 24k 7 78K &

._ Laura Daniels
@ 7447330
& C LauraDa7 3301

Replying to @5ecPompeo
The overflow of freedom has created the situation
today. The prerequisite of freedom is to live.

T27PM - Jun 19, 2020 - Twitter Web App

Qo () O v

Figure 14: Reply to President Trump, captured 14 July 2020

DunaIdJ.Tn.lmpﬂ @rezlDonaldTrump - Jun 3 ke
NYC, CALL UP THE MATIONAL GUARD. The lowlifes and losers are ripping

you apart. Act fast! Don't make the same horrible and deadly mistake you
made with the Mursing Homes!!!

i T e 3= e o T T
LY 323K L1 604K \J Z253EBK A

. Sonia Mason e

- @Soniahat3630020
Replying to @realDonaldTrump

The overflow of freedom has created the situation
today. The prerequisite of freedom is to live.

236 PM - Jun 3, 2020 - Twitter Web App

2, ! ] i



Figure 15: Tweet, captured 14 July 2020

. Renee Tate @FReneeTa37309210 - 23h A4
S Unreasonable American style!

B NowThis & @nowthisnews - Jul 13
This woman threw a temper tantrum and sat on the floor of Costco
because of the store's mask policy

< woman sat .

EWS

Political and electoral themes

Narratives relating to US domestic politics, President Trump, his administration and the upcoming US presidential election have
also been a prominent feature of the activity. The largest proportion of this has been sharing and commenting on legitimate media
coverage that highlights personal scandals associated with President Trump or irresponsible behaviour by the President and his

administration (figures 16 and 17).
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Figure 16: (L) Tweets sharing a Chinese-language video about personal scandals associated with President Trump, captured
30 June 2020; (R) Facebook posts sharing a tweet about a forthcoming book written by Trump’s niece, which is highly
critical of Trump, captured 30 June 2020

. Megan Lewis @Meganle30315138 - 18h ™ " Stephanie Robertson
P When Trump was asked about sex scandals, he drove reporters out of
anger! Jun 20 - @ - Revenge the family civil war with presidential privileges? ! This is

Trump, the current president of the United States'https:itwitter.com
fAshaRangappa_/status/1272337474547826694
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Jun 18 - @ - Revenge the family civil war with presidential privieges? ! This is
Trump, the current president of the United States'hitps:itwitter.com
JAshaRangappa_lstatus/1272337474547826694


https://twitter.com/AshaRangappa_/status/1272337474547826694

Figure 17: Twitter account sharing legitimate content critical of Trump and Republican states’ handling of the Covid-19
crisis, captured 30 June 2020 (this account was deleted by Twitter shortly after).

. Angela Varoz Swaroz_angels - Jun 12 b

L :
9 Eric Feigl-Ding @ @ DrEricDing - Jun 18
ATRCCICUS! Mebraska governor has told locsl officials that i citizens are
required to wear masks in public buildings, local govts will ot receive any
of £100 il in federal coronavirus sid.

This is EXACTLY why R states having faster growing epidemnic!
omahacom/news/state_and...

Shioaw this thread
L
. Angela Varoz S@waroz_zngels - Jun 79
- Rome was not built in 2 day
1L
. Angela Varoz Svaroz_zngels - Jun 18 o
P Trump's niece is about to talk about-expose the president’s tax evasion!

Revesled: The Fa

mify Mernber Whe Turned on Trum

ece Marny Trump 5 =&t 1o publish 2 te

There’s no clear indication of a partisan lean, however: Trump appears to be being criticised in his capacity as a leader of the US
rather than as a presidential candidate. At times, a small subset of accounts have amplified both Democrats and Republicans, and
also boosted legitimate media coverage critical of the US electoral system, implying that the goal may be about deepening division
and polarisation rather than an effort to promote any particular political actor (figures 18 and 19).
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Figure 18: Twitter account retweeting both President Trump and Speaker Nancy Pelosi consecutively, captured 30 June 2020

. Christine Weston @ Christi42685005 .« Jun 12

@ Donald J. Trumpﬂ @realDonaldTrump - Jun 11
Domestic Terrorists have taken over Seattle, run by Radical Left
Democrats, of course, LAW & ORDER!

Q 2 v, &

. Christine Weston @ Christi42689005 .« Jun 12
-@ Nancy Pelosi 8 @SpeakerPelosi - Jun 11

The statues which fill the halls of Congress should reflect our highest
ideals as Americans. Today, | am once again calling for the removal from
the U.5. Capitol of the 11 statues representing Confederate soldiers and
officials. These statues pay homage to hate, not heritage.

Show this thread

o 0 V)

[=

. Christine Weston @Christi42689005 + Jun 12

@ Donald J. Trumpﬂ @realDonaldTrump - Jun 11

Our great National Guard Troops who took care of the area around the

White House could hardly believe how easy it was. “A walk in the park”,
one said. The protesters, agitators, anarchists (ANTIFA), and others, were
handled VERY easily by the Guard, D.C. Police, & 5.5. GREAT JOB!



Figure 19: A Now This tweet about the electoral college, shared alongside two separate versions of text critical of the US
electoral system, captured 20 July 2020

Patricia Smith v . Mary Baker
& @Patricig2296231 P @MaryBak44523247
"Janky System' is a stupid, failed system! All systems can be flawed if the actors are not perfect.
Translate Tweet Democracy is being destroyed by imperfect
participants!

NowThis € @nowthisnews - Jul 3

Hillary Clinton beat Donald Trump by nearly 3 million votes in 2016, yet Trump
became president thanks to the Electoral College. So why does this janky system’
exist and will it go away soon?

B NowThis @ @nowthisnews - Jul 3
Hillary Clinton beat Donald Trump by nearly 3 million votes in 2016, yet Trump
became president thanks to the Electoral College. So why does this janky system’

exist and will it go away soon?

3 _ |

Why the Electoral
College Still'EXists

2:41 AM - Jul &, 2020 - Twitter Web App

Why the Electoral

College StillExists

WS

9:12 AM - Jul &, 2020 - Twitter Web App

Activity analysis

A large proportion of the Twitter accounts previously active in this campaign have been removed by Twitter, and the majority were
detected automatically by the platform’s spam prevention algorithms. Due to accounts being quickly deleted in this network, we
analysed only a sample of 78 active accounts and 2,240 tweets captured on Twitter. Of those tweets, 99% received fewer than two

likes, replies and retweets.

To determine whether accounts in this activity were controlled automatically or by human operators, we analysed patternsin the
tweet times (Figure 20). In our sample, tweets didn’t peak during any particular period of the day (for example, business hours)
but, as the graph shows, on certain days tweets were posted periodically and consistently throughout the entire day, suggesting
automation and coordination.
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Figure 20: Plot of daily campaign tweet dates and tweet times during the day

00:00:00 §
02:00:00 . I i
04:00:00
S 06:00:00 ’
‘:’ 08:00:00 i
> 10:00:00 | ¢ "‘“'
-— .l . -' —'- s W " u
§ 120000 4 g R B g
2 14:00:00 LTS -
s} - M B 5N
© 16:00:00 - s !
g I P i E’ . :
F  18:00:00 . o 'f - "
n ] |
20:00:00 I " - t
22:00:00 i - ' - 3
24:00:00 - ) '
Mar Apr May Jun Jul

Date of tweet

Over 5 and 6 July 2020, these accounts were tweeting every 17 minutes and cycling through a short list of 21 common tweets,
exhibiting highly automated behaviour.

The data suggests that the operator (there may be more than one) first collates an ordered list of tweets to be posted. Then, for
each tweet on the list, an account is randomly selected from a pool of accounts (in their control) and scheduled to post that tweet.
This repeats every 17 minutes until all items in the list are exhausted before returning to the start of the list and continuing.

This strategy creates the effect of individual accounts randomly posting at different times during the day, with the aim of
circumventing Twitter’s spam prevention systems. Given the accounts’ attempts to appear authentic, a clear pattern of automated
behaviour emerges only when posts from all accounts in this dataset are analysed.

Figure 21 displays the coordinated posting of tweets from accounts in this activity, demonstrating their scheduling at regular
intervals.
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Figure 21: Table of tweets displaying date of the tweet, time of the tweet, the account and the content of the tweet,
coloured by epochs of the same 21 tweets

6/07/2020  8:38:55 dominiqueteasl2  The United States has hit an all-time record for new COVID-19 cases for the second day in a row, but Trump Say
6/07/2020  8:21:39 ericama73540803  Trump's failure to govern has led to a drop in his approval ratings. he turned his anger on the media! https://w
6/07/2020  8:04:40 josephavinne Trump EVER does. https://www.youtube.com/watchPv=VG-zrxDFalA ...

6/07/2020  7:30:39 mindiharmon12 1 believe ,"symbol of hate", this is what Trump intended. https://www.youtube.com/watch?v=VG-zrxDFalA ...
6/07/2020  6:56:40 nancycarraways When Trump was asked about sex scandals, he drove reporters out of anger! https://www.youtube.com/watc
6/07/2020  6:39:39 tiffany50502340 Trump said disinfectants can cure diseases!Are you kidding me<U+FF1F> hitps://www.youtube.com/watch?v-
6/07{2020  6:22:24 melinda57818877 AV actress on the show burst Trump's sex "I don't want to go to bed with him"! https://www.youtube.com/wa
6/07/2020  6:05:25 melissa22485409 Do you think there is discrimination in the United States? of course! https://www.youtube.com/watch?v=iGD]
6/07/2020  5:48:24 meganle30515138 Black people are never slaves!Stand up your high head! https://twitter.com/nowthisnews/status/1270524330:
6/07/2020  5:14:25 laurada74473301  Black people who died under racial discrimination are not in the minority. https://twitter.com/nowthisnews/:
6/07/2020  4:57:24 erinbro50854306  Team Trump Pushes CDC to Dial Down lts Death Counts hitps://www.thedailybeast.com/team-trump-pushes
6/07{/2020  4:40:24 shannon39051737 Need a Coronavirus Test? Being Rich and Famous May Help https://www.nytimes.com/2020/03/18/us/corona
6/07/2020  4:23:24 meinholzkateri Sadly the cops have decided this community event that has gone on for weeks is no longer allowed and have t
6/07/2020  4:06:10 amylars15796495  We're in a worse place than we were early on! https:/fon.msnbec.com/2¥gyUYc

6/07/2020  3:49:09 eileent69257831  The Trump administration’s repatriation of a large number of illegal immigrants is a very cruel and inhuman pr
6/07/2020  3:32:09 bonniem20604319 The cold-blooded Trump decided to export the virus to poor countries that were unable to cope with the epid
6/07{2020  3:15:09 reginawl8103811  https://p.dw.com/p/3c2E1?maca=zh-Twitter-sharing ... <U+62DC><U+767B><U+53D7><U+5230><U+6027><U+4F|
6/07/2020  2:58:09 katheri04786426  All systems can be flawed if the actors are not perfect. Democracy is being destroyed by imperfect participant
6/07/2020  2:41:09 patrici89296231 ‘Janky System' is a stupid, failed system! https://twitter.com/nowthisnews/status/1278962431411187712 ...
6/07/2020  2:24:09 amykemp65504736 The United States has hit an all-time record for new COVID-19 cases for the second day in a row, but Trump Sa)
6/07/2020  2:06:54 kimberl85364998  Trump's failure to govern has led to a drop in his approval ratings. he turned his anger on the media! https://w
6/07/2020  1:49:55 amyvang61887951 Trump EVER does. https://www.youtube.com/watch?v=VG-zrxDFalA ...

6/07/2020  1:32:58 nicolej74086336 "He has never lied to the American people." ... that's literally the only thing

6/07/2020  1:15:54 latrice43379603 1 believe ,"symbol of hate", this is what Trump intended. https://www.youtube.com/watch?v=VG-zrxDFalA ...
6/07/2020  0:58:55 aliciat42315753 Donald Trump has a hiring problem——his “best people” promise didn't pan out! He is only a dishonest busin
6/07/2020  0:41:54 marcihossain When Trump was asked about sex scandals, he drove reporters out of anger! https://www.youtube.com/watc

6/07/2020  0:24:54 ashleyt30625030  Trump said disinfectants can cure diseases!Are you kidding me<U+FF1F> https://www.youtube.com/watch?v=
6/07/2020  0:07:57 pinskyeufemia AV actress on the show burst Trump's sex "l don't want to go to bed with him"! https://www.youtube.com/wa
5/07/2020 23:50:40 cindybr19326312 Do you think there is discrimination in the United States? of course! https://www.youtube.com/watch?v=iGD|
5/07/2020 23:33:39 meganpalacios3  Black people are never slaves!Stand up your high head! hitps://twitter.com/nowthisnews/status/1270524330:
5/07/2020 23:16:39 nikkination5 Yes, the United States is your white country. It is the country that you whites built after the slaughter of Indiar
5/07/2020 22:59:39 josephavinne Black people who died under racial discrimination are not in the minority. https://twitter.com/nowthisnews/:
5/07/2020 22:42:39 meganpeoplesls Team Trump Pushes CDC to Dial Down Its Death Counts https://www.thedailybeast.com/team-trump-pushes
5/07/2020 22:25:40 hannahm17494121 MNeed a Coronavirus Test? Being Rich and Famous May Help https://www.nytimes.com/2020/03/18/us/coronay
5/07/2020 22:08:39 mariajo34444778  Sadly the cops have decided this community event that has gone on for weeks is no longer allowed and have t
5/07/2020 21:51:24 cynthia05141642  We're in a worse place than we were early on! https://on.msnbc.com/2¥gyUye

5/07/2020 21:34:25 melissa22485409  The Trump administration’s repatriation of a large number of illegal immigrants is a very cruel and inhuman pr
5/07/2020 21:00:25 bethany63748515  https://p.dw.com/p/3c2E1?maca=zh-Twitter-sharing ... <U+62DC><U+767B><U+53D7><U+5230><U+6027><U+4FI
5/07/2020 20:43:25 laurada74473301  All systems can be flawed if the actors are not perfect. Democracy is being destroyed by imperfect participant
5/07/2020 20:26:24 alyssas73094824 ‘Janky System' is a stupid, failed system! https://twitter.com/nowthisnews/status/1273962431411187712 ...
5/07/2020 20:09:25 amandar72243009 The United States has hit an all-time record for new COVID-19 cases for the second day in a row, but Trump Say
5/07/2020 19:52:25 juliavillaflor3 Trump's failure to govern has led to a drop in his approval ratings. he turned his anger on the media! https://w

Since our sample of tweets represents an incomplete picture of the activity, this automated activity is likely to have begun back in
February 2020. Data gaps are due to unobservable tweets from suspended accounts.

On both Facebook and Twitter, many of the accounts (although not all) have replied to a particular post and tweet, respectively,
with phrases such as ‘Sow nothing, reap nothing’ and ‘Rome was not built in a day.” These and other phrases used by the accounts
are commonly included in lists of English idioms for Chinese English-language learners.

An interesting point to note on both platforms is that, even when the text itself is in English, spacing around the punctuation marks
sometimes suggests the use of a double-byte font, Pinyin input used for Asian languages (including Chinese), or both (Figure 22).



https://wenku.baidu.com/view/c8a7e688a0116c175f0e4887.html
http://www.zww.cn/baike/t/3/EnglishIdioms18413.htm
https://zhuanlan.zhihu.com/p/143993947
http://info.lionbridge.com/rs/lionbridge/images/Lionbridge%20FAQ_encoding_2013.pdf
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Figure 22: Facebook replies and tweet replies showing spacing around punctuation marks, captured 7 July 2020

_ B ame . fre=3 i
@ March 30 - @ - @ev33ThDohgmwigC
ggdgd BRAEEE M ATUESRESE, [ARNRS
Translate Tweet
D 17 161 Comments 170 Shares
1:03 PM - Apr 15, 2019 - Twitter Web Client
[ﬂ} Like (J Comment &> Share :
8 Likes
View previous comments 50 of 161 o) n O .,\.
ﬁ Princesita Love Sow nothing.reap nothing
Andrea Smith @Andrea508633419 . Mar 19
Like - Reply - 4w

z Replying to @6vI3ThDohgmwigC

Hope for the besilpreparefortheworst
®  Jasmine Campbell Learn to walk before you run s 1 o .
et Ay (BN}
Like - Reply - 4w
o . Sonia Mason @5oniahia33e y 6
@ Kelly Embree Rome was not built in a day - Replying to @6v331hDohgmwdgl
Like - Reply - 3w Rome was not built in a day
9 tl & !
e Elizabeth Nelson Learn to walk before you run
i ——— . Patricia Smith @Patrici0296231 - May 9
Like - Reply - 3w P Replying to @&v331hDehgmwiqlC
Sow nothing, reap nothing
e Elizabeth Nelson Rome was not built in a day s n i -
t vy [

On Twitter, the relevant tweet was made on 25 April 2019. The account used was created in January 2018 and had previously been
used only for tweeting a handful of Chinese-language phrases and retweeting Chinese state media (Figure 23).



Figure 23: Twitter account @6v931hDohgmw9qC, captured 7 July 2020
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@ China Xinhua News @ @XHMNews . Mar 8, 2012
President Xi Jinping has been the chief architect of China's major-country

diplemacy, personally involved in planning and conducting "brilliant”
head-of-state diplomacy, Foreign Minister Wang Yi says

From 19 March 2020 to 15 July 2020, the tweet received 538 replies. The replies took place over the course of several months.
Some accounts replied more than once (Figure 24).
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Figure 24: Replies to anchor tweet, captured 7 July 2020
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Twitter has already suspended most of the accounts replying to this tweet. A sample of 42 visible replies was posted by 25 active
accounts. This scales to an estimated 316 unique accounts replying to the tweet in total. However, the actual number of accounts is
more likely to be between 200 and 300, since accounts that post more frequently are more likely to be suspended.

Each day, a batch of three or six accounts replied to the anchoring tweet between 10:30 am and 12:00 pm (AEST, UTC+10), showing

a high level of automation or discipline. Replies on the same day would be posted within minutes of each other (Table 1 and
Figure 25).



Table 1: Replies to anchor tweet on 15 July 2020

Time Account Replying tweet

11:43:10 veronic50148375 Learn to walk before you run
11:43:34 lorystahl2 Learn to walk before you run
11:43:49 lesliem56101513 Rome was not builtin a day
11:44:13 shirley13665164 Rome was not built in a day?
11:44:37 kristinarichie4 Sow nothing, reap nothing®
11:44:51 jenport54713978 Sow nothing, reap nothing?

a Repliesimmediately detected and hidden by Twitter.

Figure 25: Plot showing the times of posts by a sample of accounts replying to the anchor tweet between 9 March and
14 July 2020
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Within this dataset, the posting patterns across platforms suggest coordination. Similarly on Facebook, a post made on 30 March
2020 received 182 comments and 171 shares between 24 April and 7 July; at the time of writing, the most recent was one minute
before the most recent tweet reply. The content of the replies and shares consists of the same small set of repeated phrases, as
seen on Twitter and posted between 10:30 am and 12:00 pm (AEST, UTC+10) (figures 26 and 27). These accounts also post in groups
of three each day.
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Figure 26: Facebook post, captured 7 July 2020
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Chloe Jones Sow nothing, reap nothing

Like - Reply - 10w
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Like - Reply - 9w

Lindsay Ramirez Learn to walk before you run
Like - Reply - 9w

. Alicia Moore Sow nothing, reap nothing

Like - Reply - 9w

Angela Russell By other's faults, wise men correct their own

Note: Profile pictures have been obscured, as they may have been taken from private individuals and used by the campaign operators
without permission.



Figure 27: Timing of Facebook and Twitter replies, captured 7 July 2020
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The Facebook account used for this post was first active on 15 October 2019 and appears to have been used as a test account.
Its posts are gibberish or platitudes, as are many of the replies to earlier posts, which also appear to belong to test accounts
(Figure 28).
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Figure 28: Earlier Facebook posts, captured 7 July 2020
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Itisn’timmediately clear why the accounts do this. The fact that many accounts have replied multiple times to the anchor tweet or
post over a period of weeks or months seems to weigh against it being simply a test of whether the account is working.

Perhaps more likely, it may be an attempt to establish a pattern of seemingly legitimate activity in order to prevent the account
being detected by the platforms’ anti-spam systems. Notably, the same or similar phrases are used by other accounts, which also
pose as women (some professional spammers recommend creating female inauthentic accounts because it’s easier to persuade
real users to follow or friend them), and are used in various spam or porn commercial operations (Figure 29).



Figure 29: Accounts used in spam operation, captured 14 July 2020
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Accounts

In addition to the identical content of their replies, the accounts show a number of other consistent features. On Twitter, this
includes the lack of profile pictures, the lack of profile descriptions and the use of women’s names using the Latin alphabet
(as opposed to, for example, Chinese characters). Almost all accounts use a handle generated automatically by Twitter when
no custom handle is given, such as @ViryFranco2 or @KimWest90464133.

The accounts appear to be either created or purchased from a commercial vendor specifically for this campaign, unlike in some
previous campaigns, which have made significant use of older or repurposed accounts.
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In our sample, accounts were progressively created from February 2020 onwards, and 72% of our sampled accounts were created
in June (Figure 30). This is skewed by the fact that older accounts were suspended by Twitter before we were able to detect them.

Figure 30: Account creation dates
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A small number have previously shared Chinese state media articles or tweeted in Chinese; those accounts tend to be the older
accounts in the dataset, and their relatively small number may be due to the fact that many other older accounts involved in earlier
activity have been deleted (although they can still be found using Google cache).

Some also appear to have been used in an earlier campaign targeting the Falun Gong / Falun Dafa community in the US,
particularly the Shen Yun Performing Arts Troupe and the Falun Gong compound in New York. Across our sample of accounts, the
most shared URL (63 times) is of an article by Hongzhi Li used as a reference to claim that the US supports the Chinese Communist
Party (CCP) or that people infected by Covid-19 in the US are now members of the CCP.

The Facebook accounts also all use women’s names. No real effort has been made to develop convincing personas for the
accounts. Unlike on Twitter, however, most do have profile pictures. The pictures appear likely to be personal photographs taken
from the social media profiles of unrelated individuals, possibly without their knowledge or consent (those images have been
obscured in this report to protect the privacy of the individuals). Most seem to have first become active on 12 and 15 April 2020,
and at least 30 accounts changed their profile pictures on those two days. Eight other accounts also became active on 20 April 2020
(Figure 31).


https://www.theguardian.com/news/2017/dec/12/shen-yun-falun-gong-traditional-chinese-dance-troupe-china-doesnt-want-you-to-see
https://www.businessinsider.com.au/dragon-springs-falun-gong-upstate-new-york-compound-photos-2019-9?r=US&IR=T
http://en.minghui.org/html/articles/2020/3/20/183715.html

Figure 31: Timeline of a Facebook account involved in the activity, captured 30 June 2020
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While there’s been no real building of personas, the accounts have periodically attempted to represent themselves as American

through the use of ‘we’, ‘us’ and ‘our’ in relation to, for example, the US Government’s response to the Covid-19 crisis (figures 32,
33 and 34).
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Figure 32: Facebook post, captured 13 July 2020
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Figure 33: Tweet, captured 13 July 2020
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Figure 34: Tweet, captured 14th July 2020
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Conclusion

This investigation highlights the evolving tactics that actors use to manipulate social media audiences, including networks

of fake accounts, cross-platform activity, automated and coordinated posting patterns, the selective seeding of legitimate
content to drive engagement and influence, and divisive content themes designed to provoke emotive responses and propagate
negative sentiment.

The campaign’s content themes echo elements of the overt messaging and covert disinformation emerging from the diplomatic
and propaganda apparatus of the PRC. Linguistic traits within the dataset suggest that content was being translated from Chinese
to English by operators behind the activity. Previous research from ASPI has demonstrated that there’s a spectrum of pro-PRC
attempts to manipulate political discourse on social media. While this campaign hasn’t been attributed to a specific actor, it’s likely
that there will be ongoing strands of cross-platform influence activity designed to shape perceptions as the US approaches its
presidential election in November 2020.

The type of small-scale campaign described in this investigation can be seen as complementing and supporting PRC propaganda
and disinformation directed at targets of the party-state, whether governments, companies or even individuals. Understanding
the techniques and practices used in these campaigns can help in identifying when they are occurring.


https://www.aspistrategist.org.au/chinese-diplomats-and-western-fringe-media-outlets-push-the-same-coronavirus-conspiracies/
https://www.aspistrategist.org.au/chinese-diplomats-and-western-fringe-media-outlets-push-the-same-coronavirus-conspiracies/
https://www.aspistrategist.org.au/twitter-data-shows-china-using-fake-accounts-to-spread-propaganda/
https://www.aspi.org.au/report/retweeting-through-great-firewall
https://s3-ap-southeast-2.amazonaws.com/ad-aspi/2020-04/Patriotic%20Troll%20Campaigns%20Report_ASPI%20Cyber.pdf?3UM1P9V4gVpAacBYaf7zxRM9HMla_twV=

Automating influence on Covid-19 31

Notes

1 Theexact numberis difficult to estimate due to the rapid rate at which Twitter accounts are being deleted. Those accounts are likely to have been
removed by Twitter because they displayed a high level of automated behaviour and therefore have been detected as spam.

Acronyms and abbreviations
CCcP Chinese Communist Party

ICPC International Cyber Policy Centre
PRC People’s Republic of China
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