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National Security Note 4
Cybersecurity: the view from Washington
by Carl Ungerer

October was cybersecurity month in Washington. On Capitol Hill and in 
several think tanks around town, US policymakers and analysts focused 
on various aspects of the cybersecurity problem, from the nature and 
scale of global cyber threats, to the possible commercial, diplomatic and 
military responses. 

Following the September Australia-United States Ministerial (AUSMIN) talks 
in which cybersecurity was added to the ANZUS alliance treaty arrangements 
the direction of this debate in Washington has taken on a new importance. 
The outcome of these discussions will influence how both Canberra and 
Washington now operationalise their alliance responsibilities.

Throughout October, I attended several think tank seminars and spoke to a 
number of US government officials about the current state of the cybersecurity 
debate. The following is a summary of the main issues to emerge from 
those discussions. 

Defining cybersecurity is difficult, if not impossible

At the broadest level, the prefix ‘cyber’ refers to any electronic 
communication, digital network or computer system. But seeking to secure the 
global cyber domain against accidental or malicious activity covers everything 
from installing anti-virus software on home computers to preventing the use of 
sophisticated cyber weapons against strategic military targets. 

Internationally, two very different perspectives on cybersecurity have 
emerged. While the United States and its allies continue to emphasise the 
protection of computer networks from intrusion, espionage and theft, the 
Chinese and Russian governments have focused on controlling the flow of 
digital information in order to maintain regime stability. Beijing and Moscow 
have proposed an International Code of Conduct for Information Security that 
seeks to place limits on the dissemination of information that they believe 
would undermine political and social stability. Balancing these competing 
interests between internet freedom and cybersecurity has become an 
important part of the international debate.  

Following a recent London conference, diplomatic efforts to build a consensus 
on cybersecurity norms are gathering pace. Over the next 24 months, further 
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meetings will be held in Hungary and South Korea. But there is little expectation 
among the US policy community that a diplomatic resolution is close. 

In a recent paper for the Council on Foreign Relations, Adam Segal and Matthew 
Waxman argued that ‘different interests among powerful states – stemming from 
different strategic priorities, internal politics, public-private relationships and 
vulnerabilities – will continue to pull them apart on how cyberspace should be used, 
regulated and secured’. 

New legislation on cybersecurity is needed, but is increasingly caught up 
in the partisan divide over regulation versus the free market

As the co-chair of the House Cybersecurity Caucus, James Langevin (D-RI) has 
argued that Congress needs to enact new legislation before the end of 2011 to 
enhance America’s cybersecurity interests. He says that legislation should be 
based on the recommendations of the 2008 CSIS Commission on Cybersecurity, 
which called for a more regulatory approach, greater coordination from the 
White House and the setting of appropriate national standards for the three 
critical cyber-infrastructure industries: finance, energy and the information and 
communication technologies (ICT) sector.

Although there is some bipartisan support in Congress for Langevin’s proposals, 
the Republican Party has put forward an alternative plan which emphasises 
internet freedom and the limited regulation of industry. Republicans point to the 
development of the voluntary code of conduct for the Australian internet industry, 
‘icode’, as a more appropriate model. However, no area of national security is left 
entirely to market forces and most experts agree that allowing voluntary industry 
compliance with global standards will not be sufficient to protect cyberspace. 

But rapid progress on national cybersecurity legislation is unlikely, at least in 
the short term. For domestic political reasons, the Obama White House is not 
making this issue a priority. Opposing ‘big government’ has become one of the 
principal rallying cries of the Tea Party movement, and the Republican presidential 
candidates are locked in a bitter feud over who is the most ‘pro-market’ candidate. 
Introducing new legislation to impose further regulations on the internet industry 
would be a difficult political sell at this time. 

Classical models of deterrence don’t work in cyberspace

Much of the debate in Washington has focused on whether classical models 
of arms control, including the concept of deterrence, are applicable in the 
cybersecurity world. For Peter Singer at Brookings, Cold War metaphors miss the 
point. The real cybersecurity threat is not from a single weapon of mass destruction 
but from the persistent and pernicious combination of online crime and espionage 
that is undermining financial systems, compromising the identity of individuals and 
stealing important intellectual property rights from corporations and governments.

The classic deterrence theory of holding at risk the things that an adversary values 
fails in the cyber world because would-be attackers operate with an assumed level 
of deniability that changes their risk calculus. But for senior US State Department 
officials like Michele Markoff, small ‘d’ deterrence is possible. By developing multiple 
cyber strategies, including better defensive mechanisms, more effective intelligence 
and investigation techniques and a credible offensive capability, the US is hoping 
that adversaries will be deterred through denial. 

Other experts disagree with this approach. Dmitri Alperovitch, the former head of 
threat research for the McAfee corporation, argues that computer networks are 
indefensible. He has called for the US to be more transparent on its offensive 
cyberwarfare capabilities in order to deter states like China and Russia.  
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Collective defence among alliance partners is unrealistic against cyber 
threats

Cybersecurity has been elevated to a central issue in both the NATO alliance 
and the ANZUS Treaty. And a NATO military briefing in 2010 suggested that the 
next time the Article 5 collective defence provisions are invoked within the Atlantic 
Alliance it could be as a result of a cyber attack. 

But Pentagon officials are more cautious. There is a lack of confidence in allowing 
all NATO members to have access to the full spectrum of US defensive and 
offensive cyber capabilities. But given the transnational nature of the cyber world, 
the lack of a common understanding about both threats and responses means that 
a truly coordinated, collective defence effort is unlikely. 

For now, NATO is concentrating on establishing minimum standards of information 
security, protection of computer networks in NATO headquarters and developing 
a best practice model for defensive measures. It is the lowest common 
denominator approach. 

Although Australia is a trusted ally, the same cautious approach is likely to dominate 
cybersecurity cooperation under the auspices of the ANZUS alliance. In our case, 
Article 3 of the treaty requires both sides to ‘consult’ in the event of a common 
security threat. Given the pace and spread of cyber attacks around the world, it is 
likely that Canberra and Washington will be spending a lot more time consulting. 
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