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EXECUTIVE SUMMARY

Detecting, disrupting and denying terrorist financing is vital to efforts to degrade terrorist organisations. Reducing 
or cutting their cash flow makes it harder for them to attract and train new members, equip themselves and conduct 
their operations. Understanding their financing methods provides intelligence to support disruption efforts of police 
and military forces.

Terrorist organisations are adaptive. They take advantage of opportunities created by technology, poor governance 
and changes to the financial system. They exploit consequent weaknesses in countering terrorism financing (CTF) 
systems. Because the terrorism and the terrorism financing environment is constantly evolving, CTF arrangements 
must be continually reviewed, refined and innovated, and they are only as strong as their weakest link.

This paper examines the nature of terrorist financing and the system used to counter this activity in three sections. 
Using both contemporary and historical examples, Section 2 analyses how terrorist organisations raise, move and 
use funds. While the focus is currently on Islamist terrorist groups, particularly the Islamic State of Iraq and the 
Levant (ISIL), historical examples demonstrate how terrorism and terrorism financing are neither new phenomena 
nor dominated only by groups in the Middle East. ISIL is simply terrorism’s latest and most high profile iteration. 
Some of the groups mentioned in this report have been defeated—and countering their financing played an 
important role in their downfall.1 

Section 3 examines the international and Australian systems for targeting terrorism financing before turning 
to analyse the key CTF measures and actors. After an analysis of the strengths and weaknesses of each CTF 
element, we find that Australia’s overall system is robust but could be enhanced and strengthened. The Australian 
Government’s recent Review of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 and 
Associated Rules and Regulations (AML/CTF Review) is a good start to improving the CTF system but doesn’t go far 
enough in some cases. However, because of controversy surrounding some of the review’s 84 recommendations, 
the implementation of its recommendations isn’t guaranteed. This misalignment could create weaknesses and 
vulnerabilities in Australia’s CTF system, providing exploitable opportunities for terrorist organisations and 
their financiers.

Drawing from our findings in sections 2 and 3, Section 4 sets out our recommendations on how the Australian 
Government could enhance Australia’s CTF system. Some of the recommendations require legislative amendments, 
while others are aimed at transforming CTF culture and information sharing within the private and public sectors. 
Specifically, we recommend that Australia address three lines of effort through a number of initiatives.

Enhancing Australia’s existing system
1. regulate the ‘gatekeeper’ professions (lawyers, conveyancers, accountants, high-value goods dealers, real 

estate agents, and trust and company service providers) under the Anti-Money Laundering and Counter-Terrorism 
Financing Act 2006 (AML/CTF Act). Regulating gatekeeper professions would reduce the potential for the misuse 
of those professions by terrorism financiers and ensure that Australia’s AML/CTF regime is consistent with 
global standards.
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2. undertake a risk assessment and improve outreach and oversight of the charities and not-for-profit 
sector. Australia hasn’t comprehensively reviewed the terrorism-financing risks faced by the sector, despite 
the known risk of its exploitation by terrorist financiers. A risk assessment would indicate where oversight and 
outreach should be targeted and what form that effort should take. 

3. Make the Australian charities and not-for-Profits commission (Acnc) a ‘designated agency’ under the 
AML/cTF Act to enable it to receive and share more information on terrorism-financing risks and better advise 
non-profit organisations of those risks. 

4. Look ahead to spot emerging risks by developing mechanisms to better identify and understand innovations 
in products and services and their terrorism financing risk, and adopt measures to mitigate impacts (if 
necessary). 

5. expand the cross-border movements reporting regime beyond cash and other negotiable instruments to 
cover commonly used means of transporting monetary value and reduce exploitation of unregulated monetary 
forms. The penalty for not reporting cash and negotiable instrument movements should be increased and 
enforced to improve deterrence. 

6. Overcome restrictions in the AML/cTF Act to make it easier to share information within government, between 
the government and the private sector and internationally, and enhance the government’s ability to detect and 
disrupt terrorism and terrorism financing.

7. Amend the tipping-off provisions in section 123 of the AML/cTF Act to allow regulated entities to discuss 
‘suspicious customers or transactions’ with other regulated entities if a customer’s activities concern terrorism 
or terrorism financing. Lawful disclosure of this information would also allow regulated entities to better manage 
their terrorism financing risk.

8. Amend the Privacy Act 1988 to clarify when private-sector entities can disclose personal information about 
a customer suspected of involvement with terrorism and terrorism financing to another entity, and to protect 
private-sector entities (and their employees) from prosecution if they report suspicions in good faith. 

9. examine the use of algorithms and other privacy-preserving computing techniques to obviate the need to 
disseminate personal information but enable financial data to be shared. 

Enhancing CTF systems in foreign countries
10. enhance Australia’s role in capacity building and technical assistance with neighbouring countries in 

Southeast Asia and the Pacific. Australia should build on its good work with Indonesia and other Asia–Pacific 
countries by further developing our existing engagement and cooperation with countries in the region. This 
includes undertaking regular regional risk assessments on terrorism financing, providing education on CTF, 
and using secondment opportunities between financial intelligence units in the region. Engagement offers the 
possibility of building trust and improving our neighbours’ AML/CTF capacity while keeping abreast of emerging 
regional issues.

11. Promote education about terrorism financing and how to counter it. There’s uneven knowledge of terrorism 
financing in the Southeast Asian and Pacific regions and only limited CTF-focused educational opportunities. 
Australia could play a leadership role in co-designing and implementing CTF educational options.

12. Place political pressure on countries that have deficient cTF regimes due to political reasons or inertia. 
The Financial Action Task Force’s list of countries with strategic deficiencies is a useful tool to highlight countries 
with inadequate regimes, but not all countries are prepared to take sufficient action. Further political pressure is 
needed to supplement the FATF’s declaration process. 
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Enhancing government–government and government–business information 
sharing
13. Provide timelier and more detailed terrorism-financing-focused case studies from AUSTRAC to the private 

sector to enable the private sector to better implement risk-based CTF measures and detect suspicious activity.

14. Develop a trusted environment in which government and the private sector can share terrorism-financing 
information. This could improve understanding of emerging terrorism-financing threats, enhance information 
sharing and build trust. 



1. INTRODUCTION

Money is the lifeblood of a terrorist organisation. It’s necessary for obtaining weapons, mounting attacks, sustaining 
members and facilitating recruitment and propaganda.

Detecting, disrupting and denying terrorist financing is a powerful means of countering the threat terrorists pose 
to international peace and security. ‘Following the money’ can provide important intelligence on terrorist groups 
and potentially uncover individuals previously unknown to authorities. Reducing terrorists’ access to funds 
degrades their ability to plan and mount attacks. Countering terrorism financing is therefore one part of a broader 
counterterrorism strategy to degrade and ultimately defeat terrorist groups.

There’s a real need to consider how to counter terrorist financing, as it’s an important and distinct problem 
that needs a tailored approach. Measures to address terrorist financing are typically melded together with 
anti-money-laundering measures (referred to as AML/CTF systems), but the two crimes are qualitatively and 
quantitatively different.

Qualitatively, funds to help a terrorist organisation can come from unsuspecting citizens who think they’re making 
donations to a charity. That’s rarely the case with money laundering, although charities and other non-profit 
organisations (NPOs) can be abused by money launderers. Similarly, the aim of the crime is different: in terrorism 
financing, it’s ultimately to further a political cause though violence; in money laundering, it’s for self-enrichment.

Quantitatively, money laundering usually involves large amounts of money, often the profits of crime or corruption. 
In contrast to this sister crime, terrorist financing can involve relatively small amounts of cash. But a small amount 
can go a long way to sustain terrorist cells in poor and developing countries. And, in any country, modest amounts 
can have a large impact. The cost/impact comparison is illustrated by the 9/11 attacks on the US. The attacks cost 
around US$400,000-500,000 (A$527,000–659,000),2 but their immediate impact is estimated to have cost the New 
York economy around US$83 billion (A$109 billion).3

Finding effective ways to limit terrorist finances has been a priority for the international community since 2001. 
As UN Secretary-General Ban Ki-moon has noted, the international community has ‘made progress in identifying 
and limiting various methods of terrorist financing, [and] in many cases developing measures to prevent the flow 
of funds to terrorists’.4 However, Ban also noted that terrorists ‘continue to adapt their tactics and diversify their 
funding sources’.5 They take advantage of new opportunities—including technological developments—and exploit 
weaknesses in CTF systems.

This means that CTF measures and mechanisms must be continuously enhanced and must adapt to shifting threats. 
Failure to do so creates weakness and vulnerabilities that terrorists may exploit. 

This special report analyses the current state of the CTF system, identifies its strengths and deficiencies, and 
proposes a way ahead. 

Section 2 explores how terrorists use, raise and move funds. Whether organised as large groups or small cells, 
terrorists use funds for operational and organisational expenditure to carry out attacks and sustain their groups. To 
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raise funds, terrorist organisations use diverse and often inventive methods. Having raised the money, terrorists use 
multiple channels and methods to move it and avoid alerting authorities. 

Section 3 examines the existing CTF system in Australia. It’s evident that relying on a single approach to CTF isn’t 
enough. A multi-pronged approach—combining legal measures, international and domestic cooperation, and 
action (including regulation, law enforcement and the military)—is essential to degrade and defeat terrorist groups. 
This section canvasses the strengths and weaknesses of each element of the CTF system.

Section 4 sets out recommendations to enhance Australia’s system so that the nation is better placed to respond to 
the challenge posed by terrorism financing.

Research for this paper used open-source information and interviews with current and former Australian 
Government officials and private-sector employees. We express our appreciation to those interviewed for taking 
time out of their busy schedules to discuss CTF issues with us. The views in this report are our own and don’t 
represent those of the Australian Government.



2. TERRORISM 
FINANCING

Because the patterns of terrorist funding activity are not consistent across the world, this section uses a wide range 
of historical and global examples to illustrate key aspects of the overall challenge posed by terrorism financing. 
In Australia, there’s been no large-scale presence of groups such as the Irish Republican Army (IRA), Hezbollah, 
al-Qaeda and ISIL, but that doesn’t mean that terrorist activity is absent: Australia has its own terrorism financing 
challenges. However, the challenge here will be very different from the challenge in Northern Ireland or the 
Middle East.

How do terrorists use funds?
Terrorist organisations use funds for two major purposes: operational expenditure that’s used to plan, prepare 
for and mount terrorist attacks; and organisational expenditure that’s used to maintain and grow organisational 
structure and networks. While any CTF strategy needs to consider these two purposes when developing policies, 
focusing on the greatest risk is most important. For Australia, that means focusing on the operational uses of 
funding more than on organisational uses.6

Operational expenditure

Terrorist groups require money to buy weapons and precursor materials for explosives, to pay for transport 
to and from attack locations, and to buy mobile phones for communication and, in some cases, as triggers for 
explosive devices. They may also spend money to obtain false travel and identity documents to avoid detection by 
authorities. 

Only small amounts of money are needed for unsophisticated attacks involving lone actors or small cells. For 
example, the murder of New South Wales police accountant Curtis Cheng outside a Parramatta police station in 
October 2015 cost only a few hundred dollars—the price of the gun used.7 However, greater amounts are required for 
more complex plots and attacks. For example, the 2004 Madrid train bombings, in which 10 bombs were detonated 
nearly simultaneously, killing 190 people, cost around €105,000 (A$168,000).8 Still larger amounts are needed to 
fund a sophisticated attack such as al-Qaeda’s 9/11 attacks or a full-scale and longer term terrorist insurgency, such 
as that by ISIL in the Middle East.

Before carrying out attacks, terrorist groups may train their members in tactics, weapons handling, the construction 
of improvised explosive devices, clandestine communications and propaganda techniques. Funds may be needed 
to acquire or rent land to build training camps and safe havens.9 For example, Osama bin Laden paid around 
US$10–20 million per year to the Taliban in return for safe haven in Afghanistan from 1996 to 2001. Al-Qaeda 
established training camps where an estimated 10,000–20,000 fighters were trained.10

This shows that the costs incurred by terrorist groups aren’t necessarily limited to operational expenditure. A higher 
portion of the total amount spent by a terrorist group is likely to go towards building and sustaining an organisation. 
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Organisational expenditure

All terrorists, whether in small cells or large networks, need money for basic living expenses such as food, 
accommodation and medical care. Some also need money to build their ‘brand’, spread their political views and 
protect their group from authorities. The operating environment may also vary, from desolate training camps 
through to expensive cities, but money is still needed to hold the group together so that it can conduct operations.

The amount needed, and the time over which the funding is required, will vary. Large groups need to devote a 
sizeable proportion of their funding to maintain an organisational structure. Before the 9/11 attacks, al-Qaeda 
spent US$30 million (A$40 million) per year to sustain its activities and only around 1.5% of that amount to plan 
and conduct the attack on America.11 In contrast, the bombers involved in the July 2005 London bombings started 
preparations in March 2005, some four months before the attacks. During that time, each of the bombers required 
funds only for food, accommodation and renting the premises used to manufacture the bombs.12 Longevity wasn’t 
their concern; nor was explaining their purpose. These examples demonstrate there are different relationships 
between money and organisational concerns on one hand, and an attack’s sophistication and timing on the other. 
In general, the more sophisticated the attack, the longer it takes a group to prepare for it, and the greater the funds 
needed to sustain that preparation. 

Large groups aiming to sustain themselves over the long term spend funds on propaganda and recruitment. Money 
is needed to produce digital magazines (such as ISIL’s Dabiq and Rumiyah and al-Qaeda’s Inspire) or to maintain 
an active presence on the internet and social media, as well as more traditional media.13 Some terrorist groups 
that control territory have acquired television and radio outlets to disseminate propaganda and information 
on recruitment and fundraising. For example, Hezbollah’s purchase of the Al Manar satellite TV operation and 
Al-Nour Radio has been used to support its fundraising efforts and to publicise calls for volunteers to do Hezbollah 
military training.14 The success of ISIL’s broad-ranging propaganda and recruitment campaigns is evidenced by 
the estimated 30,000 foreign terrorist fighters (FTFs) drawn from 86 countries who joined ISIL in the conflict in Iraq 
and Syria.15

FTFs require money to fund their travel to the conflict zone and to buy military-style clothing and equipment. 
Relatively small amounts are needed to fund those purchases. Being similar to ‘genuine travel expenses’ and 
intermingled with other small purchases and deposits, FTF-related transactions can be difficult to detect.16

Some terrorist groups pay salaries to members, which may assist recruitment and retention, as the 2015 Global 
Terrorism Index highlighted:

Salaries are a magnet for attracting fighters in Syria: there are accounts that some Free Syrian Army fighters left 
their US$60 per month positions to join Jabhat al-Nusra group who offered US$300; ultimately they joined ISIL 
which offered the highest salaries, housing and career advancement.17

Providing financial incentives can support recruitment efforts and strengthen members’ support for the 
organisation’s ideology and goals.18 An Indonesian cleric urged his followers to travel to Syria and join ISIL for a 
better life, stating ‘you won’t have to pay rent, you don’t have electricity and water bills … You will get monthly food 
expenses, a monthly allowance, free health care and medicines.’19 This approach has proven attractive to some.

However, some FTFs are finding that the reality is different. Ahmad Junaedi, an Indonesian pushcart meatball 
seller, was offered 15 million rupiah (A$1,560) per month to join ISIL in Syria, but was paid less than 1 million rupiah 
a month—half his usual salary. A disenchanted Junaedi reportedly voluntarily returned to Indonesia for financial 
reasons five months later, to face three years in jail.20

While some FTFs have joined ISIL for economic reasons, this recruitment strategy has a downside for ISIL and 
presents an opportunity for the counter-ISIL coalition. ISIL’s inability to maintain promised payments could deter 
would-be recruits from joining the group, lead to disillusionment among existing members and cause both FTFs and 
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local fighters to desert.21 The less money available to terrorist groups, the less money they have to pay attractive 
salaries and compensation. This can adversely affect their recruitment and retention and degrade their capability.

Some terrorist groups also provide long-term financial support and compensation to the families of jailed or 
dead members.22 For example, Hamas has paid compensation to the families of imprisoned, injured or deceased 
terrorists. Payments to the families of suicide bombers range between US$12,000 and $15,000 (A$16,000–20,000).23 
Hamas has used this economic incentive, in addition to the glory of martyrdom, as a recruitment tool.24 

Some large terrorist organisations need money to provide health, social welfare and educational services. For 
example, in Lebanon, where the state provides weak or inconsistent social services, Hezbollah funds supplementary 
health, education and social services.25 By providing such services, the group undermines the legitimate 
government’s credibility while strengthening local support for Hezbollah.26

Providing services to the population it controls has also been important for ISIL, which has sought to replace 
governments and create a new state. ISIL’s provision of services has been essential to maintain support and 
credibility in its attempt to establish its ‘caliphate’ in Iraq and Syria. It must provide health, education, infrastructure 
and other services that are usually supplied by the government.27 However, running a proto-state is extremely 
expensive. Limiting ISIL’s access to funds would damage its ability to deliver these services, damage support for it 
among local populations and hurt its reputation. Ultimately, a terrorist organisation’s inability to fund its activities 
can lead to a loss of legitimacy.

Terrorism costs: but it isn’t always expensive

As a general rule, the more money a terrorist group can generate, the greater threat it poses. More money allows for 
better weapons, equipment and training. This means that more sophisticated attacks—with greater impact—can 
be mounted using more resources. Money spent on propaganda, recruitment, salaries and compensation can be a 
good investment for terrorist groups, and expand their cohort of fighters and supporters.

But generating funding also creates liabilities. Family stipends, welfare services and systems, and compensation 
payments may need to be met for the group to maintain both its credibility and support for its future activities.

Still, not all terrorist activity is expensive and much can be achieved from modest amounts, as the 2015 shooting 
in Parramatta showed. This means even small sums can have an impact, which gives groups many options for 
raising funds.

How do terrorists raise funds?
Most terrorist groups, especially those with the ultimate goal of becoming a government or having real longevity, 
will try to generate as much funding as possible. Like any business or government, they also need a wide array of 
revenue sources to maximise their income and maintain their cash flow. Consequently, CTF strategies need to be 
open and alert to the changing methods terrorist organisations use to raise funds.

Like other enterprises, terrorist groups must make money in order to spend it, and their ways of generating funds 
can be as inventive and diverse as their operating methods. While some have relied on big sponsors, such as 
ideologically aligned states, others have relied upon donations from diaspora communities. 

Those methods are still in use today, but they are now commonly used alongside criminally entrepreneurial 
methods, such as bank robbery, kidnapping for ransom, drugs and other smuggling ventures.

Lawful self-financing methods are used, too. They can include newer and often small-scale sources, such as 
employment or social security payments, personal savings, or donations from friends and social media contacts. 
From a CTF perspective, these newer methods are exceptionally hard to trace because they are often low value and 
can look like everyday transactions. 
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In Australia, the greatest terrorism fundraising risks include self-funding and the misuse of NPOs.28 Again, the 
absence of a large-scale terrorist presence in Australia limits the impact of some of the traditional fund-raising 
methods seen overseas.

Traditional fundraising methods

Terrorists’ traditional fundraising methods include sponsorship, donations and the misuse of charities and NPOs.

Sponsorship and donations

State sponsorship has been a traditional source of funding for many terrorist organisations, especially during the 
Cold War. Some states sponsor terrorist organisations when the group’s actions further the state’s political or 
ideological interests and objectives. State sponsorship can take a variety of forms, including supplying weapons and 
false identification documentation, transferring money, and providing safe haven and passage.29 Iran, for example, 
has been an active sponsor of terrorism since the 1980s, providing weapons and financial support to groups such as 
Hezbollah, Hamas, Shia militants in Bahrain and Huthi rebels in Yemen.30 Following the end of the Cold War, state 
sponsorship has declined and terrorists now rely more on other forms of sponsorship.

Donations from sympathetic individuals and organisations are another traditional source of funding for terrorist 
organisations. Diasporas or groups of the same ethnicity, religious denomination or sect as the terrorist organisation 
commonly donate funds. Historically, the Irish, Tamil and Lebanese diasporas raised money for, respectively, the 
IRA, the Liberation Tigers of Tamil Eelam (LTTE) and Hezbollah.31 Al-Qaeda raised the $30 million a year needed 
to sustain its activities (before the 9/11 attacks) almost entirely through donations from sympathetic individuals 
and organisations.32

Misuse of charities and not-for-profit organisations

Charities and NPOs can be used as a cover for obtaining private donations for terrorism purposes. In some cases, 
donors know that donated funds will support terrorism, but that’s not always the case.

Diaspora or other sympathisers host fundraising events (held in homes or mosques) or receive donations via social 
media campaigns. Groups in Syria, including Jabhat Fateh al-Sham and ISIL, have received hundreds of millions of 
dollars from charitable fundraising networks in the Gulf states.33 

Charities and NPOs can be deliberately misused. This can occur in several ways. Sometimes, funds ostensibly raised 
for legitimate causes are instead diverted to a terrorist group. NPO staff or external parties (fundraisers or foreign 
partners) are often responsible for such diversions.34 For example, staff in the al-Haramain Islamic Foundation, a 
Saudi-based charity, siphoned funds to al-Qaeda before 9/11.35

Another method of NPO misuse is false representation. Either individuals falsely claim to be associated with a 
charity and then send donations to a terrorist group or a sham charitable organisation is established as a front for a 
terrorist group.36 The al-Qaeda controlled al-Wafa group is a notable example of a front organisation.37 As the next 
section explains, one of the first terrorist financing convictions in Australia involved charitable causes ostensibly set 
up to help Sri Lankan Tamils. 

The importance of self-funding for terrorist groups

Terrorist groups have sought to diversify their funding sources and become self-sufficient rather than rely on 
sponsors and donors. Although they started taking steps to be more self-sufficient before the 1980s, financial 
independence became especially important to terrorist groups after the Cold War ended and the US and Russia 
were less interested in funding proxy groups. Indeed, the greater willingness of those states and the international 
community in general to take action against terrorism and its sponsors made the financing task tougher—but 
not impossible.38
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To be self-sufficient, terrorist groups need diverse revenue sources. Being self-sufficient has enabled them to 
maximise revenue and exploit new income-generating opportunities.39 Smaller cells may be self-sufficient 
through relying on their own funding sources to operate as autonomous units, independent of a ‘core’ group. Their 
self-funding sources may be legitimate or illicit. 

Legitimate self-funding sources

Legitimate sources of self-funding include employment, social security and business income, loans and other credit, 
and savings.40 For example, the four terrorists who committed the 2005 London bombings funded themselves 
through employment salaries, savings, credit cards and personal loans.41 

Without additional information, detecting the use of legal sources of funding in financing terrorism is challenging. 
The existence of multiple indicators may raise suspicion and prompt further investigation,42 but it’s still difficult for 
agencies to detect transactions related to terrorism financing.  Amounts are often very small and the transactions 
avoid reporting thresholds, look like regular transactions and are mingled with many other transactions.

Illicit self-funding sources

Illicit activities are generally highly attractive to terrorist groups. Because they generate large amounts of money 
relatively quickly, illicit activities appeal to individuals and small cells with limited external support networks or 
other sources of income.43 They can range from low-level theft and fraud through to serious and organised crime 
and the drug trade.44 

Terrorist groups often work with organised crime groups or use their methods, blurring the distinction between the 
two. For example, the IRA engaged in drug trading, armed robbery and extortion to fund its activities.45 In Colombia, 
the production, taxation and trafficking of illicit narcotics, particularly cocaine, provided the Revolutionary Armed 
Forces of Colombia (Fuerzas Armadas Revolucionarias de Colombia, FARC) with much of its revenue.46

However, illicit activities are risky for terrorist groups. Perpetrators could be arrested when committing crimes, 
or the crimes themselves—if they were to become more widely known—might erode the group’s ‘legitimacy’ and 
popular support. If members are arrested or become known to law enforcement authorities, terrorist activities 
could be revealed, safe havens compromised or plots inadvertently disrupted. Of course, the group may deem the 
opportunity cost of not engaging in highly lucrative illicit activities to be worth the risk.

Kidnapping for ransom is another criminal activity used by terrorist groups to raise funds. It’s particularly prevalent 
in politically unstable countries that have a weak central authority, active insurgency or endemic corruption 
(see box).47

Kidnapping for ransom and Abu Sayyaf

Kidnapping for ransom has been a core funding source for the southern Philippines based Abu Sayyaf group. 
Abu Sayyaf was responsible for the capture of 21 Asian and European tourists in a cross-border raid into 
Malaysia in 2000 and the seizure of Indonesian and Malaysian sailors in raids on commercial shipping in March 
and April 2016.48 The 2016 incident led to concerns that the Sulu Sea could become an increasingly dangerous 
location for piracy for ransom.49

Abu Sayyaf’s unofficial ransom ‘tariff’ is understood to be US$10,000 (A$13,000) for locals, US$100,000 
(A$132,000) for other Southeast Asians and as much as possible for Westerners. Up to US$5 million 
(A$6.6 million) each could have been paid for a German couple’s release after they were seized from 
their yacht in 2014. And US$20 million (A$26.4 million) was originally demanded (but later reduced to 
US$6.5 million or A$8.6 million) for a British-Canadian mining consultant’s release in late 2015.50 

The credibility of the threat is backed by Abu Sayyaf’s typical approach of releasing hostages if the ransom 
is paid and killing them if it’s not. In 2016, Abu Sayyaf killed two Canadian nationals after the Canadian 
Government refused to pay the ransom demanded.51 
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The UN Security Council has banned the payment of ransom money to terrorist groups on the basis that the ban 
reduces the incentive for kidnappers to commit the crime.52 Many states have adopted this stance in the expectation 
that it will reduce kidnappers’ motivation to target particular nationalities, businesses or governments because 
they are known not to pay ransoms.53 However, this policy has proved problematic in practice. Many governments 
are thought to turn a blind eye to individuals or groups that pay ransoms, or even to organise payment themselves 
through third parties.54 These acts—along with the large amounts of money previously paid—incentivise groups 
such as Abu Sayyaf to seek further hostages.55

Emerging and re-emerging sources of revenue

Terrorist groups have also looked to new and re-emerging income sources. For ISIL, controlling territory has enabled 
it to obtain funding to carry out attacks not only in Iraq and Syria but in areas outside its direct control.

Control of territory

Terrorist groups that gain control of territory also gain a range of income sources, which include natural resources 
to exploit and sell and people to tax, extort or enslave. While this isn’t a new method, its significance has grown with 
ISIL’s capture of territory in Iraq and Syria. 

In acquiring territory, the group took control of bank branches, oil fields, gas reservoirs, museums and 
archaeological sites.56 It looted cash held in state-owned banks and taxed withdrawals from private banks. ISIL has 
also stolen and smuggled artefacts from museums and archaeological sites and later sold them to private collectors 
around the world. It extracts and refines oil, which is traded on the black market. ISIL has taken over the revenue 
collection operations of the governments it has replaced, exacting rent, tolls, utility fees and taxes on income, crops 
and cattle. It fines residents for breaking its strict rules and extorts individuals and businesses by robbing, looting 
and demanding a cut of economic resources under the use or threat of force.57

ISIL’s loss of previously held territory has reduced the revenue sources under its control, leading to its income  
falling by a third according to one estimate.58 However, if it can successfully take control of territory elsewhere, new 
revenue sources could be exploited, enabling it to continue funding its operations. 

Internet and social media

Fundraising through the internet and social media sites is a growing method for terrorist organisations to obtain 
revenue. David Cohen, then US Under Secretary of the Treasury for Terrorism and Financial Intelligence, noted that 
‘social media allows anyone with an Internet connection to set himself up as an international terrorist financier.’59 
Sympathetic individuals can be asked to make donations using peer-to-peer communications, social networking 
platforms (such as Facebook, Twitter and Instagram) and other applications (for example, Skype, WhatsApp and 
Viber).60 The use of social media platforms to solicit donations from individuals for terrorism purposes is particularly 
prevalent in Kuwait and Qatar as a means of funding terrorist groups in Syria.61 

Another potential method of fundraising is crowdfunding. Using websites that allow fundraising webpages to 
be set up easily, crowdfunding provides a new means to exploit an old terrorism financing method: the false 
representation of charitable causes.62

Internet and social media platforms are likely to remain popular with terrorist financers. They are free and simple 
to access. They enable individuals to communicate across borders, beyond the government’s regulation and 
oversight.63 This means that stronger controls and targeted monitoring of these platforms are required.  The 
Australian Government recognises this. In Prime Minister Malcolm Turnbull’s national security update he reflected 
on the difficulties of detecting and intercepting terrorist communications. 64 Retaining telecommunications data can 
help intelligence agencies to understand organisational, human and financial connections. Yet these efforts are only 
part of the story. Greater attention is needed to counter the influence of the internet and social media in attracting 
recruits, and raising and transferring money.
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How do terrorists move funds?
After raising funds, terrorists may need to transfer them to others without the transfer being detected. They have 
become just as creative in moving funds as they are in raising them, particularly after the 9/11 attacks, and now use 
multiple channels and methods. Detecting and differentiating terrorism financing from legitimate financial activity 
is challenging.

Terrorist financiers often move funds internationally to countries involved in a conflict and to neighbouring 
countries, sometimes via transit countries. By facilitating the international movement of funds quickly and easily, 
banks, financial service providers, remitters and newer payment and transfer methods are essential to terrorists.65 
These channels are considered the most prevalent in Australia due to our increasing use of electronic commerce and 
finance, but small-scale cash smuggling occurs. In other countries (such as the Philippines and Thailand) where cash 
remains king, cash smuggling is preferred.66

Using established financial systems

Banks, financial service providers and remittance providers are the main gateway for retail and commercial 
transactions in developed economies, and are commonly used to send funds to FTFs.67 The large number and 
enormous value of transactions processed daily make it difficult to detect terrorism-related transfers. For example, 
in 2014–15 more than 91 million international funds transfers with a total value of over A$4,610 billion were reported 
in Australia.68 The commingling of terrorist funds with legitimate transactions and the use of offshore corporate 
entities make detection even more difficult.69 

One of the most studied examples of the role of the financial system in facilitating terrorism is the September 2001 
attacks by al-Qaeda. The 9/11 Commission Report found that the hijackers received funds to sustain themselves 
and mount the attacks through international bank transfers and debit and credit cards. This discovery led to the 
Financial Action Task Force (FATF) and law enforcement agencies increasing their scrutiny and regulation of the 
formal banking and finance system.70 Countries—including Australia—introduced requirements for financial service 
providers to report suspected terrorism financing transactions (an issue discussed in more detail in Section 3 of this 
report). 

Like banks, other large corporate remittance institutions are also at risk of exploitation by terrorist groups. Migrant 
communities use remittance arrangements to legitimately transfer funds to family members overseas, including 
to high-risk terrorism-financing jurisdictions. This makes legitimate and illicit funds difficult to distinguish.71 In 
March 2016, police arrested a 16-year-old Australian schoolgirl on terrorism-financing charges after she allegedly 
attempted to send A$5,000 via a remittance agent to an ISIL fighter in Syria.72 It’s unsurprising that law enforcement 
and the remittance sector have subjected customers and transactions to greater scrutiny, increasing the chance 
of detection.

Terrorist groups have sought to avoid that scrutiny and potential detection by using alternative remittance systems 
(ARSs) such as hawala (also known as hundi). ARSs are particularly at risk of exploitation by terrorist financiers 
and sympathisers because they are outside the ‘formal’ banking sector. An ARS relies on trust. It uses non-bank 
settlement methods involving people in two countries who arrange for the transfer and receipt of funds or property 
of equivalent value.73 

A number of migrant communities (for example, the Afghan, Bangladeshi, Indian, Pakistani and Somali 
communities) legitimately use ARSs for cultural reasons or because banking facilities in the destination country are 
limited.74 They are particularly popular with migrant workers in Middle Eastern countries, such as the United Arab 
Emirates, who use the system to remit funds to family back home.75 These systems are a key mechanism for many 
economies, including a number in Australia’s region.

However, ARSs can conceal terrorism-financing transactions from authorities and allow illicit users to evade 
sanctions. As not all countries regulate ARS providers, it can be difficult to detect terrorism-related transfers.76 For 
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example, in the mid-1990s al-Qaeda preferred to use hawala networks in the Middle East to avoid scrutiny in the 
formal banking system and avoid dependence on Afghanistan’s unreliable banks.77 ARSs will continue to remain 
attractive to terrorist financers, particularly in countries where they are unregulated or laws are poorly enforced.

Moving real commodities

Terrorist groups and their supporters also move funds by physically transporting cash and other assets across 
borders. Commodities such as gold, diamonds and other precious stones are valued because they are easily 
transportable, are tradeable and retain their value.78 FTFs, terrorist group sympathisers and family or local 
community members are often responsible for transporting such items.79 In June 2016, Israeli officials arrested two 
Gazans attempting to smuggle cash to Hamas between Gaza and the West Bank. To smuggle tens of thousands of 
euros, Hamas provided the couriers with special shoes that had concealed compartments.80

Consistent with the FATF’s recommendations, many countries (including Australia) require people to declare 
international movements of physical currency over a certain threshold. Despite these requirements, it can be 
difficult to detect undeclared currency movements that finance terrorism because currency is easily concealable 
(especially in small amounts) and authorities don’t identify and check all targets.

Stored-value or prepaid cards are another method used by terrorists to move funds. Such cards can be sent 
to a third party or inconspicuously carried across borders into countries where funds can be withdrawn.81 The 
terrorists behind the Paris attacks in November 2015 used prepaid cards to pay for their apartments, transport and 
weapons.82 Australia, like many other nations, doesn’t require people to make declarations when stored-value, 
prepaid, credit or debit cards are taken into or out of the country.

Terrorist groups and individual sympathisers can also exploit the international trading system by transferring value 
through trade-based financing schemes that misrepresent the price, quantity or quality of imports or exports 
invoiced. Techniques include over-invoicing, under-invoicing, multiple invoicing, overshipments, undershipments 
and false descriptions of goods and services.83 Belgian authorities recently reported how a Moroccan food transport 
and manufacturing company used trade-based financing typologies for terrorism purposes. The company forged 
product expiry dates and used the profits to support Syrian FTFs and their widows.84

A 2006 FATF report found that trade-based schemes presented a serious vulnerability that was likely to grow with 
the globalisation of trade. Despite that warning, the level of understanding of trade-based financing schemes 
continues to be low among the private sector and government authorities.85 

Financial innovations

Technological innovation has led to the emergence of many new electronic and online payment methods. Their 
speed, convenience and low cost make them popular with the public and terrorist groups alike. As some new 
payment methods don’t require individuals to register, their services are essentially anonymous.86 Terrorist 
financiers have used internet-based payment services that allow online transfers from prefunded accounts, such 
as PayPal in Western countries and CashU in the Middle East and North Africa. These services can facilitate funds 
transfers and FTFs’ clothing and equipment purchases.87 

Virtual currencies are also vulnerable to use in terrorism financing. A virtual currency is a digital representation 
of value traded online and isn’t the ‘legal tender’ of any country. They include IOUs, gold-backed currencies and 
cryptocurrencies (for example, Bitcoin, Ripple and Litecoin). Some virtual currencies are only usable on certain 
websites, but others are exchangeable for fiat (real) currency.88 In 2015, a 17-year-old American received a gaol 
sentence of over 11 years, and a lifetime of supervised release and internet monitoring, after providing instructions 
on how to use Bitcoin to disguise funds transfers to ISIL.89 There’s no government oversight of these virtual 
currencies in many countries (including Australia), so they present a serious terrorism-financing risk.90
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COUNTERING 
TERRORISM FINANCING

Terrorist groups use a wide range of methods to raise and move funds while attempting to avoid detection. They 
seek to take advantage of opportunities, so their methods may evolve over time, driven by new opportunities, 
such as innovative online payment systems and virtual currencies. But they will also react to government 
countermeasures and weaknesses in CTF systems. New and emerging payment methods and technologies, which 
occur in real time and are largely unregulated, challenge law enforcement’s ability to detect the movement of value. 
It’s therefore vital that a comprehensive system is in place that responds to the existing terrorism-financing threat 
environment but is flexible enough to adapt to evolving circumstances and typologies.

How does the national and international system for countering terrorism 
financing operate?
Australia’s CTF efforts operate within an interconnected global system. This system is heavily influenced by 
elements such as the 1999 International Convention for the Suppression of the Financing of Terrorism (Terrorism 
Financing Convention), UN Security Council resolutions (UNSCRs) and the role of the FATF. Australia’s domestic 
system is underpinned by its legislative regime, including the Criminal Code, sanctions Acts and the Anti-Money 
Laundering and Counter-Terrorism Financing Act 2006 (AML/CTF Act).

However, legal components are only part of Australia’s CTF system. Also important is the role of AUSTRAC (the 
Australian Transaction Reports and Analysis Centre) and its cooperation with the private sector, charities, NPOs 
and law enforcement agencies. Military force can play a role, too. Unifying this system is knowledge, provided 
by education and information sharing among key stakeholders. This section reviews Australia’s CTF system and 
discusses its strengths and weaknesses.

International elements
The main international elements of Australia’s CTF system are the Terrorism Financing Convention, UNSCRs and 
the FATF.

The Terrorism Financing Convention

Since 1963, terrorism and terrorist attacks have been prohibited under several international conventions covering 
issues ranging from the unlawful seizure of aircraft and hostages to nuclear materials. However, it wasn’t until 
the 1999 Terrorism Financing Convention that the financing of terrorism and terrorist attacks was specifically 
considered as an offence. That time lag shows that the international community was exceptionally slow to respond 
to the problem of terrorism financing.

The Terrorism Financing Convention establishes both the legal basis for the offence of terrorism financing and a 
range of CTF procedures. Parties to the convention must criminalise terrorism financing; identify, detect, freeze 
or seize funds used for terrorism; investigate and extradite persons suspected of financing terrorism offences; and 
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provide assistance to other countries. By November 2016, there were 187 state parties to the convention, which 
Australia ratified in September 2002.

Using a two-pronged approach, Article 2 of the convention defines ‘terrorism financing’ in terms of conduct. 
First, a person commits an offence if they finance or raise funds to carry out an offence under any of the nine 
terrorism-related treaties listed in the convention. Second, it’s an offence to finance or raise funds to carry out an 
act intended to harm or seriously injure a civilian in an armed conflict when the purpose of that act is to intimidate a 
population or to compel a government or international organisation to take a particular course of action.91

UN Security Council Resolutions and terrorism financing

The Terrorism Financing Convention is supported by UNSCRs, which states are required to implement, targeting the 
financing of individual terrorists and terrorist organisations. UNSCRs 1267 (1999), 1373 (2001), and 2178 (2014) are 
particularly relevant to terrorism financing.

UNSCR 1267 (1999) highlighted the importance of freezing funds and financial resources available to Osama bin 
Laden, al-Qaeda, the Taliban and other designated terrorists. However, it was UNSCR 1373 (2001), issued shortly 
after the 9/11 attacks on the US, that focused attention on CTF. That resolution encouraged states to sign the 
Terrorism Financing Convention and to take action to prevent, suppress and criminalise terrorism-related activities 
including financing and preparatory acts.

Subsequent UNSCRs have stressed the importance of states taking measures to prevent terrorist activities 
ranging from raising funds to planning and executing attacks. States have been urged to implement the FATF’s 
recommendations92 and take note of its reports and guidance on terrorism financing.93 Since 2014, UNSCRs have 
also focused on FTFs.94

The extent to which states have implemented CTF and FTF laws varies. A report on the implementation of 
UNSCR 2178 (2014) (on the FTF threat and the importance of bringing people who finance terrorism to justice) found 
that states from all regions needed to enhance their AML/CTF laws.95 Similarly, a December 2015 UN report found 
that only 41 of 77 states reviewed by the UN had introduced laws that applied to FTF financing and that there were 
limited examples of prosecutions of FTF financiers96—a situation that also exists in Australia (discussed below). 

This isn’t surprising. There’s an ongoing challenge in investigating and prosecuting the financing of terrorist 
organisations and suspected FTFs. It’s often difficult to prove that one person provided funds to another person 
who intended to join a terrorist organisation.97 Despite these evidentiary difficulties, if states don’t take action to 
criminalise the financing of FTFs and terrorist organisations—as required by the UNSCRs—it will be difficult to stem 
the flow of funds and prosecute offenders. It’s also difficult to act if governments and financial institutions don’t 
implement international best practice. This is where the FATF comes in.

The Financial Action Task Force and its 40 recommendations

The FATF, an international intergovernmental body established in 1989 by the G-7, produces standards and guides 
aimed at combating money laundering, terrorism financing and proliferation financing. The UN, World Bank and 
International Monetary Fund regard the FATF’s 40 recommendations (first made in 1990) as setting the international 
standard on these matters. Regular revisions ensure that the recommendations remain up to date. In the area 
of terrorism financing, the recommendations encourage states to become parties to the Terrorism Financing 
Convention, implement financial sanctions imposed by the UN Security Council and enact laws about reporting 
suspicious transactions.

For the FATF, FATF-style regional bodies (such as the Asia/Pacific Group on Money Laundering) and international 
partners (the International Monetary Fund and World Bank), the key to tackling terrorism financing is a globally 
consistent and robust AML/CTF system. To promote consistency, the FATF undertakes a ‘mutual evaluation’ of 
countries’ AML/CTF systems to assess their compliance with the recommendations. One problem with that process 
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is that it tends to focus on arrests, investigations and prosecutions, without taking account of the disruptive and 
preventive strategies used by some countries. However, the process does provide a basis for reforming the AML/CTF 
system in some countries. For example, the FATF’s evaluation of Australia’s regime in 2005 directly influenced the 
AML/CTF Act, which was passed in 2006. The evaluation found that Australia was ‘significantly non-compliant with 
approximately half of the FATF Recommendations’.98 To address this, the Act introduced customer due diligence 
requirements, suspicious matter reporting for unusual transactions or transactions related to terrorism, and 
electronic (wire) funds transfer rules for domestic and international funds transfers. 

Another basis for AML/CTF regime reform is the FATF’s public declarations about countries with non-compliant or 
‘deficient’ AML/CTF regimes. Countries with deficiencies are encouraged to address them, while others are expected 
to take ‘countermeasures’ against the deficient country. Countermeasures involve making financial institutions 
aware that they need to make additional checks when dealing with the country, but they can also involve restricting 
transactions with the country.99 

Some deficiencies relate to a country’s AML/CTF regime broadly and some relate specifically to terrorism financing, 
including:

• identifying, tracing and freezing terrorist assets

• implementing UNSCRs concerning freezing terrorists’ assets (such as UNSCRs 1267 and 1373)

• adequately criminalising terrorism financing.100 

The effectiveness of the FATF’s public declarations is unclear. Unless UNSCRs imposing financial sanctions are also 
in effect, the declarations have limited authority. For example, the FATF has declared Afghanistan as a country 
with ‘strategic deficiencies’ in its AML/CTF system since 2012, but its actions don’t prohibit other countries from 
transacting with Afghanistan. By contrast, UNSCRs that prohibit assets and funds being made available to the 
Taliban (in Afghanistan) must be complied with. This points to the need for mutually assisting measures when it 
comes to CTF.

That’s not to say that the FATF is marginal. The value of its declarations comes in highlighting those countries with 
strategic deficiencies in their AML/CTF systems and in making other countries (and their financial sectors) aware 
that there may be risks in dealing with those countries. Those risks include the possibility that transactions could 
facilitate terrorism financing.

From a global perspective, a country with weaknesses in its CTF system is a potential target for exploitation by 
terrorists. Such exploitation could have a domino effect that affects the target country and its neighbours. It’s for 
these reasons that the UN, the FATF and other international organisations have emphasised the importance of every 
country developing and implementing a robust AML/CTF system.

Australia’s legislative regime for countering terrorism financing

The international elements of CTF—the Terrorism Financing Convention, UNSCRs and the FATF recommendations 
and mutual evaluations—also have an important influence on relatively robust economies, such as Australia.

Australia’s CTF legislative regime is set out in four Commonwealth Acts, each of which focuses on a different element 
of terrorism financing:

• the Charter of the United Nations Act 1945 (UN Charter Act)

• the Autonomous Sanctions Act 2011 

• the Criminal Code Act 1995 (the Criminal Code)

• the AML/CTF Act. 
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The UN Charter Act and Autonomous Sanctions Act

Australia implements UNSCRs through the UN Charter Act and its Regulations. However, we sometimes go further, 
applying sanctions under our autonomous sanctions regime.101 Some countries have had sanctions imposed on 
them under both the UN and domestic sanctions regimes. 

The UN Charter Act implements UNSCRs specifically relating to terrorism and the assets of declared terrorists 
and terrorist organisations. Sections 20 and 21 of the Act provide for targeted financial sanctions. They operate 
by prohibiting a person from making an asset available to a ‘proscribed person or entity’ without ministerial 
approval.102 The Act also provides for Security Council sanctions more broadly. Under section 27, it’s an offence 
to engage in conduct that contravenes a UN sanction enforcement law, including laws related to making assets 
available to a designated person. A person found guilty of an offence under section 20, 21 or 27 is subject to 10 years 
imprisonment, a fine, or both. 

The terrorism-financing offences in the UN Charter Act are relied on more often than the terrorism-financing 
offences in the Criminal Code (discussed below). This is because it’s often easier for the prosecution to prove that the 
offender used or dealt with an asset that was owned or controlled by a proscribed terrorist organisation or terrorist 
without ministerial approval. It can be more difficult to prove offences under the Criminal Code.

The Criminal Code

The Criminal Code criminalises terrorism financing as envisaged in the Terrorism Financing Convention. Under the 
Criminal Code, a person commits a terrorism-financing offence if they:

• knowingly or recklessly receive funds from, collect funds for or on behalf of, or make funds available to a terrorist 
organisation (section 102.6)103

• provide funds, collect funds, or intentionally make funds available to another person, knowing that they will be 
used for one or more terrorist acts (sections 103.1 and 103.2).104

These offences apply even if the terrorist act doesn’t occur or is committed outside Australia. To date, successful 
prosecutions of offenders have used only subsection 102.6 of the Criminal Code (see box). As at July 2016, the 
terrorism-financing offences in sections 103.1 and 103.2 remained untested. We understand that this is for 
evidentiary reasons and because the terrorism-financing offences in sections 20 and 21 of the UN Charter Act are 
easier to prove.

The Australian cases concerning CTF discussed in the box illustrate the difficulties experienced in successfully 
prosecuting terrorism-financing offences. They demonstrate that the sentencing regime doesn’t reflect the 
seriousness of the crime of terrorism or the damage that relatively small amounts of money can do, and how 
evidentiary problems can result in decisions being overturned. They also suggest why successful terrorism-financing 
prosecutions are rare. 
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Terrorism financing case studies

Joseph ‘Jihad Jack’ Thomas

In 2006, the Victorian Supreme Court convicted Joseph ‘Jihad Jack’ Thomas under subsection 102.6(1) of 
the Criminal Code and for another, passport-related, offence.105 In 2001, Thomas travelled to Afghanistan 
to receive paramilitary training in explosives and using topography at an al-Qaeda training camp. After 
completing his three months of training, he stayed in Afghanistan before travelling to Pakistan, where he 
lived in al-Qaeda safe houses. Al-Qaeda operatives in Pakistan (in particular, Khaled Bin Attash, a senior 
al-Qaeda leader) provided him with $3,500, an airline ticket to Australia and a fake Australian passport. 
Thomas was arrested at Karachi Airport in June 2003.

Thomas was charged with knowingly receiving funds (the $3,500) from a terrorist organisation (al-Qaeda or 
an organisation linked with Khaled bin Attash or Osama bin Laden) and knowingly providing resources to a 
terrorist organisation to help it prepare or plan a terrorist attack overseas and in Australia.

Thomas was sentenced to five years imprisonment for knowingly receiving funds but was found not guilty of 
the offences of providing resources to a terrorist organisation. In his sentencing remarks, Justice Cummins 
found that Thomas ‘knew full well what Bin Attash’s purpose was’, ‘had extensive dealing with high level Al 
Qa’ida operatives’, ‘did not turn to Australian government representatives’, ‘accepted the money [and] … the 
airline ticket [and had] arranged for Al Qa’ida to falsify [his] passport’.

On appeal to the Victorian Court of Appeal, that decision was overturned. The court found that Thomas’s 
interview with the Australian Federal Police in Pakistan was inadmissible and couldn’t be used as evidence. 
On retrial, Thomas’s conviction was overturned. 

Aruran Vinayagamoorthy, Sivarajah Yathavan and Armugan Rajeevan

Prosecutors relied on subsection 102.6(1) of the Criminal Code to convict Aruran Vinayagamoorthy, Sivarajah 
Yathavan and Armugan Rajeevan of four terrorism offences in 2010.106 Three of the offences related to 
their support of the LTTE. The prosecution alleged that the men had raised $1,030,259 under the guise of 
fundraising for tsunami relief. The charges made under subsection 102.6(1) were withdrawn because the 
LTTE wasn’t a proscribed terrorist organisation when the men were charged.

Vinayagamoorthy, Yathavan and Rajeevan were also charged under section 21 of the UN Charter Act with 
making an asset available to a ‘proscribed entity’. It was easier for the prosecution to prove this offence 
because the LTTE had been listed as a proscribed entity since December 2001 and no ministerial approval to 
transfer the funds had been granted. 

At the time of their sentencing, the maximum penalty for the section 21 offence was five years imprisonment. 
In sentencing them, Justice Coghlan found that ‘very significant funds’ had been made available to the LTTE. 
Despite that finding, the judge found that the men’s offending was ‘in [the] middle range of seriousness’. 

Vinayagamoorthy was sentenced to 18 months imprisonment (for making electronics components valued 
at $97,000 and money available to the LTTE), and Yathavan and Rajeevan to one year (for making money 
available to the LTTE). All three offenders received suspended sentences and good behaviour bonds of $1,000 
for four years (Vinayagamoorthy) or three years (Yathavan and Rajeevan).
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The Anti-Money Laundering and Counter-Terrorism Financing Act

The AML/CTF Act applies to certain business activities, known as ‘designated services’, as prescribed in the Act. 
They include account and deposit-taking services, lending, remittance services, currency exchange and gambling 
services. These services are regulated because they present a high terrorism-financing and money-laundering risk.

However, not all services that present a high risk of terrorism financing are regulated under the AML/CTF Act. For 
example, newly emergent payment systems, their providers and virtual currencies aren’t covered, despite those 
systems and currencies having been in use for some time.

The AML/CTF Review recognised this vulnerability and recommended that ‘convertible digital currencies’ be 
regulated under the AML/CTF Act. This would bring Australia into line with other key international jurisdictions.107 
Such a move is needed. However, that such high-risk services are not already captured is an example of Australia’s 
AML/CTF laws not keeping up with technology.

Companies (known as ‘reporting entities’) that provide designated services have a range of compliance 
requirements under the Act that are discussed in detail below. One important requirement is the provision to 
AUSTRAC of reports about particular transactions (see box).

Financial reports to AUSTRAC relevant to terrorism financing

Under the AML/CTF Act, reporting entities must give AUSTRAC suspicious matter reports (SMRs) about 
transactions suspected to be relevant to terrorism financing or investigations or prosecutions of 
terrorism-financing crimes.108 

In addition, they must give AUSTRAC reports about all international funds transfers (known as IFTIs),109 as 
well as cash and e-currency transactions, of $10,000 or more.110 

Passengers and entities carrying, mailing or shipping $10,000 or more in cash (or other negotiable 
instruments) into or out of Australia must also submit an AUSTRAC report.111 

That all international funds transfers into and out of Australia are reported to AUSTRAC under the AML/CTF Act 
is a great strength of the regime. This provides law enforcement and intelligence agencies with useful financial 
information. The AML/CTF Review recommended assessing the viability and impact of providing exemptions for 
reporting international funds transfers below a threshold amount, and expanding the regime to cover debit and 
credit card transactions and the information reported to AUSTRAC. 

These recommendations need careful consideration. Not requiring reports to be made about transactions that 
are below a certain amount, or that are a ‘low terrorism financing risk’, only increases the possibility that terrorist 
financiers will target them. As discussed in Section 2, terrorism-financing transactions can involve only small 
amounts. Terrorists will try to use the system to their advantage, and giving them the opportunity to do so could 
weaken Australia’s AML/CTF system.

Where Australia’s financial reporting regime needs enhancement is in cross-border movement (CBM) reporting. 
The 2016 South-East Asia and Australia CTF Regional Risk Assessment found that CBM of cash is the predominant 
method used to move terrorist funds across the region.112 Australia requires the CBM of cash totalling $10,000 or 
more to be reported. However, there are multiple ways to move value across borders that don’t involve cash and 
don’t need to be reported. An increasingly popular method is the use of stored-value cards, which have been used 
by FTFs.113

The AML/CTF Review recommended expanding the CBM regime by broadening the definition of cash and bearer 
negotiable instruments and empowering the AML/CTF rules to specify other objects and instruments. It also 
recommended that the government investigate the feasibility of establishing cross-border reporting obligations in 
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relation to stored-value cards.114 If implemented, such changes would constitute important enhancements to the 
CTF regime.

Key actors in countering terrorism financing

While a robust AML/CTF legislative regime is crucial, the roles of actors who help enforce that regime are also vital. 
Foremost is AUSTRAC, Australia’s AML/CTF regulator and financial intelligence unit (FIU). Also important are the 
entities and sectors that AUSTRAC cooperates with, including the private sector, charities, other NPOs, intelligence 
agencies and domestic and international law enforcement. Interestingly, the military can also play a niche role 
in CTF.

Australian Transaction Reports and Analysis Centre

AUSTRAC uniquely combines the functions of AML/CTF regulator and FIU.115 In its regulator function, it administers 
the AML/CTF Act and supervises legal compliance with the Act by all entities that provide a designated service 
(reporting entities). In its FIU function, it analyses and disseminates information obtained from financial transaction 
reports to Australian and international intelligence, law enforcement and regulatory agencies. 

The reports that reporting entities submit to AUSTRAC form an important part of the information puzzle. That 
information, when combined with other information from law enforcement and intelligence agencies, can help 
disrupt terrorism and terrorism financing by identifying potential suspects and money flows.

The private sector

The designated services to which the AML/CTF Act applies are mainly provided by private-sector companies, 
including banks and financial institutions, remitters, bullion dealers, casinos and other gambling businesses. 

The Act requires those companies to mitigate the risk of their services funding terrorism. They must register 
with AUSTRAC; identify their customers; consider terrorism-financing risks when providing particular services, 
introducing new products and services, and entering into relationships with customers or other entities; and report 
particular transactions to AUSTRAC.

While the regime is strong in this regard, there are weaknesses. Notably, not all private-sector companies 
performing high-risk services have obligations under the AML/CTF Act. Of particular concern is the lack of regulation 
of ‘gatekeeper’ professions (lawyers, conveyancers, accountants, high-value goods dealers, real estate agents, and 
trust and company service providers). Despite those professions being at risk of exploitation by terrorist groups, the 
Act doesn’t regulate them. This makes Australia noncompliant with the FATF’s international AML/CTF standards.

In April 2015, the FATF released its mutual evaluation of Australia’s AML/CTF regime.116 It found that the gatekeeper 
professions in Australia neither understood nor took steps to mitigate the terrorism-financing risk that they 
faced, and recommended that Australia establish comprehensive AML/CTF obligations for those sectors as a 
matter of priority.117 The AML/CTF Review recommended that the Attorney-General’s Department, in consultation 
with industry, develop options for regulating the gatekeeper professions, including a cost–benefit analysis of 
those options.118

Charities, NPOs and the Australian Charities and Not-for-profits Commission

As discussed in Section 2 of this report, some charities and NPOs are vulnerable to misuse for terrorism financing 
and therefore play an important role in CTF.

To protect themselves, legitimate NPOs—especially those raising funds for causes in high terrorism risk countries 
such as Iraq, Syria, Afghanistan and Libya—need to understand how they can be misused and then implement good 
governance practices and mitigation strategies.119 However, like the private sector, NPOs also need information 
from government about the risks they face.
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However, the FATF’s mutual evaluation found that Australia was also noncompliant with its recommendations on 
the NPO sector. Despite the NPO sector being considered a high risk for terrorism financing,120 Australia hasn’t 
undertaken a comprehensive risk assessment of the sector. Subsequently, there’s a lack of outreach in relation to 
terrorism financing and a lack of adequate preventive requirements or a supervisory system that covers all relevant 
NPOs.121 The AML/CTF Act Review was silent on a response to the terrorism-financing risks of NPOs. However, the 
government announced in August 2016 that work is underway to understand those risks,122 and a regional risk 
assessment for the sector is planned.123

The Australian Charities and Not-for-profits Commission (ACNC)—Australia’s national charity regulator—also plays a 
role in countering terrorism-financing risks in that sector. The ACNC has the power to investigate registered charities 
and take enforcement action.124 It also provides information to charities and NPOs on how to protect against 
terrorism-financing risks.125 The commission works with AUSTRAC, the Australian Federal Police and the Australian 
Tax Office. However, effective action against terrorism financing in the charity and NPO sector requires targeted 
oversight and outreach, and that’s difficult in the absence of a comprehensive risk assessment of the sector. 
Additionally, the ACNC’s status as a non-designated agency under the AML/CTF Act limits its automatic access to 
information from AUSTRAC, its ability to match that information with its own holdings, and consequently its ability 
to contribute to CTF efforts in the NPO sector.126

Law enforcement and intelligence agencies

Cooperation between law enforcement and intelligence agencies is an intrinsic part of tackling terrorism. It occurs 
formally and informally between domestic and international agencies, based on memorandums of understanding 
(MoUs) and other bilateral agreements, at domestic and international forums, in taskforces and at meetings of 
international organisations (the UN, the FATF, the Egmont Group,127 Interpol and Europol). 

Domestically, AUSTRAC shares financial intelligence with more than 40 Australian Government, state and territory 
partner agencies. Intelligence products include the dissemination of SMRs and detailed analysis reports. AUSTRAC 
also undertakes data matching with selected partner agencies to help identify individuals under investigation and 
contributes to cross-agency taskforces.128

Internationally, the Attorney-General’s Department manages formal requests for mutual legal assistance and 
extradition. Requests are provided based on reciprocity or membership of a convention or treaty. The extent to 
which countries use the mutual legal assistance and extradition mechanisms varies (see box).

Mutual legal assistance and extradition requests on terrorism-financing matters

From 2004 to 2014, Australia:

• received 28 terrorism-related mutual legal assistance requests

• received and processed 10 mutual legal assistance requests relating to terrorism financing (including 
one investigation)

• accepted all the mutual legal assistance requests that it received relating to  terrorism or terrorism 
financing

• made 171 extradition requests, of which 113 were approved, and granted 6 extradition requests relating 
to terrorism financing and money laundering (Australia’s statistics don’t distinguish request types).129

Depending on their complexity, mutual legal assistance requests commonly take some months to resolve. Requests 
made to Australia, for example, can take 1–2 months (for voluntary witness statements) and 2–3 months (for 
requests requiring a search warrant, such as bank record requests).130 It’s not surprising that other options involving 
informal channels and the liaison network tend to be explored before formal mutual legal assistance requests 
are made.
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The liaison officer network among police, intelligence and other agencies, based in diplomatic posts and foreign 
counterpart agencies, complements the formal mutual legal assistance and extradition mechanisms. The Australian 
Federal Police has international liaison officers posted in 29 countries, including 23 counterterrorism liaison 
officers, who are vital to the success of this cooperation.131 AUSTRAC, too, has staff embedded with its Indonesian 
counterpart, Pusat Pelaporan Dan Analisis Transaksi Keuangan (PPATK; see box). 

AUSTRAC and PPATK intelligence analyst exchange program

In 2015, AUSTRAC and the PPATK began an intelligence analyst exchange program. Aimed at combating the 
financing of ISIL and improving the understanding of FTF funds flows, analysts are seconded for one-month 
periods. The exchange has facilitated the sharing of ‘high quality intelligence’ between Australia and 
Indonesia and aided the production and dissemination of intelligence reports to Australian and Indonesian 
law enforcement agencies.132

In August 2016, AUSTRAC and Southeast Asian FIUs expressed the intention to expand this initiative to a 
multilateral analyst exchange program. This program would focus on intelligence information exchange and 
on building skills and expertise.133

Cooperation is the key to ongoing work to combat terrorism financing. Australia’s collaboration with regional 
partners, whether directed at intelligence gathering or capacity building, is relevant to our national interest and 
must continue. Australia’s efforts provide Southeast Asian and Pacific countries with much-needed technical 
assistance on AML/CTF issues, while allowing us to keep abreast of emerging regional and international trends 
in terrorism financing. For example, the regional risk assessment134 prepared for the 2016 CTF Summit hosted by 
AUSTRAC and PPATK in Bali provided an opportunity for Australia to engage with five Southeast Asian countries 
(Indonesia, Malaysia, the Philippines, Singapore and Thailand) on terrorism-financing issues, risks and barriers. This 
interagency engagement and cooperation provides a useful basis to build goodwill and trust within the region and 
create opportunities for further education and information sharing.

Military force

While not an obvious part of the CTF toolbox, military force plays an important indirect role in limiting terrorist 
groups’ access to funds.

By mid-2016, military operations by Iraqi and coalition forces had caused ISIL to lose about 45% of its Iraqi territory 
and 16–20% of its territory in Syria.135 With the loss of territory, ISIL’s ability to tax and extort local populations and 
make use of natural resources has also diminished. Coalition airstrikes have specifically targeted ISIL’s Syrian oil 
industry, logistics operations136 and cash stockpiles.137

These actions have proved successful, and ISIL is under financial pressure in territory that it still controls. This 
pressure means that necessities are dwindling, there’s widespread inflation and ISIL’s budget is under stress. After 
the coalition forces cut the road between Mosul and Raqqa in November 2015, local petrol prices increased by 25%, 
meat prices by nearly 70%, and sugar prices by 100%. ISIL has rationed electricity and increased taxes to cover its 
revenue shortfalls. The group cut salaries by 50%, and some FTFs have been unpaid for months. The deteriorating 
conditions have damaged the morale of ISIL’s fighters and supporters, resulting in reported infighting over 
allegations of mismanagement, corruption and theft. Disillusioned fighters have downed weapons and attempted to 
flee.138 Iraqi and coalition efforts have weakened ISIL militarily, but they have also hurt its image, so that many of its 
supporters now question the caliphate’s purpose and viability.

While the military pressure imposed by Iraqi and coalition forces has been effective, it can’t be viewed in isolation. 
A multi-pronged approach that combines military force, international and domestic legal frameworks and the 
collaborative efforts of agencies worldwide can impact terrorist organisations’ ability to flourish. 
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The unifying elements: education and information sharing

Along with the international elements, our domestic legislation and the key actors that make up Australia’s CTF 
system, two other important elements unify our AML/CTF regime: education and information sharing.

Education

Education about terrorism-financing risks and CTF measures is vital for a range of groups that might play an 
unwitting role in terrorism financing or who are involved in countering it. They range from front-counter staff 
and the boards of financial institutions to those involved in less formal aspects of the financial system, such as 
alternative remitters, money changers, managers of NPOs, at-risk civil society groups, and government officials at 
borders, prisons and regulatory bodies.

The CTF Educational Tools Working Group was established after the 2015 AUSTRAC–PPATK CTF Summit in Sydney.139 
It has provided a mechanism for evaluating the education needs of a wide range of stakeholders in regional 
countries. The working group’s analysis shows that knowledge of terrorism financing and CTF measures throughout 
the region is uneven.140 Those specialising in AML/CTF in FIUs and large banks and financial institutions generally 
have good training and knowledge levels. However, in some smaller organisations and among those further 
removed from day-to-day work on CTF, knowledge can be much more limited. Further, only limited CTF-focused 
educational opportunities are available. Much of the training and education that is available is broad and general, 
or has a greater focus on money laundering than on terrorism financing. Also lacking is broad CTF awareness 
messaging to the general public in Southeast Asian countries and Australia.

Information sharing

Also crucial in the fight against terrorism financing is the timely, free flow of information about terrorism-financing 
risks, methodologies and vulnerabilities among key stakeholders—including between government agencies, the 
private sector and international partners. However, there are many barriers to sharing information, including legal 
impediments and psychological and cultural factors.

To defeat terrorist organisations, we need a different approach to information sharing and what constitutes 
‘information’. This report considers terrorism-financing information to include information about terrorist groups 
and terrorism-financing risks, typologies, trends and evolving threats, whether in Australia or overseas. The 
consensus of those interviewed for the report was that government and private-sector reputations would be 
damaged if a terrorist attack were to occur and it was later revealed that the attack could have been avoided if 
information had been shared. While some restrictions on information are necessary, non-essential barriers must be 
identified and removed. Arguably, the greatest restrictions on information sharing affect the private sector. 

Until recently, the FATF, like many FIUs, didn’t proactively promote or seek out opportunities for public–private 
sector collaboration on CTF issues.141 Yet understanding the terrorism-financing environment and shifting trends 
is important to enable private-sector businesses to detect suspicious activity and provide useful information on 
terrorism financing to the FIU while allowing them to mitigate and manage the terrorism-financing risks that they 
face. However, companies are businesses, not law enforcement or intelligence agencies. They understand their 
business but not necessarily the terrorism and terrorism-financing environment that could affect it. To understand 
that, they need timely, actionable information from the government, especially the FIU. This makes the private 
sector – government relationship an important two-way information exchange.

The FATF’s terrorism financing reports142 and, in Australia, AUSTRAC’s typologies and case study reports143 are 
the main publicly available sources of information on the terrorism-financing environment. However, they aren’t 
timely and contain insufficient information to assist reporting entities to respond to terrorism-financing risks.144 For 
example, AUSTRAC’s typologies are generally released only after a conviction is recorded. This means that, to date, 
AUSTRAC has published only two terrorism-financing case studies.145 Consequently, the case studies provide an 
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incomplete picture of terrorism-financing methodologies. This hinders the private sector’s ability to act in a timely 
way to mitigate risks and provide regulators and law enforcement with cogent information on terrorism-financing 
issues that the sector has encountered. 

Information sharing and Privacy Act restrictions

Under the Privacy Act 1988, an entity must not use or disclose an individual’s personal information unless the 
person has consented or an exception applies. Relevant exceptions include situations in which the person would 
reasonably expect the entity to disclose the information, the disclosure is required or authorised by law, or the 
entity reasonably believes that the disclosure is necessary for activities related to law enforcement.146

Private- and public-sector officials interviewed for this report generally agreed that privacy is important and that 
there’s a need for penalties for the unreasonable use of an individual’s personal information. But they also agreed 
that Australia’s privacy regime needs to be reviewed. 

Private-sector entities were concerned about whether the Privacy Act exceptions would allow them, in order 
to manage risk, to share information about individuals suspected of involvement in terrorism financing. While 
that appears to be the intention of the Act, this is unclear. Because of this ambiguity, and the severe penalties 
for breaching the Act, the private sector interprets its Privacy Act obligations conservatively and applies 
them restrictively.

Tipping-off provisions

Further restrictions on private-sector information sharing exist under the secrecy and access provisions of the AML/
CTF Act. Notably, the tipping-off rule under section 123 of the Act prohibits a reporting entity from disclosing to 
any person other than AUSTRAC that it has formed a suspicion about a customer or that it has submitted an SMR to 
AUSTRAC. The intention of this provision is to prevent the suspect customer being tipped off that they have been 
reported to authorities, and thus jeopardising investigations.

However, the current provisions are highly restrictive and create a significant barrier to information sharing and 
collaboration about terrorism-financing risks, particularly those involving private-sector entities. For example, 
reporting entities can’t share SMR-related information with auditors, foreign parent entities, and in some situations 
legal entities within their own companies in Australia.

The AML/CTF Review recommended amending section 123 to permit reporting entities to disclose SMR-related 
information to foreign partner entities and external auditors, subject to appropriate controls and safeguards.147 
However it didn’t go further and recommend, for example, that unrelated companies in the same industry sector be 
allowed to share such information to manage terrorism-financing risk.

It needs to do this. AUSTRAC’s recent risk assessment of Australia’s superannuation sector provides examples of 
why refusing to allow unrelated companies to share information about risks is problematic. Some superannuation 
funds had observed fund members engaged in ‘forum shopping’ to identify funds with weak AML/CTF controls that 
could be exploited, but individual funds can’t communicate that information to each other. Further, many fund 
administrators work for multiple funds and are in a position to identify suspicious activity by a member across 
multiple funds, but can’t provide such information to all individual funds.148 By permitting unrelated companies 
to share information about suspect transactions and customers, Australia’s financial sector and economy can be 
hardened against exploitation.

Domestic government information sharing

The AML/CTF Act and AUSTRAC’s MoUs with domestic law enforcement and intelligence agencies govern the sharing 
of AUSTRAC’s financial intelligence. It’s also facilitated through embedded liaison officers who provide support and 
assistance to partner agencies and intergovernmental taskforces. 
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The secrecy and access provisions of the AML/CTF Act place restrictions on this information sharing within 
government.149 AUSTRAC can share information with ‘designated’ agencies, but difficulties can arise if an agency 
isn’t designated.

Domestic taskforces regularly involve both designated and non-designated agencies. Because of the restrictions 
in the Act, not all taskforce members can share or receive information held by AUSTRAC. Obtaining necessary 
approvals can take time and may delay the taskforce’s analysis of the information.

The AML/CTF Act’s restrictions on who, what and how information can be shared reduce the ability of law 
enforcement and intelligence agencies to track the financial aspects of terrorism crimes. 

International government information sharing

International information sharing enables Australia to develop an understanding of the ‘bigger picture’ of CTF. It also 
allows Australian Government agencies (and, in turn, private-sector entities) to be aware of new trends in terrorism 
financing and CTF.

AUSTRAC uses MoUs and other bilateral agreements to formalise cooperation arrangements and articulate what 
and how information will be disseminated to international partners. It has entered into 85 MoUs concerning financial 
intelligence exchange with more than 40 countries or jurisdictions so far.150 However, AUSTRAC’s CTF information 
may be disclosed to a foreign government (or its law enforcement and intelligence agencies) without an MoU, 
provided certain confidentiality and data protection requirements are met. 

Formal meetings and forums hosted by the UN, World Bank, International Monetary Fund, the FATF, FATF-style 
regional bodies and the Egmont Group of FIUs provide opportunities for structured, coordinated and cooperative 
information exchange on terrorism financing and other financial crime matters. Information-sharing platforms, 
in particular the Egmont Group’s electronic platform, enable the secure dissemination of terrorism-financing 
intelligence spontaneously and on request. For the FATF, information sharing through specialised taskforces can 
offer multiple perspectives on an issue, and therefore multiple solutions to overcome a problem.

However, the extent to which countries can share information is often dependent on their legislative and 
administrative regimes. Legal and administrative approval processes can delay the timely sharing of information. 
Also influential are cultural and non-legal matters—the value placed on participation at the forum and the extent to 
which a country will share its concerns and difficulties also affects how and what information is shared. While some 
cultural barriers also exist in Australia, these issues are magnified in the international context by geographical and 
sometimes language barriers.

With an understanding of these issues, a clearer picture may emerge of why information isn’t shared, what legal and 
other problems hinder information sharing, what information international and regional agencies and NGOs want to 
receive from countries such as Australia, and what information should or shouldn’t be shared. 

Australia’s international involvement provides opportunities to share information on operational practices, 
improve cooperation and strengthen international and domestic AML/CTF regimes. International forums enable 
us to influence debate and discussion, collaborate with other countries in tackling global issues, build trust and 
goodwill, and keep abreast of emerging regional and international trends. Because terrorist financiers’ activities 
transcend state borders, it’s imperative to overcome any legislative, administrative or cultural barriers that could 
inhibit information sharing between governments and other international agencies. As transnational private-sector 
companies facilitate services to terrorism financiers and FTFs, involving the private sector in intergovernmental 
forums would offer a different perspective on combating terrorism financing.

Psychological and cultural barriers to information sharing

Many barriers to information sharing are not legal, but psychological and cultural. As ASPI’s David Connery has 
pointed out, culture is the main inhibitor, masking excuses not to share information.151 
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A number of those interviewed for this report expressed the view that there are many, often complicated and 
ambiguous, rules about what information can or can’t be shared and in what circumstances. Many interviewees 
commented that, because of this confusion, it was often safer and easier not to share.152 Over time, this reticence 
becomes culturally embedded so that, even if the information can (and should) be shared, there’s an automatic 
reaction—and culture—not to share.

Siloing in organisations and functional teams within organisations exacerbates this phenomenon. Silos are 
inwardly focused organisational units that give insufficient attention to external relationships. This can result in 
communication breakdowns and missed opportunities due to the resulting lack of cooperation and coordination.153 
Silo mentality can be caused by a range of factors, including geographical separation, the attitude of managers, 
indifference to other departments’ or agencies’ needs, strong departmental priorities relative to the overall goal, 
and rules that make cooperation difficult.154

As Connery also points out:

Many in government and business subscribe to [a] culture [of secrecy] for a good reason, as information about 
crime is highly sensitive and can do harm to society if released in uncontrolled way. While that’s true, this reason 
doesn’t account for every situation where sharing would be possible but doesn’t occur …155

Trust and practice issues within organisations should therefore not be underestimated. The first priority to resolve 
such barriers to sharing is to make the rules clearer and easier to understand. Strong leadership is needed to 
promote a culture of information sharing, break down barriers and encourage proactive sharing. Leaders should 
also think about new initiatives and environments in which information can be shared, trust built and silos 
broken down.



4. RECOMMENDATIONS 
FOR ENHANCING 
SYSTEMS

A multi-pronged approach combining international elements, legislation and domestic and international 
cooperation supported by education and information sharing is needed to degrade and defeat terrorist groups’ 
capabilities and to counter terrorism financing. But having a comprehensive CTF system requires a thorough 
understanding of terrorism-financing risks and methodologies and actions to mitigate those risks. Failure to 
understand and act creates system vulnerabilities that can be, and are, exploited by terrorist groups. The first 
priority in enhancing Australia’s ability to detect, disrupt and deny terrorism financing is to take steps to reduce or 
eliminate our vulnerabilities.

Terrorist groups use a wide array of methods to maximise revenue, taking advantage of opportunities while avoiding 
detection. Therefore, governments must implement comprehensive and multifaceted CTF systems that can 
respond flexibly to terrorist-financing innovations and shifting trends. Countries that don’t respond to this challenge 
risk being exploited by terrorist groups. 

Overall, Australia has a strong CTF system, with a good legal regime, an effective FIU and regulator, and many 
engaged government and private-sector stakeholders, but some vulnerabilities exist. This section considers 
the changes that we need to make to ensure that our system is comprehensive and flexible, and makes 
14 recommendations.

Our recommendations support many of the 2015 AML/CTF Review’s recommendations. In particular, we consider 
that those recommendations aimed at streamlining the regulatory framework and strengthening and updating 
Australia’s AML/CTF system are vital to countering terrorism financing and need to be implemented. Some of the 
recommended measures have been promised for some time but have never come to fruition.156 For that reason, 
community support is needed to secure their implementation.

However, we also consider that some of the AML/CTF Review’s recommendations don’t go far enough. And many 
of the weaknesses and vulnerabilities in Australia’s overall CTF system, particularly those that are non-legislative, 
weren’t in the review. 

So, what does Australia need to do? We think that a number of areas require attention, starting with full compliance 
with FATF recommendations.

Enhancing Australia’s existing system
Australia’s actions to optimise its CTF systems should begin by closing gaps in the existing regime. The first area for 
enhancement involves developing new laws to comply with FATF recommendations on the gatekeeper professions 
and NPOs.

Recommendation 1: Regulating the gatekeeper professions

Australia should regulate the gatekeeper professions under the AML/CTF Act to reduce the potential for their 
misuse by terrorism financiers. Doing so would ensure that those professions improve their understanding of 
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terrorism-financing risks and better mitigate the risk that they’ll be used to facilitate terrorism financing. The AML/
CTF Review recognised this issue but recommended only that options be explored for regulating lawyers and other 
gatekeeper professions.

Lawyers have objected to being regulated under the AML/CTF Act because of costs and concerns about client 
confidentiality, and because they are already heavily regulated. However, existing regulation is not geared towards 
mitigating terrorism-financing risk. Gatekeeper professions will incur compliance costs, but future legislation can be 
tailored to the particular risks of those sectors, thus reducing the potential cost to business. Indeed, this is already a 
feature of the existing legislation.

Recommendation 2: Undertake a risk assessment and improve outreach and oversight of the 
charities and not-for-profit sector

Australia also needs to provide better outreach and oversight of the NPO sector to reduce the potential for NPOs to 
be misused for terrorism financing. Where the outreach and oversight are targeted, and the form they take, should 
be determined after a comprehensive risk assessment of the NPO sector. That assessment should aim to identify the 
subset of NPOs vulnerable to terrorism financing. This greater oversight may mean increased compliance costs for 
some NPOs, depending on the risk they face. However, the additional costs can be balanced out through improved 
governance to mitigate other risks, such as fraud, and through avoiding a potential drop in donations due to 
reputational damage caused by allegations of terrorism financing appearing in the media.157

Recommendation 3: Make the Australian Charities and Not-for-Profits Commission a 
‘designated agency’ under the AML/CTF Act

Efforts to mitigate the risk of NPOs being misused for terrorism financing should involve the ACNC. The commission 
is already involved in NPO registration and undertakes some oversight and outreach, but it’s not a ‘designated 
agency’ under the AML/CTF Act. This places limits on the amount of information the ACNC can obtain automatically 
and directly from AUSTRAC to match with its own holdings. Amending the AML/CTF Act to specify the ACNC as a 
designated agency would fix this problem. It would also give law enforcement and intelligence agencies access to 
greater information on NPOs suspected of terrorism financing.158

Recommendation 4: Develop mechanisms to better identify and understand innovations in 
products and services and their terrorism-financing risk

The Australian Government needs to undertake ongoing risk assessments of innovations that may be attractive 
to terrorism financiers, put in place timely measures to mitigate the terrorism-financing risk of such products and 
services, and regulate them if necessary. The AML/CTF Review recognised the need to ‘monitor’ AML/CTF risks 
associated with new payment types, but it didn’t suggest how that could be done. In our view, implementing 
a mechanism that’s specifically geared towards understanding and identifying the terrorism-financing risks 
associated with innovations could address this and potentially other associated areas in which Australia isn’t 
keeping up with change. 

Recommendation 5: Expand and enforce the cross-border movements regime

Our CBM reporting regime needs to be expanded to reflect how ‘money’ is moved into and out of Australia. 
Stored-value cards, bullion, credit cards and debit cards are commonly used to take ‘money’ out of or into Australia, 
but their value or limit doesn’t need to be declared. The AML/CTF Act should be amended to include these forms 
of value. 

The AML/CTF Review’s recommendation to expand the CBM regime by broadening the definition of cash and 
bearer negotiable instruments is a good start, but rapid developments in how money is moved mean that this 
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recommendation needs to be implemented in a technologically neutral way to enable the AML/CTF regime and 
regulatory and law enforcement agencies to keep pace with technological evolution.

Devices are needed at airports to read and determine the value or limit of stored-value, debit and credit cards. 
Installing such devices and ensuring that they keep up with technology and are used to detect terrorist financiers 
brings some challenges and would cost money, but the alternative of not acting allows FTF and terrorist financing to 
use relatively simple movement methods to circumvent the regime. 

Although the Federal Court may impose a fine on an individual or entity who fails to comply with CBM obligations 
(up to $360,000 or $1.8 million, respectively), it’s more common for an infringement notice to be issued for which 
the maximum penalty is $900, which is not always imposed. When the infringement notice penalty is small, 
so is the deterrence value. To deter potential offenders, this amount needs to be increased and infringement 
notices enforced.

Recommendation 6: Overcome information-sharing restrictions in the AML/CTF Act

The AML/CTF Act’s current secrecy and access provisions hamper information sharing. While some restrictions 
are necessary, simplifying and broadening how and with whom information can be shared would enhance 
government’s ability to detect and disrupt terrorism and terrorism financing.

The AML/CTF Review recognised that the Act’s secrecy and access provisions ‘are overly complex and impede 
information-sharing’.159 It recommended the development of a simplified model for sharing AUSTRAC information 
that responds to agencies’ needs, supports collaborative approaches and contains appropriate safeguards and 
controls.160 This report agrees with that recommendation and supports efforts that simplify requirements for how 
information can be disseminated.  However, any changes must be informed by stakeholder consultations.

Recommendation 7: Amend the tipping-off provisions of the AML/CTF Act

The tipping-off provisions under section 123 of the AML/CTF Act should be amended to broaden the range of entities 
that can receive SMR-related information, while maintaining the important prohibition against tipping off suspects.

Reporting entities should be permitted to disclose SMR-related information to foreign partner entities and external 
auditors, as recommended in the AML/CTF Review. However, changes should go further, allowing entities to share 
information with non-related entities where that sharing contributes to managing the risk of terrorism financing.

In particular, financial institutions and other entities, such as banks, need to be able to contact each other to obtain 
further information on, or alert other entities to, suspicious transactions or customers. Without the full picture, 
entities may miss suspicious individuals, entities or activity and fail to report them to authorities. Alternatively, 
customers and transactions that merely look suspicious could be reported unnecessarily to authorities, creating 
additional work and ‘noise’ for the entity and the regulator. 

Recommendation 8: Amend the Privacy Act

The Privacy Act should be amended to allow the sharing of information where there are threats to national security, 
such as terrorism and terrorism financing. As a minimum, a redrafting of the exceptions to disclosing personal 
information in Australian Privacy Principle 6 is necessary to make the permissibility of sharing explicit. Companies 
and their employees should be protected from prosecution if they report suspicions about potential terrorists and 
terrorism financing to authorities in good faith. This could allay existing concerns felt by private-sector officials that 
their sharing of information could breach the Privacy Act.

Before any Privacy Act amendments are made, it’s imperative that government consult with the Office of the 
Australian Information Commissioner, other stakeholders and the public to gain their support for such changes and 
address any ‘Big Brother’ concerns. Consultation also offers an opportunity for education about the problems that 
law enforcement authorities encounter and for a conversation on how they could be overcome.
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Recommendation 9: Examine the use of algorithms and other privacy-preserving computing 
techniques

A review of how to enhance information sharing between government and the private sector is also desirable. For 
example, using depersonalised algorithms and other privacy-preserving computing techniques could obviate the 
need to disseminate personal information but enable financial data to be shared. The use of such techniques may 
also receive support from privacy advocates. 

Enhancing CTF systems in foreign countries
Australia’s efforts in strengthening our own CTF system are part of the broader picture: terrorism-financing threats 
cross borders, so CTF strategies need consistency to be effective. The transnational nature of terrorism financing 
means that other countries also need to take steps to improve and fortify their systems. Australia can play a role 
through capacity building, technical assistance and education and by pressuring noncompliant regimes. 

Recommendation 10: Enhance capacity building and technical assistance

Weaknesses in other countries’ CTF systems, whether caused by lack of capacity or political inaction, affect 
Australia. As a developed country with significant experience in providing technical assistance on AML/CTF in 
Asia and the Pacific, we should enhance our role in providing capacity building and technical assistance to our 
neighbours. This should build on the excellent work currently being done in partnership with Indonesia, which 
should be extended to other countries in the region.

Recommendation 11: Promote education about terrorism financing and how to counter it

Australia has the expertise and capacity to provide CTF education and should play a leadership role in co-designing 
and implementing appropriate educational options focused on filling the training gaps identified by the CTF 
Educational Tools Working Group. Education should be made available at least across the Southeast Asian and 
Pacific regions using methods appropriate to the target group, including e-learning, social media, networking 
opportunities among key actors and formal instruction. While much of this education could be delivered on a 
user-pays basis, some Australian or international donor government sponsorship or seed funding may be necessary.

Recommendation 12: Place political pressure on noncompliant regimes

Sometimes, noncompliance with the FATF’s recommendations occurs because of political reasons or inertia, rather 
than lack of capacity. The FATF’s ability to declare strategically deficient regimes is a useful tool for highlighting 
inadequacies, but for some recalcitrant countries further political pressure is needed to supplement the 
declaration process.

Australia should work with like-minded countries to place political pressure on recalcitrant countries where needed. 
Measures can include direct bilateral pressure, sanctions and restricting transactions or imposing additional checks 
on customers and transactions to and from those countries.

Enhancing government–government and government–business information 
sharing
The Australian Government’s ability to detect and disrupt terrorism and terrorism-financing activities would be 
enhanced if access to CTF information were broadened. After amending the AML/CTF Act’s secrecy and access 
provisions and Privacy Act as discussed above, the next priority should be to improve the information flow between 
key stakeholders.
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Recommendation 13: Provide timelier and more detailed case studies to the private sector

The private sector needs more detailed and timelier information on terrorism-financing typologies and risks. 
AUSTRAC should provide more case studies to the private sector and release them as early as possible. The case 
studies should focus on particular risks faced by different types of businesses and be as detailed as possible to 
enable the private sector to implement risk-based CTF measures.

To avoid compromising ongoing investigations, AUSTRAC could publish hypothetical case studies that are 
sufficiently sanitised to protect classified information or information currently before the courts.161 The case 
studies could be co-written by AUSTRAC and non-government stakeholders, including representatives from target 
audiences such as banks or the charities and NPO sector.

Recommendation 14: Develop a trusted environment for sharing information

Policymakers should think creatively about new AML/CTF initiatives that go beyond the existing system to enhance 
collection, analysis, reporting and, ultimately, prosecution. After unnecessary legal barriers to information sharing 
are reduced or removed, the next step is to explore different options for developing a trusted environment in 
which government and the private sector can share terrorism-financing information. This could lead to greater 
understanding of emerging threats and to sound two-way information sharing. Collaborating in an open, trusted 
environment can also break down silos and build trust and confidence among stakeholders. 

It’s vital that government and the private sector work collaboratively to co-design an environment that optimises 
the sharing and integration of the information that each possesses. David Connery’s recent study highlights existing 
overseas examples of information-sharing mechanisms involving government, the private sector and NGOs.162 
Those mechanisms, and others, may be useful in developing a model, focused on terrorism financing, that makes 
optimal use of existing data, information and intelligence. 

There are examples closer to home, too. One model is CERT Australia, the national computer emergency response 
team. CERT provides advice and support on cyber threats and vulnerabilities to the private-sector owners and 
operators of Australia’s critical infrastructure, including the banking and finance sector. This includes sensitive 
sector-specific information and one-on-one business briefings.163

Taskforces focusing on particular law enforcement issues (such as Project Wickenby’s efforts to fight tax evasion) 
have proven very effective. With the involvement of key private-sector and international partners, that model could 
be used to fight terrorism financing.

A partnership between government and the private sector in the UK could also be a model. The Joint Money 
Laundering Intelligence Taskforce, which was launched in February 2015, is led by the National Crime Agency and 
includes other law enforcement agencies and 10 banks. It provides an environment in which the financial sector 
and law enforcement can exchange and analyse information and intelligence to detect, prevent and disrupt 
money laundering and wider economic crime. It includes the Terrorist Finance Experts Group, which ‘supports 
the exchange and analysis of terrorist finance information and intelligence and thematic pieces of work related to 
terrorist finance and methodologies’.164 That governance structure could be the basis of a trusted environment 
mechanism, and ‘learnings’ (both good and bad) from this pilot should be taken into consideration.

Any new initiative would incur costs in money, time and resources. Some of these costs would need to be met by the 
participants, and some funding would be necessary from government. However, any additional costs can be offset 
through greater productivity; achieved from enhanced communication, timelier and more detailed information 
sharing, and improved understanding of threats which would allow better targeting of resources. Such action is also 
likely to have positive impacts in areas such as anti-money laundering and fraud detection.
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ACRONYMS AND 
ABBREVIATIONS

ACNC  Australian Charities and Not-for-Profits Commission

AML/CTF anti-money laundering and counterterrorism financing

AML/CTF Act Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cwlth)

ARS  alternative remittance system

AUSTRAC Australian Transaction Reports and Analysis Centre

CBM  cross-border movement

CTF  countering terrorism financing

FATF  Financial Action Task Force

FIU  Financial Intelligence Unit

FTF  foreign terrorist fighter

IFTI  International Funds Transfer Instruction 

IRA  Irish Republican Army

ISIL  Islamic State of Iraq and the Levant

LTTE  Liberation Tigers of Tamil Eelam

MoU  memorandum of understanding

NGO  non-government organisation

NPO  not-for-profit organisation

PPATK  Pusat Pelaporan Dan Analisis Transaksi Keuangan (Indonesia’s FIU)

SMR  suspicious matter report

UN  United Nations

UNSCR  United Nations Security Council Resolution
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