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  Single Touch Payroll

Protecting your privacy 

What is Single Touch Payroll?

Single Touch Payroll (STP) is a new way for employers 
to securely pass payroll information directly to the ATO 
from their payroll system.  

What is Beam? 

Beam is a super payment and reporting tool 
for payroll systems. Beam makes it easy for your 
employer to contribute to your super and report 
payroll information to the ATO. 

How Beam STP works

Beam is anchored in the payroll system. 
Beam reports payroll information to the ATO in real 
time and makes payments to your chosen super fund 
directly from the payroll system. This means a simpler 
payroll process for your employer and better privacy 
protection for you. Check out the graphic below to 
see how Beam works.

What information does my employer 
send and where does it go?

Both the way your employer pays your super 
and reports your payroll information is governed by 
standards, created by the ATO. Whether paying super 
or reporting your payroll information, your employer 
passes on information such as:

• details that identify you like your name, 
Date of Birth, Tax File Number (TFN), 
Gender and Payroll ID,

• contact details like your address, 
phone number, or email address, and

• employment details like when you started 
or finished working with your employer, your 
occupation, employment status, hours of work, 
or salary.

When reporting your payroll information, extra 
information is also passed directly to the ATO in 
real time including:

• your PAYG,

• super contributions,

• any tax offsets (eg if you have declared your 
TFN or claimed the tax-free threshold), and

• details of any Government loan debt  
(HELP/SSL/TSL).

You can see the information your employer has passed 
onto the ATO about you through your MyGov account.

How is my information used?

We know how important your personal information 
is to you. It’s just as important to us. Beam is designed 
with multiple layers of security to protect your privacy.

The information about you that is sent through Beam 
will normally only be used or disclosed to send 
your super contributions, and/or report your payroll 
information to the ATO, depending on the service/s 
your employer uses.

The only other situations in which information about 
you will be used and disclosed are:

• for enforcement related activities conducted 
by, or on behalf of, an enforcement body (for 
example, the ATO or state or federal police 
agencies), and/or

• for any purpose which is authorised or 
required by a court/tribunal order or an 
Australian law.

Your information is not provided to third parties other 
than those needed to fulfil the service we provide to 
your employer, like your super fund and/or the ATO, 
or in the other situations highlighted above.

Your information is not used to market products 
or services to you, and can’t be used for this purpose 
without your consent.
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Beam is issued by Precision Administration Services Pty Ltd (Precision), (ABN 47 098 977 667, AFSL No. 246 604). Precision is wholly owned 
by Sunsuper Pty Ltd (ABN 88 010 720 840, AFSL No. 228 975) as Trustee for the Sunsuper Superannuation Fund (ABN 98 503 137 921). 

This document was prepared by Precision. 

It’s also important to let you know any information 
we receive from your employer is kept in Australia 
and isn’t transferred overseas.

How we use your information is restricted 
and protected by the Privacy Act

Whilst the use, disclosure and security of your 
personal information is protected both by legislation 
and the technologies we employ, your employer’s 
choice to use services like Beam to fulfil their 
superannuation and/or reporting obligations 
is also protected.

To read the full Precision privacy policy visit  
beamconnect.com.au/precision-privacy/

How is my information protected?

Beam uses the latest industry-standard 
technology to send and secure your personal 
information. The connection between the payroll 
and Beam is secured using HTTPS and OpenId 
Connect. The connection between Beam and the 
ATO is ebMS AS4 over HTTPS as defined by the ATO 
SBR2 specification. Data is hosted on an encrypted 
Microsoft’s Azure cloud platform. 

Who is Precision? 

Precision Administration Services Pty Ltd, owns 
and operates Beam, a super payment and single-touch 
payroll (STP) reporting service. Precision is wholly 
owned by Sunsuper. 


