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Privacy Policy & Collection Notice
The Privacy Act 1988 (Cth) (the Act) allows for personal information (including sensitive information, as defined in the Act) about you to be collected, used and disclosed in accordance with the Australian Privacy Principles (APPs). In this document, a reference to ‘personal information’ includes ‘sensitive information’ where applicable.
We may update, revise, amend or replace this Privacy Policy & Collection Notice from time to time by posting any changes on our website or by providing you with notice through other appropriate means.
This document is available on our website and at our office. It may also be made available at property inspections and auctions, and may be provided by email when we first communicate with you.
What personal information do we collect?
Identity and contact details (for example, name, address, email, phone number, date of birth and identification documents where required).
Property and transaction information (for example, property addresses, tenancy details, sale and purchase details, inspection attendance and enquiry history).
Financial and payment details (for example, bank account details for payments, rent and bond payments, and records required for trust accounting).
Verification and eligibility information (for example, information to assess tenancy applications, references and employment/income information where relevant).
Communications and interaction records (for example, emails, phone calls, SMS messages, notes of conversations and complaint handling records).
Website and device information (for example, IP address, cookies and analytics data) where you use our website or digital services.
Marketing preferences (for example, subscriptions, opt-in/opt-out status and property preferences).
How we collect personal information from you
Property Management
If you are a prospective or current landlord and you want us to manage your property, we collect personal information from you to identify you and the property and to provide our property management services.
If you are a prospective or current tenant and you attend an inspection of a rental property, we may collect personal information from you at the inspection for safety, security and operational reasons.
If you are a prospective or current tenant and you apply to rent a property, we collect personal information from you at the application stage (including supporting documentation you provide). If you are the successful tenant, we may also collect personal information during the tenancy.
Sales
If you are a prospective or current vendor and you want us to act as your sales agent, we collect personal information from you to identify you and the property and to provide sales and marketing services.
If you are a prospective or current purchaser and you attend an inspection of a property, we may collect personal information from you at the inspection for safety, security and operational reasons.
We may also collect personal information from you when you make enquiries about a property or engage with our sales and marketing activities.
How we collect personal information from other sources
We may collect personal information about you from other sources in any manner permitted by the Act. We will only collect personal information from other sources where it is reasonably necessary for us to do so in relation to, or in connection with, the real estate services we provide. Examples of such sources may include:
Your representatives, agents, insurers, contractors, and legal, financial and other advisers in relation to a tenancy, lease or contract for sale.
Public registers and publicly available information (including, where relevant, information from NSW land title and related registers).
Property valuers, trades and service providers (for example, where required for property maintenance, repairs or compliance).
Third parties that you have authorised to supply personal information to us.
When the law authorises or requires collection of personal information
There are laws that may require or authorise us to collect and disclose personal information. For example, we may be required to collect and disclose personal information under the Property and Stock Agents Act 2002 (NSW) and its regulations, and in connection with the administration of residential tenancies under relevant NSW tenancy laws.
How your personal information may be used
We may collect, use and disclose your personal information for the following purposes:
Property Management
To identify and/or verify the identity of landlords and tenants.
To process and assess tenancy applications.
To advertise, market and promote a tenancy or lease.
To negotiate and prepare tenancy agreements and related documents.
To liaise and exchange information with landlords, tenants, contractors and advisers in connection with the tenancy.
To manage a tenancy (including rent collection, payments, statements of account and trust accounting).
To coordinate repairs, maintenance, access arrangements and compliance activities.
To ensure safety and security in connection with inspections and access to properties.
To comply with applicable laws and regulatory requirements.
To confirm GST registration where relevant.
To tell you about other rental properties we manage or services we provide, unless you opt out (direct marketing).
Sales
To identify and/or verify the identity of vendors and purchasers (including prospective purchasers).
To advertise, market and promote the sale of a property.
To manage enquiries, inspections, offers, negotiations and the sale process (including non-legal assistance with exchange processes and statements of account).
To liaise and exchange information with vendors, purchasers, and their agents, contractors and advisers in connection with the sale.
To ensure safety and security in connection with auctions and inspections.
To comply with applicable laws and regulatory requirements.
To confirm GST registration where relevant.
To tell you about other properties we are selling or services we provide, unless you opt out (direct marketing).
Automated Decision Making (ADM)
We may use software tools (including computer programs and automated workflows) to assist with operational tasks such as enquiry routing, marketing segmentation and buyer matching recommendations. Where used, these tools are intended to support our services and do not replace professional judgement or client decision-making.
To segment and prioritise enquiries and leads for follow-up.
To recommend potential buyer matches based on stated preferences and enquiry history.
To generate reminders and notifications (for example, inspection reminders and document signing prompts).
Generally
To provide statistical and other information to industry bodies and service providers where relevant (for example, real estate institutes and property data providers).
To act on behalf of clients in accordance with agency agreements and to comply with obligations under those agreements.
To run our business efficiently and perform administrative and operational tasks.
To operate controlled money accounts and comply with trust account obligations.
To comply with dispute resolution processes and legal proceedings.
To update our records and contact details.
To support business acquisition arrangements (where applicable), including due diligence by professional advisers.
Any other purpose to which you have consented.
You can tell us at any time if you no longer wish to receive direct marketing from us. We will action opt-out requests as soon as reasonably practicable.
How we share your personal information
We may disclose personal information to third parties where it is reasonably necessary in relation to the potential or actual rental/lease of a property, the sale and purchase of a property, or for our business and administrative functions. Third parties may include:
Your representatives, attorneys, lawyers, conveyancers/settlement agents, accountants and brokers.
Conjunction agents, buyer’s agents and other real estate agents involved in a transaction.
Auctioneers.
Financiers and mortgage brokers where relevant to a transaction.
Valuers, surveyors, insurers and related service providers.
Financial institutions (including deposit-taking institutions) for payment processing and controlled money accounts.
If you are a tenant/applicant: referees (including employers) and other parties relevant to assessing an application, where permitted.
Debt recovery service providers (where applicable).
Government and regulatory bodies, law enforcement agencies and courts/tribunals where required or authorised.
Service providers that assist us to conduct our business, including IT providers, hosting providers, software providers, website/analytics providers, and contractors.
Sharing personal information with related entities
We may share personal information with related entities (if any) where reasonably necessary for the purposes described in this document or as required or authorised by law. If we share information with related entities, we will do so in accordance with the Act and the APPs.
Sharing personal information outside Australia
We may store personal information in cloud or other electronic systems. Some service providers may store or access personal information from outside Australia. Where cross-border disclosure occurs, we will take reasonable steps to ensure that overseas recipients handle personal information in accordance with the Act and the APPs, or we will rely on an applicable exception. Where known and practical, we will identify relevant countries and service providers.
If you do not provide personal information
If you do not provide personal information to us, it may not be possible for us to provide you with the service you have requested or applied for. For example:
If a tenant/applicant does not provide required information in a rental application, we may be unable to process the application and/or submit it to the landlord for consideration.
If a vendor does not provide required information in connection with the sale of a property, we may be unable to verify authority to act or to market the property.
If a prospective purchaser does not provide information at an inspection or auction where identification is reasonably required for safety/security or bidder registration, we may be unable to admit them or register them as a bidder.
To inform you about other services we provide that may be suitable for your needs (unless you opt out).
Personal information about other people
If you provide us with personal information about another person in connection with a rental/lease or sale of a property, we will assume that you have informed them and obtained any consent required for you to disclose that information to us. We will handle that person’s personal information in accordance with this document, and they may request access to it as set out below.
Anonymity and pseudonymity
We are not always able to deal with people who do not wish to identify themselves or who wish to use a pseudonym. This may be the case where identification is required or reasonably necessary to provide our services, to comply with legal obligations, to verify a client’s authority, or to manage safety and security risks (including at inspections and auctions). Where practicable, we will provide general information (for example, responding to general enquiries) without requiring you to identify yourself.
Information security
We take reasonable steps to protect personal information from misuse, interference and loss, and from unauthorised access, modification or disclosure.
Marketing and opt-out
We may use your personal information (excluding sensitive information) to provide you with information about properties, services and market updates that may be relevant to you, unless you tell us not to. We do not use sensitive information for direct marketing without your express consent. You may opt out of marketing communications at any time by using the unsubscribe function (for emails) or by contacting us directly.
Accessing and correcting your personal information
You have the right to request access to personal information we hold about you and to request correction of personal information that is inaccurate, incomplete, irrelevant, misleading or out of date. Requests should be made in writing to our Privacy Officer (details below). We do not charge a fee for making a request. We may charge a reasonable (not excessive) fee for providing access, if applicable, and we will advise you in advance. We aim to respond within a reasonable period (generally not exceeding 30 calendar days).
If you have any questions or complaints about how we manage personal information, please contact our Privacy Officer. If you are not satisfied with our response, you may contact the Office of the Australian Information Commissioner (OAIC).
Privacy Officer
My Bay Realty
Attention: Kelly Leeson (Privacy Officer)
PO Box 443 Nelson Bay, NSW, 2315
Phone: 02 4018 9302
Email: admin@mybay.com.au
Office of the Australian Information Commissioner (OAIC)
Phone enquiries: 1300 363 992 (Mon–Thurs 10am–4pm AEST/AEDT)
Online enquiries: OAIC enquiry form (via oaic.gov.au)
Post: GPO Box 5288, Sydney NSW 2001
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