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PART 1

COVERING LETTER

Reference No...... BRT7Q0T=1=1.......

To: OIC, Military History Section, AHQ.

1. I enclose Commanders Diary (AF C2118) (Adapted)
as indicated at Part 2.

2. Please return receipt below

RW"-'\ (Signature) ... /Y 00 O %A ke
vy ¢
“I @' ; oz/|‘ ADDOIMIMMERE. .5 ..o iiinvninimiina g s B s sk der e o

V& (OC Unit or senior staff officer)

AUSTRALIAN WAR MEMORIAL

PART

2 . L :
R ¢ Revised Jun, 1965

AF C2119 (Adapted)

SECRET

ORIGINAL ‘ Strike out where

M not_applicable
COMMANDERS DIARY

OF

Unit opFormation: ... 104 Sig SQW...oieeiteeee e

From

it B AOD BT i B B B B

To.... 230 8en 8T....50.....

INDEX
Narrative (AF C 2118) Enc!asur:! Numbers
ANNEXES - :
* A Duty officer’s log H/-ﬂ- 0 o3
*B Messages connected with log H/A to .88
C Operation orders and instructions issued : é/.& T R
D Operation orders and instructions received ;i NI 80 i R
*E Sitreps issued '. B 4 el 00 okl
F Orders of battle and location reports issued H/A IS T
G Intelligence reports and summaries issued; appreciations made B3 - G —
H Administrative orders and instructions issued | ERA o ...
I Administrative orders and instructions received BEAR 0 i
J  Administrative reports and bulletins; ammunition returns; field strength
returns | | SN 0 ... ,
*K Standing orders issued EXh .
L Commander’s policy and demi-official letters Ehe. o 2%
M Actomrepoits (if required) = = VY o U oS I 9 K@ B2 H/A 00 e
N  Other papers, eg, maps and diagrams, air photos, reports from sub umits ... 3 ....... o ... % ¥
O Periodical summaries of operations £ BN B © ...
Z Top Secret Supplemen i T NIIX
P PP tary Diary L I‘ _
BEsparehed X1
* Only to be included during operations.
t Cross out whichever is not applicable. DIIH/.A. -
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PART 3
COMMANDERS DIARIES

INSTRUCTIONS
AIM ¥
1. The aim of a Commanders Diary is to provide data on which to base future improvements in

training, equipment, organization and administration, and to furnish historians with a record of the activities of
units and formations in operational and non-operational periods in peace and in war.

GENERAL

2 Entries are to be made daily on AF C 2118 (Adapted) each entry being initialled by the officer
detailed to keep it.

3. Commanders Diaries will conform with the rules for drafting orders given in “Staff Duties (Australia)”,
Chapter 2, Section 12.

RESPONSIBILITY
During Non-operational Periods
4. A Commanders Diary is to be compiled by commanders of all formations.

During Operational Periods (1)
3, A Commanders Diary is to be compiled in duplicate by:
a. Commanders of all formations.
b. Each branch of the staff at formation headquarters commanded by a brigadier or above.
¢. Heads of services not below the rank of lieutenant colonel. - .
d. Personal staffs and officers holding special appointments. '
e. Unit commanders.
f. Commanders of a detachment of a unit when so ordered.

COMPILATION

6. Both original and duplicate copies are to consist of:
a. Cover (AF C2119) (Adapted).
b. Index as printed on cover.
¢. Narrative (AF C2118) (Adapted).
d. Annexes as shown in the Index.

T All details of the unit or formation (if a detachment is concerned, the name of the parent unit), period
covered and enclosure numbers of the annexes are to be shown on the cover. If there has been a change of
command since the last report, the date of assumption by the new commanding officer is to be included.

8. The annexes are to be assembled in the groups shown on the cover. If there are no enclosures for
an annex NIL will be entered on the cover. If additional annexes are convenient for a particular headquarters.
starting at B.

g for operations form Annex “Z”, “TOP SECRET
; the document. It is to be prepared and disposed of as

NTENTS

nes as well as map references), establishment, equipment

1d orders given.,
the day’s fighting, including company movements.
mmander with regard to equipment, tactics, organization

ytential importance.

o officers, men and equipment.

pment captured.

employed in the time not accounted for. The type of

- and to save work as much information as possible is to
uments issued and received, routine returns, etc. All
and the time of receipt or despatch is to be given.

1 BP Coy—274/65—55m
he annexes, but need not give a precis of any of them.

(continued on back cover)
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DISPOSAL

13.  Original Commander’s Diary. This is to be forwarded monthly, unless otherwise ordere” by the
seventh day of the succeeding month direct to AHQ.

p—

14,  Duplicate Commander’s Diary. This must be clearly marked as a duplicate. It is to be sent
separately from the original to AHQ one month after the original has been despatched but not before the
former has been acknowledged.

15. 'When overseas, both copies of diaries are to be sent through the Army Records organization in the
overseas theatre but at different times.

16. TOP SECRET Supplementary Diaries.

a. The documents referred to in Paragraph 9 together with a list of them made out on AF C 2118
(Adapted) must be placed in separate cover (AF C 2119) (Adapted). All details must be filled in
and the cover clearly marked in red: “ANNEX Z — OFFICER ONLY”. It may be convenient to

group the papers by appendices.

b. Supplementary diaries must be forwarded under the normal rules for TOP SECRET
correspondence, to AHQ. The inner envelope must be plainly marked:

TOP SECRET

ANNEX Z to
Commanders Diary of ...............cccooeiviiiivce v ... (FOrmation or Unit)
RO ... o e i it a R RN . M R ol

¢. The duplicate supplementary diaries must be despatched as shown in Paragraph 14 as soon as
receipt of the original has been acknowledged.

1 BP Coy—274/65—53m

' 1"{'

1 % A
11""-"'“'"' >

[L; \ 2\ Sep 1 ]
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SRH/RCR

TELEPHONE

AUSTRALIAN MILITARY FORCES

aopress HQ 104 Sig Sgn
AFPO 4

Quote in Reply

R707/1/1 GPO SYDNEY NSW
| Oect 67

OIC

Military History Section

AHQ

CANBERRA, ACT
COMMANDER'S DIARY
s Enclosed are:-

a. 104 Sig Sqn Commander's Diary (Duplicat i
annexures L and N, for Aug 67. i by Bt

b. 104 Sig Sqn Commander's Diary (Original) for Sep 67.
L (enclosure 2

N (enclosure 3 and 4)
to Commander's Diary for Sep 67.

¢c. Annexures C genelosure 13

Officer Commanding

SECRET
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AF - C 2118 (Adapted) |
v A -C1> Chdd.” COMMANDERS o alibeon oo ea o UNIT AORMATION:... 1 Qet_..s.ig.._s;:?.fff‘
MONTH AND YEAR .. . Sep 67. . REFERENCE MAP Vietnam 1:50000. sheets 6442 ItoIV COMMANDING OFFICERMaj. ..LATRENCE.
Flare. 40 grd Date Time Event or information A S
...... Nui Dat | 18Sep | | Construction began on Nui Dat hill bumker, .~~~
1B 67 Coa B R BT, L NP, (R S0 AP |1 o A
___________________________________________________ 38ep | ... LOs det deployed with 1/11 ACR for Op AINSLIE, .. |
__________________________________________ TRV AL IR LR TR R
_____________________________________________ ;55913 | Pole route construction began from canteen area PX to Wui Dat hill,
............................................. o WA, USRS et L N Y D, <R < - R L
Ml ey G TR SN VC/NVA electronic warfare capability report isswed. ...~~~ Anx N _Enclosure 3
................................................. 88Sep | 1110 Sig Sqn assumed responsibility from 104 Sig Sqn for HF Voice link.
................................................................................................. between Saigon and Nui Dat. Comsec Monitoring Report issued. ... |A;nx N Enclosure 4
.................................................. 98ep | . ...|TWew switchboard TC 10 arrived im wnit, . .
______________________________________________ Rl A S RN -
.............................................. 11 Sep | .| Installation of new switehboard BEZaNM. . . . ... o
.............................................. (12 8ep | . | NIR
............................................... 13 8ep | .| Instruction on basic communication given to Garrison Military Police, . | .
................................................ e L N s Ll otk el e L WAL el b Wt 1O N o L 5, SAORA OO S B
_________________________________________________ S N SN || - T S NI S Sl N | YRl LT Al O S R AR S
................................................. 16 Sep | | NIR
................................................ B IR e e L T S
1 BP Coy—275/65—55m
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. _ , ' | AF - C 2118 (Adapted)
e ‘;;“_E*;‘;‘;‘de:;‘:;;f‘“ ST SInY. A" UNIT/PORMATION. .1 0451581:mmm
MONTH AND YEAR..... . Sep.67.. . . REFERENCE MAPVietnam 1:50000. Sheets 6442 I to IVCOMMANDING OFFICERMaj.GC _AWRENCE. .
Flase i e | Date Time Event or information g o
______________ o O S NN = . - SO SN L 1 T Ot ESN (. 00 SO, By IOV OGS NMRUON WA SRRt ) (I -
.............. ol SN - o ot W s SR R LRI TR R G S e S N e
............................................... .20 Sep | .| TLiaison visit to 53 Sig Bn and 2 FFV by OC 501 Sig Tp and Sig Cen Supvr, |
.............................................. .2l Sep | ... .0Op AINSLIE concluded. Preliminary brief for Op KENMORE, .~~~ |
........................................... ‘225&9 A0 005 POINERL TR TINT MU, e e s
.............................................. ‘233913 MR e, O N o N o S Bl O T ST -
.............................................. 1 R B AR R TS N e
..................................... \ .22 8ep | ... .| Allocation of houses to tps for CA programme concerning New Hamlet - .
N M e L, "Suoi Nghe". 1 ATF Sig Instr for Op KEVMORE issuwed, | Avix_C_Bnclosure 1
................................................. s BRSO . o Y NSO e ol Lo SOm. VSRR T G St I G o . RN
................................................. 27 Sep | | NTR
.............................................. ESSEP NTR
ST a— Y O _Advance party for HQ 1 ATF Pwd on Op KENMORE departed. . . i
............................................... 1303*‘9-';9 ..|.Main party departed on Op KENMORE, ... . . . . . . . ..
........................................................................... Nonthly TeDPOEL I8BWOM, . .. ...t | ABE 1 Enclesute 2
.............................................................................................. N SN WChw T PV —
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friiis - Avvex € Enciosure |
70 CommanDdepse JDiARY

SEpPLY
CONFIDENTIAL
Copy No...é?j;.
1 ATF
NUI DAT
251530H Sep 67
SIGS 379
SIG INSTR 2/67 (OP KENMORE)
Time Zone used throughout this instr: HOTEL
General
T All communication facilities currently provided in the Nui '

Dat base area will continue unchanged, This instruction details
additional facilities to be provided for the op.

2 1 ATF £3Is for Oct 67 apply except when noted, SO0Is for
Oct are to become effective 290800H Sep.
Radio
3 TF Comd Net.
S As units and sub-units depart Nui Dat D-1 and D Day their
rear elms are to use the v it oallsign with an "A" suffix.
b. With the arrival of the Fwd HQ recce party at the new
loc, a HQ step-up sta will join the net using control's
callsign with an "A" suffix.
Cs When Comd 1ATT arrives at the Fwd HQ, con will change
from Nui Dat to F'wd HQ. At this time, the sta at HQ 1ATF Rear
will use the "A" suffix while the new con sta uses the call-
gign for 1ATF,
4 7% At 1700H D Day the TF Comd Net Rear is to open and all
stas not concerned with ops in the fwd area will leave the
TF Comd Net and join the TF Comd Net Rear., (See Para 4.)
e, Stas op on the TF Comd Net from 1700H D Day are shown in
Annex A, The LO at XUYEN MOC will join the net on arrival
in lec,
i Rear area sub stas of the TP Comd Net are to minimise
tfc from 0600H to 1700H D Day.
4, TF Comd@ Net Rear.
a. This net is to open at 1700H D Day. Stas to op on this
net are given in Annex B,
b. This net is to be effective for the duration of OP
%EﬂMURE only. Arrangements for closing déwn will be adviged
ater,
Dis Fwd HQ Def Net, A Fwd HQ def net is to be estb at 1700H D Day.
Note tha units and sub-units op on this net are to provide their
own radiog and ops. See Annex C.
6. TR Comd Net Altn, This net will op only if VHF Qamﬁﬂ,are
lost to inI bn, »see Annex D.
{s __Alr Task Net., Two stas will be provided for comms to ac.
One will be loc at the Mwd HQ and one at the Rear HQ8. See Annex D.
CONTIDENTIAL
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¢ i
CONFIDENTIAL
“2_
S Arty Rear Comd Net. See Annex D for call words and freci.
Pixed callsigns are to be used. This net is effective only for f
duration of the op, Opening and closing timeg are the reapongill
of 4 Fd Regt,.
D HF Link, A HP link will be estb betwcen fwd and rear HUc,
This will op as a radio tulcuype eircuit in the event of failure
the RR bearer (gece para 12). his 1ink is also aval as an altn
volce link between fwd and rear HQg, oSee Annex D,
10, VIF Monitor. A VHF nmonitor radio will be provided at the
fwd HQ,
11,  VHR Rerengmigsion
1"'h'-.
a., A ground VHF retransmission sta will be pﬂsitinno] :
the Pwd HQ., It will be aval from that site To assist uni
with their internal commg if requested,
: b Eqpt for asericl VHF retrancsnission will be zneld at
Nui Dat. It will be aval To units.
it
125 RR tele and tg circuits will be provided between HQ 1ATT
gnd HQ 1 ATF Rear. See Annex I for channel allocations,
Y3 Thig faeility will enable all guu scribers to Ebony Pwd su
- (1nclud1nb Enterprise Fwd and BEvergreen ™wd) to comm by tele to =
gubseriber, local swbd or trunk DLPEH_JE coniecved to Ebony at
Dat.
14, The four exclugive circuits do not go wvhrough any swhd

s0 provide direct tele cormms between the twm 1autles on egach c¢ixz
194 All RR tele circuits are unclagsified.

Swbd and Line

16, Exts of the Tbony Pwd swbds are given in Annex P, Addif
copies of thi. annex are issued as the Ebony I'wd tele directory.
T TP Sigs will lay lines from Ebony Fwd to other swbds in T
area of fthe Fwd HQ.

Sigecen

18 A small sigcen will be estb at the Pwd HGs, It will inc
teletype terminal with on-line encrypulon to provide guick and
gecure formal comms between F'wd and Rear 110,

19. IF time may be obtained by tele from the fwd sigcen or b:

radio on the TI' Comd Net, The masgster cloclz will be loc in the
rear. sigcen,

DR
20, Starting D+1 there will be a daily aerial SDS between Iw
end Rear HQs. It will depart Xangaroo Pad at 1000H. Closing b&:

for despatches are:

8. At HQ 1ATT Rear - 0940H,
b, At HQ 1ATP I'wd - 1000L,

'“[-"-'."",T‘r'h_1 Tu i "l.-

e i a_. = s |.+_‘_-
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CONFIDENTIAL
e

i At the Twd HQ there will be three DR deliveries g day fvo
inel D+1. All unit and sub-unit HQs in the area of the_fwd HQg .
CP and Arty Tae will be visited., Timings are for the DR to dep?

the sigcen at "1030, 1300, end 160C hrs.

22, A1l T.0s and visitors going from and to any fmn, unit or
sub-unit HQs are reminded of their respongibllity to wvisit sijuoc
or orderly rooms and collect any despatches addregsed to the
destination of their Journey.

Annexes, A, T Comd Net.
B. TI Comd Net Rear.
s Mwd HQ Def Net,
D, Migec Radio Facilities.
E, RR Channel Alloecaticns.
; F, ibony Fwd Swbd Exts. ;
Digtribution
List 2

CONFIDENTILAT,

- . R 3
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TF_COMD NET -

AINEX A TO
1 ATF SIG INSTR 2/67

The net shows those stas op after 1700H D Day.

CALIWORD
CP
X0
A 9gn 3 Cav
Regt
9 |
5

FREQ

56435
65450

¥ )
/Comd 1 ATF

Eetfans Det

! § 3 : = 13
| 34 ) ,, :

N - HHEE:H W
HQ 1 ATPF HQ 1 ATF 0 e
Rear 'wd

SPARE CALLSIGNS

SEARE 2 21
SPARE 3 39
SPARE 4 41

CONFIDENTIAL
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CONFIDENTT AL

ANNEX B TO
1_ATF SIG INSTR 2/67

TF COMD NET REAR

This net opens on freq VW at 1700H D Day and is effective only
for the duration of the op.

CALLWORD FREQ
- UW 75495
uv 61,40

STA CALLSIGN

HQ 1 ATF Rear 43

2 RAR Rear 63

T RAR Rear 65

A Sgn 3 Cav Regt Rear 25

1 Pd Sagn 23

161 Rewce Flt 35

D Comd's Rover 55

1 ARU 45

1 SAS Sgn 56

Standby Coy 36

Horseshco Coy 46

HQ Coy 1 ATF Rear 75

CA (Hamlet 3) 26

MILO 61

Spare No 1 66

opare No 2 76

CONFLDENTIAL
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CONFIDENTIAL

ANNEX C TO
1 _ATF SIG INSTR 2/67

FWD HQ DEF NET

This ngt opens on freq VX at 1700H D Day and is effective only
fnr'the duration of the op. Units and sub-units on the net are to provide
their own radios and ops except HG 1 ATF Fwd sta.

OA_LLWORD FREQ
VX 59.70
CK 35.90
2 RAR
. 46
_.r’f‘-.‘- i \‘\ _,'. r. \L‘.i Fd H'Elgt
1 ALSG ! 63 T . 23 j(Sector Comd)
ERPE b

X

.25.1}

hes / _..-f-'"ff Det 10.‘.‘1
I&E P1 ' Sig San
. // f{;’fﬁf (Sector Comd!

5 |

¥ 43 |

) S % éﬁn

HQ 1 ATF HE Coy FWD ‘
o 3 Cav Regt

SPARE CALLSIGNS

SPARE 1 36
SPARE 2 26

NOTES: 1« Only the short whip antenna is to be used with radios on this net.
2.  AN/VRC-46 radios are to op on LOW POWER on this net.

CONFIDENTI AL
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CONFIDENTIAL
ANNEX D TO_

1 ATF SIG INSTR 2467

MISC RADIO FREQUINCIHS

General

1k All facilities given below are effective for Op KENMORE only.

TF Comd Net Altn (Voice/Tg)

2s This net will be activated only if VHF comms to one or both inf bns
are unsatisfactory.

3. Frequencies, callwords and callsigns are:
CALLWORD FREQ .
AB 3269 (opening freq)
CD 3288
KA 5185
STA CALLSIGHN
1 ATF 26
2 RAR 41
T RAR 46
Air Task Net (Voice)
4. Frequency, callwords and callsigns are:
CALLWORD FREQ
NU 32.30
STA CALLSIGN
HQ 1 ATF Fwd 3
HQ 1 ATF Rear 3A

Arty Rear Comd Net (Voice)

He Frequencies and callwords are:
CALLWORD FREQ
PR 36.10
RV 37.30
6. Fixed callsigns are to be assigned by 4 Fd Regt.
HF Link (Voice/Tg)
Te Frequencies, callwords and callsigns are:
CALLWORD FREQ STA CALLSIGN
AY 2324 (opening freq) HQ 1 ATF Fwd T
CB 3244 HQ 1 ATF Rear 9
TD 5045
CONFIDENTT AL
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CHANNEL No

AUSTRALIAN WAR MEMORIAL

CONFIIERTIAL

RR CHANNEL ALLOCATIONS

ANNEX E TO

1 ATF SIG INSTR 2/67

CIRCULT

EBONY FWD
~ EBONY FWD

EBONY FWD

Fwd HQ CP

Fwd HQ Q Rep:

Fwd HQ GS02 Air

Arty Tac

to
to
to
to
to
to
to

Fwd HQ Sigcen Teletype to

CONFIDENTT AL

cFPARE

ITBONY
EBONY
EBONY
REAR HQ CF

DAQMG (log i

o7 Cffice)
RAAF Ops

Arty Rear

Rear HQ Sizocern

Teletype

RCDIGT030205



- - B

Ext No

W 00 =3 Oy \n

10,
iy [
12.
13,
14,
15
16.
175
18,
19.
20,
21,
e
23
24.
25
26,
27 «
28.
29.
30.

CONFTDENTT AL

EBONY FWD SWBD EXTS

MATN SWBD

Subscriber

Spare
ENTERPRISE Fwd
ty Tac
CP
Go02 Air
HQ Coy
ATF D& E P1
1 ALSG D & E PL
Sigcen
Sigs Sector
Radio Ops
EBONY
EBONY
EBONY
Int Cell
Q Rep
Sig 0/0C Sigs Det
RR Det

OC A Sqn 3 Cav Regt )

EVERGREEN Fwd
Fwd HQ Clerks
Public Telephonec
G502 Ops

<P ARE

et Tm . N A W N A

AUSTRALIAN WAR MEMORIAL

When in loc

)

(Sigcen area)

CONFTDENTT AL

1 ATF SIG INSTR 2/67
EMERCGENCY SWBD
Ext No Subscriber
1o Spare
24 ENTERPRISE Fwd
3s Arty Tac
4. CP
5 G302 Air
6. HG Coy
Tis 1 ATF D & E P1
8, 1 ALSG D & E Pl
9. Sigecen
198 Sigs Sector
¢l Hadic Ops
12+ TBONY
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Vo3 _ < ANVNVEX L. Emmsufﬁ-&
o CMMANIERS  Dgpp
s&Pé}

104 Sig Sgn
NUI DAT

30 Sep 67
N[23=1=4
30 Sizs AFV  (4)
INIONTHLY RUPORT - SEPTEMBER 67

Rl W il . o . Sl

iquipnent

-
[ S SR

1. IC = 10 Switchboard. This switchboard arrived early in tls
nonth, A new switchboard room was built and the TC 10 installed.
fhe Trame power supply and ringer have been installed in the old
switehboard room which adjoing the new, The equipment has bhecn
completely tested, The only serious fault was that br unuistnrs i
two of the ringers were n&fu“*lVE. Cut=over to the new switchboard
liag now been delaJed heca auge operationd have required tqc technical
regourses of the aquadrou to be employed on other tasks. It is
anticipated that the changeover will start about 12 Oct,

24 Intruder Alarms, The R and D Team Bangkok brought three
scigsmic intruder alarm sots to 1 ATP for trial. DTach set consista
of two detﬁcto:/tranﬂmltturn and two citizens band transceivers.
The output of the transmitters is an RIF signal modulated by a tone
burst of short durdtion, One detector of the set has a hibh tone
and one a low tone. The interval between the tone bursts is
decrcased as the wvibration of the Zround increases: the naximum rote
L3 about four tone bursts per seco nd, The equipment is intender
for use in ambushes. The dctector/transmitter has no controls
(pluging in the seophone switches on the equipment) naiing

ings Lnllatlﬂn and operation evtremely gsimple, Intrepretation of 1 .e
tones is also simple., The cquipment has now bech returned and
uflﬂl reports are being written, Purther information should be
sought from the R & D Tean Bangkok.

3 B70 Radio Relay IGguipnent. There have been several
opportunities Lo use this tyoe of equipment in 1 ATPF and at pregb G
it could be used to advantaze in two situations to tine Horseshoc
conpany pogsition and to the new hamlet under cangt ruction by 1 JTT,
Use of the BT70 would enablc better communication facilities to be
provided within 1 ATF and would reduce traffic on the 1 ATF Comd
liet Voice. There has becn no advice on the availability of
gcrviccable equipment.,

Operations

4., AINSLIE, This ig the 1argest operation which 1 ATPF has
independantly undertaken since 104 51ig Sgn has been in SVN, The
I HQ was not moved although inf bn HQs were up tc 18 KIT away.
ieept for the first two Jﬁju when units werce often moving and in
thick country, communications were good.

5 KENMORE, This operation involves the two inf bns, the

1d regt and the ecav sqn deploying in very thick country some 20 il

ESr of Mui Dat, It was decided that the TP HQ should move to
mnuure ﬂmnd communications., Two MRC-69 shelters and crews fron
110 B5ig Bgn have been ploced under command of 104 Sig Sgn to
JEGVLﬂD communications betwecen forward and rear HQs of 1 ATP,

The pignal instruction relating to this operation is attached.

As the Gﬁerﬁtlﬂn has just ouLted? comments will be left till the

next report. At this stage the following points can be nade;

Qe An 2d hoc troop of 32 all ranks h=as been formed to
cope with the requivenecnts of the forward HQ., This is

$ ¥ | rl'1 T YT

‘._._ L L'y
'hll'll:‘:n—..--.-.-“ o8 e w
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. u & 9
RESTRICTED
2

Just slizhtly lessg than were required the last time the

TF Hf was deployed,

b. To move all men and stores the following were require :
(1) Three APCs. DIach carried only 1000 pounds of
gtores as swinming a river was involved in the
approach, The six men in the recce party moved in thecze

T o {:'E
f; Thiree CH=47 Chinook helicopters. One was for L.
forward MRC-69 shelter, one for miscellaneous storcs
and one for the men.
Individual Reliof
' G In the abgence of agdvice, 104 8iz Sqn will plan on being

placed completely on individual relief in accordance with the
submission made to 1 ATF (which was forwarded to AHQ). Replacene:i:t

: forecaste now being submitted are based on the proposed individusl
relief plan., HMatters such as R & R and R & C are also being mnu;
on this plan. arly advice on the relief proposgals will greably
assist unit planning,

g
ﬂﬁw AN, CAL

(G.J. Lawrence)
Major
Officer Commandin

Copy to:
139 Sig Sagn

RESTRICTE

n—m-—-—.—m

AUSTRALIAN WAR MEMORIAL RCDIGT030205



Avnvex N Ewciosere 3

; ; ._,/:)/j/{)y TO CoMMANPERs DIiRRY
| SEP b7
CONFIDENTTAL

HQ 104 Sig San
NUI DAT
7 Sep 67

#

Sce Distribution List

VC/NVA ELECTRONIC WARFARE CAPABILITY

The contents of this paper relating to enemy action and capabilities
have been extracted from a Combined Intelligence Centre Vietnam report ST 67-061
dated 1 Jul 67,

Introduction

1s The VC/NVA have been concerned with electronic warfare throughout the
Vietnam conflict, but recently they have intensified their efforts. By taking
advantage of breaches in Allied communication security they have been able to
gain valuable intelligence data. The vu/ﬂva have effectively jammed friendly
radio transmissions and have developed the ability to enter friendly nets and
transmit false information.

24 Recent cxamples of ?C/H?A electronic warfare attempts are:

a., Jamming. On 25 Feb 67, 4 Inf Div on Operation SAM HOUSTON
had their command net jammed by Russian and oriental voices and
march type music. Jamming using music has been reported in recent
months by units of 1 ATF.

b, Imitative Depegtinn.

[

(1) In Jan 67, III MAF reported six attempts in one week when
VCXHVA entered aircraft nets and, speaking English, attempted to
misroute strike aircraft.

(2) In Feb 67, members of an MACV Advising Team whilst in contact
with the enemy requested artillery support from the fire direction

centre. As the FDC was preparing the request, they received
another call in clear and distinct English for the fire to be shifted

The MACV Team heard this request and on checking found that the
new cobrdinates were their own position.

c. Intercept. A platoon leader of a VC anti-aircraft platoon
reported that his signal platoon was composed entirely of English
speaking personnel who monitored FAC nets daily. When the FAC
aircraft called for strike aircraft, VC battalion commanders would
be notified.

Lquipment

e As at 10 May 67, it was known that the VCKNEA had the following VHF
FM radios in the III Corps area:
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a. AN/PRC = 2] = 38.9 Mc/s 3
b. AN/PRC —= 10 (38 =~ 54.9 Mc/s 133
c. AN/PRC = 25 (30 = 75.95 Mc/8 1
d. AN/PRC = 6 - 55,4 Mc/s 13
4 Since the VC/NVA do not rely on VHF radio for communications within

regiments and units, it must be assumed that a considerable proportion of the
VHF FM radios which they have captured are used for electronic warfare.

J amming

Be An PM radio has a property known as "capture effect". The strongest
signal at the receiver is "captured" and all the weaker signals on that
frequency are ignored. Therefore, for jamming to be effective with an_liﬂ
radio, the jamming signal must be stronger at the receiver than the desired

signal.

6. The AN/PRC - 9 and AN/PRC - 10 radios have an output power of 1 watt
while an AH/PRC - 25 set has an output power of 1.5 to 2 watis. Other things
being equal (such as antennas used, suitability of transmitting sites), an
enemy jamming station must be closer to the receiving station than the desired
station. Within an infantry battalion or within the Task Force it could be
expected that the enemy can achieve this sa@ituation without difficulty.

Imitative Deception

Te Imitative deception is a most difficult form of EW. Tye enemy
operator must speak fluently the language used on the net and with ap.accent
appropriate to the station being imitated. He must know the communication
procedures used on the net he has entered and he must know the form in which
instructions are given.

8. Although the VC/NVA has tried imitative deception on English
speaking nets, no examples of success ha¥z been reported .

Intercept

9 It is virtually impossible to detect that a radio net is being
intercepted. Of all EW techniques, intercept is the most widely used by
the VC/NVA.

10. Inadequate knowledge of English is the biggest single factor lik?ly_

to reduce the VC/HFA effectiveness of their intercept of our radio transmissions.
However, the enemy has got English speaking operators some of whom are sufficiently
skilled to attempt imitative deception. It must be assumed that there are at

all times in our TAOR enemy operators who understand English sufficiently wsll

to enable information extracted from our nets to be exploited.

1. Intercept exploits breaches of communication security. Most radio
users are aware of the need to avoid obvious security breaches such as giving
overnight locations in clear or discussing movements for the next day in clear.
However it is interesting to note that a VC returnee said that intercept had
exploited the following:

a. Conversations between officers of different units.

b. Discussions in clear about a preceeding message which resulted
in a decrypting difficulty.
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¢c. Answering questions about information previously encrypted.

d. The use of plain text mized with encrypted text.

Conclusion

12, Various sources indicate that VC/NVA ‘kave increased their EW against
the Allied forces. They are thoroughly familiar with our communication
procedures and equipment. Some of their intercept units have English speaking
personnel. They realise that EW, especially intercept, is a subtle yet

highly effective means of gathéering intélligence and causing confusion.

13. It is not known how much EW has aided the enemy but it must be
concluded that if the VC/NVA are able to monitor our communications they have
the potential to exploit any compromised information.

../'I
e }f
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; '
(G, J. LAWRENCE)
Major
Officer Commanding

Distribution
List C

HQ 1 ATF (12)
67 GL Sect
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List C
HQ 1 ATF (12)
SO Sigs 2 AFV (4)
COMSEC MONITORING REPORT - AUG 67
T Attached is the Aug 67 comsec monitoring report.

2 The report draws attention to HQ 1 ATF Troops Information Sheet

No 58, A paper giving more details of the VC/NVA radio intercept capability
has now been distributed by 104 Sig Sqn. Please ensure all users of radio
read this paper.

Ma jor
Officer Commanding
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Comsec Det
532 Sig Tp
NUI DAT
'} Sep 67
OC 104 Sig Sqn
COMSEC MONITORING REPORT AUGUST 1967
1e The following circuits were monitored during the reporting period:
a. RR Channels 1 =5 Aug
11 = 15 Aug
18 = 21 Aug
29 -~ 31 Aug
be 1 ATF Command Net :
5 Aug
23 - 26 Aug
cs. 2 RAR Command Net 1 Aug
|
d. 7 RAR Command Net 6~7 Aug (Op BALLARAT)
e« T RAR Company Nets 6~12Aug " L
f, CA Unit (Line) 30~31Aug
2e A monitoring detachment was deployed with T RAR during Operation

BALLARAT with the aim of assessing company nets. Due to range, terrain
and the use of short antennae by the companies this task was unsuccessful
and very little informatiom was recorded. Two security breaches detected
are shown in Annex A.

3 T RAR Comd Net One minor breach detected. oee Annex A.
4 2 RAR Comd Net No significant information recorded. However on

two DGGESEiGnE-heliEGPtDT inter—-communication conversations were transmitted
over this net by callsign 9.

De Radie Relay Channels This system continues to be a security hazard.
Both operations BALLARAT and AINSLIE were compromised several days before
they commenced. See Annex A.

6. CA Unit Telephone calls to and from this unit were monitored

during the period 30 -~ 31 August. From the information recorded it was

obvious that a major operation (AINSLIE) was pending and involved the construction
of housing facilities and probably resettlement of a large number of civilians.
See Annex A.

Te The use of indecent language is still prevalent on RR channels. No
examples are given in this report. Circuit time is being used for unnecessary
or unauthorised purposes such as idle chatter or the placing of race bets.

Many conversations are for too long. These practices tend to dehy the use

of these circuits to legitimate users and in some instances reveal information
of a confidential nature such as results of courts martial or medical

disabilities.
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8. Attention is directed to section three of the HQ 1 ATF Troops Information
Sheet No 58, The information given in this document is sufficient to

emphasize the importance of eommunication security during radio and telephnne
conversations.

AY Pl

(A. G, POULTON)
WO1

IC Comsec Det
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CONFIDENTIAL ANNEX A _TO
COMSEC REPORT
DATED SEP 67
DATE/TIME | CALLS | TRANSMISSION COMMENTS
[“Tﬁ?‘”*ﬁmr'“"l |
' | | D COY 7 _RAR
121559 OA 42 Say again direction of recce patrol Could be useful to enemy
l OA South East I
121618 {43 OA Give us a call when you get to your ambush position Could be useful to enemy
DA could have gaid "==== 10
e, _ h | it 1 your position". SRR
| 7 RAR COMD NET
071135 1 OA Are all your callsigns in one location or are they May be of some use to the
! spread E{ight y enemy to know all platoons
trated
1 No. They are all concentrated B A Loy Gbe DEncentrate
-f. e RR GHM,,: S t e i ) : : ot b L R
031144 (Det 5 Coy - 25 Supply)
| 7 RAR are picking up some ration packs for an gperation | Indicates operation about
they're getting—=——=——- picking them up this afternoon. to start
151435 (Maj BROWN - Cpl WHEELER)
Is Capt BROWN there? .
No. I'm afraid he is not. | VIP locations
Well find him then!
OK wait - He's with General WESTMORELAND | ; ~ ol
30 Aug | g ; ol think that the reason is that half the This info is significant
witnesses have to go out on operation when linked with other
conversations
30 Aug | I say that because of my own planning conferecnce
i S I'11 meke a point of popping down to see you o
| | thig busincss you know in
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tie up a few loos¢é ends on Thlg busincss
the next few days.

. S W Tl T o il

RCDIGT030205



e Rl v A

31 Aug

(CA HQ 1 ALSG - CA 1 ATF)

CONPIDENTIAL

| S T - i Bl e

oo =

Got parcels up here for your people at HQ ALSG., They
consist of clothing, medicine, napkins and all other
stuff,. Could you get a vehicle Enwn today or tomorrow
to pick this stuff up-—==-—- et =mmm————

I have spoken to Colonel McDONHNA, We have a conference
on at 1400 to discuss movement of building material.

LI R e L

- have problem preparing stores for air movement, All
these marquees of ours ---- thought he would have
finished %uaay with his timber !

Have a conference on with the Brigadicer at 1400 hours
today on the method of census fEa% we're going to goO
on with --- to put me in the portrait as to what the
Task Force requirement will be over and above what
we will do from the point of view of locals --etc—--

———~ we got caught up in this bloody tentage for this
operation

——= he was going to ring me back about some poles upright
tops and bottoms. Are they coming? =—--yes they're
ooing up this afternoon., We ordered four trucks but 1t

o R T G

was not enough to get it all on ==-== ¢tC =—--

| = = - T wasn't worried about that but theré's an
operation coming up and I've gotta get
. and ready by tomorrow afternoon.

the stuff packed l

i R L

]

These conversations clearly
indicate the type of operation
about to start.

e ——— . e ——— e ——
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