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Agenda

1:30 – 2:15pm The Power of Perspective
Laurence Thiery – Head of Financial 

Services BD, Asia Pacific

2:15 – 2:45pm
The Journey to APRA Regulatory Compliance 

for Cloud Workloads
Mark Zanon – Managing Director, Capital 

Consult

2:45 – 3:15pm Creating the digital bank of tomorrow, today David Lochrie – GM Digital, ME Bank

3:15 – 3:30pm Afternoon tea

3:30 – 4:00pm ”Fireside chat” Alex Twigg – CIO, Judo Bank

4:00 – 4:30pm Accelerating with AWS Rob Pickering – Head of Technology, CBUS

4:30 – 5:15pm Panel discussion

5:15pm + Drinks!
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Models of the “right fork”
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Models of the “right fork”
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The Power of Perspective

Laurence Thiery
Head of Financial Services BD, Asia Pacific
Amazon Web Services
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“Difficult to see.  Always in 
motion is the future.”

Yoda
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Hindsight is 20/20 

“It’s so far from Amazon’s retail core that you may 

well wonder if he’s finally slipped off the deep end.”

“probably more of a distraction than anything else.”

AWS / …

Microsoft / …

Alibaba / 

4.60%
Google / 

3.30%IBM / 

1.90%

Other …

State of the cloud
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where we’ve come from
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Financial institutions across market segments are transforming on AWS

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwju1tXNhp3eAhWHmOAKHTkcD0sQjRx6BAgBEAU&url=https://en.wikipedia.org/wiki/File:Broadridge_Financial_Solutions_Logo.svg&psig=AOvVaw1IBeh3cflgL-mXsSBQWbC2&ust=1540400852780720
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Innovation in action, across the industry
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Innovation in Asia Pacific
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Open banking is now the standard, by mandate and by choice

Banks that want to transform are embracing open banking – and it’s quickly spreading across the globe. 

50% of G20 countries expect to release open banking standards by year-end 20181.

1. Hype Cycle for Open Banking APIs, Apps and App Stores, Gartner 2015

OPEN BANKING STANDARDS

Enacted

Active consideration

2. National Australia Bank, Commonwealth Bank, Australia and New Zealand Banking Group, Westpac

Australia: The four major 

banks2 in Australia must make 

banking data available to third-

party providers by June 2019.

Mexico: FinTech Law 

requires Mexico to 

publish an open 

banking standard by 

March 2020.

USA: Industry groups 

developed frameworks 

for common open 

banking standards

Japan: Bank of Japan 

amended the Banking Act, 

calling for 80 Japanese banks 

to open their APIs by 2020.

Brazil: The central 

bank is advancing 

with the design of 

an open banking 

model.

Hong Kong: The Open API 

Framework includes a four-

phase approach for banks to 

implement open API functions.

Singapore: Monetary 

Authority published an API 

framework for governance, 

implementation, use cases, 

and design principles.

Europe: UK CMA Open 

Banking Standard

and EU PSD2 came into 

force in January 2018.
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Momentum captured in a moment: re:Invent 2018

Yuri Misnik

National 

Australia 

Bank

Dean Del 

Vecchio

Guardian Life

Bernd Heinemann

Allianz

Bloomberg makes real-time 

data available on AWS
National Australia Bank 

selects AWS as a long-term 

strategic cloud provider

Guardian selects AWS as its 

preferred cloud provider

Santander’s 

Openbank goes all-in 

on AWS

https://press.aboutamazon.com/news-releases/news-release-details/national-australia-bank-selects-aws-its-long-term-strategic
https://press.aboutamazon.com/news-releases/news-release-details/santanders-openbank-goes-all-aws
https://press.aboutamazon.com/news-releases/news-release-details/guardian-life-insurance-selects-aws-its-preferred-cloud-provider
https://www.bloomberg.com/company/announcements/bloomberg-makes-real-time-data-available-cloud/
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Even aggressive predictions now seem conservative

“We think that by 2020 most core banking initiatives 
will be in the cloud…. We believe that by 2020…that 
the trickle will become a tsunami.”

John Schlesinger
Chief Architect, Temenos
(April 2017, ComputerworldUK)
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And yet, it’s still Day 1 of the industry’s 
transformation

Financial institutions are expected to spend 
$261 billion on technology this year, but…

%

will go toward maintaining older systems.

67
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where we are
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Key questions facing financial institutions today

How do we equip ourselves to use the cloud effectively?

How can we build meaningful relationships with customers 

without branches or agents?

How can we use data to positively impact the lives of our 

customers?  

How do we build new businesses quickly, confidently, and cost 

effectively?

How do we transform legacy systems with quickness and 

confidence?
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How do we equip ourselves to use the 

cloud effectively?

Challenge:
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Driving business agility by reskilling the workforce
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Challenge:

How can we build meaningful 

relationships with customers without 

branches or agents?
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Giving customers more options (and greater freedom)

Mobile-first UK bank

…we provided the API anyway because we think it’s where the industry is going. 

Now, Monzo users can integrate their accounts with other services. For our tech-

savvy customers, this is great news.

– Matt Heath, Distributed Systems Engineer, Monzo

“

”

Today, Monzo runs 400 core-

banking microservices on AWS 

that allow half a million 

customers to access their 

accounts, including third-party 

integrations, so they can 

instantly manage their money.

Because the bank runs on cloud 

infrastructure, as Monzo’s customer 

base grows, teams can focus on 

developing new features like open 

banking integrations, rather than 

managing the underlying IT.

Open Banking regulations required 

the nine largest UK banks to 

provide an API for their users’ 

account information – Monzo 

wasn’t one of these banks, but 

decided to build the API on AWS.
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How can we use data to positively impact 

the lives of our customers?  

Challenge:
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Fighting fraud through biometric authentication

Mastercard purchased NuData to improve 

its fraud prevention techniques by using 

passive biometrics to authenticate 

account holders’ identities

NuData uses an Amazon S3 Data Lake to 

store customer data that are collected 

and analyzed in real time using Amazon 

Kinesis, Amazon Redshift, Amazon EMR, 

and Amazon Athena

By using AWS, NuData is able to 

collect and analyze hundreds of 

data points  which are then used 

to authenticate users and protect 

customers from fraud

Amazon S3 Amazon Kinesis

Without the tools and techniques we have available on AWS, these 

would be much harder problems to solve.

– Robert Capps, Vice President of Business Development, NuData

“
”
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How do we build new businesses quickly, 

confidently, and cost effectively?

Challenge:
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Unbounding ingenuity through agility

“
”

By using AWS, Sunday is modernizing the insurance market in 

Thailand – bringing the power of InsurTech to bear on general 

insurance so that customers get better deals. 

– Cindy Kua, CEO, Sunday Insurance

Sunday wanted to apply 

machine learning algorithms to 

offer highly personalized 

policies at lower premiums.

The company needed a 

cloud infrastructure that 

was highly scalable, 

reliable, and fast.

By using AWS, Sunday is able to offer 

a wider range of insurance policies 

and has seen a 30% month-on-

month increase in revenue since 

launching in 2017.
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How do we transform legacy systems 

with quickness and confidence?

Challenge:
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Moving fast and NOT breaking things

“
”

The financial markets expect DTCC to be there without fail every 

single day. AWS provides multiple services and multiple options 

for multi-region resiliency. They are well beyond what we could 

do on prem. 

– Robert Palatnick, Managing Director, Chief Technology Architect, DTCC

The Depository Trust 

& Clearing Corporation 
provides post-trade market 

infrastructure for the global 

Financial Services industry.

Post-financial crisis regulations 

pushed DTCC to create a publicly-

available trade warehouse of 

derivatives transactions and to 

implement more thorough disaster 

recovery.

DTCC launched its trade 

warehouse using a public price 

ticker RSS feed built on Amazon 

S3 and then shifted its disaster 

recovery efforts to AWS.

By engineering AWS services 

including Amazon Glacier and Route 

53 to handle disaster recovery and 

resiliency, DTCC achieved <15 

minutes failover.

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwjGjN37wqvcAhVhT98KHRuFDbwQjRx6BAgBEAU&url=https://intermediagroup.com/our-services/&psig=AOvVaw2WlTxbAW_K2ESKqfOLeuOF&ust=1532101971858157
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Right Now…

A major ASEAN Bank is running their Finacle core banking platform in 
production on AWS

An India General Insurance provider launched their SAP core insurance 
platform in production on AWS

Digital banks across Asia Pacific are looking to move all-in on AWS

A top 10 US bank is running their Murex trading platform in production
on AWS
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Today’s transformation imperatives

Drive business agility by reskilling the workforce.

Give customers more options (and more freedom).

Use data and analytics to enrich customer experience.

Unbound ingenuity through agility.

De-risk the cost of failure, move fast and not breaking things.
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look ahead
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What does the future look like for Financial Services?

Streamlined payments

What consumers will see:
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What does the future look like for Financial Services?

What consumers won’t see:
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“Go as far as you can see; 
when you get there, you’ll 
be able to see farther.”



Thank you!
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Laurence Thiery
thieryl@amazon.com



The Journey to APRA 
Regulatory Approval 
for Cloud Workloads

AWS Summit 2019

Mark Zanon
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About Us

We Make it Easier to Obtain Regulatory Approval 

for Cloud and Outsourcing

by …

Knowing what APRA’s expectations are

Applying our APRA ready ‘backpack’

Closing the gaps to APRA compliance

….. results in taking APRA off the critical path
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Agenda

APRA overview and framework

Journey to ‘no objection’

APRA’s focus areas

The future
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APRA: 3 Tiered Approach

Prudential Standards        
and Guidelines

6 Relevant to Cloud

Evidence Based 
Approach

Supporting Material

Risk Based Approach

Frameworks and Operations

Approval



.
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Determining Materiality

Business Operations and Continuity

Regulatory Impact

Reputational Impact

A material business activity is one that has the potential, if

disrupted, to have a significant impact upon the entity’s business

and its ability to manage risks effectively.

Consider both criticality and sensitivity of the IT assets involved.

Customer Impact

Financial Impact and Cost



Determining the Cloud Risk Profile

STRATEGY AND 

SOLUTION

PROJECT 

DELIVERY

IT SECURITY        

& DATA 

MANAGEMENT

GOVERNANCE 

RISK & 

COMPLIANCE

OPERATING 

MODEL & 

READINESS

PROCUREMENT 

VENDOR 

MANAGEMENT

RESILIENCE         

& RECOVERY

ARCHITECTURE       

& MIGRATION

Equates to 63 individual cloud risks 
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APRA Consultation

Inherent 

Risk 

Profile

Areas 

Requiring 

Evidence

No Consult Consult Prior 

to 

Arrangement

After Internal 

Governance

Consult Prior 

to 

Arrangement

LOW 10

HEIGHTENED 33

EXTREME 46

OFFSHORE 46+

Foundational Workloads – Initial consult recommended to ensure APRA’s confidence

in strategy, governance, risk, security and resilience

Ongoing Workloads – Consults based on risk type, change in risk profile and APRA 

discretion 
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Capital Consult APRA Cloud Journey 

Recommended evidence that 
the regulator would expect to 
sight

Summary of outcomes from 
artefact review and 
stakeholder interviews

Suggested pathway and timeline 
to APRA readiness

Current state 

readiness against 

APRAs 

expectations

Notify APRA 

prior to entering 

into any 

arrangements

APRA Engagement Plan Gap AnalysisCloud Strategy

Business 

approved and 

IT aligned

Suggested activity to close 
gaps to regulator expected 
practice

Recommendations Suggested ArtefactsFindings Roadmap

PLANNING

DELIVERABLES

Notify APRA of 

Cloud Submission

Uplift Activity – (APRA   

Ready ‘Backpack’)

ACTIVITY

APRA 

Consultation
Letter of 

No Objection

Own the 

consultation 

process

Current state 

readiness 

against 

APRAs 

expectations
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APRA Cloud Journey

“…in 2015 we expressed reservations about the

use the cloud for initiatives with heightened or

extreme inherent risk. Much has changed since

then: cloud service providers have strengthened

their control environments, increased transparency

regarding the nature of the controls in place.”

- Wayne Byers, APRA Chair.

Sept, 2018



.

.

APRA’s focus area:  Security

• APRA now knows what effective security looks like

• Security now baked in by design into cloud products

• Areas of weakness addressed by APRA information paper “Outsourcing 

Involving Cloud” and new standard CPS 234:

- Categorise assets including managed by vendors – criticality / sensitivity

- Design and effectiveness of controls including managed by vendors

- Ongoing assurance of vendor security capability

- Clarity over roles and responsibilities – shared responsibility model

• Move towards continuous automated assurance
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“areas that require greater attention. These include 

assurance over service providers’ cyber capabilities, 

basic cyber hygiene, and preparing to respond and 

recover once an incident has occurred.”

- APRA Insight issue 1, 2018

Quotes
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APRA’s Focus Area: Cloud Resilience

Threats and challenges for services can range from component failure to 

large scale natural disasters to targeted cyber attacks.

Three aspects of resilience :

– High Availability : the durability of components within a service. Focus 

on uptime on a day-by-day basis.

– Disaster Recovery: re-establish of services including components 

such as infrastructure, telecommunications, systems, applications and 

data following a disruption. 

– Contingency: alternative service arrangement and plans to define how 

the business would ensure continuity of service in the event of a 

potential disruption to a selected vendor.
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Quotes

APRA-regulated entities need to maintain recovery capability

regardless of the level of high-availability in place. In addition,

contingency plans are also relevant in the case of provider failure for

material arrangements.

- APRA Information Paper. Outsourcing Involving Cloud.

(Sept, 2018)



APRA’s focus area: Funding & Supervision 

• Of the 76 Royal Commission findings, 10 fall within APRA’s responsibilities

• APRA budget will be increased by $152 million to strengthen its supervisory and 

enforcement activities: +100 perm staff and improved capability 

• New legislation for powers against Superannuation fund trustees

• April release of a new Enforcement Approach adopting a new “constructively 

tough” appetite to enforcement 

• Increased use of data and analytics to spot trends and threats

• Board accountabilities and risk culture focus
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In this budget, the government is ensuring the financial system regulators have 

the resources they need to expand their capability to deliver on their new 

responsibilities and new enforcement and supervision approach.

“We will be able to broaden and deepen the  
scope of our supervision”

Quotes

- Wayne Byers (March 2019)

- Govt Budget Papers (2019)
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Final Takeaways – Cloud Journey

Focused governance, risk and assurance 

Importance of an APRA engagement plan

APRA’s maturity journey, focus areas & increased supervision



CAPABILITY

EXPERIENCE PRAGMATISM

COLLABORATION

CONTACT US

Email:

info@capitalconsult.com.au

Website:

www.capitalconsult.com.au

Mark Zanon

M: 0427 705 853
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Creating the digital bank 
of the future, today

David Lochrie
GM Digital and Integration
ME Bank
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Challenging times

Our Challenges
• Delivering a CX that matches the brand 

promise

• Increasing speed and agility 

• Modernising our IT landscape

• Retiring technical debt

Industry Challenges
• Regulatory change

• Competition – old and new

• Broad adoption of new technology

• Rising expectations of today’s digital consumer 



© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

ME Technology Evolution 

entire 

stack 

treated the 

same way

2015 2016

exploit and 

differentiate

commoditise
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Why Cloud

Flexible, cost effective model

Lower capex, pay as as you go, 

economies of scale

Efficiency and Automation

On demand infrastructure provisioning, 

Infrastructure as Code

Reduce Risk

Automate security policy, improved 

observability, improved resilience

Faster delivery

Access cloud services  and 3rd party 

capabilities faster to put features in the 

hands of customers sooner

Platform capabilities

Leverage world class scalability, reliability, 

availability, DR, performance
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Some of our Cloud Guardrails

Cloud First
Where a suitable cloud solution exists with an 
acceptable risk profile it  it should be leveraged ahead 
of on-premise solutions

SaaS First 
SaaS solutions are preferred for non-differentiating 
capabilities

Security is everyone’s job
Cloud Solutions must be secured in alignment with ME 
Security Policies and Standards including controls and 
data classification Standards

Business Priority Alignment
The adoption of Cloud will usually align with business 
investments

Cloud Governance Framework 
adherence
Cloud governance is standardised across the enterprise

AWS
AWS is the strategic and preferred vendor for 
applications that require an IaaS based solution
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Solid Foundations to enable Scaled Adoption  

• Cloud Governance Framework

• Cloud Operating Model

• Risk assessment

• Review and uplift of existing 

controls

• Design and implementation of 

new controls

• Best of breed AWS Landing Zone

• Secure by design

• Account and VPC Structures

• Billing policy automation 

• Security and compliance policy 

automation

• Shared Services (IDAM, Cert Man, 

DNS, etc.)

• AWS hosted

• Kubernetes/Istio microservices 

platform

• Elastic infrastructure

• Decoupled, highly resilient 

architecture

• Independently scalable services 

Cloud Foundations Enterprise Cloud Platform 

(AWS)

Enterprise Service Mesh
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Results so far

• Markedly reduced cycle time

• Zero downtime code deployments during business hours

• Autonomy for delivery teams enabling DevOps principles and 
practices to flourish







AWS Sydney Summit
Financial Services Industry Breakout 

Rob Pickering

Head of Technology and Digital
Cbus Super



We are Cbus and this is 
what matters to us. 

Our members and 
employers build the 
nation and it is our 
privilege to be their 

superannuation fund. 



Our Challenges 

• User engagement with their  
superannuation is low 

• Lots of ‘data’ but not much information

• We spend member funds, so there is a 
strong focus on investment returns

• Privacy and the security of data is 
paramount

• Administrators own delivery of member 
and employer experience

Talent



What are we doing to surmount these challenges?



Why are we doing it now?



Why did we choose AWS?

We conducted a robust RFP process as required due to cloud providers being a 
material supplier under APRA SPS231

We chose AWS because:

• Alignment with our strategic partner Deloitte

• Significant cost differential

• Strong alignment with our vision particularly with data

• Security tools and technologies

• Able to be consumed and scaled up and down endlessly both in size and products

• Organisational alignment on values



Designed for Agility

Shifting Value Chain

Architect FOR cloud from Day One through the use of 
microservice architectures and native AWS services

• Don’t do our own undifferentiated heavy lifting 
• Agile iteration over big bang delivery
• Loosely coupled teams over monolithic projects
• Integrated into core over just another silo
• Leverage PaaS to standardise all provisioning, operations and release 

concerns regardless of underlying technology
• Aligning with the greatest industry trend of recent times 

(containerisation) and unlock the value in that ecosystem
• Leverage platform, digital and emerging technologies in high-velocity, 

high-change delivery environments

Platform as a Service

Agility is at the centre of how AWS and PaaS Architectures enable a complex transformation like Accelerate.

Why is agility so important to Cbus?

• Agility is critical during transformation, as well as in the target state
• Ability to pivot quickly around changing customer behaviours and 

expectations
• Ability to meet regulatory changes rapidly without disrupting the 

business
• Ability to keep up with changing security posture
• Speed to market to deliver the best member outcomes

Application Landscape



AWS underpins our Container Management Platform, which gives Cbus the 

technical agility it needs to succeed during a bold and complex transformation

Enterprise Capabilities Strategic Goals

Our container management platform sits in the engine-room of our organisation, on which our enterprise capabilities are 

built.

API and Integration

BPM and Process 

Automation

DevOps Tooling and Test 

Automation

CMS / Portals / Public 

Web

• Self-service and automated 

over manual processes  

• Open and extensible over 

closed and proprietary

• Reusable and composable 

assets over point solutions

• Complex event processing

• Open Data

• Further de-couple from 

external parties

Future focus areas
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Logging

Data 

Platform

CRM

Identity

Virtual Environments

RDS EC2 Amazon
SQS

Amazon
SNS

Amazon 
EFS

AWS WAF ELB Amazon VPC

Container Management Platform

3rd Parties and 

Business Partners



Greenfield Data Platform using native AWS services enables Cbus to better 

serve members & employers in a timely, cost-efficient, elegant and 

maintainable manner

Orion Data PlatformSources Use Cases Strategic Goals

Innovative, mission critical capabilities were delivered by a small highly skilled team in record time. Elastic compute and highly 

adaptive AWS services were fundamental to this outcome. 

Construction 

Commences

Infrastructure 

Established & 

Secure

ETL CI/CD 

Pipelines Build 

Complete

Ingestion into Data 

Lake for Major 

Sources Complete

Marketing 

Analytical 

Extract Built

First Campaign 

Sent Out to 

Members

Oct ‘18 Nov ‘18 Dec ‘18 Jan ‘19 Feb ‘18 Mar ‘18

Governance 

Framework 

Developed 

Major Milestones

Geo-spatial view 

of member 

movement

Databases

Files

Web/Mobile Clickstream

Campaigns/Marketing

Salesforce CRM

BI & Reporting

ML & AI Models

Analytical Downstream 

Feeds

Web / Mobile Apps

• Develop deep insight into 

members & employers to 

deliver better outcomes.  

• Deliver insights and data into 

the operational ecosystem 

improving service.

• Provide a platform of 

transparency and quality to 

improve regulatory 

compliance.

• Machine learning, more 

pervasive eventing, speech 

to text analytics, 

Future focus areas

Data Lake

S3

Data Warehouse

Amazon Redshift

Real-time Operational 

Data Store

DynamoDB

Governance / Data Quality / Security

Other Services used

RDS Athena Glue EMR EC2 Lambda Kinesis SageMaker SSM IAM KMS



What have we learned? 

Be 
uncompromising 
on leveraging new 
methodologies to 
enable future 
iterative 
development 
(CD/CI, 
Automation etc)

Deeply understand that 
technology readiness is 
but one aspect of a 
successful delivery

Ensure you choose the 
right partners, both 
delivery and technology

Build for 
directionally 
congruent but not 
necessarily 
perfect, with tools 
and technology to 
move you towards 
‘perfect’ as data 
from the platform 
tells you what 
‘perfect’ is 

Try and work 
out what 
comes next, 
before next 
comes



Questions? Ask me!

Twitter:   @robjpickering




