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How the right 
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Introduction
Customer experience (CX) has been one of the 
most prominent trends in ecommerce and digital 
in recent years, with more than half of retailers 
stating that CX was their top strategic priority  
in 2017.1

In tough trading conditions, retailers need a way 
to delight and retain customers that doesn’t 
simply involve selling products at the lowest 
possible price, so the focus has been on creating 
simple, user-friendly experiences that encourage 
people to become loyal customers.

Shoppers have also become used to things being 
made easy for them. They expect retailers to 
provide a seamless, coherent shopping journey 
across numerous digital and offline channels, 
with frictionless payment options and products 
delivered at their convenience.

Research shows that the emphasis on customer 
experience isn’t based on hype. A good CX 
makes people 3.5x more likely to make additional 
purchases from a retailer and 5x more likely to 
recommend that business to friends and family.

More importantly, companies that place greater 
focus on CX tend to achieve better financial 
performance than their competitors.2

But as retailers kick off customer experience 
projects aimed at optimising the online purchase 
journey, it’s not uncommon to neglect the 
payment process. Compared to the fun to be 
had redesigning the website homepage or 
running UX tests on product pages, payments 
can appear to be an unsexy hygiene factor. 
 

“It’s understandable that retailers may not 
have considered the role that a payment    
gateway can play in delivering an excellent   
customer experience,” said Ben Stagg, Head   
of Client Management of Barclaycard Payment   
Solutions. “Yet payments are that crucial final   
step in clinching a sale and preventing your   
customer from abandoning the checkout.”

Research published by Barclays shows that UK 
consumers leave £3.4bn worth of goods in online 
shopping baskets each year3, so clearly more 
needs to be done to streamline the checkout 
process and improve conversion rates.

If retailers want to reduce their rate 
of basket abandonment, they should 
be looking at improving the customer 
experience by removing barriers to 
purchase. The payment gateway plays a 
key role in checkout optimisation.

Ben Stagg 
Head of Client Management at Barclaycard

 
 
 

 1 https://econsultancy.com/reports/digital-intelligence-briefing-2017-digital-trends-in-retail/ 
 2 https://experiencematters.blog/2018/01/18/15-factoids-cx-efforts-roi-infographic/ 
 3 https://newsroom.barclays.com/r/3514/_10_5bn_more_in_five_years___that_s_what_uk_retailers
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According to Customer Experience Consultant 
Greg Randall, who has worked with brands 
including Singapore Airlines and Vodafone,  
the payment page ranks alongside the first 
shopping cart page as the step where the bulk  
of customers bail out of their purchase. 

“In fact, the payment page delivers the biggest 
opportunity to increase revenue and shopping 
cart conversion rate. Consumers have just 
endured a number of previous checkout steps to 
reach the payment page, indicating the intent to 
purchase is high.” 

So how can payment gateway technology 
enhance the customer experience and actually 
nudge shoppers towards a purchase? 
 

While there are many elements that 
must elegantly come together to create 
the perfect payment experience, there 
are two primary dependencies for the 
payment page to do its job:

1) The harmonious relationship between 
the ecommerce technology and the 
payment gateway.

2) The payment gateway’s ability to be 
visually configurable to support user 
experience requirements.

By removing those payment gateways 
incapable of supporting great payment 
experiences, and replacing them with 
payment technology that can, shopping 
cart conversion rates lift as much as 40%.

Greg Randall  
Customer Experience Consultant  

Clearly, selecting the right payment gateway 
provider can have a big impact on the retailer’s 
bottom line and enable business growth.

And it’s not just the online checkout experience 
that stands to benefit. Payment gateways  
can improve the customer experience by 
enabling omnichannel retail services, improving  
security and making fraud-prevention systems  
more accurate.

In an increasingly difficult retail environment, these 
seemingly small customer experience elements 
can add up to a big competitive advantage.

In this guide we’ll look at each of these aspects 
in more detail to highlight the important role that 
payment gateways have in providing the best 
possible experience for your customers.
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What is a payment 
gateway?
Payment gateways play a vital role in all 
transactions, whether they take place online  
or in-store. 

At a very basic level, the payment gateway 
acts as the courier between each of the parties 
involved during a transaction. The gateway 
collects the customer’s card details at the 
checkout and securely passes them on to 
the retailer’s acquiring bank and then to the 
customer's bank to ensure the transaction 
is legitimate and can be approved. Without a 
gateway, the payment process wouldn’t be  
able to function.

But gateways can be much more than just a  
go-between. The right payment gateway 
provider can help retailers streamline the 
checkout, reduce basket abandonment,  
improve online security, and enable  
omnichannel commerce. All of these factors 
should be important for retailers aiming to 
improve their customer experience.

What happens during a payment transaction?

Consumer makes 
purchase request 
by phone or app, 
in-store or online.

Their payment 
information is 

then sent to the 
gateway securely. 

You receive a token, 
meaning you never 
hold the payment 

data (and can't lose 
it). Tokenisation 

only applies if you 
have enabled it.

The gateway 
sends the payment 

request to your 
acquiring bank. The 
acquiring bank then 

sends it on to the 
consumer’s bank.

Consumer’s bank 
lets the acquiring 
bank know if the 

transaction is 
authorised or 
declined. They 

do this using the 
payment gateway.

If it’s declined, 
there’ll be a 

response code 
explaining why.

Consumer’s card 
balance will be 
ring-fenced at 

authorisation time 
and debited when 

the transaction  
is settled.

Consumer gets 
confirmation of 

their order, either 
from your website 

or with an  
actual receipt.

The goods are 
dispatched and the 

transaction  
is settled.

Transaction 
complete.
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How your payment 
gateway can reduce 
'false positives'
Fraud prevention is a key feature of an 
effective payment gateway. In recent 
years there has been an upward trend in 
the rate of Card Not Present (CNP) fraud, 
where someone’s card details have been 
fraudulently obtained and then used to make 
a purchase online or by phone or mail order. 

In 2016, £432.3m was lost due to CNP fraud 
on UK-issued cards4, almost double the total 
in 2011 (£220.9m). It's clear that merchants 
need to have systems in place that can 
prevent CNP and other types of online fraud. 

Total lost to CNP fraud in the UK

Unfortunately, the process of weighing up 
whether a shopper is actually a fraudster 
or not isn't 100% accurate. Sometimes 
genuine customers exhibit behaviours that 
raise warning flags with payment providers, 
causing that transaction to be mistakenly 
declined. In industry jargon this is known as  
a ‘false positive’.

False positives are obviously bad news for 
retailers, as customers expect a convenient, 
frictionless experience online and will be  
quick to shop elsewhere if they get frustrated 
at the checkout. Retailers must therefore 
balance competing priorities – namely,  
having systems in place that prevent 
fraudulent transactions while also providing  
a streamlined shopping experience for 
genuine customers.

Payment gateways can assist in both parts  
of this equation by analysing the likelihood 
that a transaction is fraudulent or invalid 
almost instantaneously. Gateway providers 
can also assist retailers by customising 
the criteria used to analyse and identify 
fraudulent transactions – a service known as 
payment optimisation.

2011

2016

£220.9m

£432.3m

 4  https://www.financialfraudaction.org.uk/fraudfacts17/assets/fraud_the_facts.pdf 
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The problem with  
false positives
Many invalid transactions are easy for a payment 
gateway to spot, such as when the billing 
address doesn’t match the one on file or the 
card has expired. However, in some cases your 
payment gateway has to make a decision based 
on a variety of subtle indicators, including the 
shopper’s behaviour patterns, IP address, type of 
goods purchased and the size of the transaction. 

In a majority of cases payment gateways make 
an accurate judgement on whether a transaction 
is fraudulent. Unfortunately, genuine customers 
sometimes exhibit certain behaviours that flag 
them up as potential fraudsters. Consequently, 
some valid transactions are mistakenly declined 
after being identified as fraudulent.

In the UK, one in five declined transactions  
(21%) is the result of a false positive – and while 
the US has a similar rate (20%), continental 
Europe's is much lower (14%). And the problem  
is actually worsening in the UK, with false 
positives increasing 33% year-on-year.5

Annual rate of false positives

 5 https://www.javelinstrategy.com/coverage-area/e-commerce-payment-acceptance-optimization-study 

UK USEU

21% 20%14%

increasing

33%
yoy

of declined 
transactions

of declined 
transactions

of declined 
transactions

What factors does a gateway use
to decide whether a transaction  
is fraudulent or not? 

‘Soft’ declines are usually temporary  
and can be easily rectified. Reasons for 
these include:

• the billing address doesn’t match the one  
on file

• the bank is experiencing processing errors
• perceived security violations – e.g. the three-

digit CVV2 or CID code is in an invalid format
• behavioural triggers, such as the 

customer’s previous shopping habits

‘Hard’ declines are issues that can’t be  
resolved immediately, and usually mean the 
card issuer has encountered a more serious 
reason to decline your customer’s card:

• the card number is expired or card type isn't 
supported by the processor

• the card has been reported as lost or stolen
• there isn’t enough money in the account
• suspected fraud, time, location, frequency, 

shopper history
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Returning customers convert at a higher rate 
than new visitors, have a higher average order 
value, and are more likely to recommend your 
brand to their friends.6 But the opportunity to 
create a loyal customer with a high lifetime value 
will be lost if their initial shopping experience is 
undermined by your payment gateway.

The retail market is so competitive these 
days, particularly in ecommerce, and 
there are various different places you can 
go to buy the same product at a relatively 
similar price.

If you get that customer experience wrong 
and disrupt your customer’s journey,  
you will lose that sale to a competitor who 
might offer a more frictionless experience. 
But then you also need to think about the 
potential value of that customer across 
their lifetime – that future revenue is also 
then lost to a competitor.

David Jeffrey 
Director of Fraud and Security Products 
at Barclaycard 

Director of Fraud and Security Products at 
Barclaycard, David Jeffrey, said that retailers 
have often never heard of false positives and are 
unaware that they might be having a significant 
impact on their revenues.

“The scale of the problem is huge,” said David. 
“In 2014, US merchants incorrectly declined 
$118bn in sales as a result of false positives, 
while in that same period the total value of fraud 
identified was $7.8bn. That’s a ratio of 15:1, so for 
every one fraudster that retailers stop, they’re 
negatively impacting the customer experience 
for 15 other shoppers. This is potentially lost 
revenue for you as a retailer.”

Clearly this is an issue that should be a priority 
for retailers already facing tough trading 
conditions. Research by Baymard shows that 
4% of US shoppers have abandoned an online 
purchase because their credit card was declined. 
While we don’t necessarily know if all of these 
were false positives, it shows that shoppers 
are willing to walk away from a purchase if their 
transaction doesn’t go through first time.

after credit card was declined

of US shoppers 
have abandoned  
a purchase4% 

 6 https://blog.smile.io/repeat-customers-profitable-stats-to-prove 
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Improve fraud screening 
using payment optimisation
Payment providers recognise that all online 
retailers are different and there’s no one-size-
fits-all approach to fraud prevention. As such, 
the criteria that payment gateways use to 
analyse and prevent fraudulent transactions 
can be customised to suit each retailer’s unique 
priorities and customer base.

Known as payment optimisation, this technique 
enables retailers to put in place effective fraud 
prevention while maximising sales and reducing 
the likelihood of rejecting valid payments.

Research shows that online transactions involve 
an average of four payment partners (including 
gateways, acquirers and fraud tools), with each 
having a say in whether a transaction is accepted 
or declined. Large ecommerce retailers can work 
with as many as 11 different partners during 
the payment process, so picking the correct 
providers is crucial.7 

False positives are the result of a continuing 
dilemma between perceived risk and rewards. 
At a merchant, a gateway and an issuer level 
(the three parties that can influence whether 
a transaction is accepted or declined), the 
accuracy is based on each party’s ability to 
capture behavioural and transactional data 
in real time and then accurately interpret that 
data in real time as well.

While it’s ultimately the issuer who will make 
the final decision on whether a payment is 
accepted or declined, what the gateway and 
the acquirer can do upstream of the issuer 
is put things in the most optimal format and 
filter out the obviously fraudulent or bad 
transactions, therefore looking to positively 
influence that issuer’s decision.

David Jeffrey 
Director of Fraud and Security Products 
at Barclaycard 

 7 https://www.javelinstrategy.com/coverage-area/e-commerce-payment-acceptance- 
optimization-study  
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Omnichannel retailing  
enabled by your  
payment gateway
Omnichannel is admittedly something of 
a buzzword, and it’s arguably already had 
its day – many retailers now talk about 
‘integrated commerce’ instead.

That said, omnichannel, like all buzzwords,  
is still useful industry shorthand and 
describes a way of operating that most 
retailers will be striving to achieve. However, 
you might not be familiar with your payment 
gateway’s fundamental role in enabling a 
successful omnichannel strategy. 

Customers expect a joined-up experience 
across different offline and digital channels, 
which requires retailers to have back-end 
systems that can operate in sync and share 

data securely. Payment gateways play a 
crucial role here by tagging each customer  
or purchase with a unique ID number  
(known as a ‘token’), which then flows 
through to a central data hub. This enables 
retailers to track a customer securely across 
different payment channels.

That click and collect service that your 
customers love so much would be far  
less seamless without the help of your 
payment gateway.

So how does this all work in practice and  
why is it important? 
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What is  
omnichannel retailing?
An omnichannel retail approach involves 
integrating customer touchpoints to provide a 
seamless shopping experience.8

If a retailer has successfully implemented 
an omnichannel strategy, then all sales and 
marketing channels are connected and, often, 
managed centrally, so shoppers can move 
between offline and digital devices without their 
experience being interrupted.

In other words, shoppers experience smooth, 
integrated customer service, whether making 
a purchase on the retailer’s website, talking to 
a representative on the telephone or via social 
media, or picking up a purchase in-store.

You may think this sounds the same as 
multichannel retailing, but there are subtle 
differences. Retailers using a multichannel 
approach offer shoppers a similar range of ways 
to make a purchase, but each of these channels 
is managed independently and may well have 
different business goals. 

The payment gateway is the glue that  
holds the omnichannel customer  
experience together. And if you don’t have 
a joined-up brand experience, then you’re 
probably putting some shoppers off and 
damaging your conversion rates.

If a retailer is using a multichannel approach 
where those different channels don’t work 
together, the shopping journey can become 
disjointed and repetitive if the customer keeps 
getting asked for the same information.  
It adds time to the shopping process and  
can leave a bad taste in the mouth.

Ben Stagg 
Head of Client Management at Barclaycard

8 https://www.barclaycard.co.uk/business/news-and-insights/difference-between-omnichannel-multichannel

Customer 
shopping 

in different 
channels

Single-channel
Businesses have 
a single customer 

touchpoint

Multichannel
Multiple customer 

touchpoints

Cross-channel
Multiple customer 

touchpoints that join up 
to a certain extent, but 
payments still operate 

as single channels

Omnichannel
Businesses offer 

seamless and 
consistent customer 

touchpoints, 
benefitting from a 
single view of the 
customer across  

all channels
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The payment gateway’s role 
in omnichannel retailing
Payment gateways facilitate a number of 
digital and in-store services that are key to the 
omnichannel customer experience.

Your customers’ ability to buy, return and 
exchange items across different offline and 
digital touchpoints is made possible by 
payment technology. And it’s your payment 
gateway that keeps customer data secure  
during all these interactions.

This is done using a process known as 
tokenisation. Primarily a security feature, 
tokenisation involves swapping out a customer’s 
credit or debit card details at the checkout and 
replacing them with a randomised number, 
known as a ‘token’.

It means the retailer never sees the customer’s 
card details. The data is instead securely stored 
by the payment gateway on the retailer’s  
behalf, which also helps to reduce the retailer’s  
PCI DSS burden. 

The token then acts as a unique identifier for  
a particular customer or transaction and, if the 
retailer has an omnichannel system in place,  
can be used to retrieve the customer’s order details 
regardless of which channel they want to use.

Tokenisation is hugely important in 
omnichannel commerce. A really good 
customer experience is when the brand 
experience is consistent whether you’re 
shopping in-store or online. Payment 
gateways facilitate that by using tokens to 
enable a consistent payment experience 
regardless of which combination of sales 
channels the customer chooses.

Ben Stagg 
Head of Client Management at Barclaycard

Tokenisation

Customer pays with card 
at online checkout

Payment gateway replaces 
card details with random 

number, or ‘token’

Gateway securely stores  
card details on retailer's behalf

Token is used to  
process payment
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The reason omnichannel retailing can’t be 
dismissed as a buzzword is that it can bring real 
competitive advantages for retailers. In today’s 
difficult trading environment, offering shoppers  
a seamless, convenient customer experience 
could potentially increase both customer 
retention and revenue.

In January 2017 the Harvard Business Review 
published a study that looked at the shopping 
habits of 46,000 US consumers. Three-quarters 
of respondents (73%) said they prefer to use 
multiple offline and digital channels when 
shopping, in all sorts of combinations.9 This 
included checking prices online while in-store, 
using a click and collect service, or buying  
in-store and getting their product shipped to 
their home.

73% 
of US consumers prefer  
to use multiple offline  
and digital channels

What’s more, these omnichannel shoppers 
proved to be bigger spenders. After controlling 
for shopping experience, they spent an  
average of 4% more on every shopping  
occasion in the store and 10% more online than 
single-channel customers. The study also found 
a correlation between omnichannel shopping  
and increased loyalty.10

Separate studies have shown the value that 
customers place on omnichannel services  
such as click and collect or cross-channel 
returns. Shoppers have become accustomed 
to being able to interact with retailers by 
whichever channel is most convenient for them. 
If exchanging or returning an item is difficult or 
time consuming, your customers may well shop 
elsewhere next time.

A YouGov study by JDA and Centiro found that 
54% of UK shoppers had used click and collect, 
mainly due to the cost savings and convenience. 
The report also cited a separate study by PwC 
which found that 51% of retail CEOs are investing 
in click and collect capabilities, so clearly the 
industry recognises the importance of offering 
an excellent omnichannel customer experience.

54%  
of UK shoppers have used 
click and collect

51%  
of retail CEOs are investing in  
click and collect capabilities

 
The YouGov survey also found that shoppers are 
unforgiving if the omnichannel retail experience 
is not up to scratch. Two-thirds of UK shoppers 
(65%) said they would switch to an alternative 
retailer if they experienced a poor click and collect 
experience11, while three-quarters (76%) would 
switch if the returns experience was poor.

While these stats are self-reported and should be 
taken with a pinch of salt, the study still shows 
the potential business cost of offering a poor 
customer experience and the importance of 
using a reliable payment gateway.

It’s also worth noting the peripheral benefits of 
having an effective click and collect operation, 
again powered by your payment gateway. 

The YouGov study found that it’s common for 
people to purchase additional items while picking 
up a click and collect order in-store. Among 
UK shoppers, one in 10 admitted to making an 
impulse purchase, and 16% said they make a 
planned purchase while collecting an online  
order in-store.

Why is omnichannel 
important?

9 https://hbr.org/2017/01/a-study-of-46000-shoppers-shows-that-omnichannel-retailing-works
10 https://hbr.org/2017/01/a-study-of-46000-shoppers-shows-that-omnichannel-retailing-works
11 http://now.jda.com/European-Customer-Pulse-Report-EMEA.html?srcid=jda-pr
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Services like click and collect are 
hugely important for retailers, 
as you need to offer convenient 
services that remove those barriers 
to purchase. That might be click and 
collect, same-day delivery, or other 
options – customers want the most 
convenient combination of payment 
and fulfilment, and that’s all powered 
by the payment gateway.

Ben Stagg 
Head of Client Management at Barclaycard

Click and collect isn’t the only element of an 
omnichannel experience that can be enhanced by 
your payment gateway. If a customer wants to 
return an online purchase in-store, the retailer’s 
back-end systems need to be able to quickly 
locate the order details and refund the payment 
back to customer. Again, this is made possible  
by tokenisation.

The returns process is so important that 63% of 
UK shoppers say that the ease of being able to 
return items factors into which retailers they buy 
from online.12

A separate study by Narvar found that almost 
a quarter (22%) of shoppers wouldn’t buy 
something from an online retailer if they weren’t 
able to return the item to a store. Furthermore, 
38% of respondents said they prefer to return 
online purchases to a nearby store whenever 
possible, while 47% said it’s easier to return items 
in-store than by post.13

It's clear that customers value the ability to 
switch between digital channels and brick-and-
mortar while shopping. Does your payment 
gateway facilitate omnichannel commerce?  
If not, it is probably damaging your customer 
experience and could even be deterring some 
people from shopping with you in the first place.

12 http://now.jda.com/European-Customer-Pulse-Report-
EMEA.html?srcid=jda-pr 

13 http://see.narvar.com/rs/249-TEC-877/images/Narvar_
Consumer_Survey_Returns_June2017.pdf 
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Optimise your online 
checkout using 
tokenisation
Speed and convenience are both crucial 
factors for ecommerce checkouts. Shoppers 
don’t want to spend ages filling in forms and 
waiting for pages to load – they expect the 
payment process to be quick and painless.

Unnecessary friction at the checkout risks 
damaging the customer experience and 
potentially causing shoppers to abandon their 
purchase altogether. This is a very serious 
problem – online basket abandonment costs 
British retailers £3.4bn in lost sales every 
year. On top of that, all the marketing spend 
that went into acquiring that customer has 
been wasted, as have the profits from any 
future sales.

Research carried out among US shoppers14 
found that more than a quarter (28%) 
of basket abandonments occur due to 
the checkout process being too long or 
complicated. The same study also found that 
the act of reducing friction by making design 
improvements alone can improve shopping 
cart conversion rates by 35%.

Furthermore, data published by Monetate15 
shows that online conversion rates among 
UK retailers were just 3.57% in Q1 2017, 
so brands need every trick in the book to 
encourage more sales and protect their 
bottom line.

The situation is made more pressing by 
the ever-increasing use of smartphones. 
According to IMRG, retail sales growth 
through smartphones averaged 50% each 
month from July to December 2017.16 Online 
shoppers have even less patience when using 
a smartphone and commonly use their mobile 
to research products with little intention of 
making a purchase, as reflected in the fact that 
conversion rates were just 2.52% in Q1 2017. 
Checkout optimisation should therefore be an 
even bigger priority for retailers that want to 
be successful in the long term.

Thankfully, retailers can avoid creating 
unnecessary frustration at the checkout. 
Payment gateways can improve the 
customer experience and reduce checkout 
abandonment by enabling returning 
customers to pay without entering their 
credit card details, thereby making the 
process frictionless.

14 https://baymard.com/lists/cart-abandonment-rate 
15 https://www.smartinsights.com/ecommerce/ecommerce-analytics/ecommerce-conversion-rates/ 
16 https://www.retailgazette.co.uk/blog/2018/01/online-retail-sales-slowed-2017/  
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A quick payment process 
reduces basket abandonment
Research shows that the speed of payment 
online is an important factor in reducing basket 
abandonment. For example, in 2017 Barclays 
published research17 which looked at how 
retailers can encourage more visitors to actually 
buy something. When asked what would 
motivate them to return to an online store and 
purchase items they had saved in a wish list,  
12% of respondents said ‘saved payment details’.

While other factors were rated as being more 
important, such as free delivery (56%) and free 
returns (29%), the data shows that retailers could 
potentially enhance the customer experience and 
improve conversion rates by allowing customers 
to save their payment details.

In separate research, SME retailers in the UK 
estimated18 that one in 10 online shoppers will 
abandon a transaction due to the lack of a  
one-click payment option.  
 

17 https://www.barclayscorporate.com/content/dam/corppublic/corporate/
Documents/Industry-expertise/from-browse-to-buy.pdf

If you take away the barriers to spending, 
it takes away the excuses for not  
making a purchase and can improve 
conversion rates.

As an example, one of the reasons that 
Amazon has been so incredibly successful 
is because after you’ve logged in the 
first time, you can then buy things with 
a single click. If you add steps to that 
buying journey, which are typically 
caused by not having an omnichannel 
or tokenised approach, you’re creating 
opportunities for people to reconsider  
or feel guilty about that purchase.

Ben Stagg 
Head of Client Management at Barclaycard

18 https://www.barclaycard.co.uk/business/news-and-insights/ 
SMEs-lose-8point7bn-lack-of-technology 
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Most online shoppers are familiar with Amazon’s 
1-Click checkout and can become frustrated when 
asked to spend time filling out payment details 
on other sites.

In fact, Amazon’s 1-Click model is so valuable 
to the company that it patented the idea in 
199919 and promptly sued rival retailer Barnes 
& Noble for mimicking the design. One estimate 
suggests20 that the added convenience of the 
1-Click checkout increased Amazon's conversion 
rates by 5%, valuing the patent at $2.4bn 
annually. We also shouldn’t overlook the data 
capture benefits of offering customers the ability 
to store their card details for future payments. 

The importance of  
one-click payments

The ability to store credit card details to 
simplify future purchases is a fantastic 
method to prompt account creation.  
This is a crucial part of a retailer’s  
retention strategy.

However, there is a caveat to this 
statement – the process of capturing the 
credit card details should not introduce 
a complication during the initial checkout 
process. The first priority is acquiring the 
first sale from the customer. Depending 
on the payment gateway’s process of 
securely storing credit card details,  
this step could be offered post purchase.

Greg Randall  
Customer Experience Consultant

1-Click payments 
increased Amazon’s  
conversion rates by 5% 

19 http://www.nytimes.com/1999/10/23/business/amazon-sues-big-bookseller-over-system-for-shopping.html 
20 https://digiday.com/marketing/end-era-amazons-one-click-buying-patent-finally-expires/ 
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How online gateways 
enable one-click payments
Payment gateways use tokenisation to enable 
retailers to store their customers’ credit or  
debit card details.

You can find a more detailed description of 
tokenisation on page 13, but in a nutshell, the 
payment gateway replaces the shopper’s 
card details with a randomised number known 
as a ‘token’. 

The payment gateway then securely stores  
the shopper’s credit or debit card details on  
behalf of the retailer (the retailer never sees  
the customer’s card details), meaning the 
shopper can checkout in future without having  
to re-enter their card details. They need only 
enter the CVV number on the back of the card  
to confirm payment.

Returning customers already convert at a higher 
rate than new visitors, have a higher average 
order value, and are more likely to recommend 
the brand to their friends.21 So it makes business 
sense for retailers to ensure they are partnering 
with a payment gateway provider that can  
offer returning customers the best possible 
shopping experience.

21 https://blog.smile.io/repeat-customers-profitable-stats-to-prove 
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How improved security and 
trust at the checkout can 
improve conversion rates
Data breaches have sadly become a common 
occurrence as hackers seek to make financial 
gains from selling stolen data or holding 
businesses to ransom. 

Two years ago a transport firm had to pay 
hackers £100,000 after they stole 57 million 
customer records, while in 2017 a financial 
services company was forced to admit that 
hackers had stolen the personal data of 145 
million people.22

These are obviously extreme cases that 
made global headlines, but the threat of being 
hacked is a real concern for all businesses. 

Data released by the Information 
Commissioner's Office showed that the 
number of retail firms reporting data 
breaches doubled from 19 in 2015/16 to  
38 in 2016/17.23   

In a separate study, 16% of retailers said 
they experienced an attack or attempted 
attack every day, 11% said 2 – 3 times per 
week, 64% said once a month. This should 
be a huge cause for concern among business 
leaders, particularly considering the business 
impact if hackers manage to gain access 
to customer data. Companies that suffer 
a severe breach, where large amounts of 
sensitive information are lost, see their  
share prices fall by an average of 1.8%  
on a permanent basis.24

Unfortunately, payment gateways can’t 
prevent hackers from targeting your 
business. However, by using state-of-the-art 
encryption, your gateway is able to limit the 
amount of customer data that hackers  
will be able to steal. Furthermore, partnering 
with a trusted financial institution can  
provide customers with added peace of 
mind at the checkout and help to improve 
conversion rates.

22 http://money.cnn.com/2017/12/18/technology/biggest-cyberattacks-of-the-year/index.html 
23 http://www.telegraph.co.uk/news/2017/08/13/cyber-attacks-online-retailers-double-year-hackers-try-steal/
24 http://www.independent.co.uk/news/business/news/cyber-hacking-attack-cost-uk-business-investors-ftse-companies-lose-120-million-a7678921.html 

91%  

at least once a month

of retailers say they are  
targeted by hackers
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Encrypting data  
with tokenisation
As previously mentioned, payment gateways 
use tokenisation to encrypt credit card 
information at the beginning of the payment 
authorisation process. 

In short, the gateway replaces the customer’s 
card details with a randomised number known 
as a token. The token is then used to verify and 
authorise the transaction, while the card details 
are securely stored by the gateway provider.  
The retailer never gets sight of the customer’s 
card details.

It means that even if hackers somehow manage 
to gain access to some part of the payment 
authorisation process or to the retailer’s 
databases, they will never be able to steal the 
customer’s card details. At best, they might  
steal some tokens which are a random string of 
numbers and utterly useless.

Consequently, though your payment gateway 
won’t provide absolute protection from being 
hacked, it will limit the risk of your company 
being responsible for losing your customers’ 
card details.

It’s important to note that although 
all payment gateways use tokenisation, 
some providers charge a fee for 
each new token or impose additional 
charges if a merchant exceeds an agreed 
monthly limit.

This means that if your business is 
going through a period of growth and 
acquiring new customers, or even 
looking to save money on overheads, 
your payment gateway might be costing 
you money with each new transaction. 
Barclaycard’s payment gateway includes 
tokenisation as standard at no additional 
cost to the retailer.
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Recognised payment 
trustmarks can reduce 
checkout abandonment
Due to the ongoing risk of cyber attacks and 
online fraud, people are understandably cautious 
about shopping online, particularly when it’s with 
a retailer they’re not familiar with.25

Studies have shown that shoppers are more likely 
to convert if they feel that a site is safe and secure. 
Retailers can reassure shoppers by displaying 
relevant trustmarks at the checkout to show 
they have taken steps to protect their customers’ 
data from fraudsters, which will then reduce the 
likelihood of checkout abandonment. Commonly 
used trustmarks include a padlock symbol, 
an HTTPS URL or the brand logo of payment 
providers that consumers already recognise. 

Graham Charlton, Editor-in-Chief at basket 
abandonment specialists SaleCycle, said: “While 
trust in online retail has increased over the 
years as more and more people buy online, the 
checkout is still an area where customers may 
have concerns about security as they’re about 
to hand over their card details. Also, high profile 
data breaches involving well-known retailers keep 
these concerns in customers’ minds.”

“There are a number of ways in which people 
will decide whether they can trust a site – how 
it looks and performs, but also what they see 
during checkout pages.”

This is where trustmarks can help. There 
is evidence that displaying trustmarks 
can increase conversions, as they offer 
reassurance about the security of the site. 
Also, the presence of recognised logos from 
payment providers adds an extra layer of 
reassurance for any concerned shoppers.

Trustmarks and logos can also be especially 
effective for less well-known sites, perhaps 
small businesses selling online, as they 
offer a shortcut to that reassurance. People 
naturally trust big-name retailers like 
Amazon because they or their friends have 
shopped with them before, but they may 
think a bit harder about payment security 
on sites they’ve not heard of before.

Graham Charlton 
Editor-in-Chief at SaleCycle

25 https://blog.smile.io/repeat-customers-profitable-stats-to-prove 
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Using the Barclaycard 
logo at the checkout
Retailers using the Barclaycard payment gateway have the option to display our brand logo on their 
checkout. This can help reassure customers that the checkout is safe and secure, which could help 
increase conversion rates. 

Another option is for retailers to reassure customers by referencing Barclaycard in their FAQ section, 
where customers often go for information on the payment and delivery options.

Square images:

Landscape images:
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Conclusion
Retailers shouldn’t underestimate the impact 
that payments can have in improving the 
customer experience. As this white paper 
shows, shoppers expect to be able to interact 
with retailers seamlessly across different sales 
channels and have very little patience if they 
come up against any barriers to purchase.

The studies we've referenced show the 
commercial value of omnichannel retailing. 
People are used to being able to choose from 
a range of payment and fulfilment options, 
including click and collect. And if they want to 
return an item, they should be able to do it 
online or in-store.

Similarly, shoppers won’t persist with a 
checkout process that’s slow or requires  
a lot of form filling. The research cited in this 
report shows that shoppers are likely to jump 
ship to a competitor if the payment experience 
isn’t up to scratch. And bear in mind that 
some online retailers have boiled the entire 
buying process down to a single click – how 
many forms do you think they’ll fill in on your 
checkout before giving up? This is particularly 
important given the continued shift towards 
mobile commerce, where a frictionless 
checkout can help to encourage 
impulse purchases.

By choosing the right payment gateway 
provider, retailers can lay the foundations for 
secure, enjoyable shopping experiences that 
increase conversion rates and attract loyal 
customers. Payment gateways are the glue 
that binds omnichannel retail experiences 
together, using tokenisation to enable retailers 
to track their customers across different 
digital and in-store payment channels.

Tokenisation also provides an added layer 
of security that reduces the chances that a 
retailer might suffer a costly data breach.  
And as we’ve shown, retailers can actually 
improve their online conversion rates by 
choosing a recognisable, trusted payment 
gateway provider, because it helps to reassure 
customers during the checkout process.

Finally, payment gateways are a key part 
of checkout optimisation, reducing basket 
abandonment by stripping out barriers to 
purchase and enabling customers to make 
quick, convenient purchases. If you want to 
offer customers the best possible checkout 
experience, including one-click payments,  
then make sure to choose the right  
gateway provider.



 Talk to us today on 0800 096 8199*

Find out how your business could benefit from our range of payment gateway solutions at 
barclaycard.co.uk/smartpay

 Barclaycard Business  Barclaycard Business @bcardbusiness

Barclaycard Smartpay is designed to boost sales

Support every step of the way

*All Barclaycard customer service lines are non-premium rate numbers. Calls to 0800 numbers are free from UK landlines and personal mobiles, otherwise call charges may apply.  
Please check with your service provider. Calls may be monitored or recorded in order to maintain high levels of security and quality of service.
Barclaycard is a trading name of Barclays Bank PLC. Barclays Bank PLC is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and the 
Prudential Regulation Authority (Financial Services Register number: 122702). Registered in England No. 1026167. Registered Office: 1 Churchill Place, London E14 5HP.

 Tokenisation gives a simplified  
  and secure checkout experience

 Responsive pay pages are optimised  
 for use on any device

 Control over how your pay  
  page looks

 Accept all major credit and debit cards,  
 and digital wallets

 Comprehensive MI to better understand  
  your customers’ behaviour

 Support for subscription and  
  recurring payments

 High level of security across all  
   gateway solutions

 Wide range of plugins to ecommerce  
 platforms and shopping carts available

 Business Incident Management  
 cover 24/7 365 days a year

 Help to expand your  
 business overseas

 Support from People Included –  
 our payments, security and  

 regulatory experts

Barclaycard Smartpay – your secure 
gateway to support growth
Whatever the size of your business, partnering with Barclaycard as your payment provider 
makes it easier for you to sell and your shoppers to buy. The feature-rich functionality of 
Barclaycard Smartpay gives your customers a choice of ways to pay quickly, easily and 
securely, across any device.


