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Introduction

Concordia Lutheran College has a BYOD (Bring Your Own Device) program for students in Years 7 to 12. 

Under the BYOD program, all students are required to bring their own device for use in all classes. Evidence suggests 
that the benefits of integrating personal devices into learning include:  

• Independent learning
• Student driven learning
• Greater critical thinking skills 
• Improved student engagement
• Increased student collaboration 
• Increased digital literacy 
• Increased comprehension of technologies 
• Building digital citizenship

Using their devices, students will be able to access Student Café, which provides access to class resources, 
assignments and feedback on each of their subjects. Students will also have access to Office 365, email and 
various other applications by subject.

We strongly recommend all devices purchased come with suitable warranties and accidental damage protection and 
theft insurances.

This handbook has been created to explain how the program operates, set out expectations of parents and students 
and provide information about device minimum specifications.

If you have any questions about the BYOD program, please contact the Business Office at Concordia Lutheran 
College by calling 4688 2700 or email enquiries@concordia.qld.edu.au.

About BYOD

Bring Your Own Device or BYOD is a technology choice trend that recognises a person’s device selection is very 
personal. BYOD in the education space allows students and families the freedom to make technology choices that 
suit both the curriculum requirements as well as their own. 

How does it work? 

Students in Years 7 to 12 are required to bring their own device to use at school each day. These devices must meet the 
College’s minimum device specifications. Parents and students are also required to agree to the College’s Acceptable 
Use of Information Communications Technology Agreement that defines appropriate use of BYOD technology. This 
agreement is located at the back of this handbook and on Parent Lounge.

mailto:enquiries%40concordia.qld.edu.au?subject=
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What do I Purchase? 

Before purchasing a device, it is important to ensure it will meet our requirements. Concordia has a number of 
hardware requirements and some general considerations to assist you in selecting your device. Please consider the 
following:

Wireless Network 

The College’s wireless network operates on the 802.11n/a 5Ghz standard. When purchasing a device ensure that it is 
able to connect to a 5Ghz wireless network. You may see these advertised as “Dual Band Wireless”, “802.11abgn”, 
“802.11agn”, “802.11ac” or “Gigabit Wireless”. 

Ask the salesperson to verify the device has the correct 5Ghz Wi-Fi inside. You may also wish to confirm a device’s 
capability online. 

Battery Life 

Devices need to last an entire school day – look for a device with a battery life of at least six hours as charging facilities 
for your device at school is limited. Advertised battery life can differ from real world use. Consider purchasing a device 
that has a removable battery. This will enable replacing the battery as it degrades over the life of the device. A higher 
speed device can often impact battery life. Please consider this when making a purchasing decision. 

Screen Size, Keyboard & Form Factor 

Students will be creating content constantly with their devices. In order to do this, it’s important that devices are not 
too small or large and provide suitable ways to interact with them. In order to ensure the device is usable for a variety 
of purposes we have set a minimum screen size of 9.7” (the size of a standard iPad). Screens should be no larger 
than 15.6”. 

All devices must have a physical keyboard. This guarantees that the screen size is not reduced by on screen 
keyboards. Many devices have convertible form factors in that they are both a tablet and laptop. These devices often 
come with a stylus/pen that is useful for note taking in the classroom. These items are highly recommended.

Warranty & Insurance 

Consider purchasing extra warranty to reduce future repair costs. We recommend that your warranty should cover the 
length of time you anticipate to use the device at school. We recommend three years. Insurance against accidental 
damage loss and theft is also recommended. Loss and theft protection can often be attained through home and 
contents or car insurance by listing the device.

Software 

The College provides free access to key learning software 
including:

• Microsoft Office 365 (Word / Excel / PowerPoint / 
Outlook /OneNote) 

• Autodesk AutoCAD 

• Adobe Creative Cloud (Photoshop / Illustrator / InDesign) 
Antivirus is also mandatory. 

We recommend using Defender Antivirus. It is free to use 
and is part of Windows.

Build Quality 

A device’s build quality is largely determined by price. Plastics, hinges and device rigidity are often compromised in 
lower cost devices. Select a device that will stand up to daily use. It is encouraged that a protective carry case also 
be purchased for your device.
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Buying Guide Summary

Form Factor: Storage Laptop, tablet or convertible device with a physical keyboard  

Screen Size: Minimum 9.7” with a maximum of 15.6”

Weight: 2kgs or lower

Operating System: Microsoft Windows 10 or later

CPU: Intel i3 or M3 or higher

RAM: 4GB or higher

Hard Disk Drive (HDD): 128 SSD (Solid State Drive) or higher

Wireless: Dual-band AC (2.4Ghz / 5Ghz)

USB Ports: At least one USB 2/3 port

Battery Life: At least 6 hours

Information Communications Technology Policy
1. Policy Statement

 1.1. All students and employees at the College have the right and responsibility to utilise ICT services as essential 
teaching, learning and business tools. The College expects this technology to be utilised to its full capacity to 
provide the most valuable learning and teaching environment to the benefit of all. The College also expects 
students and employees to demonstrate acceptable use via safe, lawful and ethical behaviour whenever 
using ICT services.

 1.2. The College requires staff and students to display courtesy, consideration and respect for others whenever 
they are using an electronic device, in accordance with the College’s Respectful Relationships Policy and 
Staff Code of Conduct Policy. The use of electronic devices must not disrupt others or the normal routine or 
running of the College.

 1.3. These expectations apply to the management of all types of electronic devices, including mobile and smart 
phones, laptops, tablets, cameras and video recorders, hand-held game devices and all ICT services, as 
defined in the “Definitions” section below. This Policy also applies on College premises, as well as during 
school activities, such as excursions, camps and extra-curricular activities whenever the College ICT services 
are utilised. 

 1.4. The College reserves the right to restrict employee or student access to ICT services if access and usage 
requirements are not met or are breached. However, restricted access will not disrupt the provision of the 
educational program within the school. Employees and students should also note that breaches of this 
Policy may result in disciplinary action or criminal proceedings. Concordia Lutheran College is committed to 
protecting the safety of its students, staff, visitors and volunteers and operating in a financially sustainable 
manner that is consistent with the needs of its stakeholders.



2. Definitions

 Cyberbullying – cyberbullying is commonly defined as the use of information and communication technologies 
to support repeated and deliberate hostile behaviour intended to harm others. It is sometimes used as an extension 
to other forms of bullying and can result in the target of bullying experiencing social, psychological and academic 
difficulties.

 ICT – information, communication and technology

 ICT services – includes but is not limited to ICT networks, systems, facilities and devices, as defined below and 
includes those owned, leased or otherwise used by the school.

 ICT facilities and devices – includes but is not limited to computers (including desktops, laptops, notebooks, 
palm and handheld devices, PDAs , tablets, eBook readers and related devices such as monitors, keyboards and 
mice), telephones (including mobiles and smart phones), removable media (such as USBs, DVDs, BluRays and 
CDs), radios or other high frequency communication devices (including microphones), television sets, digital or 
analogue players and records (including DVD, Blu-Ray and video), cameras, photocopiers, facsimile machines, 
printers (and other imaging equipment such as scanners), Smartboards, projectors and screens, teleconferencing 
devices.

 Personal electronic device – includes all types of mobile and smart phones, laptops, tablets, cameras and video 
recorders, hand-held game devices, music devices, USBs, PDAs, eBook readers, other palm and handheld 
devices and other equipment, as determined by the College, and owned by students.

 Recording – includes taking photos, videos and voice recordings.

3. Staff & Students Acceptable Use of Networks, Systems and Facilities

 3.1. Access to Electronic Communications Networks is to facilitate communications in support of research and 
education, by providing access to unique resources and an opportunity for collaborative work. To remain 
eligible as a user, accessing the College’s computer facilities must be in support of and consistent with 
educational objectives.

 3.2. Transmission of any material in violation of any College’s Policies/Guidelines is prohibited. This includes, but 
is not limited to, copyrighted material or threatening or obscene material.

 3.3. Use for commercial activities is not acceptable. Use for product advertisement or lobbying is also prohibited.

 3.4. Execution of software from USBs, CD’s/DVDs or the internet is expressly prohibited. Only the software 
provided on the College network, by the College, in the form of icons on the computer desktop, in the 
Windows Delivered Applications or in the ‘Start’ menu, is permitted to be executed. For student BYOD users, 
only approved software or programs are to be used while on campus.

 3.5. Users should protect any passwords to ensure system security. It is required that passwords contain a mixture 
of characters and numbers.

 3.6. Do not use another individual’s account or share your account details with another user.

4. Acceptable Use of Electronic Devices

 4.1. Students are required to secure mobile devices in their locker prior to the commencement of the school day. 
Students on Junior Campuses are required to hand in devices at Student Reception or to their classroom 
teacher.

 4.2. Students must not take electronic devices into exams, tests or other student assessments, unless expressly 
permitted by College staff. Any breaches will be dealt with under the College’s Respectful Relationships 
Policy.

 4.3. Students must not use electronic devices with a camera in any place where a camera would normally be 
considered inappropriate. This includes in change rooms, bathrooms and toilets or any situation which may 
cause embarrassment or discomfort to others.

 4.4. Students must not invade the privacy of other students or staff of the College by recording (either via photo, 
video or voice recording) personal conversations or activities without express permission. Any recordings 
must not be distributed (for example, posting it on a website) without express permission. Any such recording 
or distribution must be done after consent of the relevant person(s) has been expressly and directly gained. 
Any such recording or distributing without permission will be subject to action under the College’s Student 
Code of Conduct and to potential police investigation.

 4.5. Staff and Students must not use an electronic device to bully or cyberbully other students or school 
employees. Any such behaviour will be subject to action under the College’s Respectful Relationship Policy 
and to potential police investigation.
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 4.6. Staff and Students are reminded that it is a criminal offence to use an electronic device to menace, harass or 
offend another person and that calls, text messages and emails can be traced.

 4.7. Students should ensure that all electronic devices are appropriately named or otherwise identifiable by the 
student.

 4.8. Students should store electronic devices safely and securely. The College accepts no responsibility for lost, 
stolen or damaged electronic devices whilst on school premises, at a school activity, or whilst travelling to and 
from the College.

 4.9. Staff and Students must not use a College owned electronic device to access unsuitable material and internet 
web sites.

 4.10. College owned electronic devices which have been allocated to Staff are for personal use while employed at 
the College. ICT staff must be advised of any faults, damage or breakages as soon as possible.

5. ICT Etiquette

 5.1. Be polite. Do not become abusive in your messages or communication to others.

 5.2. Use appropriate language. Do not swear, use vulgarities or any other inappropriate language or graphics, or 
use all upper case text.

 5.3. Do not reveal your personal address or phone number, or those of students or staff.

 5.4. Note that email is not guaranteed to be private. People who operate the system do have access to all mail. 
Messages relating to or in support of illegal activities will be reported to authorities and may also result in the 
loss of other privileges.

 5.5. Promptly report to your supervising teacher or ICT staff member if you suspect that you have received a 
computer virus or spam (ie unsolicited email) or if you receive a message that is inappropriate or makes you 
feel uncomfortable.

 5.6. Do not use the network in such a way that you would disrupt the use of the network by other users.

 5.7. All communications and information accessible via the network should be assumed to be private property.

 5.8. Response and acknowledgement to emails within one working day or within four hours for priority business 
emails.

6. Staff Email Legal Requirements

 6.1 It is strictly prohibited to send or forward emails containing libellous, defamatory, offensive, racist or obscene 
remarks. If you receive an email of this nature, you must promptly notify your supervisor.

 6.2 Do not forward a message without acquiring permission from the sender first.

 6.3 Do not send unsolicited email messages to forge, or attempt to forge email messages.

 6.4 Do not send email messages using another user’s email account or copy a message or attachment belonging 
to another user without permission of the originator.

 6.5 Do not disguise or attempt to disguise your identity when sending an email.

7. Cyber bullying

 7.1. Any type or form of cyber bullying is prohibited. These include but are not limited to the following:

  Exclusion - the act of leaving someone out deliberately. Exclusion exists with in-person bullying situations, but 
is also used online to target and bully a victim.

  Harassment - generally refers to a sustained and constant pattern of hurtful or threatening online messages 
sent with the intention of doing harm to someone.

  Outing/Doxing - refers to the act of openly revealing sensitive or personal information about someone without 
their consent for purposes of embarrassing or humiliating them.

  Trickery - similar to outing, with an added element of deception. In these situations, the bully will befriend 
their target and lull them into a false sense of security. Once the bully has gained their target’s trust, they 
abuse that trust and share the victim’s secrets and private information to a third party or multiple third parties.

  Cyberstalking - extends to threats of physical harm to the child being targeted. It can include monitoring, 
false accusations, threats, and is often accompanied by offline stalking. 

  Fraping - is when a bully uses a child’s social networking accounts to post inappropriate content with their 
name.

  Masquerading - happens when a bully creates a made up profile or identity online with the sole purpose 
of cyberbullying someone. This could involve creating a fake email account, fake social media profile, and 
selecting a new identity and photos to fool the victim.
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  Dissing - refers to the act of a bully spreading cruel information about their target through public posts or private 
messages to either ruin their reputation or relationships with other people.

  Trolling - when a bully will seek out to intentionally upset others by posting inflammatory comments online.

  Flaming - this type of online bullying constitutes of posting about or directly sending insults and profanity to their 
target.

8. Copyright

 Users will not break copyright law by copying and/or redistributing another’s work and will not use another person’s 
work without correctly acknowledging them.

9. Warranties

 9.1. The College makes no warranties of any kind, whether expressed or implied, for the service it is providing.

 9.2. The College will not be responsible for any damages a user suffers. This includes loss of data resulting from 
delays, no-deliveries, mis-deliveries, or service interruptions caused by the College or by the user’s errors or 
omissions.

10. Responsibilities

 10.1. Leadership Team

  The College acknowledges its responsibility to:
  • develop and implement this Policy to ensure the utilisation of ICT services as essential teaching, learning and 

business tools within acceptable use parameters
  • communicate this Policy to students, parents and employees
  • keep appropriate records, monitor and report on any issues related to inappropriate use of ICT services or 

electronic devices
  • encourage students, parents and employees to contribute to a healthy College culture.

 10.2. College Staff

  All staff have a responsibility to:
  • uphold the College’s expectations via their own safe, lawful and ethical use of ICT services
  • provide guidance and model appropriate behaviour for use of ICT services in the classroom
  • take reasonable steps to prevent and appropriately respond to any instances of inappropriate use by students 

of ICT services and electronic devices.

 10.3. Students

  At the College students have a responsibility to:
  • uphold the school’s expectations by ensuring the appropriate use of ICT services and devices via safe, lawful 

and ethical behaviour
  • not engage in prohibited conduct or conduct that otherwise disrupts others or the normal routine or running 

of the College
  • report any breaches of these expectations to a member of staff.

 10.4. Parents

  At the College parents have a responsibility to:
  • read and understand, and ensure their child reads and understands, this document and expectations before 

the student brings his/her electronic devices to the College
  • contact only the College front office in cases of emergency. This remains the most vital and appropriate point 

of contact. Contacting students directly on their electronic devices during an emergency may create greater 
risk for students.

11. Implementation

 11.1. eLearning encourages students and staff to assume greater responsibility for their own learning, in forums that 
develop their:

  o Skills to become active and independent leaders;
  o Abilities to communicate, collaborate, plan, analyse and solve problems;
  o Skills to use new technologies, particularly ICT.

 11.2. The appropriate use of ICT develops the College’s high-quality teaching and learning, administration and 
management systems. eLearning enhances student centred learning through the integrated and negotiated 
curriculum, guides discovery through learning experiences and encourages continuity across all Learning 
Areas of the curriculum. During this digital journey the College will exist to nurture and empower young 
people to shape and enrich our world through a life of faith and service – encouraging collaborative 
lifelong learning – using digital technologies in a moral and ethical manner.
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12. Compliance and Monitoring

 12.1. The College may exercise its right to monitor the use of its ICT resources to:
  • ensure that the systems and networks are functioning properly;
  • protect against unauthorised access; and to
  • ensure the consistent safe, ethical and lawful use of ICT systems and resources.

 12.2. Breaches of the conditions of this agreement may result in access restrictions to ICT resources, and 
appropriate consequences.

 12.3. Concordia Lutheran College has a firewall, application filtering and web filtering in place, which blocks all 
unapproved web content and logs all traffic for reporting purposes. 

 12.4.  Web access reporting is performed on a regular basis and any inappropriate attempted access is reported 
to the relevant staff members for further action.

 12.5. Reporting is made to the relevant staff members and/or community as per the Australian Government 
eSafety reporting process.

 12.6. Any student/s caught using a mobile device to cheat in exams or assessments will face disciplinary action 
as sanctioned by the Head of College.

 12.7. Students using mobile devices to bully other students will face disciplinary action as sanctioned by the 
Head of College.

 12.8.  Students who infringe the guidelines and rules set out in this Policy could face having their mobile devices 
confiscated by teaching or boarding staff. The mobile device would be taken to a secure place within the 
College and the student’s parent informed. Appropriate arrangements would then be made for the parents 
to collect the mobile device. Repeated infringements may result in the withdrawal of the agreement to 
allow the student to bring the mobile device to the College.

 12.9.  Failure to heed the rules set out in this ICT Policy may result in an alleged serious incident being referred 
to the police for investigation. In such cases, the parent or guardian would be notified immediately.

 12.10. Any network or device monitoring carried out by ITC staff is performed where a valid reason exists, and 
any breach will be dealt with in accordance with the Staff Code of Conduct Policy.

Consequences for Improper Use

Students will be aware that:

• They are held responsible for their actions while using internet and online communication services.

• They are held responsible for any breaches caused by them allowing any other person to use their account to 
access internet and online communication services.

• The misuse of internet and online communication services may result in disciplinary action which includes, but is 
not limited to, the withdrawal of access to services as well as other disciplinary or legal action.

Any user violating these rules is subject to loss of network privileges and any other of the College’s Code of Behaviour/
Discipline options.

(NOTE: A copy of this document is available on the students’ ‘Common Drive’)

Signature required on ‘Policy/Guidelines Parental/Student Agreement Form’.


