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ACCEPTABLE USE OF ICT SERVICES | STUDENT 
 

PURPOSE 
The purpose of this policy is to manage the appropriate use of information, communication and technology 
services, as well as, personal electronic devices by students of Hillcrest Christian College. 
 

SCOPE 
All staff, students and parents should be aware of the guidelines and expectations surrounding the acceptable 
use of personal electronic devices (including BYOD program participants). 
 

REFERENCES 
Copyright Act (1968) 
D7 Behaviour Management and Discipline Policy 
D18 Harassment Policy 
D56 Privacy Policy 
D57 Code of Ethics 
D79 Code of Conduct 
BYOD – Mini Booklet (available on the Parent Lounge) 

 

DEFINITIONS 
ICT: means information, communication and technology  

ICT Services: includes but is not limited to ICT networks, systems, facilities and devices, as defined below and 
includes those owned, leased or otherwise used by the school 

ICT facilities and devices: includes but is not limited to computers (including desktops, laptops, netbooks, palm and 
handheld devices, PDAs, , tablets, eBook readers and related devices such as monitors, keyboards and mice), 
telephones (including mobiles, iPhones and smart phones), removable media (such as USBs, DVDs, BluRays and CDs), 
radios or other high frequency communication devices (including microphones), television sets, digital or analogue 
players and records (including DVD, Blu-Ray and video), cameras, photocopiers, facsimile machines, printers (and other 
imaging equipment such as scanners), Smartboards, projectors and screens, teleconferencing devices 

ICT network and systems: electronic networks, internet, email, web mail, social media, fee-based web services, 
software, servers   

Personal electronic devices: includes all types of mobile and smart phones, laptops, tablets, cameras and video 
recorders, hand-held game devices, music devices, USBs, PDAs, eBook readers, other palm and handheld devices 
and other equipment, as determined by the school, and owned by students 

Hacking: The unauthorised use (or attempted use) of another student’s/staff’s username/password. Any actions that 
may result in a decrease of overall server/network performance. Any adjustment to computer server/network settings. 

Recording:  includes taking photos, videos and voice recordings. 

 

POLICY STATEMENT 
All students at Hillcrest Christian College have the right and responsibility to utilise ICT services as essential 
learning tools. Hillcrest expects this technology to be utilised to its full capacity to provide the most valuable 
learning and teaching environment to the benefit of all. Hillcrest also expects students to demonstrate 
acceptable use via safe, lawful and ethical behaviour whenever using ICT services.  
 

Hillcrest Christian College is committed to the fair and safe management of privately owned student electronic 
devices so that the benefits of this technology can be enjoyed by students. At Hillcrest, we require students to 
display courtesy, consideration and respect for others whenever they are using an electronic device. The use 
of electronic devices must not disrupt others or the normal routine or running of the school.  
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This Policy applies to the management and use of all types of ICT services, as defined in the “Definitions” section 
above, including all types of electronic devices, including mobile and smart phones, laptops, tablets, cameras and 
video recorders, hand-held game devices, music devices, USBs, PDAs, eBook readers, other palm and handheld 
devices, as outlined in this policy. This Policy applies on the College premises, as well as during College activities, 
such as excursions, camps and extra-curricular activities whenever Hillcrest ICT services are utilised.  
 

Hillcrest Christian College reserves the right to restrict student access to ICT services if access and usage 
requirements are not met or are breached. However, restricted access will not disrupt the provision of the 
educational program within the College. Students should also note that breaches of this Policy may result in 
disciplinary action or criminal proceedings. 
 
 

LEGAL RIGHTS 
The School may take action against breaches of its own legal rights (ie. the College’s legal rights), and the legal 
rights of employees whether they occur during or beyond school.  
 
The School will discipline students under Policy and may take legal action against those who breach the Privacy, 
Intellectual Property, Copyright or Defamation Rights of the College and staff or bring the College into 
disrepute at any time, whether at school or outside of school hours.  
 
Therefore students, staff and parents need to understand that the legal rights of the College mean that:  

a. No student is to identify or share the personal information of teachers and other staff or of the College 
itself including names, addresses and telephone numbers of staff, etc.  

b. No student is to publish any identifying or defamatory opinions they may have about staff or the College.  

c. Images of the College buildings, buses, sports teams, school grounds, logos, staff or students in uniform, 
etc., are the Intellectual Property of the College and no student is to place or publish identifying images of 
any of the above on any form of technology.  

 
 

RESPONSIBILITIES 
School Responsibilities 
Hillcrest Christian College acknowledges its responsibility to: 

 Develop and implement this Policy to ensure the full utilisation of ICT services as essential teaching, learning 
and business tools within acceptable use parameters 

 Develop and implement this Policy to ensure that the use of electronic devices by students does not disrupt 
others or the normal routine or running of the school 

 Communicate this Policy to students, parents and employees 

 Keep appropriate records, monitor and report on any issues related to inappropriate use of ICT services 
and electronic devices by students  

 Encourage students, parents and employees to contribute to a healthy school culture 

Employee Responsibilities  
At Hillcrest, employees have a responsibility to: 

 Uphold the College’s Policy on this issue 

 Take reasonable steps to prevent and also respond appropriately to any instances of inappropriate use by 
students of electronic devices 
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Parent Responsibilities 
At Hillcrest, parents have a responsibility to: 

 Read and understand, and ensure their child reads and understands, this Policy before the student brings 
his/her electronic devices to school 

 Contact only the College main office in cases of emergency. This remains the most vital and appropriate 
point of contact. Contacting students directly on their electronic devices during an emergency may create 
greater risk for students. 

 In response to a clause in the conditions of enrolment, agree that they understand that their child will have 
access to the Internet and that, while the College will take the appropriate measures to limit access to 
illegal, dangerous or offensive materials, ultimately, it is impossible for the College to fully restrict access 
to controversial materials, and that their child has a responsibility not to initiate access to such material.  

Student Responsibilities  
At Hillcrest, students have a responsibility to: 

 Uphold the College’s Policy on this issue by ensuring the appropriate use of ICT services via safe, lawful and 
ethical behaviour  

 Report any breaches of this Policy to their teacher/ICT staff member/Principal as appropriate 

 Not attempt to circumvent the College’s internet filtering systems, nor to attempt access to any websites 
that are blocked 

 Not load any other software or games onto any College computer unless permission is granted 

 Not engage in conduct prohibited by this Policy or that otherwise disrupts others or the normal routine or 
running of the College 

 Keep their passwords secret and understand that if they share their password and someone else uses their 
account, even without their permission, they may be held responsible for any infringements that may occur 

 Immediately advise the teacher or supervisor of damaged equipment or if they suspect they have received 
a computer virus or spam, or a message that is inappropriate or makes them feel uncomfortable 

 Be aware that it is against College Policy and the legal rights of others, including employees and fellow 
students, to disclose or discuss any personal information about them without their knowledge or consent, 
or to bully or misuse technology whether using technology provided by the College or through the use of 
personal technology. 

 
 

ACCEPTABLE ACTIVITIES FOR STUDENTS  
It is generally accepted that activities which are conducted for educational purposes as supervised and 
approved by the school are acceptable use. Examples of acceptable activities include but are not limited to:  

 Undertaking assigned class work and assessments  

 Authoring text, artwork, audio and visual material  

 Conducting research  

 Communicating or collaborating with other students, teachers, parents or experts  

 Accessing online references such as dictionaries, encyclopaedias or LOTE language resources 

 Joining in approved cultural and social activities. 

 Research and learning through the school’s e-learning environment  

 Developing appropriate literacy, numeracy, communication and information skills  

 Play authorised games at lunch (installed and supervised by a staff member only) (Refer to Use of 
Games/Non-Educational Software section below)   
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BOUNDARIES OF APPROPRIATE USE 
Students must demonstrate acceptable use via safe, lawful and ethical behaviour whenever using ICT services. 
Boundaries of “appropriate use” at Hillcrest are outlined below:  
 
Students are to ensure that they do not access, download, distribute or publish material, such as: 

 Unlawful, illegal, unsafe or unethical material, including pirated material  

 Offensive messages, videos, music, pictures or other material  

 Chain letters or spam email  

 Insulting, harassing or attacking messages or other material  

 Material containing obscene or abusive language  
 
Students are to ensure that they do not breach the College’s security as outlined below:  

 Damaging ICT services, including disabling settings for virus protection, spam and filtering  

 Knowingly downloading viruses or any other program capable of breaching the College’s network security  

 Altering any information or data without authorisation  

 Remove, alter or intentionally damage any computer hardware configuration 

 Sharing usernames and passwords with others, or selecting obvious or easily “crackable” passwords  

 Using another employee’s or student’s username or password  

 Sharing their own or others’ (including other students’ and employees’) personal information (e.g. names, 
addresses, phone numbers, photos, credit card details) without permission via the internet or email to 
unknown entities or for reasons other than to fulfil the educational program requirements of the College  

 Attempting to inappropriately access the College’s ICT services outside of the user’s authorised role and needs  

 Taking reasonable precautions to protect school information and systems against authorised access, illegal 
or unauthorised use, disclosure, modification, duplication, disruption or destruction  

 Seeking approval from a teacher or supervisor before downloading or purchasing software  

 Attempting to obscure the origin or any message or downloaded material under an assumed internet 
address or otherwise disguising the user’s identity  

 Connecting a private mobile device without prior approval  

 Using unsupervised internet chat  
 
Students are to ensure that they do not:   

 Commit plagiarism or violating copyright laws  

 Use ICT services for unauthorised commercial activities, political lobbying  

 Deliberately waste printing and internet resources  

 Use the network for commercial purposes. 

 Participate in any other activity or behaviour that could potentially damage the College’s reputation  

 
COMMUNICATION (Including Social Media Use) 
At Hillcrest Christian College, the following guidelines should be adhered to when communicating via digital 
media (including social media, emails, blogs, apps, websites and otherwise): 

 Students must demonstrate respect to others and their school. 

 Use of social media while at school is limited to educational use at all times. Hillcrest Christian College uses 
filtering software to capture data posted on social media sites. This data will be used in the case of an 
infringement to this policy when discussing consequences. 

 Students should clearly and correctly identify themselves in all communications. 

 Abusive, threatening, or clearly unwarranted behaviour towards others through the use of technology will 
be considered cyber-bullying and will be dealt with strongly under the harassment policy of the College 
(See College Bullying Policy). 

 Students will only subscribe to discussion lists, blogs, chat or news groups that are authorised and approved 
by their teacher. 
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 Students must not make any comment on social networking sites (whether the profile or user-generated 
content is identifiably theirs or belonging to someone else) or any other digital media including email that 
targets any Hillcrest Christian College student or staff person with perceived negative intent, or undermines 
the name and/or good work of the school, its teachers or students. 

 

Current social networking sites and digital media forms would include, but not be limited to:- Myspace, 
Facebook, YouTube, Twitter, email, Bebo, MSN, Snapchat, Viber, text messaging, all mobile content – all 
texting and mobile transmission of photos, as well as mobile platforms of social networking sites (including the 
use of social apps.). 
 

 

USE OF ELECTRONIC DEVICES 

 

 It is preferred that students supply their own protection case (including screen protector) for their device. 

 Devices should at all times be used for educational use during class times. The playing of games, music, 
videos and other multi-media should be at an appropriate level for age before or after school. Music, 
videos, games, sound and other multi-media that has inappropriate violence, language or other age 
inappropriate content must not be played while on Campus.  

At Hillcrest, “acceptable use” of electronic devices 
includes the following: 

At Hillcrest Christian College, “unacceptable use” 
of electronic devices includes the following: 

 Students are required to switch electronic devices off or 
on to silent mode, and put them out of sight during 
class, unless expressly permitted otherwise by school 
staff. Students given permission to utilise an electronic 
device for educational purposes at Hillcrest must see 
the College’s Acceptable Use of ICT Services Policy (F22). 

 Students may only use electronic devices before and 
after school and during recess and lunch breaks, unless 
expressly permitted to do otherwise by College staff. 

 Students are reminded that it is a criminal offence to use 
an electronic device to menace, harass or offend 
another person and that calls, text messages and emails 
can be traced.  

 Students should ensure that all electronic devices are 
appropriately named or otherwise identifiable by the 
student.  

 Students should store electronic devices safely and 
securely. Hillcrest Christian College accepts no 
responsibility for lost, stolen or damaged electronic 
devices whilst on school premises, at a school activity, 
or whilst travelling to and from school.  

 The use of media such as music and videos during 
College hours, including morning tea and lunch, should 
occur only for educational purposes, with permission 
and under supervision of a teacher. This includes, but is 
not limited to portable media players as well as media 
stored on data storage devices and computers.      

 Students should only give their phone number out to 
close friends and family. 

 Any breaches of this Policy must be reported by 
students to staff member as appropriate. 

 

 use an electronic device to bully or cyberbully other 
students or school employees. Any such behaviour 
will be subject to action under the College’s 
Harassment Policy (D18) and to potential police 
investigation. 

 invade the privacy of other students or employees of 
the school by recording (either via photo, video or 
voice recording) personal conversations or activities 
without express permission. Any recordings must 
not be distributed (for example, posting it on a 
website) without express permission. Any such 
recording or distribution must be done after consent 
of the relevant person(s) has been expressly and 
directly gained. Any such recording or distributing 
without permission will be subject to action under 
the College’s Behaviour Management and Discipline 
Policy (D7) and to potential police investigation. 

 use electronic devices with a camera in any place 
where a camera would normally be considered 
inappropriate. This includes in change rooms and 
toilets or any situation which may cause 
embarrassment or discomfort to others. 

 take electronic devices into exams, tests or other 
student assessments, unless expressly permitted by 
school staff. Any breaches will be dealt with under 
the College’s Code of Conduct Policy (D79). Students 
given permission to utilise an electronic device 
during an exam, test or assessment at Hillcrest must 
see the College’s Acceptable Use of ICT Services 
Policy (F22). 

 the making of calls from mobile phones and texting 
in class time regardless of whether the student is in 
or out of a class is expressly forbidden unless 
permission from a teacher is given. 
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Personal Equipment and BYOD Program Participants 
Personally owned notebook computers and other digital equipment are permitted at school for educational 
purposes only under the condition that students still adhere to this policy. Students participating in the BYOD 
Program must refer to the handbook and sign the appropriate User Agreement.  
 
Mobile Phones 
The College accepts no responsibility for replacing lost, stolen or damaged mobile phones. The College accepts 
no responsibility for students who lose or have their mobile phones stolen while travelling to and from school. 
Phones should be clearly marked with the name of the owner. 
 
It should be noted that it is a criminal offence to use mobile phones to menace, harass or offend another 
person. Students who use their phones to engage in personal attacks, harass another person, or post private 
information about another person using SMS messages, taking or sending photos or objectionable images or 
bullying other students, or who use vulgar, derogatory or obscene language while using a mobile phone will have 
their phones confiscated for a period decided by the Head of Learning Community. Students should note that, in 
extreme cases, the College may consider it appropriate to involve the police and take further legal action. 
 

 

Use of Games/Non-Educational Software   
Prevention and Management while at the College or on a College excursion or camp (using personal or College 
devices): 

 A File Screen is installed on the College system to assist in preventing students from saving swf. and exe. 
type games onto students’ directories.  

 IT Support Staff will run a search and delete process each month to remove swf. and exe. type games as a 
backup to the file screen. 

 If IT support staff or Library staff identify, via Insight, that a student is playing a non-College game, they will 
send a screen dump to the teacher of the lesson in which it occurred (for in class times), the Year Level 
Coordinator of the student and the Head of Learning Community for further action.  

 Students caught playing a game without permission may be given an afterschool detention. 

 Students who continue to contravene this rule will have their access to College computers and the network 
blocked for a period of 1 day to 1 week, depending on the circumstance. In a situation where a student’s 
computer access will be blocked, parents and teachers will be informed prior to the start of the block. 
Students will be required to make arrangement to complete work outside of this time. 

 Continued breach of this policy may result in further disciplinary action as outlined below. 
 
  
 

IMPLEMENTATION 
The College ensures it takes reasonable steps to manage the acceptable use of ICT Services. Some of these include: 

 Awareness: regularly raising awareness of acceptable use of personal electronic devices, including by the 
development and implementation of this policy, and via the clear support and promotion of this policy by 
the College board and Executive team  

 Training: regularly educating and training students and staff  

 Record keeping, monitoring, reporting:  keeping appropriate records and logs of ICT usage and monitoring 
and reporting on any issues related to inappropriate personal electronic devices use 

 Culture:  encourage students and parents to contribute to a healthy school culture  
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COMPLIANCE AND MONITORING 
 All network and Internet activity is logged and is available for viewing by any staff member of the College. 

 Access to computers and the Internet is only given to students who agree to act in a responsible, 
considerate and appropriate manner. Failure to follow the computer use guidelines may result in losing 
access either temporarily or permanently or in further disciplinary action. 

 
Student Accounts 
Students have access using a secure username and password, to the student Local Area Network (LAN), on which 
much of the hardware is linked. This account allows the student to access the LAN, their personal directory (H drive), 
shared resources, wireless network, and the internet via the College’s “Netbox Blue” filtering facilities. All student 
accounts can be monitored by the College’s IT Department. 
 
 

DISCIPLINARY ACTION 
Hillcrest Christian College reserves the right to monitor any or all use of school computer resources, including 
use of the College LAN, internet access and school provided email system. Failure to follow the Acceptable Use 
of Technology Policy will be considered by the College as a significant breach of trust by the student. Detail on 
breaches and consequences are included below.  
 
Breaches of the Policy 
Hillcrest Christian College reserves the right to monitor any or all use of College computer resources, including 
use of the College LAN, internet access and College provided email system. Failure to follow this Policy will be 
considered by the College as a significant breach of trust by the student.  
 
Consequences for failure to follow this policy may include, but are not limited to:  

 losing the privilege of using College technology resources and accessing the College LAN or internet for 
a determined time 

 losing the privilege of being allowed to bring personal equipment onto College property 

 having their personal device, including mobile phones and media players, confiscated until a parent is 
able to personally collect it  

 being liable for damages caused 

 receiving lunchtime or afternoon detentions 

 receiving an internal or external suspension 

 termination of enrolment  
 
Where the College deems a student's action to be a serious breach of this Policy, the issue will be handed to 
an 'IT Disciplinary Committee' for investigation and deliberation of consequences. This Committee will be 
made up of two representatives from the Hillcrest Executive Team including either the Principal or Head (or 
Deputy Head) of Learning Community; a representative of the IT Support Team and/or a nominated teacher. 
Parents will be notified of the investigation and the consequences incurred. 
 
Serious breaches include, but are not limited to, possessing, willingly receiving or distributing explicit, offensive 
or abusive material; cyber-bullying or harassment; accessing, changing, deleting or modifying software or files 
without permission; deliberate interfering, stealing or vandalism of hardware.  
 
Where a student’s action is suspected to be a criminal violation, police will be notified. 
 
 
Policy Owner | College Executive 


