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Student Protocol (Years 7-12) 
Information and Communication Technologies (ICTs) Usage 
 
 

The College offers a range of online communication tools with the goal of promoting educational excellence by 
facilitating opportunities to connect, collaborate and innovate. 

The College supports the sharing of opinions, encourages healthy debate and welcomes new connections between 
people in all communities.  

The College seeks to ensure that each member of the school community enjoys a safe, healthy and respectful 
learning environment. Setting boundaries for responsible use of these dynamic technologies, with guidance from 
teachers, will assist students to develop the communication skills necessary to use the internet effectively and 
appropriately. 

This protocol is provided so that students are aware of their responsibility to build collaborative relationships 
based on trust, respect, honesty and diplomacy. 

 

Principles 

Due to the rapidly changing nature and capability of ICTs and the opportunities and issues surrounding them, it is 
impossible to mandate specific behaviours relating to every situation. Therefore, common sense and the highest 
level of community expectations are expected of Redeemer College students when engaging with ICTs. The 
following principles should guide students in the way they engage in the use of ICTs. 

1. Internet and ICT devices at Redeemer Lutheran College are to be used for educational studies. 

2. Students are to use ICTs in a conscientious manner in order to increase the effectiveness of their learning 
and communication within and outside of the college. 

3. The usage of ICTs should reflect the values of the College. 

 

Use of equipment and devices 

ICTs are to be used with the goal of achieving educational excellence. Guidelines for their use and care are as 
follows: 

• The College reserves the right to inspect the content on personal devices used at the College or College 
events if College personnel determine there may be cause to suspect that such devices are not being used in 
accordance with College guidelines or procedures. 

• When using devices students shall abide by the Care and Use Agreement. 

• Students are responsible for costs to repair or replace College owned hand-held devices if damage or loss is 
due to negligence, intentional misconduct or failure to follow College protocols. 

• Students participating in the voluntary BYOD program are to adhere to these protocols whether they are 
connected to the College’s wireless network or not.  

 

Security and privacy 

Personal security and privacy must always be considered when using ICTs. Be mindful of legal and College 
expectations when communicating with ICTs. While the following list of guidelines is not exhaustive, it does 
highlight key issues for students to be aware of: 

• Understand that content published online is not confidential and can last for years – your digital footprint. 
The use of internet and online communication services can be audited and traced to specific users. 

• Set appropriate privacy and permission restrictions to protect your digital reputation (prevent online 
impersonation; prevent account hacking; protect your photos from being appropriated) 

• Ensure privacy and confidentiality are maintained by not disclosing or using any information in a way that 
is contrary to any individual’s (another’s) interests.  

• Maintain appropriate online relationships.  

• Personal Information such as addresses and telephone numbers should remain confidential when 
communicating with ICTs.  
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Communications 

In all communications students should conduct these with proper attention to propriety, formality, manners, 
clarity and effectiveness. Students should select communication methods that are most appropriate considering 
issues such as audience, context and efficiency. 

Communication between staff and students with ICTs should only be through college managed platforms. 

Students should be aware of the legal implications of sending communications (email, SMS etc) which could be 
deemed defamatory, discriminatory, libellous or otherwise illegal. 

 

Social media 

The College supports its students’ participation in and use of social media online applications such as social 
networking sites, wikis, blogs, micro-blogs, video and audio sharing sites, message boards etc in order to enhance 
and assist with their educational studies. 

 

Intellectual property 

The unauthorised installation, use, storage or distribution of copyrighted software/applications or materials on 
College devices is prohibited. This includes, but is not limited to, accessing and copying information and material 
from file sharing sites, music and video files.  

Students shall comply with current copyright and intellectual property laws. They will not infringe upon another 
person’s copyrighted or trademarked materials or plagiarise materials that they see displayed, translated, or 
performed on the Internet or in email.  

 

Monitoring of student usage of college ICTs 

The College has the right to monitor access and review all use.  This includes personal online communication sent 
and received on the College’s computers and or network facilities at all times. 

Reference to creating and transmitting inappropriate or offensive comments / images / content with or without 
consent of individuals will be considered a serious breach of College rules and dealt with accordingly. 

The College has the right to determine whether specific uses of hand-held devices are consistent with these 
guidelines. The College may revoke access and take other appropriate corrective action for any activity in violation 
of these guidelines.  

 

CARE AND USE AGREEMENT 

Keeping safe online 

• I will keep personal information such as names, phone numbers, addresses, photographs, credit card details, and 
passwords private. 

• I will keep personal information of other people private as well. 
• I will ensure that my online communications are related to learning. 
• I will make arrangements to meet others only with the approval of my teacher. 
• I will immediately report any communication that makes me uncomfortable in any way. 
• I accept that the College may monitor online communications. 
 
Respecting others 

• I will follow the same standards of behaviour online as I’m expected to follow offline. 
• I understand any online collaboration should be treated in the same way as that of face to face classroom learning. 
• I will care for others by respecting the privacy of files, folders, and passwords. 
• I will use polite language knowing that anything I post online is public. 
• I will be careful in using humour and satire as they can easily be misinterpreted. 
• I will respect the rights, beliefs and viewpoints of others. 
• I will acknowledge the author/creator or source of any information or I use. 
• I will ensure any material published on the Internet or Intranet has approval and appropriate copyright clearance. 
• I will gain permission before taking photos, sound or video recordings of people, including background figures and 

voices. 
 
Respecting resources 

• I will manage my online accounts by checking them regularly and deleting unwanted messages promptly. 
• I will seek advice from a teacher before opening any attachments. 
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