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QUESTION IT! Don't believe everything online.  
Use the W's - Who, What, Where, When and 
Why was it posted? 

VERIFY IT!  Check the content. 

- Misinformation           is it accurate? 
- Disinformation            is it manipulated?
- Malinformation           is it fabricated?

CHECK IT! Check the source, date and author 's 
credentials. Look at the URL, location and       
companies (where does it come from?)

Reasoning

You don't have to follow others you can walk 
your own path and soar with the BIRDS!

BLOCK! Know how to block others in the apps 
you use

IGNORE! You don't have to respond 

REPORT! Know how to report bad behaviour 

DON'T feed the trolls 

SHARE! Talk to a responsible adult about 
what you can do

Resil ience

Safer Internet Day is Tuesday 5 February, 2019, a 
great day to think about the 4 R's of Cyber Safety. 
These are 4 critical skills in the digital world.   

Why? Look after your own digital footprint. 

Why? You can shape your online world.

OWN IT!  The standard you walk past is the 
standard you accept 

SHARE IT! You never need to walk alone  

VALUE IT! Develop the knowledge and skills 
you need online

Rem em ber  t he Golden Rule - show others 
RESPECT and you will EARN  their respect.

Be polite and use good manners online

Respect

Responsibil i t y

Why? We need to develop our digital coping skills. 

Why? Know how to identify the bad from the good.

We all have a part to play in creating a better 
digital world. Be an Upstander on cyberbullying  
and say bullying NO WAY!   Here is what you can 
do:

UPSTANDER! Make it clear to your 
friends you won't be involved in bullying. 

TALK! Share it . Talk to your parents or 
another responsible and trusted adult 
who can help.

TALK TO YOUR SCHOOL.   Is it 
happening to someone at your school? 
Talk to your teacher or counsellor to get 
help. 

REPORT SITE  or  APP (gam e). Use the 
report functions with games, apps and 
sites to report  bullying. Every report 
counts!

HELP THE PERSON TO GET SUPPORT 
USING THE OESC RESOURCES. The 
Office of the eSafety Commissioner 
(OESC)  is Australia's authority in the 
online world!  

STAY SAFE. Play it smart. Don't put 
yourself in harm's way or situations 
where you may get hurt. Don't escalate 
the situation.

DON'T ENCOURAGE IT. Don't provide a 
supportive audience for bullying.

TELL THEM TO STOP. If it is safe to do so 
tell them to stop or go and get help from 
someone who can stop the bullying.

DON'T HIT LIKE OR SHARE IT!

CARE! Tell the person being bullied they 
are not alone and send them messages 
of support . 

Kick start the year 2019 with a cyber check-up. There are 5 simple searches that can assist you to check 
your digital reputation, which is defined by the OESC*  as: the summary of your behaviours online and 
the content you post about yourself and others.    All  online content involving you will shape how people 
see you. If you discover anything that causes you alarm there are people to help you. Talk to a 
responsible adult or teacher about what you can do. 

Check your 
name. pipl & 

Google yourself 

Check your password 
for strength and 

breaches

 Do you know what 
you are clicking? 
Protect your data

Do you know if 
you can delete 

your data?

Has your account 
been hacked or 

breached?

Kids 5-12 Young Adult 19-25

WEB CHAT

Teen 13-18

* OESC Office of the eSafety Commissioner

STOP

UPSTANDER
The proverb 'If you don't have anything nice to say, 
don't say anything at all' holds true in the online 
world, including social media and Finsta (fake 
instagram) accounts 

- Rethink who your 
followers & friends are. 
They are a reflection of 
you. Friendships may 
not last.

- Don't let privacy give 
you a false sense of 
security. You don't 
know what people will 
do with what you post.

- It is not private!  Your 
posts can still be traced 
back to you.

- You posts can be 
copied and reposted 
elsewhere. These may 
come back to haunt 
you in years to come. click here

Ret hink ! Have Class!
Bad social media has 'no 
class'. Yours can, by:

- Being Aut hent ic - be 
yourself. This includes 
acting appropriately, 
being polite and using 
manners.

- Being Pat ient  - wait, 
take a step back and 
breathe.

- Don't  pret end to 
know something. Go 
ask your teacher.  

- Praising ot hers where 
it is deserved and 
don't gossip behind 
their  backs.

Trolls - 5 ways t o 
prot ect  yourself

Your words count and you decide if you are 
going to have a positive or negative impact.

click here
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CYBER HELP LIVE STREAMING

  APP BITS

Kids Helpline 

To use the active links embedded in 
this newsletter visit 

www.anglicancsaw.org

You accounts are at risk if 
you use the same password 
across multiple accounts. 
A large number of people may be at risk from 
the data breach in December 2018 where over 
773 million email and 21 million unique 
passwords were hacked. Here are some handy 
tips to help reduce your risk:

1 Password for 1 Account

Use a dif ferent  password for each online 
account and email. This helps to prevent 
someone getting access to all your accounts 
with just 1 password. 

Use A Password Manager

Use a password manager. This will enable 
you to keep track of them easily. You will be 
able to protect them and keep all of the 
details of your passwords, emails and 
accounts together for your easy use. 

Enable 2FA - two-factor 
authentication

When you log on 2FA sends a code to a 
nominated device, like your phone, or to an 
aut hent icat or  app (exam ples Google, 
Microsof t  ) to confirm you are accessing the 
account. This helps protect your account 
from someone who has stolen part of your 
identification, and adds another barrier to 
stop hackers getting into your account. 

                                                  Our devices can also be used in positive ways.  There are many 
wellbeing apps and resources  which are available to assist you with  the day to day challenges  you may 
face. While you should always seek face to face counselling for assistance, these can be support tools.

ReachOut  - Wor ryTim e Don't get tied up 
in worry, and get on with your day. This 
means you can deal with worries once a 
day, rather than 24/7!

Google Play Apple iTunesApple iTunes

ReachOut  - Breat he Stress is a natural part of 
life. This may help, showing you how to  slow 
your heart rate and increase calmness so you 
can focus on the job at hand!

The media have reported the game For t nit e has been involved in money 
scams and accounts have been taken over by hackers with a hacker adding 
another trusted device to people's Epic Games account. This may mean that 
even if you change your password and use 2 factor authentication they may 
still access your device.  If you are concerned you can minimize your risk by 
logging into your epic gam es account  to:  

1. Ensure your correct email address is listed under the personal info tab
2. Go to the password and security tab to

a. Change your password  (record in your password manager) and
b. Enable 2-factor authentication OR use an authenticator app. 

3. Go to connected accounts tab to disconnect accounts and then relink 
the device you use. 

You personal data can be misused to take 
over your accounts or be used to create 
accounts in your name for monetary gain.

Do 

- Use 2FA or autheticator App 
- Use a password manager  
- Use a combination of words 
- Ensure that it 's over 8 characters 
- Preferable to include 4 words 

            i.e. Stonelake5lightstable

Do not 

- Use family, friends or pet names
- Share your passwords with BFFs no 

matter what
- Store them on a Post-it note, your book, 

on a wall, on your device (unless in a 
password manager)

Creat e Secure Passwords

Look Af t er  Your  Passwords

St ay Sm ar t  Online 
Of f ice of  t he eSafet y 

Com m issioner

We can all help to make a better internet for everyone! A 2018 Internet Watch Foundation 
report on trends in live streaming found that over 96% consisted of girls under 13 on their 
own in their bedroom.  Streaming is using digital technologies to transmit (broadcasting your 
game on Twitch) or receiving (watching a YouTube channel) data on devices such as iPhones, 
,    

Broadcasting is usually prohibited for under 13's and 
should be only considered with parental supervision,

- Use webcam in open areas of your home. Respect 
your own privacy - not in your bedroom or 
bathroom! 

- Ensure you have open conversations with your 
parents about what you are doing. 

- Don't upload unless your parent has viewed it. They 
may see things differently.

- Start the 4 R's - build resilience know how to report  
to OESC

Video St ream ing Basics
1. Know how to say NO 

- Talk ing Pant s - get the basics right. 
This goes for everyone.

2. Set boundaries and plan it!
- Where? Not in your bedroom
- When? Set time limits - plan it!
- What? Dress appropriately! 
- Discuss with your parents what the 

boundaries are .. think ahead!

3.  Report Abusive Content and People
- Share it - tell a responsible adult
- Know the app's reporting ability

 

4. You choose! 
- You choose who can view it. Get 

permission or talk it over with your 
parents.  

5. Keep it private! Know your settings 
- Keep you personal info private 
- Rethink and keep private name, 

address, date of  birth and school.
- Turn off location services!

6. Review friend requests 
- Don't accept requests from the chat 

menu or comment section.

7. Turn off and or delete comments 
- Negative and hateful comments affect 

even the popular YouTubers and 
Gaming channels. Just delete.

8. Digital Reputation - rethink!
- Language! Be polite and use manners.
- Live stream can't be undone.
- What has been seen can't be unseen
- You don't known what people will do 

with your stream.
- People may keep your stream.

OESC

Off ice of  t he eSafet y
 Com m issioner

  REPORT

Aust ralian Cybercr im e 
Repor t ing Net work

  ACORN

tablets, laptops, consoles such as Xbox or PlayStation.  
Streaming can also be on demand (Netflix and 
Youtube Channels) or even live (Skype, Facebook, 
Instagram, Twitch).  Here are a few tips if you are 
viewing a live stream: 

Choose it !  
You can never be exactly sure of the content if it is 

live. Think how it may affect you!

Repor t  i t ! 
If it is abusive or breaches the community 

standards  report it to the social media service and 

Share it !
Talk with your parents or a responsible adult if it 

upsets you. You are not alone.

1. Make sure it 's ok for you - ask 
your parents or check rating. 

2. Discuss with your parents about 
subscribing to channels you use.

3. Give yourself a break to unwind 
and don't stream 1-2 hours before 
sleep.

ON DEMAND VIDEO STREAMING

Tik Tok
age +16
to use

YouTube Tips

Parent s 
Info

eSafet y 
Parent s 
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