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SYSTEMS AND APPLICATIONS
Precision will use the following systems and applications:

• eGlobal as Policy Administration System

• Dropbox as Document Management System

• Google or Micosoft for email exchange

• Office 365 Enterprise edition

The eGlobal Policy Administration System will be hosted by the software supplier Ebix Australia Ltd.  It will be deployed via a Citrix 
desktop.

EGLOBAL & ORACLE DATABASE
Service Level Agreements
Service Availability
No less than 95% over each calendar month between the hours of 8:30am and 5:30pm (AEST), seven (7) days a week.  This figure 
is the percentage of time that Placements is available for access by the Client for access to Insurers during each month (Access 
Hours) taking into account the number of hours in the month less the Outage Period.  It is calculated using the formula set out 
below:

The Service Availability provisions do not apply to the failure of Client’s equipment.

Information 
Technology 
Policy

Our strengths are what separates 
us from our competitors

Availability = Access Hours during month x 100

Hours in month – Outage 
Period
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Severity Levels and Expected Service Level  
Ebix will use best endeavours to meet the following expected service levels:

SYSTEM & APPLICATION PROTECTION
Protection of our Policy Administration System eGlobal is provided by Ebix Australia Ltd who host the application within the Citrix 
Desktop.

Back Up Protection:
• A Full Back up of the Oracle Database is completed nightly at 7pm.

• This completed backup is the transferred to an additional storage location within Ebix, and included in another backup that 
evening.

• The program files are able to be restored from an Ebix off site storage facility 

Server Protection
Ebix host both the Oracle Server and the Application server in a Server Farm, should there be any issue with either physical server, 
including hard disk issues or failure of any type, Ebix will provide a new server and install the latest back up of the database into 
this new environment.

BACK-UP AND RECOVERY 
(a) Ebix warrants that:

 i. the Hosted Content will be shipped to the Ebix Disaster Recovery Site throughout the day to minimise any data loss in  
  the event of prolonged Equipment Outage or a result of a Force Majeure Event;

 ii. in the event of an Unscheduled Equipment Outage the Hosting Platform will be fully operational within 24 hours of Ebix  
  learning of the outage having commenced;

 iii. Ebix will maintain the authority regarding crisis management processes and disaster recovery decisions on behalf of  
  the Client’s Hosted Content;

 iv. the data backup schedule will be in line with data backup procedures as detailed within Annexure 1; and

 v. The Client will have access to offsite materials within the context of support.

(b) The client may request Ebix to conduct a backup verification testing in conjunction with the Client.

(c) Ebix will install an automated data backup system on the Hosting Platform and configure it to automatically backup a set  
 of files (as agreed by the parties) each day.

(d) Data backups will be performed daily. After the back-up system indicates that it has finished, Ebix will verify the integrity of  
 the backup.

SCHEDULED MAINTENANCE 
Scheduled Maintenance Window  means the period during which the Hosted Services may be unavailable to enable Ebix to 
carry out maintenance functions on it, including the hours of:

(a) 6:00am to 8:30am on Wednesdays; and

(b) 6:00am to 8:30am on Fridays; and

(b) 8:00am to 1:00pm on Sundays

DROPBOX BUSINESS
Precision subscribes to the DropBox Business Standard Plan which provides the following:

• 3TB storage

• 256-bit AES (files at rest) and SSL/TLS encryption (files in transit)

• Anytime & Anywhere Access for Basins Continuity Plan

• 120 day file recovery and Version History (recover older versions of the document or restore deleted versions)

• Remote device wipe to protect lost or stolen devices

• Two factor authentication mandatory on all user accounts

Severity 
Level Severity Definition Expected Response Time Expected Resolution Time

1 Total loss of business operation 
of Hosting Services (critical 
business impact)

Within 30 minutes Within 4 hours

2 Less than 50% loss of business 
operation of Hosting Services 
(significant business impact)

Within 1 hour Within 8 hours

3 Partial loss of business oper-
ation of Hosting Services (no 
critical business impact)

Within 4 hours Within 16 hours
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EMAIL HOSTING
Precision subscribes to Google for email hosting. The following security measures are in place:

• Use of strong passwords with a minimum of 8 characters, 60 day reset and password reuse disabled

• Two factor authentication at login

• Password strength monitoring

SEVERITY LEVELS AND EXPECTED SERVICE LEVEL
SSL (Secure Sockets Layer)/TLS (Transport Layer Security) connectivity is enabled by default.

G Suite offers a 99.9% Service Level Agreement (SLA) for covered services, and in recent years we’ve exceeded this promise. In 
2013, Gmail achieved 99.978% availability. Furthermore, G Suite has no scheduled downtime or maintenance windows. Unlike 
most providers, we do not plan for our applications to be unavailable, even when we’re upgrading our services or maintaining 
our systems. Google Cloud Platform has a 99.95% SLA, Google BigQuery Service, and the standard storage class of Google Cloud 
Storage have a 99.9% SLA except for the Durable Reduced Availability Storage class of Google Cloud Storage which has a 99% SLA.

To minimize service interruption due to hardware failures, natural disasters or other incidents, Google has built a highly redundant 
infrastructure of data centres. G Suite has an RPO (Recovery Point Objective) target of zero, and our RTO (Recovery Time 
Objective) target is instant failover (or zero).


