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Information Security  

Briefing Handout 
 
 
Background 

The Transport cluster delivers important services and significant projects for the people of New South 

Wales. In doing so, we create, collect and develop information from a wide variety of sources. This 

information is a valuable resource and must be handled in an appropriate manner. Maintaining the 

confidentiality, integrity and availability of official information, including customer data, is essential to 

Transport for NSW fulfilling its legal obligations.  

 

Who is responsible? 

Everyone within Transport, including contractors and third party providers, has a responsibility to 

protect information owned or held by Transport agencies. 

 

You must ensure that all personnel (including contractors and third party providers):  

 are aware of the Code of Conduct and relevant policies around information security;  

 provide information consistent with the need-to-know principle; 

 understand their responsibilities; and 

 are accountable for information security in their respective work practices.  

 

Why does information need to be protected? 

All official information needs to be protected. Some of this information is especially valuable to 

Transport because it is critical to the performance of our functions or because its misuse would 

adversely affect the government, the community, or the individuals to whom it relates. 

Benefits Risks 

Protecting information appropriately: 

 ensures that users understand the sensitivity and 

handling requirements of the information 

 ensures the availability, integrity and accountability 

of the information 

 maintains public confidence  

 ensures that we meet our legal obligations 

 ensures ongoing information exchanges with other 

agencies and jurisdictions 

Unauthorised disclosure may: 

 compromise our planning or 

preparedness for projects, services or 

events 

 lead to the harm of individuals or 

broader sections of the community 

 give an improper advantage to a 

person or an external party 

 damage the integrity or credibility of 

the NSW Government or the cluster 

 

What information requires protection? 

Our information needs an increased level of protection.  Information that does not warrant an 

increased level of protection should be marked as UNCLASSIFIED to denote that an assessment of 

the information has been made. Unmarked information will default to unclassified.   

 

This does not include information relating to national security issues.1 

                                                

1
 Issues relating to national security must be handled in accordance with Australian Government Protective Security Policy Framework 

https://www.protectivesecurity.gov.au/
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What does document labelling mean? 

The NSW Government has implemented Dissemination Limiting Markers (DLMs) as a structured 

approach to the labelling of sensitive information across all NSW Government agencies. This 

approach is consistent with the Australian Government and other jurisdictions. 

 

A DLM should be applied to sensitive information when it is created or received, or as soon as the 

need for a higher level of sensitivity becomes apparent. The Information Owner is responsible for 

determining the appropriate DLM, if at all.  The Information Owner may be the person who created the 

information or the person actioning information produced outside of Transport for NSW.   

 

A DLM helps other users understand the sensitivity and handling requirements of the information. A 

DLM can be applied to information in any format, medium or resource, in accordance with the  

‘Information Security Classification and Labelling & Handling Standard’ .  
Dissemination Limiting Markers (DLMs):

 

 Sensitive  

 Sensitive: NSW Government  

 Sensitive: NSW Cabinet  

 Sensitive: Legal 

 Sensitive: Personal 

 Sensitive: Health Information  

 Sensitive: Law Enforcement

 
 

How to protect information? 

Leaders have a responsibility to facilitate and encourage open conversations on information 

security, and drive cultural change by leading by example. 

 
Some ways this can be achieved by: 

 applying the “Need-to-Know” Principle 

 promoting ‘clean desk’ practices  

 escorting visitors on sites at all times and escorting them out when leaving 

 establishing appropriate processes that align with your business requirements 

 ensuring staff are aware of internal and external channels for reporting wrongdoing  

 making everyone on major projects aware of their confidentiality obligations and/or 

signing a project specific confidentiality agreement 

 following relevant policies and procedures  

 

Questions for discussion  

 What are information security risks in our business area? 

 How can we manage these? 

 What DLMs are relevant to our team? 

 What action (if any) do we need to take to make our information secure? 

 

  

http://intranet.transport.nsw.gov.au/guides/it-information-security-classification-and-labelling.pdf
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Additional information and support 

 

Reporting wrongdoing 

 

 Internal and external reporting channels  

http://intranet.transport.nsw.gov.au/condu

ct-ethics 

 

Policies 

 Code of Conduct  

 Information security and IT service 

continuity policies and procedures 

 Transport for NSW Cabinet Security 

Policy and Cabinet Security Procedure – 

will soon be available on the intranet   

 Information Security Classification and 

Labelling Standard (the Standard) 

Training 

 

 Code of Conduct – online learning in 

Equip 

 Information Security – online learning in 

Equip 

 Document Labelling – in production 

 

Resources 

 Document classifications and DLM 

Factsheets 

 NSW Government Classification and 

Labelling app 

 

http://intranet.transport.nsw.gov.au/conduct-ethics
http://intranet.transport.nsw.gov.au/conduct-ethics
https://www.transport.nsw.gov.au/sites/default/files/media/documents/2017/code-of-conduct-transport_0.pdf
http://intranet.transport.nsw.gov.au/it-docs
http://intranet.transport.nsw.gov.au/it-docs
http://intranet.transport.nsw.gov.au/guides/it-information-security-classification-and-labelling.pdf
http://intranet.transport.nsw.gov.au/guides/it-information-security-classification-and-labelling.pdf
http://intranet.transport.nsw.gov.au/it-docs
https://www.finance.nsw.gov.au/ict/app/index.html
https://www.finance.nsw.gov.au/ict/app/index.html
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• Transport cluster delivers important 
services and significant projects for the 
community.  

 

• This information is a valuable resource 
and must be handled in an appropriate 
manner. 

 

• Maintaining the confidentiality, integrity 
and availability of official information, 
including customer data, is essential to 
Transport for NSW fulfilling its legal 
obligations.  

 

Background  
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Information Security is the protection and preservation of information including the 

confidentiality, integrity, and availability. 

 

 

What is Information Security? 

Ensuring that 

information is 

accessible only to 

those authorised to 

have access. 

Safeguarding the 

accuracy and 

completeness of 

information and 

processing methods. 

Ensuring that authorised 

users have access to 

information and 

associated assets, when 

required. 

TfNSW Information Security Standards  
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• Everyone within Transport, including contractors and third party providers, 

has a responsibility to protect information owned or held by Transport 

agencies. 

• You must ensure all personnel (including contractors and third party 

providers):  

Who is responsible?  

Aware 

Are Aware of the Code 

of Conduct and relevant 

policies around 

information security 

Accountable Understand 

Understand 

their 

responsibilities   

Are accountable 

for information 

security in their 

business area  
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Apply 

Apply “Need-to-

Know” Principle  
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Protecting our 
information 
appropriately: 

• ensures that users understand the 
sensitivity and handling 
requirements of the  information 

• ensures the availability and 
integrity and accountability of the 
information 

• maintains public confidence 
ensures that we meet our legal 
obligations 

• ensures ongoing information 
exchanges with other agencies 
and jurisdictions 

Unauthorised 
disclosure may cause: 

Unauthorised disclosure may: 

• compromise our planning or 
preparedness for projects, 
services or events 

• lead to the harm of individuals or 
broader sections of the 
community 

• give an improper advantage to a 
person or an external party 

• damage the integrity or credibility 
of the NSW Government or the 
cluster 
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Why does information need to be protected? 
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• If information does not require a 

classification it should be marked 

UNCLASSIFIED. 

 

• Documents that require a greater degree 

of protection must be classified and 

labelled with a protective marking in 

accordance with the ‘Information Security 

Classification and Labelling & Handling 

Standard’. 

 

• A DLM can be applied to information in 

any format, medium or resource 

 

 

 
 

What information requires a DLM?  

Dissemination Limiting 
Markers (DLMs) 

Sensitive NSW Government 

Sensitive NSW Cabinet 

Sensitive Legal 

Sensitive Personal 

Sensitive Health Information 

Sensitive: Law Enforcement 
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Leaders have a responsibility to facilitate and encourage open conversations on 

information security, and drive cultural change by leading by example. 

 

How to protect information? 

• “Need-to-Know” Principle 

• ‘clean desk’ practices  

• escorting visitors 

• establishing appropriate processes 

• staff awareness of channels for reporting wrongdoing  

• ensuring major projects confidentiality 

• following relevant policies and procedures  

Information can be better protected by: 
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What are the information security risks in our business area? 

 

How can we manage these?  

 

What DLM’s are relevant to our team? 

 

What action (if any) do we need to take to make our information 

secure? 
 

Discussion  
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Handout  

 

Additional information and support 

• Links to policies and standards  

• Links to resources  

• List of available training  

 

Checklist and action plan  

 

• How does your business area meet  the requirements?  

• Identify and manage specific needs within your business area  

 

 

 

What’s next?  
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