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NOTE FROM THE GDHP CYBER SECURITY 
WORK STREAM CHAIR 

The digital revolution presents health and care with unparalleled opportunities to 

increase the accuracy, precision, and efficiency of the delivery of patient and clinical 

outcomes and advancements. However, these opportunities also introduce hitherto 

unknown, unintended, and unmanaged vulnerabilities and risks from the cyber domain 

that can, if left unchecked, erode the potential that the digitisation of health and care 

brings. With the cyber threat to health and care continuously rising, the Global Digital 

Health Partnership brought together a number of countries to collectively and 

collaboratively address this most complex of problem areas.  

Our objective is to not only promote, but also provide, tools, mechanisms, and best 

practices to effectively reduce the risk of cyber-attacks and vulnerabilities. At the London 

summit in September 2018 we collectively agreed, among other things, on a definition of 

cyber security for the international health and care sector ς a key building block for any 

meaningful collaboration to pivot off ς which is as follows: 

The means by which health care, better services, and enhanced patient outcomes are 

delivered and ensured through a resilient and secure digital ecosystem that 

encompasses culture, people, process, and technology. 

This paper applies this definition to the state of cyber security in the health and care 

sectors of our participating countries. It provides insight into common challenges, risk 

vectors, and cross-system weaknesses as well as providing a framework for managing and 

mitigating these concerns in a sustainable and achievable manner with example 

approaches from a number of participating countries. 

Core to this paper is the notion that cyber security is ultimately a team sport with no 

national borders. Sharing of information to assist in improving the security of the health 

sector for GDHP participant countries has been, and continues to be, a primary focus of 

the Cyber Security Work Stream. This report pays significant attention to the rationale 

and mechanisms by which we can, and will, improve information sharing internationally. 

 

Rob Shaw CBE 

Chair 

Global Digital Health Partnership Cyber Security Work Stream  
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1 EXECUTIVE SUMMARY 

1.1 GDHP BACKGROUND  

The Global Digital Health Partnership (GDHP) is an international collaboration of 

governments, government agencies and multinational organisations dedicated to 

improving the health and wellbeing of their citizens through the best use of evidence-

based digital technologies. The GDHP is currently developing collaborative work divided 

into five work streams: 

¶ Cyber Security 

¶ Interoperability 

¶ Evidence and Evaluation 

¶ Policy Environments 

¶ Clinical and Consumer Engagement 

This document aims to consolidate cyber security work and has been developed by the 

Cyber Security Work Stream participants. Content was also contributed by the Lisbon 

GDHP Cyber workshop, enriching the document. This work stream is focused on 

strategies that can strengthen the processes and practices designed to protect 

healthcare-related devices, systems and networks, as well as the data within them, from 

security risks and security incidents. Effective cyber security reduces the risk of security 

incidents and protects organisations and individuals from the unauthorised exploitation 

of systems, networks and technologies, which in turn enables greater adoption of digital 

health technologies. 

1.2 KEY FINDINGS 

The key findings from this paper are: 

¶ Many countries seek to improve the maturity of their cyber security defences in 

health ς especially because of the importance of improving adoption of digital 

technology as a driver of improved quality, efficiency and disease prevention. 

¶ There is a need to actively share information on cyber threats across international 

organisations. 

¶ There is support for a coordinated international security incident response team to 

provide improved incident response. 

¶ A collaborative approach is required to produce material to raise awareness and 

competence in cyber security. 

Researching and developing this paper has highlighted many opportunities to 

meaningfully increase the maturity in risk-based cyber security management across the 

international health sector. Effective cyber security encompasses technologies, 

processes, and people in the broader digital health context.  

Recognising information security and cyber security as value-enablers for health entities 

and for the health sector is key to building a relationship of trust in the health 
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information systems and technologies ecosystem. There are examples of good practice in 

the international health sector that can be shared, along with a strong desire to improve 

maturity. 

Cyber security risks contribute to a complex and diverse risk profile that healthcare 

organisations must manage with appropriate responses based on local constraints and 

business objectives; the risks cannot be addressed in isolation. A risk-based approach to 

cyber security is required that encompasses the people, process and technology 

dimensions of organisations and their specific cyber context.  

Information sharing about cyber security threats across international organisations with 

a similar threat context enables organisations to prepare proactively for new and 

emerging threats. Currently, there is minimal sharing of information related to cyber 

threats, and it is based on individual relationships between countries, rather than formal 

agreements that support fast and effective sharing of key information. The development 

of formal sharing agreements and protocols will increase the understanding of the cyber 

threat landscape and deliver the following benefits: 

¶ improve the response to cyber security incidents  

¶ reduce resource impacts for implementing good security processes 

¶ support the development of a unified international view of good cyber security 

practices for the health sector. 

Computer security incident response teams (CSIRTs) are a key component of protecting 

the digital community from cyber threats. Cooperative CSIRTs can deliver improved 

incident response, due to a shared understanding of threats and response actions, but 

there is currently no united approach across the global health sector for incident 

response. The creation of a global CSIRT for the health sector, as agreed in the Lisbon 

workshop, would enable the sharing of skills and resources in an industry where there is 

an internationally recognised skills shortage. This would improve the ability of all GDHP 

participating countries to improve their cyber abilities, regardless of their current 

maturity, in the adoption of digital health technologies. Additional cooperation with 

national and sectoral bodies should also be considered because threats do not have 

geographical or sectoral boundaries, so neither should knowledge and information 

sharing. 

Improving awareness and competence in cyber security is a key step towards mitigating 

the threats across the overall health sector. Taking a collaborative approach to 

developing these materials will provide more consistent messages to healthcare 

professionals, which in turn strengthens the message and may prove to be a more 

efficient use of resources for all participating countries. 

1.3 RECOMMENDED NEXT STEPS 

Clearly there are reasons for joining efforts in this area: heterogeneity is one, as well as 

opportunities for learning from best practices. The recommended next steps were 

updated following discussion at the Lisbon workshop. The main recommendations from 

this work are: 

¶ Develop collaboration protocols for sharing ideas, information (including near-miss 

security incidents) and best practices on digital health cyber security. 
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¶ Collaboratively develop awareness-raising materials targeted to senior officials, 

ministers, and other high-profile stakeholders in the health sector. 

¶ Promote cyber security workshops with technical experts, IT practitioners and people 

from the field, a cross countries and across sectors. 

¶ Continue to work collaboratively on concrete activities within the health sector 

following a five-year vision that addresses a global cyber security strategy based on 

six dimensions: 

1. Governance and strategy organisation 

2. Prevention, education and awareness  

3. Protection measures and capacity building 

4. Response to threats  

5. Research, development and innovation  

6. Collaboration and collaborative response. 

¶ Establish a Global Digital Health CSIRT (GDH_CSIRT) to provide a reliable, technical, 

hands-on process for responding to major cyber security incidents in the international 

healthcare sector. 

2 KEY CONCEPTS AND DEFINITIONS 

The vision of the Global Digital Health Partnership (GDHP) is to support governments and 

health system reformers to improve the health and wellbeing of their citizens through 

the best use of evidence-based digital technologies.  

Countries around the world are making significant efforts in programs to modernise 

health service delivery. They face a common set of policy and delivery opportunities and 

challenges in realising the full benefits of digital health services and the safe, high-quality 

information sharing they enable. The increased use of digital health services by the main 

stakeholders (individuals and health professionals) provides access to information that 

contributes to the continuous provision of care in time, while increasing the dependence 

on application platforms and consequently their exposure to risks. Technology 

components inevitably include vulnerabilities in their design, integration, the code that 

runs them, or the processes with which they interact with people.  

Cyber incidents and attacks are growing significantly, with more than 150 countries and 

230,000 systems across sectors being affected. Consequently, this causes a substantial 

impact on essential services connected to the internet, including hospitals and 

ambulance services (1). In recent years, there has been a 70 per cent increase in these 

attacks on health entities. These attacks compromise the normal functioning of 

institutions. The increased focus of the health sector on this issue is therefore justified 

considering the criticality of the health sector and the type of user information stored 

within information systems.  

Vulnerabilities of information systems coupled with growing security threats create risks. 

Organisations are vulnerable to attacks, data breaches, and other cyber incidents, 

impacting patient security. The potential impact caused by these issues should be 
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qualified in terms of CIA ς Confidentiality, Integrity and Availability ς of systems and 

patient data. 

Thus, health organisations must understand these risks through well-defined and well-

managed cyber security initiatives. Organisations should deliver a holistic vision involving 

the organisation, processes, people and technology. 

This paper disseminates agreed recommendations and best practices on cyber security 

for healthcare providers and IT providers and other stakeholders in the healthcare 

sector, as well as advancing ways by which countries in the GDHP can cooperate in this 

field. An example is the establishment of the requirements for an early warning and alert 

system to support international collaboration of governments and government agencies 

in cyber security.  

This paper will enable the GDHP to establish common ground on the concepts and topics 

of cyber security and trigger interest from high-level authorities for further international 

collaboration. 

2.1 GDHP CYBER SECURITY WORK STREAM 

The GDHP Cyber Security Work Stream focuses on strategies that can strengthen the 

processes and practices designed to protect healthcare-related devices, systems and 

networks ς as well as the data within them and the people who work with them ς from 

security risks and cyber-attacks. Strategies include the people that work and interact with 

these devices, systems and networks. A positive cyber security culture throughout the 

workforces of health and care organisations is key to delivering secure patient outcomes. 

From the ƻǳǘǎŜǘΣ ǘƘŜ /ȅōŜǊ {ŜŎǳǊƛǘȅ ²ƻǊƪ {ǘǊŜŀƳΩǎ ŘŜƭƛǾŜǊŀōƭŜǎ ƘŀǾŜ ŦƻŎǳǎŜŘ ƻƴ ǘƘŜ 

following aims: 

1. Developing a network of sharing ǘƻ ǎǳǇǇƻǊǘ ǇŀǊǘƛŎƛǇŀƴǘǎΩ ƪƴƻǿƭŜŘƎŜ ƻŦ ŎǳǘǘƛƴƎ-

edge developments and solutions, concrete experiences, lessons learned and 

best practice in cyber security management 

2. Creating a framework and exploring requirements for an early warning and alert 

system supporting international collaboration of governments and government 

agencies in cyber security. 

2.2 CYBER SECURITY WORKING DEFINITION 

Cyber security has been defined by GDHP participants as: 

The means by which health care, better services, and enhanced patient outcomes are 

delivered and ensured through a resilient and secure digital ecosystem that 

encompasses culture, people, process, and technology. 

Effective cyber security mitigates the risk of cyber-attacks and reduces the scale and 

severity of the impact caused by security incidents. It protects organisations and 

individuals from the unauthorised exploitation of systems, networks and technologies. 

Through the effective implementation of cyber security controls, digital health 

technologies can be adopted with significantly lower risks to the confidentiality, integrity, 

and availability of patient information. 
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2.3 GDHP CYBER SECURITY WORK STREAM PROGRESS  

Since the inaugural summit in Washington in April 2018, the Cyber Security Work Stream 

has delivered, and is delivering, a number of artefacts and deliverables that have been 

shared with all member countries. These are summarised in Table 1. 

Table 1: GDHP Cyber Security Work Stream Wave One Deliverables 

# Deliverable Description Status 

1 Cyber Security 

definition for health 

and care 

The development and agreement of a 

recognised definition by Member States 
 

2 Cyber Response 

contact details 

Each Member State to provide details of 

relevant contacts  

3 Cheat sheets and 

playbooks for Open 

Source Threat 

Intelligence collation  

Artefacts to support Open Source Threat 

Intelligence collation across Member 

States  

4 Threat advisories 

thresholds 

Sharing of Member States definitions of 

threat hierarchies / ratings 
 

5 Lessons learned 

documentation 

Artefacts on incidents, breaches, and 

near-misses to be used as learning aides 
 

6 Incident handling run-

books 

5ƻŎǳƳŜƴǘŀǘƛƻƴ ƻƴ aŜƳōŜǊ {ǘŀǘŜǎΩ ōŜǎǘ 

practices for incident response 
 

7 Training materials Sharing of best-practice training materials 

and syllabus  

8 IoT Code of Conduct  Development of an agreed Code of 

/ƻƴŘǳŎǘ ŦƻǊ ǘƘŜ ǳǎŜ ƻŦ ǘƘŜ άƛƴǘŜǊƴŜǘ ƻŦ 

ǘƘƛƴƎǎέ όLƻ¢ύ ƛƴ ƘŜŀƭǘƘ ŀƴŘ ŎŀǊŜ  

9 Public & private cloud 

guidance 

Reference architecture and best-practice 

guidance for the secure use and 

deployment of private and public cloud 

environments 
 

10 Secure-by-design and 

DevSecOps reference 

architecture 

A common reference architectural 

framework for health and care  

11 Establishment of a 

Cyber Technical Group  

A dedicated group of specialists to 

support the strategic group under the 

workstream (see Section 6.6 for more 

details) 
 

12 Collaboration space For the joint working on documentation 

and artefacts between Member States  

Delivered

Ongoing

Ongoing

Delivered

Delivered

Delivered

Ongoing

Delivered

Delivered

Ongoing

Delivered

Ongoing
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# Deliverable Description Status 

13 Health and care cyber 

alerts platform 

For collaborative sharing and information 

gathering on cyber incidents and threats 

to health and care (see Section 6.5 for 

more details) 

 

14 Baseline cyber survey An anonymised survey to understand 

common strengths, challenges, and areas 

for enhanced cooperation  

15 Cyber security 

foundational 

capabilities 

assessment paper 

A framework and best-practices paper on 

the development of foundational cyber 

capabilities in health and care  

 

/ƻƭƭŜŎǘƛǾŜƭȅΣ ǘƘŜǎŜ ŘŜƭƛǾŜǊŀōƭŜǎ ŦƻǊƳ ²ŀǾŜ hƴŜ ƻŦ ǘƘŜ /ȅōŜǊ {ŜŎǳǊƛǘȅ ²ƻǊƪ {ǘǊŜŀƳΩǎ 

deliverables. During the workshop in Lisbon in January 2019, it was agreed that 

additional structure was required in order to fully realise the benefits of those 

deliverables that are Ongoing. These are Wave Two deliverables. These include the 

wrapping up of the deliverables orientated towards Threat Sharing and Collaboration into 

a single sub-work stream to establish a Global Digital Health Threat Sharing Platform, 

further details of which can be found in Section 6.5. 

2.4 RISK LANDSCAPE 

According to the Global Cybersecurity Index (2) in 2016, nearly one per cent of all emails 

sent were malicious attacks, the highest rate in recent years and expected to increase. In 

2017, a significant cyber-attack caused major disruptions to companies and hospitals in 

over 150 countries, prompting a call for greater international cooperation. Business 

operation models are changing, becoming increasingly interdependent and based on 

digital business processes. On one hand, digital solutions allow efficiency, productivity 

ŀƴŘ ƭƻǿŜǊ ŎƻǎǘǎΣ ōǳǘ ǘƘŜȅ ƛƴŎǊŜŀǎŜ ŜȄǇƻǎǳǊŜ ǘƻ Ǌƛǎƪǎ ǿƘƛŎƘ Ŏŀƴ ŎƻƳǇǊƻƳƛǎŜ ǇŜƻǇƭŜΩǎ Řŀǘŀ 

in the healthcare sector. In addition to new challenges posed by digital transformation, 

health organisations already face a complex set of existing security risks from legacy 

systems, distributed supply chains and insider threats. Thus, cyber security in 

organisations must be transversal, continuously assessed and up to date. Legacy security 

models are no longer adequate and cyber security is now at the heart of any business 

building trust into the fabric of digital operations (3). 

hǊƎŀƴƛǎŀǘƛƻƴǎ ŦŀŎŜ ŀƴ ƻǾŜǊŀǊŎƘƛƴƎ Ǌƛǎƪ ƛŦ ǘƘŜȅ ŜǎǘŀōƭƛǎƘ ŀ άǎǘŀōƭŜέ ǎǘŀǘƛŎ ŎȅōŜǊ ŘŜŦŜƴŎŜΦ 

The risk landscape is constantly changing, so it is key to keep continuous improvement 

and innovative approaches at the core of any strategy. 

  

Ongoing

Delivered

Ongoing
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For context regarding the issues the healthcare industry needs to address, it is 

interesting to analyse the Protected Health Information Data Breach Report (PHIDBR) (4), 

based on the analysis of real-world events. It states that:  

¶ Fifty-eight per cent of incidents involved insidersτhealth care is the only industry in 

which internal actors are the biggest threat to an organisation.  

¶ Medical device hacking may create media hype but the assets most often affected in 

breaches are databases and paper documents.  

¶ Ransomware is the top malware variety by a wide marginτ70 per cent of incidents 

involving malicious code were ransomware infections. 

¶ Basic security measures are still not being implementedτlost and stolen laptops with 

unencrypted protected health information (PHI) continue to be the cause of breach 

notifications. 

2.4.1 IDENTIFIED CYBER SECURITY CHALLENGES 

Cyber incidents are an increasingly frequent threat to all countries and organisations. At 

the Lisbon workshop, participants were asked to identify the biggest challenges they face 

regarding cyber security; the results of this exercise are included below. This identified a 

common set of challenges like human resources training and awareness, legacy in ICT 

and governance. It also highlighted the diverse size and nature of health systems in GDHP 

countries and the individual local challenges they encounter.  

The findings from this workshop have been categorised into four key groups: People, 

Technology, Process and Technology/Process crossover. 

People challenges: 

¶ insufficient cyber skills and resources 

¶ workforce cyber security skill/talent gaps 

¶ human resources (scarcity, budget, recruitment, retaining, etc.) 

¶ cyber features as a board-level priority 

¶ lack of staff awareness and training 

¶ strategic and operational-level awareness 

¶ lack of understanding of what constitutes cyber security and how this differs from 

legislated privacy requirements 

¶ low level of cyber maturity across the health sector. 

Technology challenges: 

¶ lack of encrypted traffic monitoring  

¶ lack of local internet monitoring 

¶ prevalence of advanced persistent threats 

¶ ransomware and zero-day attacks 

¶ mobile application security 
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¶ IoT and cloud security 

¶ emerging technologies 

¶ cyber security engine (i.e. antivirus).  

Process challenges:  

¶ incorporating cyber security risks into existing enterprise risk management processes 

¶ complex regulatory environment 

¶ legacy IT, unsupported technologies, and extended IT ecosystems  

¶ governance across a distributed health sector 

¶ cooperation and collaboration (mostly across operational non-ICT functions) 

¶ diverse governance processes and risk outside of jurisdictional responsibilities 

¶ wide diversity of healthcare organisations 

¶ managing trusted insider risk within healthcare organisations. 

Technology/Process crossover challenges:  

¶ vulnerable/exposed internet facing systems 

¶ unpatched/legacy systems and assets 

¶ weak/insufficient (privileged and fine grain) access management and controls 

¶ password and credential management 

¶ historic weakness of ICT regime. 
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Innovation 

3 SCOPE AND PURPOSE 

It is important to build a relationship of trust in the extended ecosystem of surrounding 

health information systems and technologies to nurture cyber security conditions that: 

¶ recognise security as an element that creates value for the health sector 

¶ establish a strategy and model for the topics of information security and cyber 

security in the health sector, taking into account a holistic vision to ensure 

stakeholders acknowledge the situation and understand the risks and impacts. 

The Cyber Security Work Stream aims to collectively develop an approach to security by 

learning and understanding eaŎƘ ŎƻǳƴǘǊȅΩǎ ǇŀǊǘƛŎǳƭŀǊƛǘƛŜǎ ŀƴŘ ŘƛǾŜǊǎƛǘƛŜǎΦ Lǘ ŀƛƳǎ ǘƻ 

identify and develop strategies and best practices in cyber security, as it is a common 

threat for all participants. To pursue this goal, a framework like that in Figure 1 can serve 

as a good term of reference, but it should be cautiously applied when considering its 

adoption for a national strategy as opposed to looking at cooperative efforts between 

different countries who may be facing different situations. 

 

 

 

 

Figure 1: Cyber security framework 
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To foster cyber security, it is essential for organisations to implement a risk-based 

approach to cyber security, supported by: 

¶ thorough identification of the organisation's vital assets comprising people, 

processes, locations, suppliers, systems, and data 

¶ systematic and continuous analysis of the cyber context of the organisation ς 

identifying vulnerabilities, threats and threat actors that pose the most risk to the 

organisation 

¶ Implementation of adequate measures to protect the vital assets from the identified 

risks 

Without knowing the organisation's context and the main risk scenarios to which it is 

exposed, it becomes increasingly difficult to design an effective cyber security strategy 

within resource and investment constraints. As experience shows, diagnosis before 

prescription is as true for cyber security as it is for a patient. 

There are three main dimensions that should be tackled in cyber security. In order, they 

are people, process and technology. Currently, we often see a discourse regarding the 

role of managing people and process to ensure security, but in practice there is generally 

more investment in the area of core, hard technology than the soft skills of people 

including health professionals, IT professionals and patients. In addition, the silent and 

ŘƛǎŎǊŜǘŜ άǳƴŘŜǊƎǊƻǳƴŘέ ǿƻǊƪ ƻŦ ŘŜŦƛƴƛƴƎ ƎƻƻŘ ǇǊƻŎŜǎǎŜǎ ŀƴŘ ǊŜŦƛƴŜŘ ŦǊŀƳŜǿƻǊƪǎ ŦƻǊ 

audit and continuous improvement is also rarely prioritised.  

It is recommended that each GDHP participating country use a common three-layered 

approach to cyber security strategy focused on people, process, and technology. This 

would enable the mapping of all participating countries to deal with these topics and 

facilitate the sharing of experience about best practices. 

3.1 COOPERATION AND PARTNERSHIP 

The fourth dimension that is very important to include for managing security across 

GDHP participants is cooperation and partnership. Cooperation and partnership enable 

countries to map their initiatives against the initiatives of other national digital health 

authorities via the GDHP or other collaboration venues such as the EU eHealth Network, 

or joint actions such as the eHealth Action. Equally important, and perhaps even more 

enriching, are the collaborations with non-health agencies or bodies, from which health 

care can learn a lot. 

Cyber security is a matter that is not specific to health. Recognising the value of 

establishing a spirit of national and international cooperation and synergy with others, it 

is important to promote and have a presence in several initiatives that allow the sharing 

of knowledge, trends and capabilities in this area. It is important to acknowledge that the 

maturity level of countries differs in cyber security matters. However, with joint efforts 

and common thinking, countries can strengthen their cyber security strategies at the 

national level and, through cooperation, countries benefit from the sharing of 

information about threats and about initiatives that have already been implemented.  

This is more important as the interconnectedness of digital health across borders is 

increasing, as is the flow of patients seeking health care. The resilience of the overall 

system is only as strong as the weakest link in the chain.  
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Alone we can do so little, together we can do so much. 

Helen Keller 

Responsibility for security incidents often lies with the user as opposed to the 

technology. The greater the awareness of system users, the greater the overall security 

of the system will be (5). Lifelong sensitisation is a key factor in preserving information 

security and the health-cyberspace, creating a more resilient society, stimulating the 

development of digital skills and allowing users to understand their responsibilities in 

using and protecting properly the information and resources entrusted to them. As a 

result, cyber security can contain complex concepts, with physical and personnel security 

being two core concepts wiǘƘƛƴ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅ ƘƛƎƘƭƛƎƘǘǎΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ¦YΩǎ 

Centre for the Protection of National Infrastructure (6) has a useful set of advice and 

definitions: 

Personnel Security is a system of policies and procedures which seek to mitigate 

the risk of workers (insiders) exploiting their legitimate access to an 

ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ŀǎǎŜǘǎ ŦƻǊ ǳƴŀǳǘƘƻǊƛǎŜŘ ǇǳǊǇƻǎŜǎΤ 

People security is about shaping and controlling the environment to promote 

vigilance and an effective security culture, and to influence and deter those 

seeking to cause harm. 

3.2 HOW IS GLOBAL-LEVEL PARTNERSHIP AND COOPERATION 
KEY AND NEW? 

In the context of cyberspace, and following the paradigm of interconnection of people, 

documents and machines that it predisposes, it is important to share a network of 

contacts in order to solve and deal with incidents of cyber security and vulnerabilities (5). 

This paper focuses on the idea of security and global cooperation. It also highlights that 

implementing and expanding the use of digital health ς efforts many countries are 

engaged in ς can be jeopardised by cyber-attacks.  

The paper lists key elements of cyber security thinking to create a common 

understanding between participating countries. This does not aim to be extensive but 

rather illustrative of ǘƘŜ ǘȅǇŜǎ ƻŦ ǘƻǇƛŎǎ ǘƘŜ ƛƴŘǳǎǘǊȅ ƛǎ ŦŀŎƛƴƎΦ Lǘ ŀƭǎƻ ƛƴŎƭǳŘŜǎ ŀ άǿŀƪŜ-up 

Ŏŀƭƭέ ƻƴ ǿƘȅ ƳƻǊŜ ŦƻŎǳǎŜŘ ŀǘǘŜƴǘƛƻƴ ŀƴŘ ŜƴŜǊƎȅ ƴŜŜŘ ǘƻ ōŜ ƎƛǾŜƴ ǘƻ ǘƘƛǎ ōȅ ŀƭƭ ƛƴ ǘƘŜ 

digital health domain. Finally, it considers what GDHP countries can do together to work 

towards a solution to these issues and why more focused attention is required by all 

participants in the digital health domain.  
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4 CYBER SECURITY CULTURE 

There are many aspects to cyber security. Senior responsible staff are not expected to 

know the technical details of, for example, how to set up an effective firewall system, an 

awareness campaign, or a process to ensure effective close-down of password use in a 

hospital organisation. They are, nonetheless, required to know that these things matter 

and make a big difference to how resilient healthcare organisations are.  

Organisations and healthcare institutions must be aware of, and prepare their human 

resources to understand, the impact of their actions on patient services and their 

individual security responsibilities in this context. This includes providing training and 

creating awareness of existing threats. It is crucial to also have a responsible person and 

an expert team prepared to act in risk situations in addition to general staff awareness.  

The objective is not to make everyone who works in the health sector a cyber security 

expert but to make them all aware of their responsibilities towards patients in delivering 

a secure service. Therefore, not to know is OK, but not to make yourself available to 

learn in this area, is not. 

4.1 PREVENTION AND AWARENESS 

The first objective in developing a prevention strategy for avoiding or mitigating cyber 

risks is to determine what must be protected and to document that in a recommendation 

that includes common threats. The recommendation must define the responsibilities of 

the organisation and employees while also setting responsibilities for implementation, 

enforcement, audit and review actions. It should also:  

¶ identify the assets that need protection 

¶ understand the risks that pose a threat to these assets 

¶ understand the security obligations of the organisation 

¶ understand the current maturity and capability of the organisation in mitigating these 

security risks. 

Technical and Organisational Measures (TOMs) are crucial to monitoring and ensuring 

the adoption of recommendations. These TOMs refer to the three pillars of cyber 

security: Confidentiality, Integrity and Availability. 

 

To ensure Confidentiality, there needs to be control over the access of information, 

restrictions on data-storing and data-transferring. Another key point in confidentiality is 

the elimination and destruction of information after it is no longer required. 

Protecting Integrity relates to database access controls and making sure that data is 

consistent. There should be processes in place to ensure uniformity in released 

application versions and that software gets updated at the right time. Logging and 

auditing should be a core feature in every application the organisation uses. Antivirus 

and URL / spam filters should be in place in all the proper nodes. 

AvailabilityIntegrityConfidentiality
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Availability is about making sure all critical applications are redundant. For example, the 

proper cooling and humidity controls are in place in the datacentre and there is 

redundancy in the power supply, while also making sure the datacentre is protected 

against fire or flooding hazards. It is also about ensuring backup and data recovery 

mechanisms are in place, and suitably maintained and tested. 

It is the responsibility of the organisation to train its workers. Within the organisation, 

controlled events like sending simulated phishing emails to workers, including senior 

management staff, is a simple way to spot who is in need of further training.  

Auditing and continuous improvement programs go a long way to making sure TOMs are 

being correctly implemented. Monitoring should be a part of the process, not an 

afterthought.  

Lastly, it is fundamental to implement a holistic, structured and bespoke security process 

ŦƻǊ ƻƴŜΩǎ ƻǊƎŀƴƛǎŀǘƛƻƴΣ ǿƛǘƘ ŀƭƭ its assets properly identified. 

To ensure the security of the organisation, there should be two very distinct, very 

important kinds of people: the ones who are cyber security pros and the ones who are 

pro-cyber security.  

A cyber security pro is an individual with a highly differentiated set of skills, typically an 

IT person, who understands the intricacies of the technical details. It is an individual who, 

in a worst-ŎŀǎŜ ǎŎŜƴŀǊƛƻ ǎǳŎƘ ŀǎ ŘǳǊƛƴƎ ŀ ōǊŜŀŎƘ ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ǇŜǊƛƳŜǘŜǊΣ Ŏŀƴ ǘŀƪŜ 

effective action to control the incident. These individual skills must also include the 

capacity for risk management.  

The profile of the pro-cyber security individual is very different. He or she is anybody 

who, through their day-to-day activities, is completely aware of the processes and 

behaviours necessary for a secure cyberspace and information system. This is someone 

ǿƘƻ ŀŘƻǇǘǎ ŀƭƭ ǘƘŜ ƴŜŎŜǎǎŀǊȅ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ǎǘƛǇǳƭŀǘŜŘ ƛƴ ǘƘŜ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ǇƻƭƛŎƛŜǎ 

and someone who works and contributes to them. 

So, to put it in practical terms, a cyber security pro is directly involved in security 

activities, such as the CISO of an organisation and those working alongside them. A pro-

cyber security person, on the other hand, is someone pushing cyber security awareness 

activities within the organisation and all those who in their daily activities act according 

to best practices.  
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Figure 2: Cyber security awareness materials from Portugal 

Figure 3: Security awareness materials from Australia   

 

 

Example from Portugal: ¢ǿƻ ŜȄŀƳǇƭŜǎ ƻŦ άŦǳƴέ ŎȅōŜǊ ŀǿŀǊŜƴŜǎǎΦ 

The image on the left shows the 10 commandments of cyber security in stickers 

whiŎƘ ǘƘŜ άŎȅōŜǊ ǎŜŎǳǊƛǘȅ ǇŀǘǊƻƭέ Ŏŀƴ ǳǎŜ ǿƘŜƴ ǘƘŜȅ ŦƛƴŘ ŀ ōŜƘŀǾƛƻǳǊ ǘƘŀǘ ƛǎ ƴƻǘ ŎƻǊǊŜŎǘΦ 

To the right is a simple infographic to put on the organisational intranet or, 

as is the case here, on the SPMS Facebook account. 
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4.2 CONTROLLING ACCESS 

In all security initiatives, ensuring who gets access to what in a legal, controllable, 

proportional and auditable manner is key. Privileged access management (PAM) should 

be a tool used to control who accesses data and the systems being accessed. PAM 

solutions can streamline user access (and terminate it) without making security a blocker 

to business objectives. All security controls should be appropriate and proportionate to 

the threat. An example is using PAM privileged access management as opposed to 

adopting disproportionate access controls across all systems. The controls should be 

relevant to the data and systems being accessed. 

One of the underlying principles of information security relates to the concept of security 

rings and standard ISO 27001 of the International Organization for Standardization (ISO). 

Here, depending on the value of an asset more/less layers of protection must exist, thus 

creating the need for multiple lines of defence. The media type must be protected (from 

internal and external intruders) depending on the type of information it stores.  

In order to effectively protect the information stored within an organisation, the 

information needs to be identified and appropriately classified based on the level of 

impact the compromise of the information would have to the organisation. Figure 4 

illustrates this approach to information classification. 

 

Figure 4: Information classification 

Users should not have access to all systems and information. Access should be restricted 

and granted on a basis of their need-to-know in order to effectively perform their duties. 

To manage this access it is necessary to establish user accounts by issuing identifiers, 

authentication methods to verify these identifiers, and authorisation rules that limit 

access to resources. 

Identification ς Identification is a unique identifier. It is what a user (person, client, 

software application, hardware, or network) uses to differentiate itself from other users 

of the system.  

Authentication ς Authentication is the process of validating the identity of a user. When a 

user presents its identifier, before gaining access, the identifier (identification) must be 

Top

Secret
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Confidential
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authenticated. Authentication verifies identities, thereby providing a level of trust. There 

are three basic factors used to authenticate an identity (Something you know; Something 

you have; Something you are). 

Authorisation ς Authorisation is the process of allowing users who have been identified 

and authenticated to use certain resources. Limiting access to resources by establishing 

ǇŜǊƳƛǎǎƛƻƴ ǊǳƭŜǎ ǇǊƻǾƛŘŜǎ ŦƻǊ ōŜǘǘŜǊ ŎƻƴǘǊƻƭ ƻǾŜǊ ǳǎŜǊǎΩ ŀŎǘƛƻƴǎΦ !ǳǘƘƻǊƛǎŀǘƛƻƴ ǎƘƻǳƭŘ ōŜ 

granted on the principle of least privilege, granting no more privilege than is required to 

perform a task/job, and the privilege should not extend beyond the minimum time 

required to complete the task. This restrictive process limits access, creates a separation 

of duties and increases accountability. 

4.3 CYBER-ATTACK DETECTION AND RESPONSE  

Response to an incident should be well planned, and the response plan should be written 

and ratified by appropriate levels of management. The most important elements of this 

strategy are timely detection and notification of the compromise. 

A Computer Security Incident Response Team (CSIRT) should be established with specific 

roles and responsibilities identified. 

4.4 COMMON FRAMEWORK ON SEVERITY OF INCIDENTS  

The NHS Digital Data Security Centre Threat Triage Matrix provides a clear, concise, and 

codified framework ς Triage Matrix ς from which to assess and determine the severity of 

a given incident, threat, breach, or attack. Not only does it drive consistency in 

diagnosing the severity of an incident, but it also ensures that the most relevant and 

proportionate response process is triggered in a timely and effective manner. Perhaps 

this can be used more extensively among GDHP countries. 

bI{ 5ƛƎƛǘŀƭ Ƙŀǎ ŀƭǎƻ ǇǊƻǾƛŘŜŘ ŀ άǊǳƴ ōƻƻƪέ ŦƻǊ ƳŀƴŀƎƛƴƎ ƛƴŎƛŘŜƴǘǎΦ Lǘ ƛƴŎƭǳŘŜǎ ƴƻǘ ƻnly 

the technical aspects of any incident, but also media handling, regulatory considerations, 

and senior decision-making aspects. Even though this artefact is currently being updated 

(as part of its yearly review and the latest version will be shared when ready and as 

appropriate) it nonetheless provides participating countries with a robust and proven 

national-level response process. 

  






































