
Spotting Identity Fraud 
across all your 
Sales Channels



Identity fraud costs business. 
Then again, not transacting  
costs too. 

In Australia there are over 
2 million businesses, the 
majority being Small & Medium 
Enterprise (SME). These 
businesses typically do not 
have the resources to track 
identity misuse or fraud,  
let alone the repercussions  
of losses that may occur.  

The Australian Institute of 
Criminology (Research report 
15, 2018) estimated that the 
financial impact of identity 
theft in Australia was valued 
between $1.4bn and $2bn 
annually.  

The AIC report of 2020 
shows that in one year a 33% 
increase in identity theft has 
been reported. Full 100-point 
identity packages of stolen or 
fabricated identities are for 
sale on all darknet markets 
for as little as a few hundred 
dollars (IDCARE 2020).

Examples of identity crime 
can include any one of the 
following:
•  Having your corporate 

identity stolen or misused;
•  Misappropriation of 

commercial property; 
•  Fraud relating to payment 

cards and credit facilities.

The elements included in the 
costs of identity crime and 
misuse are: 
•  direct losses that take into 

account any funds recovered 
through insurance, refunds  
or compensation (net out- 
of-pocket losses); and 

•  indirect losses include 
the costs of preventing 
and responding to identity 
crime, intangible impacts 
and lost output through 
lost opportunity costs and 
disruption to business.

Source: Adapted from ACCC 2018: Table 12

Table 1: Scamwatch reports in 2017 by size of reporting business and loss

Employees Reported loss % of total Reports (n) % of reports
  losses

Micro (0-4 staff) $740,132 16.0 1,505 27.8

Small (5-19 staff) $2,249,836 48.8 1,430 26.4

Medium (20-199 staff) $812,040 17.6 797 14.7

Large (>200 staff) $503,138 10.9 350 6.5

Unknown $308,508 6.7 1,334 24.6

Total $4,613,654 100.0 5,416 100.0

Any person can  
register with ASIC,  
get an ABN or 
NZBN, buy  
a legitimate looking 
website and logo  
for just a few  
hundred dollars. 
That’s all they need 
to be eligible for 
trade credit.”   
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Mark has been in business  
for 2 years. 
His business ‘Farm Foods Fresh’ trades  
as a Company. Mark wants to open  
a trade credit account for a few small 
purchases – nothing too major. 

> He applies online. 

How would your business 
assess Mark’s trade credit 

application? 

Mark
the farmer

Farm Foods Fresh
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Businesses are being warned 
of a rise in fraud, especially as the 
world goes online.
Small businesses can perpetrate a myriad of fraudulent behaviours 
varying significantly in frequency, severity and complexity.  

1. First party Vs 
Third party fraud. 
What’s the difference?

In this paper, for simplicity, we reference 
two broad types of fraud:

•  First-party fraud: characterised by having 
some form of material misrepresentation by 
the business owner. For example, misstating 
revenue figures;

•  Third-party fraud: an individual or group  
of individuals who misrepresent their 
identity or give false information to obtain  
a product or service.

2. Impersonation fraud
Impersonation fraud occurs when  
a fraudulent party presents themselves  
as if representing a reputable business. 

The impersonator approaches other businesses 
under the guise of looking for new suppliers.

Believing the enquiry is from a legitimate and 
recognisable customer, the supplier progresses 
with the order and unwittingly makes the 
delivery to a rogue trading address. Once the 
impersonator obtains the goods, they quickly 
disappear, leaving invoices unpaid and the 
supplier out of pocket.

3. Shell company fraud
Shell companies are fictitious entities  
created often for the sole purpose of  
committing fraud. 

They often provide a convenient method for  
fraud because they are easy to open and 
inexpensive to operate. They may appear 
legitimate with a local street address, a local 
telephone listing and a 24-hour personalised 
voicemail or reception service. 

Lockdowns & opens 
aggravating fraud

Lockdown measures have changed many 
businesses’ normal operations, in addition 
to shutdowns there’s also been a huge 
drop in demand, and immense supply 
chain interruptions. As a result, businesses 
are actively seeking new customers 
for their goods and services and will 
increasingly do so as businesses emerge 
from lockdown.

The concern is that the eagerness to 
resume trading will mean businesses  
could become less cautious in their 
approach to due diligence and so more 
likely to get caught out – which is exactly 
what fraudsters want. 

!
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George has just started his 
new business. 
He has an ABN and is a registered  
sole trader. George wants to open  
a trade credit account to purchase  
$9,000 worth of material.

> He applies in store. 

How would your business 
assess George’s trade credit

application? 

George
the builder
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Identity Risk Exposure increases
by degrees of separation.   
From your Sales Rep (who will likely meet the applicant) through to your 
online channels (where there are fewer opportunities to verify identity), 
here at 1Centre, we determine your identity risk exposure through the  
lens of ‘degrees of separation’.  

How do you SOLVE FOR VERIFICATION 
on a risk-appropriate basis across 
all of your sales channels? 

1. Sales Rep Identification 

Your sales rep may have a process they use 
to verify ID when meeting the applicant. For 
example, it may be a recording or a photograph 
of the drivers license or passport to verify.

Degrees of 
separation

2. In-store/QR code Identification
If you have stores, branches or sites, you will  
likely have considered the degree of risk this 
poses when contracting through these channels.  
We refer to this as two degrees of separation, as 
they may not be in front of a rep, but they are on 
site, so the level of risk may decrease.    

3. Website Identification
If a prospect initiates a contract with you through  
your web channel, how much more likely is fraud  
to occur through here vs. your rep or locations?  
In an Experian study, fraud rates were analysed and 
compared with channel size. Internet applications  
were more than 4x the fraud rate of other channels. 
(Ref. Experian, Identifying Small Business Fraud).  
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Alex has been in business 
for 18 months. 
Her café ‘Best Coffee Scene’ trades as a trust. 
Her second-hand coffee machine now needs 
to be upgraded.  

> Alex meets with your sales rep to apply  
for a trade credit account.

How would your business 
assess Alex’s trade credit 

application? 

Alex
the café 
owner
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Factors to consider on every  
SME trade credit application. 
To determine if there is a reasonably foreseeable risk of identity fraud,  
you need to look beyond just the application method.

1. For how long have they been in business? 
Buyers gain the aura of authenticity by establishing a legitimate company 
and executing several transactions on a reasonably small scale over a 
relatively short period. A year is usually enough time to form a payment 
history and get a credit risk assessment establishing the perception that 
the company is reliable and verifiable. 

SOLUTION:  1Centre offers integrations into relevant government 
agencies to extract business start date information. This information  
is then populated onto the 1Centre Virtual Credit file for reference and  
can also be set as a credit rule in your 1Centre Auto Decisioning engine.

Recency Scale

Value Scale

2. What business entity type is applying for credit?
Is the buyer a Company, a Trust, a Sole Trader? Scammers have technology  
on their side. Fake websites, documents with clever logos that can easily  
convince approvers and more. Authenticating business type can be done  
through integration smarts to support you.

SOLUTION:  Integrations into relevant government agencies again allow  
for validating this data. This can also be cross-referenced in credit check  
reporting you may also turn on and lastly for Trusts and Partnerships in  
particular, the ability to request a copy of this documentation.

3. What’s the $ value of the credit limit?
Did you know that low-value transactions are often your highest risk 
areas as they ‘fly under the radar’ with poor identity-checking measures 
in place - couple this with applying for credit online (3rd degree), then 
this is ripe for fraud.  

SOLUTION:  Using easy to use facial recognition or biometric 
identification to provide you with confidence that the person trading 
with you is in fact that person is achieved in 1Centre through the 
1Centre Anti-Fraud (1CAF) feature.   

Entity Scale
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4. What internal controls do we have in place to 
authorise this type of credit application?

As important as your identity risk profile is, so to is your credit policy 
framework.  But it all starts with identity to stop/minimise fraud.  

1Centre offers two primary approval features that help our customers 
to manage a number of rules they can curate aligned to their own credit 
risk profile. Included in these are your ability to attribute your 1CAF rule.  

Let’s take a look
1Centre Auto Decisioning engine: Essentially data and rules as 
determined by our customer which produce a result. Approved or defer.  
These rules can be changed as new information or risks are identified in 
your business or industry sector.

1Centre Approval Hierarchy:  Whether you have reviewers or 
approvers across A/NZ or even different teams within your business 
- the right approver will be notified at the right time to approve an 
application. The 1CAF rule set for the channel the business came 
through will populate in the credit file.     

5. What internal controls do you have in place  
to check the credit risk profile of the business 
with whom you wish to transact?

When assessing risk - identity and credit worthiness, it helps to 
obtain a credit report to help with the decision making process.  
1Centre is integrated with several bureau across Australia and  
New Zealand to support our customers. In addition, trade reference 
checking or even PPSR registration all automated could be achieved.    

Approval
Controls

Legal & Compliance
Controls

Sure, you want to do business with SME’s …  
but how do you know they are ‘good for it’? 
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Potential revenue from SME trade  
customers has one major dependency.  

Trade credit approvals.

Checks are  
low quality 
& don’t de-risk 
volatility & fraud.

Processes are 
confrontational 
& cumbersome.

Scammers are becoming 
more sophisticated. Are your  
processes keeping up? 

Workflows are 
manual or require 
ongoing builds  
and managing.

Over reliance on paperwork 
slows down approvals, lacks 

visibility & erodes your 
customer acquisition costs.

Poor user 
experiences for 

everyone involved.
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With 1Centre, you can curate your own customer onboarding experience for any 
entity type, any value and for any channel. 

Speeds up credit 
approval processes 
90% faster  
than standard.

Omni channels 
presence with  
real-time visibility 
gives opportunity to 
increase sales and 
conversion rates.

Turns your latent 
data into actionable 
insights.

De-risks credit 
approvals with 
multi-verifications.

Dynamic approvals:
Every opportunity through your 
physical or virtual door is captured 
live in 1Centre. 

Using our approval hierarchy, finance 
teams can curate user approval 
responsibilities based on value.  

You can also digitise the process  
using our auto-decisioning engine. 

Go fully digital with 1Centre. 
Say ‘goodbye’ to paperwork. 

Improve your customer onboarding experience 
and boost your business with SME’s.

Digital credit file includes:
Credit / Cash application
Guarantee
Credit checks/references
PPSR statements
Paperless Direct Debits
e-Signatures

… and much more depending on how 
you tailor the 1Centre experience –  
all in one easily accessible place for 
faster decisions. 
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Omni-channel customisation
You can determine the level of checks (category) you require based on  
the sales channel your prospect comes through. 

eSignature
The most commonly used legal signature online is an online electronic 
signature or eSignature.  Applicants and all other applicable signatories 
are asked to eSign the application, along with relevant disclaimers.

Checks from source
All NZ & AU Drivers Licenses and Passports are checked through the 
applicable government agency. This means that the risk of identity 
falsification is significantly reduced, as it is checked against the source.

FaceMatch
You get access to facial recognition software at the click of a button.   
The selfie will be matched against the ID to produce a Similarity Score. 

Proof of Life
You also have access to biometric technology prompting your customer  
to perform three different facial movements for proof of life analysis.

Tokenisation  
Data ownership and privacy laws are changing and 1Centre is optimised 
for this. You can tokenise the ID your customer loads.  This means that 
post final approval, the physical copy of the ID captured will be wiped  
from the 1Centre database and replaced with a fully referenceable token.   

Email log
A log is available in each individual credit file.  This log will display all key 
emails sent to the applicants and signatories for you to track emails in  
real-time.  You will be able to see if the emails have been received, if 
they’ve been opened and if applicable when they clicked on any links.
   

Introducing 
1Centre Anti-Fraud (1CAF)

What is 1Centre Anti-Fraud? A proprietary 1Centre feature that provides a suite 
of identity tools, enabling your business to identify customers - and to tailor this 
for your different sales channels. At its core, it enables you to increase and improve 
the available body of evidence and the tools needed to identify applicants and 
signatories whilst also providing data privacy enhancements. 
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As a customer, you get a choice of four categories with inbuilt levels 
of assurance that you can apply to each of your sales channels as 
you wish. Categories are distinguished by their method of obtaining, 
verifying, and storing identification data.  

Safeguard all your channels 
with 1Centre’s anti-fraud features.

CATEGORY

ANTI-FRAUD FEATURES 1 2 3 4

eSignature
•  Signatories signing via typed name  
•  IP Address
•  Date/Time stamp

Standard Identity Verification
•  Copy of Drivers License or passport  
•  Manual verification
•  Identity is not stored if not required

Real-time identity verification
•  Copy of Drivers License or passport  
•  Identity verification via the governing body  
•  Identity is not stored if not required

Customer confirmation
•   Copy of final approved application sent to   

applicant and signatories
•   Email tracking on all sent emails for received / 

open tracking

Face Match
•  Facial recognition software  
•  Selfie w. ID displayed in Virtual Credit File 
•  ID & Selfie similarity scoring 
•  Built into auto decisioning

Proof of Life
•   Three separate facial movements  for  

proof of life analysis (partial  biometrics)
•   Similarity score produced matching identity  

image with analysis
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Know who shouldn’t receive 
trade credit across all your channels.

Having a choice of pre-determined categories - each with 
its own verification methods - gives you the optionality to 
select your identity risk category based on every channel 
you use to attract and engage customers.

It enables you to set layers of checks we refer to as 
‘categories’ (Cat), based on the channel your customer 
comes through and any other variables you set  
(like $value, entity type).

You can apply a different identity verification category  
for each of your sales channels as is required.

Step 4: Analysis

The 1Centre technology completes its  
proof of life analysis, then matches it  
against the drivers license. This needs to 
achieve a predetermined similarity score  
– as set by you – to pass this step. 

Step 5: Customer Confirmation

On his application, Mark indicated he’s 
been in business for two years. 1Centre 
automatically checks ASIC’s record.  
It shows four months.

1Centre will serve all the information you 
need to conduct the due diligence you 
require to make a decision. Better yet -  
turn on your auto decisioning engine and  
the system will do the heavy lifting for you.

All emails are tracked in Marks unique  
Virtual Credit File - for the applicant  
and any other signatories.

Step 1: Real-time Identity Verification

Mark uploads a copy of his drivers license.  
1Centre verifies this automatically against 
government records.

Step 2: eSignature

Mark enters his eSignature by typing his  
name. This eSignature is checked against  
two additional application data points  
using 1Centre AI Technology.

1Centre captures, imprints on legal 
documentation, then encrypts and stores  
the eSignature, IP address, date/time stamp 
onto Mark’s unique Virtual Credit File.

Step 3: Proof of Life

Mark will be prompted to perform three  
different facial expressions – a smile, blink 
then no smile – which is automatically  
captured onto his application.

Let’s go back to Mark the farmer. 
Here’s a working example of applying Category 4 features to his online application.

Mark, the farmer
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1Centre makes trade credit 
approvals much safer ...

AND with advanced auto-decisioning,  
customer onboarding is 90% QUICKER.

Full visibility 
of application process

Intelligent. Automated. Smart.

Similarity score produced matching 
identity image with analysis.
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