Introduction

The MS Windows System Backup module of idrive A-CLICK provides you with a set of tools to protect
your personal computers on Windows operating system platforms.

This includes an image-based / bare-metal backup feature, that leverages Microsoft’'s native Wbadmin
command-line tool (http://go.microsoft.com/fwlink/?Linkld=140216), and recovery feature, to ensure
that your computers are protected even if they are lost or destroyed entirely. The image can be
recovered onto a new device if necessary.



http://go.microsoft.com/fwlink/?LinkId=140216
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1 Requirements and Limitations
Ensure that the following requirements are met:

()] idrive A-CLICK Installation
Make sure that idrive A-CLICK is installed on the computer to be backed up.

(1] Add-on Module Requirement

Make sure that the Windows System Backup add-on module is enabled for your idrive
A-CLICK user account.

[ Add Roles and Features Wizard I;li-

DESTINATION SERVER

Select features DC2.child.csv2012 local
Befors You Begin Select one or more features to install on the selected server.
Installation Type Features Description

Server Selection L mmem mmy

~ Windows Server Backup allows you
to back up and recover your
operating system, applications and
data. You can schedule backups, and
protect the entire server or specific
[ Windaows Search Service volumes.

FARWindows Server Backup (Installed)|
[ Windows Server Migration Toals
[[] Windows Standards-Based Storage Management

Server Roles

Features o )
v [] Windows Process Activation Service

[[] Windows System Resource Manager [Deprecated]
[[] Windows TIFF IFitter

[T WinRI 115 Extensian

[ WINS Server

[[] Wireless LAN Service

v| WoW6d Support (Installed)

[ %Ps Viewer

< Previous Next > Install Cancel

()] Backup Quota Requirement

Make sure that your idrive A-CLICK user account has sufficient backup storage quota
assigned to accommodate the storage for the system backup.

0 Latest Service Packs from Microsoft
Ensure that you have the latest service packs installed.

Updates to the Windows operating system improve its performance and resolve known
issues with Windows Server Backup.

0 Temporary Storage Location
Make sure that the storage location configure for the system image is setto a
supported location.

(1] Disk Space Available in Temporary Storage Location

Make sure that there are sufficient disk spaces available in the storage location for the
backup set.

For a system backup, it will typically require disk space of the total used size of all
volumes selected for backup.

Note: Used space, not free space of all volumes selected for backup.



. Used space: 37.358,649,344 bytes 347 GE

. Free space: 15,959,339,008 bytes 148 GEB

Capacity: 53.317.988,352 bytes 496 GB
Drrive C:

Maximum Supported Disk Size

For Windows Vista / 7, source volumes with size greater than 2 TB (e.g. 2040 GB - 2
MB = 2088958 MB) are not supported.

This limitation is related to the .vhd file size limit.

Note: This limitation does not apply to Windows 8 or newer releases of Windows.

(@ AhsayacE - O X

MS Windows System... Backup Source

Volumne Total Size Used

(= System Reserved 0 byte 0 byte
General [ == Volume 2 (E5) 60 GB 11.4GB

(¥ ia Local Disk (C:) 59.5GB 24GB
Source

Backup Schedule
Destination
Reminder

Others

| Include all critical volumes

b
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This will ensure that the backup image can be used for full-system / bare-metal
recovery.
Memory setting

For best performance, consider to increase the memory allocation setting for idrive A-
CLICK (Java heap space)

Not a Replacement for File Backup

An image-based / bare-metal backup should never be considered a replacement for a
nightly data backup plan.

Firstly, image-based backups do not lend themselves easily to recovery of a single file.
The nature of image-based backup requires a complete restore of the system image file,
even if you only want to recover a single file.




1.1 Restore Consideration

Please consider the following before performing a restore:

(] Windows Account Permission

To perform a full-system recovery, the operating system account that you use, must be
a member of the Backup Operators or Administrators group.

(] Disk Size

For recovery of operating system to a new hard disk, ensure that the disk that you
restore to is at least the size of the disk that contained the volumes that were backed up,
regardless of the size of those volumes within.

For example, if there was only one volume of size 100 GB created on a 1 TB disk
during backup, then you should use a disk that is at least 1 TB when recovering.

o Caution on Recovery to Dissimilar Hardware

This recovery method requires the restore target system to have similar hardware and
the exact same boot type as the source system from which the backup was taken. Disk
adapters are especially sensitive. If dissimilar hardware is used, the restored system
might not be boot.

For example, if the system backup image was taken from a BIOS-based system, the
recovery environment must be booted in BIOS mode.

] BitLocker Drive

For computer with BitLocker Drive Encryption enabled, make sure to re-apply BitLocker
Drive Encryption to the volume after a restore.

This will not happen automatically, it must be enabled explicitly.

For instructions, refers to the following: http://go.microsoft.com/fwlink/?LinkID=143722



http://go.microsoft.com/fwlink/?LinkID=143722

2 Starting idrive A-CLICK

2.1 Login to idrive A-CLICK

1. Login to the idrive A-CLICK application user interface.

Double click the idrive A-CLICK desktop icon to launch the application.

@ idrive ACLICK — m] x

@ab-m. a-cuick | Irial Version customer B 0

& [ h

Backup Backup Sets Report

(2 X Ve

Restore Utilities

2. Enter the Login name and Password of your idrive A-CLICK account.

3. Click OK afterward to login to idrive A-CLICK.

www.idrive.net.au




3 Configuring a MS Windows System Backup Set

3.1 Create a MS Windows System Backup Set

1. Inthe idrive A-CLICK main interface, click Backup Sets.

2

Backup Sets

2. Create a MS Windows System backup set by clicking the “+” icon next to Add new
backup set.

3. Select MS Windows System Backup as the Backup set type; then enter a Name for
your backup set.

@ idrive ACLICK - O %

Create Backup Set

Name

| Windows File System Backup |

Backup set type
MS Windows System Backup L

Specify the temporary location for the system backup

www.idrive.net.au




4. Select the location where you would like to store the system image before generating the
backup data.

Select a local volume from the dropdown menu. Click Next to proceed.

Create Backup Set

Name

‘ MS Windows System Backup Set |

Backup set type
MS Windows System Backup w

Specify the temporary location for the system backup

Local Disk (C:) (¥

Local Disk (C:)

-OR-

Enter the UNC path to a network volume that is accessible to the client computer. Click
Next to proceed.

Create Backup Set

Name

‘ MS Windows System Backup Set |

Backup set type
MS Windows System Backup W

Specify the temporary location for the system backup

Aunc_pathishare

Note: Make sure that the storage location configure for the system image is set to a
supported location.

5. Inthe Backup Source menu, select the volume(s) which you would like to backup.

www.idrive.net.au




Enable the Include all critical volumes option to select all critical volumes for backup

automatically. This will ensure that the backup image can be used for full-system / bare-
metal recovery. Click Next to proceed.

Backup Source

Wolurne

Total Size | Used
(s System Reserved

0 byte 0 byte
[ = Volume 2 (E:) 60 GB 16.9GB
(¥ Local Disk (C) 50.5GB 12.5GB

Include all critical volumes

6. Inthe Schedule menu, configure a backup schedule for backup job to run automatically
at your specified time interval. Click Add to add a new schedule, then click Next to
proceed afterward.

7. Inthe Destination menu, select a backup destination where the backup data will be
stored. Click the “+” icon next to Add new storage destination / destination pool.
Destination
Backup mode
Existing storage destinations
%Add new storage destination / destination pool
www.idrive.net.au




8. Enter a Name for the backup destination, and select the Type and Destination storage.

New Storage Destination / Destination Pool

Name

Destination storage

idrivestoragepool1

|:| Access the Internet through proxy

9. Continue by adding another destination for the backup set, or click Next to proceed.

Destination

Backup mode

Sequential u

Existing storage destinations
@ idrivestoragepool1

Note: Multiple backup destinations can be configured for a single backup set.

www.idrive.net.au 10




10. Inthe Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on T |

Encryption Type

Default L%

User password

Custom

You can choose from one of the following three Encryption Type options:

www.idrive.net.au

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of
your idrive A-CLICK at the time when this backup set is created. Please be
reminded that if you change the idrive A-CLICK login password later, the
encryption keys of the backup sets previously created with this encryption type will
remain unchanged.

» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on T |
Encryption Type
Algorithm

AES L~

Encryption key

TEhEEEAE

Re-enter encryption key

ThEEEAE

Method
ECE (e) CBC
Key length
128-bit (@) 256-bit

Click Next when you are done setting.



11. If you have enabled the Encryption Key feature in the previous step, the following pop-
up window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Ple, firm that you have done so.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
ace. You will need it when
confirm that you have done so.

rcX1MBE4brnZ086eK0Op6FeabuuRRI3gDXGIg5UBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.



12. Enter the Domain Name / Host Name of the computer, User Name and Password of
the Windows account that will be running the backup.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

| csv2012.local |

User name

| Administrator |

Password

Note: This menu will only be displayed if a backup schedule is configured in the previous
step.

13. Click Next to create the backup set.

14. The following screen is displayed when the new MS Windows System backup set is
created successfully.

Congratulations!

"MS Windows Systermn Backup Set" is successfully created.

www.idrive.net.au 13




4 Overview on the Backup Process

The following steps are performed during a MS Windows System backup job.

Establish Pre-backup Inage
o connection 9 command e generation
Connection from the Whadmin command
backup client tothe Pre-backup issued togenerate —
back P ) I::> command is run {if |:> term g iles £ [
ackup server is e, system imagefiles for -HH\
established, backup., \:‘-.
)
Combining Remotefile Post-backup /"’ ---"":/
image files list command \\’
Files arecombined as
one file sl 2 Post-backup
e ; : checksum file are g ; .
__.,—] ir;’llgtroscfta_wéndo:.rs <:I downloaded frorm the —1 cc:rr;_manddls run 1if
_Systermn_Backup) for backup destination. configured),
f backup.
II.."\\
A . .
I In-file delta Uploading Removing
\\m "L>>o generation e files e image file
File lists are , '
compared toidentify .Newﬂle, EF BEIR(T3 —
i= compressed , Imagefiles in

new / updated files,

P o I: encrypted, then I: temporary storage is —__
InE::;a[:i;?fﬁle * saved tothe backup removed afterward, ““‘s\
S destination. \
necessary. 14

/)
¢< t:;rg;; e< Saving index //f#/
files files N
BaCkup Ternparary files are Latest local incex
cumpleted <::| remaved from the <:| files are saved tathe
temporary directory. backup destination.
successfully



5 Running a Backup

5.1 Start a Manual Backup

1. Click the Backup icon on the main interface of idrive A-CLICK.

2. Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

MS Windows System Backup Set

Owner: Win10

Newly created on 27-July-2016, Wednesday. 00:41 h
WINSYS

3. If you would like to modify the In-File Delta type, Destinations and Retention Policy
Settings, click Show advance option.

4. Click Backup to start the backup.

15



5.2 Configure Backup Schedule for Automated Backup

1. Click the Backup Sets icon on the idrive A-CLICK main interface.

23

Backup Sets

2. Select the backup set that you want to create a backup schedule for.

3. Click Backup Schedule, then create a new backup schedule by clicking Add.

4. Configure the backup schedule settings, then click OK to proceed.

5. Click Save to confirm your settings.

www.idrive.net.au
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6 Restore with a MS Windows System Backup Set

6.1 Loginto idrive A-CLICK

@i oo NS custorer [P )

iy E] ol

Backup Backup Sets Report

(2 X Ve

Restore Utilities

6.2 Restore the System Image

6. Click the Restore icon on the main interface of idrive A-CLICK.

$)

Restore

www.idrive.net.au 7




7. Select the backup set that you would like to restore the system image from.

Please Select The Backup Set To Restore

MS Windows System Backup Set
Owner: Win10
Last Backup: 27-July-2016, Wednesday, 04:06
WINSYS I}

8. Select the backup destination that contains the system image that you would like to
restore.

Select The Destination From Which To Restor...

Windows System Backup

(‘-3 idrivestoragepool1

Previous Cancel

9. Select to restore from a specific backup job, or the latest job available from the Select
what to restore drop down menu.



10. Select Microsoft Windows_System_Backup, then click Next to proceed.

Select Your Files To Be Restored

Select what to restore

Choose from files as of job W || 11/20/2017 W || Latest w

Show filter
Folders Name | Size Creation Time
=& idrivestoragepool |_| Microsoft Windows_System B.. 8,588,992 KB 11/20/2017 19:02

L@ 18 WIN-7DIFLBABBTF

search Items per page | 50 w | Page|1/1 w

www.idrive.net.au 19




11. Select to restore the system image to a local volume or to a removable drive. Click Next
to proceed.

Choose Where The Files To Be Restored

Restore files to

Local Disk (C:) [¥]

Local Disk (T}

12. Select the temporary directory for storing temporary files.

Temporary Directory

Temporary directory for storing restore files

C\Users\administratoritemp Browse

Previous Restore Cancel

www.idrive.net.au 20




13. Click Restore to start the restoration.

Restore

MS Windows System Backup Set

WSS

ﬁ Local-1 (En\Backup Destination)
X

-
Restoring... C\WindowsimageBackupyWin10\Backup 2016-07-27 1106511799266f4-000...
Estimated time left 1 min 55 sec (5.21G)

Restored 178.00M (0 file)
Elapsed time 10 sec
Transfer rate 194.38Mbit/s

14. The following screen is displayed when the system image files are restored successfully.

Restore

MS Windows System Backup Set

WSS

ﬁ Local-1 (E:\Backup Destination)

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 5.39G (1 file)
Elapsed time 8 min 0 sec
Transfer rate 96.38Mbit/s

. ° e w/'



15. The restored system image files are stored in the WindowslmageBackup folder in the
restore location.

| M1 = | Local Disk (€3 - O X
Home Share Wi o
<« “ M . > ThisPC » Local Disk (C) » v O Search Local Disk {C2) rel
Hame Date madified Type Size
Perflogs TA0/2015 404 AN File folder
Program Files /282018 248 M File folder
Prograrn Files (x88) T125/2016 221 P File folder
Users T/25/2016 2:03 Ph File folder
Winl0 File folder
Windouws 7262016 221 AM File folder
WindouvsimageBackup T 2NE 438 AM  File folder
Titems 1 item selected =

Important: In addition to the system image files, the WindowsImageBackup folder
includes catalog files that contain information about all backups in there up to the current
backup, and MedialD, that contains the identifier for the backup storage location.

This information is required to perform a recovery. Do not alter the directory structure or
delete any file / folder within the WindowsImageBackup folder.

16. Copy the WindowsIimageBackup folder with its content to the server that you want to
perform the restore for, or copy the folder to a network drive that is accessible to the
server that you want to perform the restore for.

WindowsIimageBackup folder must be stored at the root level of a volume (e.g. top-
most level), unless you are copying the folder to a network drive.

17. Continue to the next section of the guide.

6.3 Recovering Your Server

You can recover perform a full-system (bare-metal) with the following tools:

Tool What you can recover

Advanced startup option (in safe mode) Full system recovery.

Advanced startup option (Windows installation

. Full tem recovery.
i) ull system recovery

Note: You can also perform the above tasks using wbadmin command. For the syntax of the
command, refer to the following: http://go.microsoft.com/fwlink/?Linkld=140216



http://go.microsoft.com/fwlink/?LinkId=140216

6.3.1 Recover a Full System

You can recover a full system using the advanced startup option by:

© Booting from a Windows installation media

Insert the installation media that has the same architecture of the system that you are
recovering, and restart your computer. Press the required key to boot from the disc.

When you see the Windows Setup page, click Next, then click Repair your computer.

4 Windows Setup

am Windows

Install now

Al rights reserved.

© Starting Windows in safe mode

Press the Power button at the Windows login screen. In the Start menu or in the
Setting screen, press and hold the SHIFT key on the keyboard and click Restart.

www.idivenetau SR 2
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Once you are in the Startup Option menu, perform the following steps.

18. Click Troubleshoot.

Choose an option

Continue

a Exit and continue to Windows 10

Troubleshoot
Refresh or reset your PC, or use
advanced tools

L3

Turn off your PC

19. Click Advanced options.

© Troubleshoot

Reset your PC
ve all of your files,
reset your PC completely

Advanced options

24



20. Click System Image Recovery.

© Advanced options

System Restore Command Prompt

e Command Prc

System Image
Recovery

Recover Windaws using a specific
system image file

Automatic Repair
Fix problems that keep Wi

loading

21. Log in with an administrative account by clicking on Administrator.

System Image Recovery

Choose an account to continue.

* Administrator

Forgot your password or don't see your account?

www.idrive.net.au 25




22. Click Select a system image, then click Next.

r_,h;n Re-image your computer

Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
information in the system image.

Troubleshooting information for BMR.:
http: fjgo.microsoft. com/fwlink fp/?LinkId = 225039

(") Use the latest available system image(recommended)

Laocation: Volume 2 (D:)
Date andtime: | 7/25/3016 9:10:03 FM (GMT-8:00)

Camputer: Win10

(®) Select a system image

23. Select the location that contains the system image to restore from.

www.idrive.net.au

A Re-image your computer

Select the location of the backup for the computer you want to restore

If the system image is on an external device, attach the device to this computer,

and then dick Refresh.

If the system image is on a DVD, insert the last DVD from the system image backup. Click
Advanced to add a network location or install a driver for a backup device if it does not show
up in the list below.

Current time zone: GMT-8:00

Location

Most recent system image Computer

Volume 2 (D:) 7/25/2016 9:10:03 PM

26



If you do not see the image available, then

© Click Advanced, and install the required driver for the removable drive to be
accessed, if the system image was copied to a removable drive attached to the
server.

To install a driver, the driver must be located on the local system. You cannot
install a driver from the network.

© Click Advanced, and browse to the remote shared folder which contains the
system image, if the system image was copied to a network path.

For domain environment, if the backup storage location is on a computer that is a
member of that domain, then the computer containing the storage location should
be on the IPsec boundary, to be accessible by non domain computer.

When a computer boots into Windows Recovery Environment, it becomes a non
domain computer, therefore, cannot access the usual network shares. Only
those computers that allow non domain computers to access the share can be
used as a backup storage location in this way.

24. Select the system image to restore, then click Next to proceed.

Ea Re-image your computer

Select the date and time of system image to restore
If more than one system image is available and you're not sure which one to
restore, choose the most recent one.

Backups available for Win10 on Volume 2 (D:)
Current time zone: GMT-8:00

Date and time Drives in backup

7/25/2016 9:10:03 PM Y\2\Wolume {799266f4-0000-0000-0000- 1000000000

www.idrive.net.au 27




25. Onthe Choose additional restore options page, click Install drivers to install device
drivers for the hardware that you are recovering to.

&sa Re-image your computer

Choose additional restore options

Format and repartition disks

Select this to delete any existing partitions and reformat all disks Exdude disks...
on this computer to match the layout of the system image.

If you're unable to select an option above, installing the drivers [ :
for the disks you are restoring to might solve the problem. st

Advanced...

< Back

et | [ s
X

Click OK to add drivers.

| Re-image your computer

v=

Choose additional restore options

Format and renartition dicke

Select this to| Add Drivers Ixclude disks. ..
on this comp

Insert the installation media for the device and
dlick OK to select the driver.

If you're unal - - - i
for the disks you are restoring to might solve the problem. i

Advanced...

Next >

www.idrive.net.au 28




Click Advanced to specify whether the computer is automatically restarted and the
disks are checked for errors immediately after the recovery.

h‘-,, Re-image your computer

Choose additional restore options

e

Re-image Your Computer

Automatically restart this computer after the restore is complete
To make additional changes before restarting this computer, dear this check box.

Automatically check and update disk error information

This might take several minutes to complete. To check disks and update error
information manually, dear this check box.

o

26. Confirm the details for the restoration, and then click Finish to start the recovery
process.

&-J Re-image your computer @

Your computer will be restored from the following system
image:

Date and time: I 25/2016 9:10:03 PM (GMT-8:00 I
Computer: Win10
Drives to restore: \\?\Volume{793266f4-0000-0000-

If the restore process is interrupted or fails to
complete, your computer might not start up(boot). If
this happens, you can use a system repair disc to try
to restore the computer again or attempt other
system recovery options.Create a system repair disc

<o [ ] [ oo

Important: Do not interrupt the restore process.

The recovery will succeed as long as all the critical volumes (e.g. volumes containing
operating system components) are recovered.
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