Transparency Policy
Template for use and/or modification
you can either use this policy as a stand-alone policy or you can incorporate it as a part of your privacy policy.

[bookmark: _GoBack]This is our policy for how we respond to, and report on, requests from government agencies for your personal information. This policy helps us maintain a consistent approach to dealing with government agencies and considering when it is necessary to release private information. It guides our internal practices and processes to protect private information that we hold.

Policy statement
this is a high level statement setting out the circumstances in which the organisation would release customer information. Make sure you hyperlink your privacy policy under “your information” so customers know what information you hold about them

Our default position is to protect our customers’ privacy. You entrust us with your personal information so we can provide you with services and products. Unless there is a justifiable reason for us to disclose your information [link to privacy policy], we will not give out your information to others.

This policy makes it clear:
· the situations in which we will release personal information in response to requests from government agencies
· that we will decline requests where we are not convinced that there is adequate reason to disclose personal information, or
· that we use this policy for requests and orders for personal information, metadata and content of communications [if applicable].
Court orders and other powers
We are required to share your information with government agencies when:
· we are served with a court issued warrant or production order
· the government agency is using a power given to them by law, for example section 17 of the Tax Administration Act 1994 (which requires information to be disclosed when requested).
Every government agency which requests personal information must tell us the legal grounds for the request.
Voluntarily releasing customer information
As a responsible corporate citizen we may voluntarily release personal information to government agencies, either on request, or as we judge necessary. We will only voluntarily release information in line with Information Privacy Principle 11 of the Privacy Act.

Privacy Principle 11 is the part of the Privacy Act that sets out the exceptions that enable organisations (public or private) to share information and potentially breach an individual’s privacy. We take these exceptions seriously, and have carefully considered when we think it is necessary to disclose personal information in order to maintain the law and avoid harm to New Zealand society.

It is our policy to only voluntarily release personal information in the following situations.
· We will confirm that a person is a customer of our company (to assist preliminary criminal investigations).
· We will release personal information when we believe there is a serious threat to an individual (for example a missing persons case, a suspected homicide or a medical emergency).
· We will release personal information if we think it is necessary to protect public health or safety (e.g. a bomb threat, or potential disease outbreak).
· When we are involved in a criminal or civil court case and personal information is needed to assist the court.
You should carefully consider if you need to add to this list or replace the examples with ones more suitable to your business. If your organisation has particular circumstances that you would usually disclose customer information under Privacy Principle 11, then you should include them in this list. Equally, you may not want to confirm a person is a customer of yours if there are particular sensitivities around your customer base (e.g. online dating sites). What is important is that this list represents the situations in which you will be willing to voluntarily disclose customer information.

We assess each request separately and government agencies must provide us with sufficient information for us to be confident that releasing the information is justified and reasonable given the circumstances.

If these questions are not adequately answered, or the request does not relate to the situations listed above, then we will not provide personal information.
Transparency reporting
We commit to publicly report every year on the number and type of requests for personal information that we received from government agencies. 

We do this to provide transparency about our processes for managing requests and to help New Zealanders understand the scope and scale of personal information that government agencies acquire from New Zealand organisations.

Sometimes we are prohibited from disclosing the existence of a warrant (e.g. s12A of the NZSIS Act). This usually happens in national security cases and is outside of our control.

You may want to consider updating your reports in the future when (or if) you are permitted to disclose warrants that have previously been suppressed. Some US organisations do this, but it can create extra work for limited transparency value (what happened 1-2 years ago is relatively academic).

How government agencies can seek your information from us
This is a high level summary of the types of powers that government agencies can use. It is meant to help inform your customers about the categories of requests that you receive. This section supports the information that you will display in your transparency report.

Warrants and court orders
Court orders can compel us to provide a government agency with specific information. Types of court orders include:
· search warrants (Part Four of the Search and Surveillance Act 2012)
· production orders (section 6 of the Search and Surveillance Act 2012)
· domestic and foreign intelligence warrants (section 4A of the New Zealand Security Intelligence Act 1969).

Other powers
There are also legal powers agencies can use to compel us to release certain information for specific purposes. These powers include section 17 of the Tax Administration Act 1994 (e.g. to uncover fraud or tax evasion), and section 11 of the Social Securities Act 1964 (e.g for welfare fraud investigations).

Requesting voluntary disclosure
In the absence of a court order or statutory power we have discretion to release customer information under principle 11 of the Privacy Act 1993. Principle 11 provides that an agency that holds personal information shall not disclose the information unless the agency believes, on reasonable grounds, that an exception applies.

These exceptions require us to believe (based on evidence we have or that is given to us) that releasing the personal information is necessary given the circumstances. The situations in which we would release personal information are set out above, in this policy.


