How to change or reset
your Multi-factor
Authentication (MFA)
method
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Changing

Authentication
methods

For users with two existing authentication methods set up.



Changing Multi-factor Authentication (MFA) method

between SMS and Google Authenticator

Login

Try a different
authentication
method

Log in to your Online Registry account with your
username and password. Select Login.

/ MNSW Online Registry
Courts and Trbunsls

g Courts and

Log in to your
Online Registry
account

............ Show

B 1 have resd sad saraad 1o the currant Terms and Conditions

Lagin

Why register for an

account?

3 By signing up for an Online Reglstry
account you will be able to:

=+ File online forms

* Download court sealed documents

= fpply far & grant of Probate

The MFA verification page will be displayed.
If you have set up multiple authentication methods,
select Try a different authentication method.

Note: If you only have one authentication method set
up, you will not see the Try a different authentication
method button, skip head to step 5.

20 O

Verify it's you

An SMS (text message) will be sent tg ***~ = 1M1 with a code,

8451  NSW Online Registry
el Couts and Trbwnsis

(]
a0 *
Verify it’s you

Enter the code displayed in your Google Authenticator app.

Entar coda |6 digits)

|H Do nat challenga me on this davice for 24hrs

Cancel

| Try a differant suthantication mathod J a
Resat Multi-Tactor Authantication
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Changing Multi-factor Authentication (MFA) method

between SMS and Google Authenticator

Select
alternate 3. Select Google Authenticator or Mobile (SMS) from

authentication the Try a different authentication method drop down.
method T

NSW Online Registry @551 NSW Online Registry
( rts and Tnbunasls

e
iy Countsa aheree  Courts srd Tribunals

oA

]
;v @ .0 *
Verify it's you -
Verify it's you

An SMS (text message) will be sent to **** = 111 with a code.
Enter the code displayed in your Google Authenticator app.

Cancel
Enter code (& digits)

Try a different authentication method ~

.
Goagle Authenticater ¥
B| Do not challenge me on this device for 24hes

Reset Multi-factor Authentication

Cancal

Try a different authentication methad ~

Mabile [SMS) » a

Rosot Multi-factor Authentication

. Enter code

4.  The Verify it’s you page will appear. Enter the
verification code from your Google Authenticator app

or Mobile (SMS) and select Confirm.
] ]

fHz  NSW Online Registry /521 NSW Online Registry
e Courts and Tribunals e Courtsand Tribunals

s O S0 4
a0 Verify it's you

VE‘T”Y it's you Enter the code displayed in your Google Authenticator app.

An SMS (text message) will be sent to **** *** 111 with a code. Enterc ode (6 digits) i
BRBEEA
O SMS Sont
Enter code (6 digits)
- n
| 0o ot challiengs me on this devica for &

1D Didr't receive the verification eode? Resend

Try o diffarent authentication mathed

Feasat Multi-factor Authentication
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Reset
Authentication

method

For users with a single existing authentication method set up.



Reset Multi-factor Authentication

Resetwithone 5 |fyou only have one authentication method set up,
Multi-factor select Reset Multi-factor Authentication to add a new
authentication authentication method.

method IEEESSSSSSS  E—

1 '; NSW Online Registry B4 NSW Online Registry
s © oiiiies  Couts and Tribunsts

Al Counts and Tribunats

(] o
a0 @ a0 *
Verify it's you Verify it's you

An SMS (text message) will be sant to ¥t w»s 111 with a code. Enter the code displayed in your Google Authenticator app.

Cancel Entar eoda |6 digits)

|H [o nat challanga me on this davice for 24hre

|| bonot chaliangs me on this device for 24hrs
I Reset Multi-actor Authentication I =
Cancel
I Reset Multi-tactor Authentication I a

. Enter code 6. The Reset Multi-factor Authentication page will
appear. Select Continue.

NSW Online Registry

= Courts s Tribunals

[
)
Reset Multi-factor Authentication (MFA)

It you can no longer access any of your registared authentication

Help
What is Multi-factor Authantication? >

methods, you can reset MFA.
About Authentication methods >

Once your MFA is reset, you will be prompted to log in and setup a
nenw authentication method to continue using Online Registry

Services.

Cantact Online Registry Support
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Reset Multi-factor Authentication

Answer the 7. The Reset Multi-factor Authentication (MFA) : Secret
Secret questions page will appear. Fill in your answers to the

. questions secret questions that you nominated when registering
your Online Registry account and select Confirm.

NSW Online Registry

e Courts sed Tribunals

[
‘0 Help
Reset MUIti-fa Ctor Au"hentication What is Multi-factor Authantication? >

(MFA): Secret questions

Answer the secrat questions that you nominated for your
Online Registry account:

About Authentication methads >

=0nline Registry Secret question 1>

Youir anewes

<=0Online Registry Secret guestion 2=

Haed help? Contact Online Registry Support

Your anewer

8. The Reset Multi-factor Authentication (MFA)

. Reset confirmation page will appear. Select Continue and
confirmation complete setting up your authentication method.

i NSW Online Registry

Couwrts and Tribunls

@
‘O Help
M ulti-fa ctor AUthe nticat iOl"l { M FA) What is Multi-factor Authantication? >

has been reset

You will need to set up a new MFA method to continue with
Online Registry.

About Authentication methods >

Salect Continue, login and set up MFA to keep your
account secure.

Mead help? Contact Online Registry Support
Q‘ﬂ
(73
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Set up Google Authenticator as

Multi-factor Authentication (MFA) method

Choose
authentication 9. Select Google Authenticator as your preferred MFA

authentication method and select Continue.

method

i#5  NSW Online Registry

S Courts and Tribunals

@
a0 Help
Set up Multi-factor Authentication (MFA) What is Multi-factor Authentication? >

Select which method you would like to set up:
About Authentication methods >

Mobile (SMS) + Setup

I Google Authenticator + Setup I a

| @ Youcanmanage your MFA under “Manags Account” after you log in.

=

Need help? Contact'OnlingRegistry Support

Set up Google

Authenticator 10. If youdon’t have Google Authenticator app and

. app as MFA account set up on your smart phone or tablet device,
authentication download from the Google Play Store or iOS App
method Store and set up.

Select Continue if you already have a Google
Authenticator app and account set up on your smart
phone or tablet device.

JRES A

@  NSW Online Registry
b Courts and Tribunals

..LO * Help

Set up Google Authenticator -
‘What ks Multi-factor Authentication? >

Step 1:
Download Google Authenticator onto your phone from How do | set up a Google N
BGoogle Play Store or 105 App Store and set up your Authentisatar account?
account
Continue to next step if you already have a Google
Authenticator account,

Continue Cancel

Wik
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Set up Multi-factor Authentication (MFA) method

. Scan QR code 1.

Confirm code
from Google
Authenticator

app

In the Google Authenticator app, tap the + and select
Scan a QR code. Scan the QR code and select

Continue.

{265 NSW Online Registry
ar Courts sed Tribunals

[ ]
a0 *
Set up Google Authenticator

Step 2:

In the Google Authenticator app, tapthe+  About Authentication methods

Selact Scan a QR code to scan the QR code below

Enter the code from the Google Authenticator app
and then select Confirm.

12.

{265 NSW Online Registry
S Courts s Tribunals

[ ]
a0 *
Confirm the code

Enter the code displayed in your Google Authenticator app.

| Enter coda (6 digits)
20 not challenge me on this device

Help

What iz Multi-factor Authentication? 3
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Set up Multi-factor Authentication (MFA) method

AT 13. A confirmation page will appear confirming that your
protected account is now protected, and that MFA has been
enabled. Select Continue.

NSW Online Registry
Courts and Tribunals

4 Courtsand

& MFAwith Google Authenticator has been nnabled

a0 Help
Your account is now protected )

‘What is Multi-tactor Authentication?
Your Online Registry account is now protected with Multi-factor
Authentication (MFA) About Authentication methods b
Enrolled

@ Google Authanticator

Other MFA options

Mobila ISMS) + Satup

| @ voucan manage your MFA under “Manage Account” after you log in.

14. You will receive a confirmation email to the email
associated with your Online Registry Account.

This s an sutomastically gensrated smail Please do not repxy

NSW Online Registry
Courts and Tribunals

'our Online Registry account s now protectad with Multi-factor Authentication

IMFA)

Manage your MFA
You can update or set up other methods of MFA

1. Login to your Online Registry Accou
2. Select the circle with your

3. Go 10 Manage Account and scroll to the bottom
4, Select Manage MFA button

Didn't add MFA?
If you didn’'t add Multi-factor Authentication email Online Registry Support on

onlineregistry-supportidjustice.nsw.gov.au

NSW Online Registry
Online Sarvices for NSW Courts and Tribunals .“
v I
www.onlineregistry lawlink.nsw.gov.au ‘."
\>
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Setting up Multi-factor Authentication (MFA)

12

Choose
authentication
method

Set up process
when mobile
SMS chosen as
authentication
method

15. Select Mobile (SMS) as your preferred MFA
authentication method and select Continue.

NSW Online Registry
Col unals

urts and Triby

.o Help
Set up Multi-factor Authentication (MFA)

Select which method you would like to set up:

ut Authentication methods >
Mobile (SMS) + Setup

Google Authenticator + Setup

What is Multi-factor Authentication? >

| o You can manage your MFA under “Manage Account” after you log in.

= 3

16. The Set-up your mobile number page will open. Enter
the mobile number and select Continue.

Note: only Australian mobile numbers can be used.

5z NSW Online Registry
shsBie  Courts and Tribunals

@ Help

Set up your mobile number What is Multi-factor Authentication? >

You'll receive an SMS (text message) with a code to enter
on the next screen. Once set up, this number will be used to About Authentication methods >
verify your identity when you log in.

Mabile i bers only)
b= | [+61]
Youcar ber in the future under “Manage Account” after a

Dorr't b tralian mobile rumber?
Try a different authentication method +

Wik
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Setting up Multi-factor Authentication (MFA)

Verification
code sent via 17.  You will receive a verification code to your number via
SMS SMS.

123456

Your verification code is:

Enter . e L. .

e 18. Enter the six-digit verification code you have received
verification :
code on your smart phone or tablet device and select

Confirm.

Gourts and Tribunals

@52 NSW Online Registry
Bl

@

Confirm the verification code

Help

What is Multi-factor Authantication? >
You will receive an SMS (text message) with a verification

code to +&1*** ** 111

Enter code (6 digits)
BEEBEEA
Confirm Cancel

W) Didr't receive the verification code? Resend

Abaut Authentication methods 2

Try a different authentication method ~

Wik
S
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Setting up Multi-factor Authentication (MFA)

Confirmation 19. A confirmation page will appear to let you know that
that MFA is set your account is now protected with MFA. Select
up Continue.

NSW Online Registry

5 Courts and Tribunals

MFA with Mabile (SMS) has been enabled

[
a0 .
Your account is now protected , )
‘What is Multi-factor Authentication? >

Your Online Registry account is now protected with Multi-facter
Authentication (MFA). About Authentication methads >

Enrolled

@ Mobile (SMS) 2617+ 000

Other MFA options

Google Authenticator + setup
| @ Youcan manage your MFA under “Manage Account” after you log in.

Continue

20. You will receive a confirmation email to the email

Confirmation . . : :
associated with your Online Registry Account.

email

This iz an setomestically genesated sl Pleose do not reply,

MSW Online Registry

Courts and Tribunals

Yo Online Registry account & now pratectad with Multi-tactar Authentication
IBAFAS

Managa your MFA
¥au can update or set up other mathods af MFA

1, Login to yaur Dnline Registry Account

2, Salect the circle with your litials on tha tog fght hand cormar
3, Go 1o Manage Account and scroll to the Dottom

4, Salect Manage MFA buthan

Didn't add MFAT
I wou didr't acd Multi-tactor Authentication, emall Online Reglsiry Supgort on

onlinaraEgistry -GupportEjust i, nEw, gav.au

MNSW Dnling Registry
Qnding Sarvicas for MSW Courts and Tribunals
v, ol e agist rylawLink, maw, gov.au
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