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Cyber Security Health Check

PASSWORD MANAGEMENT
Do you have a company wide password policy? When did 
you last change your password? Do you enforce strong 
passwords in the office? 
Most people still write passwords on post-it notes and 
place them on or in their desks at the office and at home. 
They typically use a couple of poorly designed passwords 
on all their business and personal accounts. ParaFlare can 
assist with the use of Password Managers; applications 
that create, store encrypted passwords and enter them 
automatically with your browser. Password Managers 
help you generate strong passwords for each personal 
and business application. 

SCHEDULE CYBER SECURITY EMPLOYEE TRAINING
Do you have compulsory Cyber Security Induction 
Training every year? Do you receive threat briefs 
or understand what the current threats are to your 
business?
Employees are not aware of most cyber security best 
practices and are often some of the most common 
vectors used to breach security. At ParaFlare, we can 
establish annual cyber security training for all existing 
and new employees. Well trained employees are the first 
line of defence, and are one of the least expensive and 
fastest way to help protect your company.

INVEST IN REMOTE WIPE SERVICES FOR ALL 
MOBILE DEVICES

Do you have a mobile device policy or mobile device 
management system? Do you have corporate data on 
your device without a password?
Millions of Smartphones are lost or stolen each year. You 
don’t want your company data and secure access to your 
company found and used by the criminals. ParaFlare can 
provide a service to find or wipe clean all the info on your 
employee smartphones and other mobile devices. A bring 
your own device policy should empower your business 
however devices must be company compliant. 

UPGRADE INTERNET ROUTERS AND FIREWALLS TO 
REAL-TIME FIREWALL MONITORING & REPORTING

Do you have a firewall or a router and is it monitored 
24/7? When was the last time you updated your router 
and internet connection point? Is the firewall inspecting 
the packets or juts blocking and ports?
If your router / firewall hardware is several years old, 
you should consider upgrading to new hardware and 
real-time monitoring services. ParaFlare provides next 
generation Unified Threat Management systems and we 
monitor and maintain your firewalls 24/7. 

ADD VPN SECURITY TO ALL WIFI INTERNET 
CONNECTIONS

Do you travel overseas and connect to insecure WiFi 
services with a VPN? If not, why not?
Employees that use unsecured WiFi connections are 
being attacked every day. The free Qantas Club, Hotel, 
McDonalds and the Airport WiFi systems can be used 
to break into your employee devices and your business 
systems. ParaFlare can add economical VPN technology 
to encrypt all your WiFi internet connections to your 
business.

ENCRYPT DATA ON ALL LAPTOPS
Do you ensure your business laptops and USB devices 
are encrypted to protect company data?
All your laptop and storage devices should have their 
data encrypted at rest. This practice is especially 
important if you store sensitive customer data. All Apple 
and Microsoft laptops and desktops have a built-in 
encryption option, and at ParaFlare we can ensure 
your devices are protected with the latest encryption 
technologies. As an added security measure ParaFlare 
can implement global encryption management platforms 
for your organisation so you don’t have to.

COMPLETE A CYBER SECURITY AUDIT ASAP
When was the last time you completed a cyber security 
audit?  
If you are overwhelmed by cyber security, you should 
have ParaFlare do a cyber security assessment and audit 
for your company as soon as possible to identify any 
minor or major problems in your security. We will also 
give you a short-term plan for improving your cyber 
security, and a cyber risk rating that can be managed like 
all other business risk. ParaFlare provides a pragmatic 
and realistic approach to cyber security – manage cyber 
risk like any other business risk. 

BACKUP ALL DATA REMOTELY
Do you have a data backup policy? Where is your data 
backed up? In Australia or overseas?
Some hackers’ goals are to just cause trouble or to get 
even with your company. It’s more likely that an ex-
employee steals company data than a foreign country. 
However, it’s very important for so many reasons to have 
all your data backed up at a remote site. ParaFlare can 
provide many options to backup, encrypt your data and 
store it off site. What if your system was attacked with 
Ransomware? Could you recover the data and continue 
your operation or would you have to pay the ransom?

HOW PARAFLARE ADDS VALUE TO YOUR BUSINESS… 
• Determine cyber security related activities that are important to your business strategy and critical service delivery
• Prioritise your investments in managing cyber security risk
• Determine how best to enable your workforce, customers, suppliers, partners, and collaborators to be risk conscious 

and security aware, and to fulfil their cyber security roles and responsibilities
• Provide effective and efficient use of cyber security standards, guidelines, and practices
• Continually assess and improve the cyber security results achieved through our partnership with your organisation
• Monitor and identify priorities for improvement



About ParaFlare
ParaFlare’s leadership and technical teams are comprised of 
technology professionals who refined their skills securing the 

Australian Department of Defence, Other Government Agencies 
and ASX 200 networks and communications. Along the way they 
prevented attacks from the same adversaries who represent the 

biggest threat to businesses and Government agencies today.
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