
Cyber 
threats 
are often everyday 
issues like viruses, malware, basic 
information security breaches and 
human error, rather than sophisticated 
hacking operations. 

US statistics show that 
nearly 60% of small 
businesses will close 
within 6 months after 
a cyber 
attack. 

Cyber security is no longer just an issue for 
IT or security professionals, but for 

everyone

see the Institute of 
Directors Cyber-Risk 
Practice Guide, or 
Connect Smart’s 
SME Toolkit.

WHY DO CYBER RISKS 
MATTER TO US?

Cybercrime cost the globe an estimated US$315 
billion in 2015, and is in the top three economic crimes 
in New Zealand.

US$315
billion

BREACHES ARE NOT LIMITED TO 
LARGE ORGANISATIONS 

of targeted attacks in 2014 struck 
small and medium organisations.60%

FOR HELPFUL RESOURCES

https://privacy.org.nz/privacy-for-agencies/how-to-comply-with-the-privacy-act/data-safety-toolkit/


ARE WE CYBER SECURE?
WHERE DO I START... WHAT QUESTIONS SHOULD I ASK?

Has a board member 
been given responsibility 
for actively considering 
our cyber security?

! Do our board and 
senior executive team 
understand the advice 
we are receiving? If 
not, can the (internal or external) 
advisors explain in language the 
board and senior executive team 
can understand? 

Have we undertaken a 
gap analysis? What is our 

current approach to cyber risk 
management and where are the 

gaps in our armour?

Do we actively manage our 
data: What we store, how we 

store it, and for how long?

Do we train employees in 
awareness and vigilance in cyber 

security? Do we repeatedly update 
that training and awareness?

DO WE CHECK OUR 
TRADING PARTNERS’ 
CYBER SECURITY 
AWARENESS?

Does someone in a 
senior executive 
position have overall responsibility 
for cyber security?

Do we have appropriate 
expert advice 
to help us understand 
and address cyber 
risks? e.g. IT, legal (procurement, 
contractual, employment).

DO WE ADOPT AN 

ENTERPRISE-WIDE 
RISK-MANAGEMENT 
APPROACH 
TO CYBER SECURITY 
(AS OPPOSED TO TREAT IT AS A PURE ‘IT’ ISSUE)?

 cyber risks  - the key types and level of risk we 
face, how they might occur, their potential impact 

 cyber security  - measures to reduce the chance  
and likely severity of a cyber breach

 cyber resilience  - minimising impact in the  event 
of a cyber breach?

HAVE WE UNDERTAKEN A 
RISK ASSESSMENT
COVERING:

Do we safeguard our 
critical data (‘crown jewels’) 
by holding it separately in a 
more secure environment?

Do we have a 
crisis management plan 
that covers cyber risks? 
Have we tested it?

Do we have insurance 
to cover first-party and third-party risks? 
If not, should we get some?



BEFORE A CYBER EVENT

•	 Assume	you	are	a	target.	Determine	your	weak	points.	

•	 Sensitive	or	valuable	data,	and	particular	industries	or	businesses,	
attract	more	risk.

•	 How	much	data	do	you	hold,	for	how	long	and	in	what	format?	The	
more	you	hold,	and	the	more	attractive	it	is,	the	higher	your	target	
status	and	the	higher	the	potential	impact	of	a	breach.

•	 Make	sure	you	understand	your	potential	legal	and	reputational	risks	in	
the	event	of	a	breach.

•	 Carry	out	a	gap	analysis	in	your	organisation’s	
cyber	security	by	reference	to	IT,	training,	
procurement,	insurance.

•	 Ask	your	suppliers	if	they	comply	with	any	security	
standards	or	independent	security	audits.	If	so,	
what	standards	or	security	level	do	they	meet?

•	 Consider	the	terms	of	your	contracts	with	
trading	partners	and	customers.	Do	they	contain	
contractual	obligations	and	clauses	requiring	basic	
IT	security?	Do	they	entitle	you	to	check	they	have	
suitable	policies	or	insurance?

•	 If	using	cloud	computing,	ensure	it’s	a	high-quality	
provider,	and	be	aware	of	who	has	liability	for	a	
cyber	breach	(it	might	be	your	organisation).	

•	 You	should	have	an	incident	response	and	disaster	
recovery	capability	that	addresses	the	full	range	of	
potential	incidents:	Malware,	ransomware,	denial	
of	service,	etc.	(You	may	need	IT	advice	to	identify	
the	types	of	potential	risk).

•	 Often	ordinary	liability	insurance	does	not	
cover	many	of	the	costs	associated	with	a	
cyber	event.	

•	 Consider	existing	coverage	in	the	event	
of	a	data	security	breach.	Do	you	need	
specialised	insurance?

•	 Does	your	insurance	cover	third-party	
and	first-party	losses?

•	 Do	you	have	appropriate	crisis	
management	advisors	lined	up?	Legal,	
IT,	PR.

•	 Do	you	have	a	crisis	management	plan?	
Have	you	carried	out	a	dummy	run?

•	 Do	you	have	all	your	critical	information	
-	including	contact	details	of	key	staff	
and	crisis	management	advisors	-	safely	
held	so	it	can	be	accessed	even	if	your	
system	is	compromised?

•	 Have	reliable	malware	and	virus	protection.

•	 Consider	if	you	can	use	“whitelisting”.	Patch	vulnerabilities	in	
applications	and	operating	systems	by	ensuring	you	only	use	up	to	
date	versions.

•	 Restrict	administration	access	to	those	who	need	it.

•	 Assess	your	approach	to	personal	devices	
and	portable	storage	devices.		

•	 Protect	the	data	you	need,	dispose	of	
the	data	you	do	not.

•	 Store	your	most	valuable	data	-	your	
‘crown	jewels’	-	in	a	separate,	more	
secure	part	of	your	system.	

Assess your risks

Train employees

Establish IT systems

Appoint someone in a senior executive or governance role to manage cyber risks

Think about 
insurance

Create and 
test a crisis 
management plan

WHAT SHOULD I DO NOW?

Have	a	cyber	
security	policy.

Delegate	cyber	security	
responsibilities	to	
specific	people.

Train	all	employees	regularly	
on	cyber	risks	they	face,	and	

awareness	of	types	of	hacking	
attempts	(some	roles	might	

need	specialist	training).

Carry	out	a	blind	
phishing	or	other	attack	

to	test	employees’	
awareness	and	

vigilance.

Ensure	employment	
contracts	contain	

disciplinary	measures	
for	violations	of	IT	

policies.	

In	your	policy,	describe	
acceptable	and	

secure	use	of	your	
organisation’s	IT	

systems.

Consider procurement 
and suppliers



AFTER A CYBER EVENT

•	 Act	immediately.	Don’t	wait	until	the	next	day.	
	 The	first	hours	after	detection	are	critical.

•	 Retain	cyber	security/forensic	experts	as	
necessary.	

•	 Contain	the	breach,	recover	data,	restore	
confidence	in	your	system.

•	 Monitor	the	environment	for	a	persistent												
threat.

•	 Document	the	steps	taken.

Other	people	may	be	affected	
and	may	need	to	be	notified,	

eg	suppliers,	employees,	
customers,	or	the	media.	You	

may	want	public	relations	advice.

Check	your	insurance	cover	
immediately. your	insurers/broker.	Check	with	

insurers	before	taking	any	steps	
that	might	prejudice	an	insurer’s	

position,	eg	notifying	a	regulator	or	
customers.

your	legal	experts.	Seek	legal	
advice	about	your	notification	

obligations,	including	whether	you	
should	inform	the	relevant	authority	

(e.g.	the	Privacy	Commissioner).

•	 Ensure	you	understand	the	cause	of	the	incident.

•	 Assess	what	changes	to	your	systems	are	
required	to	reduce	risk	and	prevent	a	repeat.

•	 Evaluate	how	the	crisis	management	plan	worked	
in	practice,	and	revise	as	necessary.	

•	 Is	there	anything	you	
could	have	done	better	
in	responding	to	the	
incident?	Assess	and	
apply	the	lessons	you	
have	learned.

Contain

Communicate

Diagnose

Follow your crisis management plan (if you have one)

Learn

WHAT SHOULD I DO NOW?

Report the incident to: Report the incident to:

Categorise	the	severity	of	the	incident.	Assess	the	
potential	impacts.

Assign	responsibility	(according	to	your	crisis	
management	plan).

A	technical	analysis	of	the	incident	may	
be	necessary.	
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