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How to enable TLS 1.2 protocols on web browsers

e Internet Explorer - Version 8, 9 & 10 (Recommended version: 11, enabling TLS1.2 not
required)

1. Open Internet Explorer

2. From the menu bar, click Tools > Internet Options > Advanced tab

3. Scroll down to Security category, manually check the option box for Use TLS 1.1 and Use TLS
1.2

4, Click OK

5. Close your browser and restart Internet Explorer

: Google Chrome - Version 30 and greater (Recommended version: 40, enabling TLS1.2 not
required)

Open Google Chrome

Click Alt F and select Settings

Scroll down and select Show advanced settings...

Scroll down to the Network section and click on Change proxy settings...

Select the Advanced tab

Scroll down to Security category, manually check the option box for Use TLS 1.1 and Use TLS
1.2

Click OK

8. Close your browser and restart Google Chrome
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Mozilla Firefox - Version 24 and greater (Recommended version: 39, enabling TLS1.2 not

required)

1. Open Firefox
2. Inthe address bar, type about:config and press Enter
3. Inthe Search field, enter tls. Find and double-click the entry for security.tls.version.min

4. Set the integer value to 3 to force protocol of TLS 1.3
5. Click OK
6. Close your browser and restart Mozilla Firefox

Apple Safari

There are no options for enabling SSL protocols. If you are using Safari version 7 or greater, TLS 1.1
and TLS 1.2 are automatically enabled.
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Sample of Configured browsers to support TLS 1.2

Internet Explorer and Google Chrome:

N Internet Options ?

| General | Security I Privacy I Content I Connections | Programs | Advanced l

Settings

Enable Integrated Windows Authentication™
Enable native XMLHTTP suppart
Enable SmartScreen Filter
[] Enable Strict P3P Validation=
Send Do Mot Track requests to sites you visitin Internet E
[] usessL 2.0
[] usessL 3.0
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2
Warn about certificate address mismatch™
[] warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n
W
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*Takes effect after you restart your computer

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition, -

‘fou should only use this if your browser iz in an unusable state.

Ok | | Cancel Apply
Firefox:
/aboutconfig X\?‘ AirTickets Home Page b4 | -+
| '6 ©) Firefox about:config c Q:
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Search: | security.tls.

Preference Mame - Status

Type Value
security.tls.insecure_fallback_hosts default string
security.tls.unrestricted_rcd_fallback default boolean falze
security.tis.wversion fallback-limit default integer 3
security.tls.version.max default integer
security.tls.version.min [} default integer 1
services.sync.prefs.sync.security.tls.version.max default boelean true
services.sync.prefs.sync.security.tls.version.min default boelean true



