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 Insider
A world of transformations
Welcome to the first issue of the new Government Technology Review (GTR) 
magazine, Australasia’s leading source of authoritative information and analysis of 
and for the government ICT sector.

Regardless of your personal political proclivities, the establishment of the Digital 
Transformation Office (DTO) — brainchild of communications minister-turned prime minister 
Malcolm Turnbull — must be universally acknowledged as a high-water mark in terms of 
government commitment to transformational change.

Even more important is the fact that Turnbull brought the DTO with him into his new prime 
ministerial portfolio. This surprising step showed that the government is serious about 
sweeping the cobwebs out of the public service and nurturing a customer service mentality that 
has so far been found in small pockets but which hopefully will become the standard.

Much of that change will be driven by Paul Shetler, CEO of the DTO and a long-term 
proponent of positive technology-led reform in government. Shetler, who joined us for 
a fascinating interview (see page 10), was handpicked by Turnbull to head Australia’s 
transformation effort. He will no doubt draw on his experiences in similar roles at the UK’s 
Government Digital Service and, before that, the UK Ministry of Justice.

Shetler’s work will revolutionise the way government delivers services and interacts with its 
users and stakeholders, and fundamentally shape what he calls Government 2.0. It’s a big job, 
and there are plenty who are willing to share their advice on how to achieve it; as you’ll see in 
this issue’s industry roundtable (page 18), participants were keen to share their experiences of 
how such projects can be done correctly — and what happens when they aren’t.

Just as change is a theme in government, it also applies to this issue of GTR — a relaunch by 
specialist business-to-business publisher Westwick-Farrow Media of a title that for years has 
gone from strength to strength in covering technology in the public sector.

We were thrilled by the tremendously positive reaction we received when the 
relaunch was announced several months ago. Strong visitor numbers to our 

website (www.govtechreview.com.au) reflect the scale of interest in public 
sector ICT, as well as the broad interest in the change that technology is driving 
through our professional and personal lives. And we’re thrilled to have David 
Braue, one of Australia’s foremost IT journalists, still aboard as features editor.

We hope you enjoy reading this issue of GTR. Be sure to also visit our website 
for daily updates and sign up for our free weekly e-newsletter to get the latest 

news straight to your inbox. If you don’t already get the print or online versions of 
GTR magazine (or both), I encourage you to subscribe today. It’s completely free for industry 
professionals; see the inside back cover for details.

Your feedback and suggestions are always welcome; please contact me via the email 
address below.

All material published in this magazine is published in good 
faith and every care is taken to accurately relay information 

provided to us. Readers are advised by the publishers to ensure 
that all necessary safety devices and precautions are installed 

and safe working procedures adopted before the use of any 
equipment found or purchased through the information we 

provide. Further, all performance criteria was provided by the 
representative company concerned and any dispute should 

be referred to them. Information indicating that products are 
made in Australia or New Zealand is supplied by the source 
company. Westwick-Farrow Pty Ltd does not quantify the 

amount of local content or the accuracy of the statement made 
by the source.
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The federal Treasury has awarded 
Technology One a three-year, $5.8 million 
contract to provide the software for an 
enterprise resource planning system.

Technology One won the contract 
through a tender process that 
commenced in April, CRN reported.

As part of the project Treasury is 
migrating its individual ERP systems 
and processes, including financial, asset management, business 
intelligence, performance planning and enterprise budgeting, to a 
single hosted off-the-shelf platform.

But the Treasury plans to initially continue using its existing Aurion 
system for HR management, on the grounds that Technology One’s 
offering is not configured enough for government use out of the box. 

Treasury hands $5.8m ERP deal to Technology One

A survey of more than 900 cybersecurity experts shows that an 
overwhelming majority (87%) expect to see an increase in mobile 
payment data breaches over the next 12 months, yet 42% of 
respondents have used this payment method in 2015.

The 2015 Mobile Payment Security Study from global 
cybersecurity association ISACA suggests that people who 
use mobile payments are unlikely to be deterred by security 
concerns.

Other data from the survey show that cybersecurity 
professionals are willing to balance benefits with perceived 
security risks of mobile payments:
•	 Only 23% believe that mobile payments are secure in keeping 

personal information safe.
•	 Nearly half (47%) say mobile payments are not secure and 30% 

are unsure.
•	 At 89%, cash was deemed the most secure payment method, 

but only 9% prefer to use it.
“Mobile payments represent the latest frontier for the ongoing 

choice we all make to balance security and privacy risk and 
convenience,” said John Pironti, risk advisor with ISACA and 
president of IP Architects.

“ISACA members, who are some of the most cyber-aware 
professionals in the world, are using mobile payments while 
simultaneously identifying and contemplating their potential 
security risks.

“This shows that fear of identity theft or a data breach is not 
slowing down adoption — and it shouldn’t — as long as risk 
is properly managed and effective and appropriate security 
features are in place.”

Mobile payments data breaches to grow, say experts

Headlines

The agency will meanwhile continue using 
separate expense management and CRM 
systems.

The ABS will also take advantage 
of the contract via a shared services 
arrangement. The deal covers 1000 
Treasury and 2500 ABS seats.

Treasury has an ambition of becoming 
a service provider to other small and 

medium-sized government agencies, suggesting that the shared 
services arrangement could be expanded to cover more agencies 
in the future.

The major advantage of a shared service arrangement is the cost-
saving potential. More shared service customers means lower prices 
for both Treasury and the agencies making use of the arrangement.

Reports say that contactless 
in-store payment will continue 
to grow.

Overall, the global mobile 
payment transaction market, 
including solutions offered by 
Apple Pay, Google Wallet, PayPal 
and Venmo, will be worth an 
estimated US$2.8 trillion by 
2020, according to Future Market 
Insights.

ISACA survey respondents 
ranked the major vulnerabilities 
associated with mobile payments:
1. Use of public Wi-Fi (26%).
2. Lost or stolen devices (21%).
3. Phishing/shmishing (phishing 

attacks via text messages) 
(18%).

4. Weak passwords (13%).
5. User error (7%).
6. There are no security 

vulnerabilities (0.3%).
According to those surveyed, currently the most effective 

way to make mobile payments more secure is using two ways to 
authenticate their identity (66%), followed by requiring a short-term 
authentication code (18%).

Far less popular was an option that puts the onus on the 
consumer — installing phone-based security apps (9%).
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SA Water has selected Zycus as its eProcurement technology 
provider for its requisition-to-order (eCatalogue) requirements.

The source-to-pay procurement solutions provider will support SA 
Water’s recent business transformation initiative by implementing an 
eCatalogue solution. The company will also ensure integration with SA 
Water’s existing Enterprise Resource Planning solution.

SA Water is owned by the South Australian Government and 
delivers safe water services to more than 1.5 million South Australian 
customers. The utility also manages 10 major metropolitan 
reservoirs and maintains a vast network of pipes that deliver water 
across the state.

SA Water has a continued commitment to improving and 
streamlining business processes, with a particular focus on internal 
user experience, process efficiency and contract compliance related 
to purchasing.

“It’s a great honour to be selected to partner with the government 
agency,” said Dushyant Joshi, regional vice president — sales at 
Zycus.

“We look forward to working closely with SA Water to enable their 
success. We work hard to produce solutions that are reliable, easy to 
use and flexible.

Zycus lands eProcurement deal with SA Water

Using high-definition videoconferencing equipment to connect 
emergency medicine specialists in Perth to doctors and nurses 
in regional hospitals, Western Australia’s Emergency Telehealth 
Service (ETS) is now available in 72 emergency departments (EDs) 
across the state.

Nurses and doctors in these facilities can now access 
emergency medicine specialists in Perth via video from 8 am to 

Videoconferencing 
connects WA’s medical 
specialists

Headlines

“This engagement further strengthens Zycus’ credentials and 
commitment to working with government agencies.”

11 pm seven days per week, and the program is looking to expand.
“Since it was introduced in 2012 as a pilot program in eight 

Wheatbelt towns, the emergency telehealth service has delivered 
more than 19,000 consultations and now links to 72 regional EDs, 
from the Kimberley to the Great Southern,” WA Health Minister Dr 
Kim Hames said.

“If you’re working in a country hospital, having access to an 
emergency specialist in a virtual ED brings a level of experience 
and expertise that’s both reassuring and empowering, so it’s an 
incredibly positive step for patients and staff.”

Dr Hames said it is important to highlight that the ETS program, 
made possible by the state government’s Royalties for Regions 
Southern Inland Health Initiative and delivered through WA Health, 
works in partnership with local GP services in small regional towns 
and does not replace them.

“The role of ETS is very specific; it’s only used in country hospital 
EDs for patients who require specialist emergency care and is not 
a replacement for seeing your GP for non-emergency attention,” 
he said.

Regional Development Minister Terry Redman said the success 
of the program in the south of the state has paved the way for the 
service being expanded to more remote locations in the Kimberley 
and Pilbara.

“The emergency telehealth service provides specialist support 
to local regional clinicians, improving delivery times for vital 
medical intervention,” Redman said.
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Digital Transformation

THE DEAN OF 
DIGITAL
PAUL SHETLER’S MISSION TO 
TRANSFORM GOVERNMENT
David Braue

THE CEO OF THE DIGITAL TRANSFORMATION OFFICE SEES THE SUCCESSFUL 
REINVENTION OF GOVERNMENT SERVICES COMING FROM AN ‘OUTSIDE IN’ 
RATHER THAN AN ‘INSIDE OUT’ APPROACH.
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“Building a customer-service mentality isn’t 
something that can be done overnight, and 
it’s far from the bottom-up exercise to which 
government technologists are accustomed.”

T here’s an almost tangible 

enthusiasm in Paul 

Shetler’s voice as he 

describes his new role as 

ringmaster of Australia’s 

digital-government revolution, with 

words such as ‘start-up’ and ‘agile’ 

peppering his description of what 

has become the highest-profile job in 

Australian government technology.

“The government is the best 

digital start-up in Australia,” he said. 

“The DTO is dealing with a lot of 

the same issues that any kind of 

new organisation is. We’re brand 

new inside government and also 

operating as a bit of an incubator 

within government. Playing both roles 

is unusual — but we’re able to work in 

a real multidisciplinary team, with real 

agile teams to deliver stuff that really 

matters for people.”

Only recently appointed CEO of the 

$95.4m Digital Transformation Office 

(DTO), Shetler has been on a whirlwind 

tour of federal agencies, getting to 

know stakeholders and planting the 

seeds of a massive transformation 

effort that was brought into the 

limelight earlier this year by then-

communications minister Malcolm 

Turnbull.

Shetler is no stranger to reinventing 

government: his previous role was 

director of the UK’s Government 

Digital Service (GDS), where he spent 

the first six months of 2015 following 

a year as chief digital officer at the 

UK Ministry of Justice. The GDS role 

— which included evaluating and 

reporting on transformation across 

25 government agencies — was what 

saw him hand-picked by Turnbull, who 

signed Shetler to a 5-year contract 

on the back of his record of success 

at the Minister of Justice. Turnbull 

called him “the outstanding candidate 

following an extensive executive 

search and competitive recruitment 

process”.

American-born Shetler’s eclectic 

career began in the early 1990s, 

managing technology at the Bank 

of New York. That was followed by 

financial services roles at Microsoft 

and Oracle transactions payment 

giant SWIFT, before serving as CEO 

of mobile start-ups Digital Proximates 

and Burnt Fingers Limited.

He’s also likely one of the few 

Australian government executives to 

be able to list ‘human rights activist’ 

on his CV, having organised high-

profile campaigns against homophobic 

preaching by London imams and a ‘Jon 

Snow Kiss-In’ protesting the ejection 

of two gay patrons from a Soho pub.

His CV suggests Shetler is 

definitely not afraid of taking on the 

establishment — and this may well 

prove to be his strongest trait as 

he seeks to offer both carrot and 

stick to overhaul Australia’s public 

service into a customer service-

focused organisation that becomes, 

in Turnbull’s words, “easier to access, 

simpler to use and faster to transact”.

Building a customer-service 

mentality isn’t something that can 

be done overnight, and it’s far from 

the bottom-up exercise to which 

government technologists are 

accustomed. Fittingly, Shetler sees the 

reinvention coming from a redesign 

“from the outside in rather than the 

inside out”.

“Typically, agencies will be thinking 

about the world from their own 

internal point of view and their own 

processes,” he said. “But if we allow 

that to be the determining thing about 

how they do things for the user, we 

end up having a rather Balkanised, 

fragmented experience. It’s much 

better to look at it from the standpoint 

of the user and organise ourselves 

to make that happen. That’s what’s 

different about digital.”

Recent Gartner research reinforces 

the mandate for digital change, with 

the firm’s 2015 Digital Business Survey 

recording a surge in the share of 

medium and large organisations that 

say they have a digital business, from 

22% last year to 32% this year.

Yet there is more to the DTO than 

touchy-feely customer service. A 

recent Deloitte Access Economics 

assessment of online government 

found that Australians undertake 

over 800 million transactions with 

government agencies every year, 

around 320 million of which are still 

completed using non-digital channels.

If that figure could be reduced 

to 20% over the next 10 years, the 

firm concluded, the change would 

deliver around $17.9 billion in savings 

to government (through productivity, 

efficiency and other improvements) 

and a further $8.7 billion in savings for 

consumers through time, convenience 

and out-of-pocket savings.

THE TRANSFORMATION MANDATE

With numbers like that at play, the 

DTO’s mandate is nothing if not long 

on vision: among the 16 key tenets of 

the DSS are compliance with the 36 

Protective Security Policy Framework 

(PSPF) security controls and the 

guidelines of the Australian Signals 

Directorate’s Information Security 

Manual (ISM), which have been largely 

taken as best-practice guidelines in 

the past. >>
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An outside audit of government 

websites earlier this year found 

that just 4 out of 850 sites 

examined — those of the Passports 

Office, Commonwealth courts 

portal, Fair Work Commission and 

myGov — properly secured visitor 

communications.

Security is only one of the DSS 

requirements. Others include user-

needs assessments; development 

of multidisciplinary teams that can 

“design, build, operate and iterate 

the service” using “agile, iterative, 

collaborative and user-centred 

methods”; conducting user-

satisfaction benchmarks; building 

services with consistent look and feel 

that also meets the needs of users with 

disabilities; integration with non-digital 

interactions; using analytics to monitor 

and improve services; and more.

That’s a tall order for government 

agencies that have long been 

perceived as being immovable 

dinosaurs, despite pockets of often 

enthusiastic transformation. Shetler, 

however, said he has been “pleasantly 

surprised” by the reaction from agency 

heads so far.

“The DTO could be viewed just 

as an upstart and they could be just 

asking ‘why are you guys here?’,” he 

said. “Many could feel that we’re just 

making things more complicated — but 

the reaction we’ve gotten has been 

positive so far.”

A recent meet-and-greet seminar, 

in which Shetler outlined the DSS to 

agency heads, attracted nearly 200 

people to a seminar in Canberra. The 

live webcast attracted more than 1000 

online connections — many playing to 

conference rooms with up to 60 people 

each — from across the country.

“There’s a real thirst now inside 

the public service,” Shetler said, 

“and people want to talk with us and 

understand how to work with us. We’re 

very much in demand, and want to 

meet that demand as best we can.”

That level of demand is not entirely 

of Shetler’s making, however, but can 

be traced back to a proclamation earlier 

this year that all agencies would need to 

lodge draft DSS adoption plans with the 

DTO by the end of the third quarter.

That top-down order attracted 

attention across the public service, 

which is being forced by executive 

mandate to review its operations 

with an objective eye and a focus 

on transformation. And it can’t come 

too soon for Glenn Archer, a former 

Australian government CIO and former 

head of the Australian Government 

Information Management Office 

(AGIMO), who now works as public-

sector research vice president with 

Gartner. The analyst agency has been 

vocal in its calls for public-sector 

CIOs to abandon ponderous legacy 

environments and shift to a digital-first 

mindset.

“The establishment of the DTO is 

significantly overdue,” Archer explains. 

“There has been a demonstrable 

failure for us as a country to be more 

aggressive in terms of our adoption of 

digital for use by government.”

“Policy is fundamentally constraining 

the opportunity for us to progress 

digital services,” he added. “These 

have often been an afterthought 

or guided by policies that predate 

online in some way, and you often find 

yourself having to shoehorn an existing 

program into an online service delivery 

model for which it was never really 

considered.”

Despite the limitations imposed 

by an “almost single-minded focus on 

financial savings”, Archer believes the 

government’s early digitisation efforts 

pointed it in the right direction — but 

admits that “we could have done even 

better. And I think the DTO provides 

a context for us as a nation to stretch 

ourselves here.”

ARCHITECTING THE NEW 

GOVERNMENT

Early signs suggest the DTO’s broad 

mandate will push agencies in 

significant new directions. The August 

launch of a draft API design guide, for 

example, outlined the ways in which 

agencies will be expected to make 

their services available for online 

access. This API-driven architecture 

plays to Shetler’s own strengths as a 

developer and technologist, and it will 

Digital Transformation
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play a critical role in opening up the 

evolving digital services for outside 

consumption.

So too will the massive and 

evolving effort to implement a 

coherent identity-management 

framework that Australians can 

use to access digital services. 

The government’s myGov service 

— the latest in a line of efforts to 

normalise the process of secure 

digital authentication amongst a 

digitally sceptical populace — will be 

increasingly leveraged to streamline 

citizen interactions with the reinvented 

agencies.

The push for secure online 

interactions will also benefit from a 

$33.3m Budget allocation designed 

to create a “trusted digital identity 

framework”; an $11.5m boost to the 

existing Tell Us Once service, which for 

years has worked to reduce the need 

for customers to maintain separate 

digital identities across a range of 

government agencies; and $7.5m for 

yet another whole-of-government 

digital mailbox solution.

Little wonder Shetler refers to the 

DTO’s mission as facilitating ‘Digital 

Government 2.0’.

With early and often harsh lessons 

in accessibility and scalability still 

troubling online services efforts at 

Centrelink, and the Department of 

Immigration and Border Protection 

still smarting from a breach of privacy 

wherein details of some 10,000 

asylum seekers were leaked, there 

is a widespread sense that the public 

service can and must do better.

Shetler sees collaboration as a key 

part of the effort, with the DTO-curated 

Digital Service Design Guide seeking 

to encapsulate best-practice lessons 

as the new government evolves. 

These guidelines, case studies and 

other resources will help agencies in 

HOW TO BUILD GOVERNMENT 2.0
The Digital Transformation Office's Digital Service Standard outlines 16 key expectations of Australian government agencies:

areas such as testing web accessibility, 

recruitment and team strategies, records 

management, open data, privacy, search 

engine optimisation and more — and 

they reflect the organisation’s inclusive 

and proactive nature.

“We’re trying to build a community, 

and we’re doing this in the open and 

doing it according to standard digital 

technologies and methodologies,” 

Shetler explained. “We’re trying to make 

everything we do as transparent as 

possible, and trying to focus it around 

the needs of the users rather than the 

organisations.”

Shepherding a range of public 

service agencies to comply with the 

evolving Digital Service Standard (DSS) 

guidelines was never going to be easy, 

but beyond his own capabilities Shetler 

has one extra feather in his cap: the fact 

that Turnbull has become prime minister.

This change is sure to cement the 

DTO’s relevance and give Shetler a 

Digital Transformation

1. Understand user needs, conduct research to develop 

a deep knowledge of who the service users are 

and what that means for digital and assisted digital 

service design.

2. Establish a sustainable multidisciplinary team that 

can design, build, operate and iterate the service, led 

by an experienced service manager with decision-

making responsibility.

3. Adopt a user-centred design approach.

4. Establish benchmarks to measure user satisfaction, 

digital take-up, completion rates and cost per 

transactions and report performance publicly.

5. Evaluate what data, tools and systems will be used to 

build, host, operate and measure the service and how 

to adopt, adapt or procure them.

6. Assess what personal user data and information the 

service will be providing, using or storing and put in 

place appropriate measures to address security risks, 

legal responsibilities and privacy considerations.

7. Build the service using agile, iterative, collaborative 

and user-centred methods.

8. Build the service with consistent look, feel, tone and 

function that meets the needs of users, including 

those with disability.

9. Use web service APIs, open standards and common 

government solutions where possible and make 

all new source code open and re-usable where 

appropriate.

10. Test the service on all common browsers and devices, 

using dummy accounts and selecting representative 

samples of users.

11. Integrate the service with any non-digital interactions.

12. Put appropriate assisted digital support in place that’s 

aimed towards those who genuinely need it.

13. Consolidate or phase out existing alternative channels 

where appropriate.

14. Undertake ongoing user research and usability testing 

to continuously inform service improvement.

15. Use data and analytics tools to collect and report 

performance data, informing continual service 

improvements.

16. Provide ongoing assurance, supported by analytics, 

that the service is simple and intuitive enough that 

users succeed first time unaided.
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top-down mandate for change that few 

in the public service can ever hope to 

enjoy. It will also benefit departments, 

who may find it easier than ever to 

muster both the political willpower 

and the funding necessary to finally 

overcome cost-focused infrastructure 

planning and instead focus on 

redesigning the public service to be the 

way it was meant to be.

Had Turnbull's party-room coup 

ended differently, the DTO might have 

faded into obscurity as yet another 

wide-eyed transformation exercise 

championed almost exclusively by 

a minister relegated to backbench 

purgatory. But with Turnbull so eager 

to continue the DTO’s mission that he 

recently moved the agency from the 

Department of Communications into 

his own Prime Minister and Cabinet 

portfolio — putting him in charge of 

whole-of-government service delivery 

policy, public data policy and the 

Government 2.0 transformation — quite 

the opposite has happened.

This boost in the DTO’s fortunes 

was predicted early on by former 

Department of the Environment CIO 

and current Ovum public sector 

analyst Al Blake, who wrote that “with 

their previous champion now head of 

the country, it’s hard to see how DTO 

can go anywhere apart from up”.

“Australia now has someone who 

‘gets it’ when it comes to digital 

delivery of government services,” 

he wrote, “and is not going to be 

prepared to accept delays, excuses 

and second-rate solutions. The issue 

now is for the ICT industry both inside 

and outside of the public sector to 

rise to the challenge and deliver 

on the promise of a connected, 

technologically literate and effective 

Australia.”

Shetler is ready for the challenge. 

His first months in the job have been 

a whirlwind of introductions, planning 

and a recruitment drive that’s rapidly 

filling out the DTO’s ranks with 

change-minded public servants ready 

to breathe change and agility into a 

sector where both of those things 

have long been anathema.

And while he’s under no illusions 

about the magnitude of the task ahead 

of him, Shetler — who said the DTO 

is offering more guidance about the 

“right way to do things and what would 

give a better result” than the UK’s 

GDS offered — believes the weight of 

progress is on his side.

“Doing digital at scale in large 

organisations is not easy,” he said, 

“and it’s something that people have 

really only started doing recently. 

But users should be able to use 

one government service, take their 

knowledge and easily access another 

service without having to go for 

training like it’s something brand new 

all over again.

“This is really about how we start 

focusing really and truly on user 

needs, and redesigning our services 

to meet them. We’re working at all 

levels to make that happen.”

“There’s a real thirst now 
inside the public service — 
people want to talk with us 
and understand how to work 
with us. We’re very much in 
demand, and want to meet 
that demand as best we can.”
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TAKING STEPS TOWARDS 
A DATA-DRIVEN CITIZENRY

Government efficiencies are something we 
can often be quite critical about. We’re all 
quick to complain and share our opinions 
on how to improve transport, housing 
affordability or alternatives to lock-out 
laws. However, the main complaints are 
usually based around government being 
perceived as too ‘slow’ and not making 
use of the latest technology.

While the latter point does sometimes 
ring true, the New South Wales 
Government’s announcement of the 
Data Analytics Centre (DAC) shows that 
changes are afoot. As a world first, the 
DAC will act as a single coordinating 
entity for government data analytics 
work. It will also act as a port of call for 
industry members and non-government 
organisations interested in leveraging 
state data for their own purposes.

Victor Dominello, Minister for 
Innovation and Better Regulation, 
often opines how data is the highway 
to our digital future. He sees that data 
collaboration ultimately supports building 
a better state by solving issues such as 
transport infrastructure, housing and 
crime prevention.

With access to the state’s data, the 
DAC signals a step towards data-driven 
citizenry and greater accountability. It 
provides transparency and therefore 
greater trust in government bodies. 
Having access to the raw and hard facts 
will help people better understand why 
and how decisions are made, which 
can lead to better acceptance of policy 
decisions once enacted.

There are also findings to suggest that 
data access can lead to exposing corrupt 
politicians. For example, in the early 

THE NSW GOVERNMENT’S 
DATA ANALYTICS CENTRE 

SIGNALS A STEP TOWARDS 
A DATA-DRIVEN CITIZENRY, 

GREATER GOVERNMENT 
ACCOUNTABILITY AND THE 

CHANCE TO DISCOVER NEW 
OPPORTUNITIES.

2000s, the Brazilian government selected 
and audited municipalities at random, 
then released audit reports to the media. 
Research found the audit had a significant 
impact on whether politicians were re-
elected into office.

The other side of the coin is that, 
given access to these raw materials, 
citizens are empowered to engage and 
contribute ideas for better policies and 
improvement of public services. With 
self-service analytics, it’s as a simple as 
downloading the data and uploading it 
into analysis software. It not only cuts 
out the middleman, but it could also 
save time in coming up with a solution. 
When responses and resources need to 
be marshalled quickly, giving everyone 
access to data allows for a faster 
response and a bigger pool of ideas on 
how to resolve the issue.

Public data is also a key resource for 
social innovation and economic growth. 
Dominello noted that the DAC will create 
an environment where researchers, start-
ups and companies can work directly with 
government experts.

Insights gained from state data will not 
only enable better business decisions, 
but will also allow us to discover new 
opportunities to explore. Entrepreneurs 
will be able to better understand potential 
markets and build new data-driven 
products.

So during the next pub debate about 
lock-out laws, why not pull out the data 
and look at alternative ways to reduce 
alcohol-related violence? After all, with 
access to government data, anyone can 
analyse the facts and propose solutions 
to better our state.

Opinion

Nigel Mendonca, Country Manager, ANZ, 
Tableau Software
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Roundtable

DIGITAL 
TRANSFORMATION
LESSONS FROM THE PRIVATE SECTOR
Jonathan Nally

AS THE FEDERAL GOVERNMENT’S DIGITAL TRANSFORMATION EFFORT BUILDS 
STEAM, WE SOUGHT THE INSIGHTS OF I.T. INDUSTRY EXPERTS TO SEE WHAT THE 
PUBLIC SECTOR CAN LEARN FROM SIMILAR PROJECTS IN THE PRIVATE SECTOR.
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Chris Harrop, 
Director of govCMS, 
Acquia Asia Pacific: 

“I’m impressed by 
the drive of the DTO 
approach of ‘Do, 
not talk’, which has 
avoided the pitfall 
of becoming simply 
another layer of 
documentation.”

The federal government is 

embarking on its biggest 

IT initiative yet — the 

transformation of public-

facing services from 

traditional avenues to a digital approach. 

It’s a plan that will be rolled out across 

the whole public service, with the aim 

of making interactions with the public 

faster, easier and cheaper.

It’s fair to say this is an enormous 

task. The person in the spotlight 

is Paul Shetler, CEO of the Digital 

Transformation Office. He’s been 

charged with leading the digital 

transformation effort and so far is 

impressing the IT world with his 

approach (see ‘The Dean of Digital’, 

page 10).

But are there any lessons the 

government can learn from digital 

transformation experiences — good 

and bad — in the private sector? To 

get some insights from those on the 

frontline in private enterprise, we 

spoke with senior executives from four 

diverse firms: Chris Harrop, Director of 

govCMS for Acquia Asia Pacific; Alec 

Gardner, General Manager, Advanced 

Analytics for Teradata ANZ; Peter 

Sabine, LivePerson’s Senior Account 

Executive, APAC; and Robert Parker, 

Verizon’s Head of Security Solutions for 

Asia Pacific.

GTR: DO YOU THINK THE 
GOVERNMENT’S DIGITAL 
TRANSFORMATION AGENDA IS 
REALISTIC, IN TERMS OF SCOPE, 
SCALE AND TIMING?
GARDNER: A government-wide digital 

transformation plan is a daunting 

undertaking. We’ve seen examples in 

other countries of what can go wrong 

when a very large, monolithic digital 

project is carried out in a traditional way. 

The DTO’s continual, iterative approach 

is one of the main strengths of the plan. 

Another factor that is likely to lead to the 

plan’s success is the move of the DTO 

from the government’s Communications 

portfolio to the Prime Minister and 

Cabinet portfolio. This means that 

Malcolm Turnbull, as Prime Minister, can 

retain oversight of the government’s 

overall electronic service delivery 

agenda.

PARKER: As it stands, a lot of work 

behind the scenes needs to happen for 

the government’s digital transformation 

to bear fruit. It has done a lot of things 

right and hired some heavy hitters in 

the DTO, but there is some way to go. 

Defining a standard or a direction is 

necessary, but it is not sufficient. The 

key to digital transformation is that all 

the stakeholders need to be engaged. 

This includes all levels of government 

and the citizens — or consumers — who 

are the ultimate beneficiaries. If this 

doesn’t happen, digital transformation 

won’t work.

SABINE: When looking solely at 

the program of work that needs to be 

completed to meet the agenda, yes, 

I am confident it can be completed. 

Many complex global organisations 

facing similar challenges, such as major 

banks, have been successful with similar 

transformations. An area of concern, 

however, is that this requires a lot of 

change and, generally, people and 

organisations (government or not) are 

resistant to change. Success is likely for 

agencies with strong leadership who are 

committed to the required changes.

GTR: CAN YOU GIVE AN EXAMPLE 
OF A SUCCESSFUL DIGITAL 
TRANSFORMATION EFFORT, 
PRIVATE OR PUBLIC, AND HOW 
THEY GOT IT RIGHT?
HARROP: govCMS is a great example 

of digital transformation in the public 

sector right on our own doorstep. It 

provides all the compliance ticks such 

as security, web accessibility and 

support, allowing an easy path for even 

a small agency to deploy a mobile 

responsive, open source website in the 

public cloud. What I really like about 

the program is the idea of a centralised 

coordination of effort that allows 

agencies to continue to own their 

destiny, but with the effort fed back to 

benefit everyone else.

PARKER: Probably the best 

example of successful digital 

transformation in Australia was the 

introduction of the GST in 1999–2000. 

That was a while ago now, but it 

involved digital transformation on a 

massive scale. When the ATO was 

faced with the realisation that it 

would have millions of businesses 

submitting their Business Activity 

Statements every month or every 

quarter, it realised they could not 

handle it manually with paper-based 

processes. It would have to move to 

electronic filing. That meant a massive 

effort and the involvement of a large 

group of stakeholders — businesses, 

accountants, the financial industry and >>
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Alec Gardner, 
GM Advanced Analytics, 
Teradata ANZ

“A government-wide 
digital transformation 
plan is a daunting 
undertaking. The 
DTO’s continual, 
iterative approach 
is one of the main 
strengths of the 
plan.”

Roundtable

Peter Sabine, 
Senior Account Executive APAC, 
LivePerson

“The government 
must get the focus 
on the user right. 
The reality is, people 
only interact with the 
government when 
they have to, rather 
than want to.”

government. It was in everybody’s 

interests.

GARDNER: Australia’s banking 

sector has been particularly active 

in undergoing lengthy digital 

transformations for commercial 

success. The Commonwealth Bank and 

Westpac are two local players that have 

both demonstrated how a long-term, 

overarching digital transformation 

can help establish a certain level 

of commercial superiority. By using 

customer-centricity as the underlying 

driving force behind a long-term 

digital overhaul plan, these banks can 

determine the relative success of their 

programs through increased customer 

numbers and improved interaction.

SABINE: In many respects, Australia 

is a little behind compared to other 

parts of the world. A good example 

of success is a UK-based global bank 

that has successfully transformed its 

company to a digital-first organisation. 

It was successful because it listened 

to its customers and was committed 

to giving them what they want — the 

ability to bank online, on the move, 24/7 

across all their key brands. This included 

ensuring the full transaction could be 

completed digitally.

GTR: HOW ABOUT THE 
OPPOSITE? ARE THERE LEADING 
EXAMPLES OF BOTCHED DIGITAL 
TRANSFORMATION EFFORTS?
GARDNER: It seemed like the whole 

world was watching when, in October 

2013, the US government’s Healthcare.

com website failed spectacularly 

upon launch. It was marred by serious 

technical problems and the site was 

almost unusable at the time. It took 

another month to fix the problems, and 

the cost of the disaster is estimated 

to have been more than US$900 

million. While not itself a government-

wide digital transformation, it showed 

how a large-scale digital project can 

go wrong, even when backed by 

enormous funds and resources. One 

of the main problems was that many 

of the underlying legacy systems and 

networks across the country with which 

the portal needed to interact remained 

largely unchanged during the process, 

which made integration difficult.

PARKER: An example that comes 

to mind is the introduction of smartcard 

drivers licences in Queensland. 

There should have been a better 

business case, better planning, use 

of proprietary technologies and a 

more comprehensive understanding 

of what they were trying to achieve. 

Much of the cost of the whole project 

was moved on to the consumer, in the 

form of significantly higher costs for the 

smartcard licences, with no perceived 

benefit. The government lost over 

$100 million. The smart meter rollout 

in Victoria was also similar in terms 

of planning and engagement with all 

parties, where consumers were asked 

to pay for a new technology when 

there was no perceived benefit in it for 

them. In both cases the big problem 

was a failure to ensure stakeholder 

engagement — you absolutely have to 

get everyone involved.

HARROP: Before govCMS, we found 

that agencies wanted to move to open 

source and the cloud in order to follow 

policy guidelines; however, they often 

had to compromise on this. Internal IT 

teams feared what cloud meant for them, 

and management simply didn’t get the 

idea of open source. We also saw some 

adoption of a technology that called 

itself open source, but actually wasn’t, 

and agencies struggled to unshackle 

themselves from vendor lock-in.

GTR: WHAT ARE SOME OF THE 
MOST IMPORTANT PITFALLS THAT 
THE GOVERNMENT MUST AVOID?
HARROP: I’m impressed by the drive of 

the DTO approach of ‘Do, not talk’, which 
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Robert Parker, 
Head of Security Solutions APAC, 
Verizon

“Security is number 
one — it almost 
goes without 
saying, but at every 
level and every 
layer, security 
is fundamental 
to digital 
transformation.” 

has avoided the pitfall of becoming 

simply another layer of documentation. 

I love the turn of phrases from John 

Sheridan such as ‘iterate wildly’ and ‘fail, 

but fail fast’. A pitfall the government 

is avoiding is spending years locked 

up in isolation from the project 

stakeholders, and working with a fixed 

determination to deliver something that 

might not be right. The idea of failing, 

and admitting failure, is completely 

alien to both the public and private 

sector. Small iterations, alpha and beta 

launches, willingness to change are all 

characteristics that need to be adopted 

for this to be successful.

And I think there needs to be a focus 

on ‘Content, not control’. Individual 

agencies and departments might 

not want to release control of their 

content. Explaining that content could, 

and should, be re-used outside of an 

individual agency’s control website 

is not an easy proposition. For digital 

transformation to be successful, this 

needs to be addressed so that there is a 

concept of open data.

GARDNER: I’d say don’t skimp 

on costs, communicate the benefits 

to all stakeholders and do it in small 

steps. While the government’s digital 

transformation agenda has been 

allocated a specific, and relatively 

healthy, budget, it is important to 

make sure that the funds driving the 

transformation do not dry up before the 

agenda’s complete implementation. The 

methods and goals of the transformation 

need to be clearly communicated 

to government employees and the 

public alike. By clearly communicating 

the agenda’s details internally, the 

government can help drive cultural 

change and acceptance.

PARKER: If I had to list the top three 

pitfalls, they would include lack of 

vision, lack of planning and not getting 

stakeholder engagement from the start. 

For a project to succeed you need to 

know what it is you are trying to achieve, 

how will you deliver it and what are the 

benefits. Planning, or lack thereof, is a 

known pitfall, but it’s important to stress 

how you will plan to get the desired 

outcomes. And finally, the biggest pitfall 

is not getting stakeholder engagement. 

It’s worth stressing that anybody who 

will be affected by the changes must 

see how they will benefit and how they 

are involved.

GTR: WHAT ARE THE MOST 
IMPORTANT THINGS THAT THE 
GOVERNMENT MUST GET RIGHT?
SABINE: The government must 

get the focus on the user right. The 

reality is, people only interact with the 

government when they have to, rather 

than want to. This means that the ideal 

interaction with government is quick, 

occurs whenever and wherever the user 

wants, and requires as few interactions 

as possible for resolution. In addition, 

it needs to be agency-independent so 

that a user just contacts ‘government’ 

and not multiple agencies for multiple 

interactions.

PARKER: Security is number one 

— it almost goes without saying, but at 

every level and every layer, security is 

fundamental to digital transformation. 

Stakeholder engagement also is critical. 

With digital transformation it’s not about 

trying to do too much or being too clever 

in the approach; don’t be unrealistic 

about what you can achieve, and know 

what benefits the changes will bring 

and communicate these to all parties, 

especially the consumers.

GTR: FINALLY, WHAT DO YOU 
SEE AS BEING THE BIGGEST 
CHALLENGES FACING THE 
GOVERNMENT’S DIGITAL 
TRANSFORMATION EFFORT?
SABINE: The biggest challenges 

are related to organisational inertia. 

Human nature, both on a personal 

and organisational level, exhibits the 

following traits: resistance to change, 

tribalism and an internal focus. The 

government needs to set these aside 

and commit to a new, digital relationship 

— the technology exists to enable this 

to happen. The leadership, and others 

responsible for the change, have to 

commit to making it happen.

HARROP: My advice to agencies is, 

don’t try to fix everything at once. Focus 

on those things you do own and control, 

no matter how small. Make those work, 

promote them and, as confidence 

grows, try to get new areas to control. 

The revolution has to start somewhere.
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NEVER FORGET A FACE  
CATCHING CRIMS USING BIOMETRICS

T
he Northern Territory 

Government has 

deployed NEC’s NeoFace 

Reveal facial recognition 

technology to help the 

Northern Territory Police, Fire and 

Emergency Services fight crime and 

protect the community.

NEC Australia’s in-country research 

and development team based in 

Melbourne has worked closely with the 

NT Police to develop applications using 

NEC’s facial biometrics technology that 

meet operational requirements.

In a 2009 performance evaluation 

of comparable competing technologies 

performed by the authoritative US 

National Institute of Standards, the NEC 

system achieved the highest score, with 

a ‘false reject rate’ of 2.1% and a ‘false 

accept rate’ of just 0.1%.

The NEC system has now helped the 

NT Police identify hundreds of individuals 

in support of its enforcement and safety 

responsibilities by enhancing the value of 

closed-circuit television (CCTV) footage 

for investigation purposes.

Following its initial trial phase, the 

NT government has announced that 

it will move to a second phase that 

broadens the system’s application in 

crime fighting.

Leading-edge forensic 
facial recognition 
technology is helping 
the Northern Territory 
Police Force solve crime 
and keep the community 
safe.

Case Study
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The technology enables police 

personnel to quickly search through 

their database of photos and match 

against any image or CCTV footage, as 

well as photos taken from body worn 

camera videos, drones and phone 

images.

The chief advantage of facial 

recognition over fingerprint 

identification is that face images can 

be captured from a distance without 

touching the person being identified.

“This new facial recognition 

software has already helped police 

identify or eliminate suspects and it 

is exciting to see it move to the next 

phase,” said Adam Giles, Chief Minister 

of the Northern Territory.

So far, the software has assisted NT 

Police in identifying over 300 people, 

including:

• a person who stole goods from a 

commercial premises, identified by 

CCTV footage;

• a person who stole fishing 

equipment from a commercial 

premises, identified from CCTV 

footage;

• a person who unlawfully entered 

Charles Darwin University, 

identified from a still image 

obtained by security; and

• an unconscious man admitted to 

the Royal Darwin Hospital after 

having been seriously assaulted.

“Like fingerprinting, facial 

recognition is a form of identification 

that allows a computer to quickly match 

similar faces based on facial features,” 

said Police Minister Peter Chandler.

The system is playing a key role in 

the NT Police’s investment in mobile 

“This new facial recognition software has 
already helped police identify or eliminate 
suspects and it is exciting to see it move to the 
next phase.”
Adam Giles, Chief Minister of the Northern Territory

technology across both handheld 

devices and image capture equipment.

There are currently 190 cameras in 

the network monitored by the Force’s 

CCTV unit, in addition to the mobile 

CCTV units that can be moved on-

demand to ‘hot spots’ and major public 

events. The government has also 

issued 1330 iPads to police officers and 

installed satellite communications in 51 

police vehicles in remote locations.

As well as newly created imagery, 

the system can make use of archival 

data. As of early September, 100,000 

images had been copied into the 

system database from existing Police 

information holdings.

“Footage or images captured on 

CCTV footage are submitted to NT 

Police’s facial recognition team, who 

can load it into the facial recognition 

system for analysis and comparison 

with existing images in the database,” 

said Chandler.

“The technology is helping reduce 

investigation times by enabling 

investigators to quickly identify or rule 

out suspects soon after a crime has 

been committed,” said Chandler.

“It could also assist police to 

identify missing persons and also 

those in the community who suffer 

from Alzheimer’s or other similar health 

issues to assist police in getting them 

the care they need.”
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COUNTING 
THE COST OF 
CLOUD

As the Australian 

Government begins 

making strides in its 

‘cloud fi rst’ policy and 

departments start to 

migrate their IT, the conversation must 

move away from just cost savings to 

how productivity can be maintained — 

or, indeed, improved.

The Australian Government Cloud 

Computing Policy, released in October 

2014, mandates that agencies adopt 

cloud “where it is fi t for purpose, 

provides adequate protection of data 

and delivers value for money”. While 

security and cost e�  ciencies are no 

THERE ARE THREE 
CRITICAL ASPECTS TO 
ENSURING THE FEDERAL 
GOVERNMENT’S ‘CLOUD 
FIRST’ POLICY ADOPTION 
DOES NOT SEE 
PRODUCTIVITY BEING 
SACRIFICED FOR COST 
SAVINGS: VISIBILITY, 
OPTIMISATION AND 
CONTROL.

doubt critical for the public sector, 

these savings can be rapidly negated 

if the impact on user experience, and 

productivity, is not properly factored into 

cloud migrations.

Logically, when you move your 

data further away from your users, 

performance will su� er unless mitigated. 

It’s no secret that the paper and pen has 

been largely replaced by the tablet and 

smartphone. This paradigm shift means 

every government department, much 

like the modern enterprise, depends 

on applications for almost every task. 

Therefore, IT is embedded in every 

business process and must perform.

Cloud First

AVOID 
PRODUCTIVITY 
SACRIFICES 
JUST TO WIN 
COST SAVINGS
Ian Raper, Regional VP, Riverbed A/NZ

©
 iS

to
ck

ph
ot

o.
co

m
/p

ai
sa

n1
91



 GTR OCTOBER 2015 | 25

As applications have become so 

critical in performing day-to-day tasks, 

the evolution from on-premise computing 

to the cloud means the network paths on 

which applications travel are becoming 

increasingly complex and likely to 

change more frequently. If this complexity 

is not properly accounted for before, 

during and after migrations, application 

performance will suffer; if applications 

don’t work, public servants can’t work.

But application performance issues, 

particularly in the public sector, impact 

more than just employee productivity. 

Increasingly, critical government services 

are being delivered online. If these suffer 

performance issues, then those who 

are most affected are the people using 

them. Some examples may be tax returns 

and visa applications not being lodged 

before deadlines, and employment 

details not being updated with Centrelink 

on time. These and other issues have the 

potential to seriously impact citizens and 

travellers trying to do the right thing.

While the government should be 

applauded for mandating departments 

and agencies adopt cloud technology, 

it is crucial that cost savings aren’t 

considered in a vacuum. The impact on 

performance needs to be considered 

with just as much, if not more, gravity than 

just the bottom line.

The problem lies in how cloud 

contracts are constructed and how 

performance is measured — service-

level agreements (SLAs) are generally 

based on ‘availability’. There is, however, 

a vast difference between an application 

being technically ‘available’ and the 

performance the end user experiences. 

The latter is the metric to which business 

cases and SLAs should be tied, because 

when application performance suffers, 

government suffers too.

So how do you measure — and 

ensure — end -user experience?

There are three critical aspects to 

ensuring cloud-first adoption does not 

see productivity being sacrificed for 

cost savings: visibility, optimisation and 

control.

VISIBILITY

The ability to see all applications 

and data moving across networks, 

regardless if they are on-premise, in 

the cloud or a combination of both, is 

the difference between driving through 

Sydney with a 25-year-old street 

directory and an up-to-date GPS with 

live traffic reports. Having visibility, not 

only into your network typography but 

also into how your applications and data 

are travelling, as well as identifying any 

potential bottlenecks, ensures IT teams 

can stay one step ahead of potential 

performance degradation.

OPTIMISATION

Secondly, you need optimisation to take 

action on the insights gleaned from 

visibility in order to ensure performance 

and productivity. Cloud providers with 

the economies of scale to drive costs 

down will offer the government the 

most significant savings — typically 

these providers are overseas. Assuming 

the security requirements are met for 

government emails to be outsourced 

to a cloud provider in Singapore (an 

increasingly common case in the private 

sector), email data now has to travel 

more than 6200 km before it lands in an 

inbox in Canberra. Unless you’re able to 

optimise your network and application 

performance, moving data this far away 

will decrease productivity.

CONTROL

Finally, in order to manage the 

complexities of the new-found cloud 

environment you need to be able to 

take control. Different cloud providers 

specialise in particular applications or 

services and it is the norm in private 

enterprise to have multiple providers. 

This trend will no doubt continue in the 

government space. While it adds to the 

labyrinth of IT architecture, it can be 

managed with the ability to prioritise 

certain types of traffic over others. 

With the right tools, predetermined 

performance thresholds can be set 

centrally so that critical traffic is given 

priority over less important information 

flows and the appropriate network path 

is selected. This can even be automated 

with a ‘set and forget’ series of rules to 

ensure the applications that mean most 

to each department remain available. 

This automation means that any potential 

application outages can be fixed before 

end users even notice a problem. 

There is no doubt that cloud 

services can offer huge cost savings to 

government departments. What does 

need to be considered, though, is how 

employee productivity can be, at a 

minimum, maintained while the data being 

used is moved further away from users.

As government services increasingly 

shift to online delivery — whether through 

computers, tablets or smartphones — and 

applications become central to public 

service operations, it becomes critical 

that user experience is factored into 

any implementation. When tax return 

deadlines loom, services need to be 

able to cope with the influx of visitors 

to the ATO and myGov websites. When 

welfare changes take effect, Centrelink 

websites need to handle increasing 

traffic. Intelligent network and application 

performance solutions can prioritise 

these data flows to ensure both public 

servants and the public aren’t left facing 

the frustration of crashing websites and 

never-loading pages.

Every government department, much like the 
modern enterprise, depends on applications for 
almost every task. Therefore, IT is embedded in 
every business process and must perform.
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NO SIMPLE SOLUTION

Gartner defines digital 

government as 

government designed 

and operated to take 

advantage of digital 

data in optimising, transforming and 

creating government services. Digital 

government creates new process 

designs that not only connect people 

and government, but also connect 

people and government with things 

to meet individual needs and improve 

government efficiency.

We draw the important distinction 

between ‘digitisation’, which involves 

automating existing processes and 

moving information from analog to 

digital (for example, from paper to online 

forms) and ‘digitalisation’, or the process 

I.T. INFRASTRUCTURE 
IS NOT USUALLY THE 
LIMITING FACTOR IN 
DIGITAL GOVERNMENT 
TRANSFORMATION — IT 
IS THE GOVERNANCE 
MODELS AND THE 
LEADERSHIP THAT MUST 
ENABLE IT.

of becoming a digital government. 

Digitalisation transforms business 

processes rather than augmenting 

or replacing existing ones. It means 

using digital technologies to change a 

business model and create new value 

or opportunities for the government and 

its citizens.

There are many challenges in 

moving to a digital government world. 

Data silos must be overcome and data 

shared internally and externally, for 

example, through open data programs. 

Processes must be standardised 

across silos as much as possible. 

Getting multiple organisations to work 

together towards a common objective, 

connecting and sharing data and 

integrating applications is rarely simple.

IT Governance

John Kost, Group VP, Gartner

DIGITAL TRANSFORMATION’S 
LONG JOURNEY

©
 iS

to
ck

ph
ot

o.
co

m
/M

EL
 S

TO
U

TS
EN

BE
RG

ER



 GTR OCTOBER 2015 | 29

ENGAGED LEADERS

It turns out that the most critical IT 

role in the public sector is actually the 

chief executive, not the CIO. The chief 

executive’s aptitude towards conflict 

resolution related to IT sets the tone 

for IT management and governance 

throughout the enterprise.

At the end of the day, much of the 

work of government executives is 

resolving conflicts between multiple 

points of view, especially when a 

project affects multiple agencies. 

So, the executive must be available 

and willing to address conflicts or 

ambiguities surrounding policy, 

resources and processes.

Our evaluation of failed public-

sector projects around the globe 

found that the fundamental problem 

common to most failures starts with the 

executive business sponsor, typically 

the head of the agency or department 

entrusted with enacting a new law or 

policy, driving many of the IT-related 

implementation decisions.

An executive business sponsor 

must be personally invested and 

visibly committed to the success of 

any business initiative that involves 

significant organisational and process 

changes, such as the move to digital 

government. The trouble is that, in 

most government agencies, the people 

who should be responsible for making 

sure a critical project, particularly one 

with a strong IT dimension, is properly 

ranked among competing priorities and 

adequately resourced are ill-equipped 

to do so or have no interest in spending 

their limited time on it.

Throughout the world, many 

officials lack IT understanding. The 

overall IT IQ score of government is 

slowly rising as a generation of digital 

natives enters the public-sector ranks, 

but this trend is not keeping pace with 

the rate of technological innovation 

that government so desperately needs 

to harness.

Public-sector project failures become 

very public, undermining citizen faith in 

government. When large-scale project 

failures happen, IT and the CIO are the 

easiest targets to blame. In reality, the 

problem is more often the decision-

making process within government. 

The success of digital government 

initiatives is highly dependent on 

strong engagement from government 

executives, even if it is beyond their 

comfort zones.

GOVERNANCE FRAMEWORKS

Gartner receives hundreds of requests 

each year to help organisations 

review and improve their governance 

practices and processes or 

recommend different approaches to 

governance. There are many different 

frameworks and approaches to 

governance. The good news is that 

many governance approaches can be 

made to succeed. The bad news is 

that virtually any governance approach 

can fail.

All approaches to governance 

depend on having the right people 

in the governance process. But even 

with the right people, the framework 

will likely fail if those right people 

aren’t actually engaged as required.

To help make governance more 

effective, an organisation can boil the 

approach down to the following very 

simple phrase: Who decides and by 

what process? This phrase has three 

key words, all of which must be well 

understood by the participants in 

the governance framework or those 

dependent on governance decisions.
Achieving success in digital 

government is a long journey with a 

finish line that is constantly changing. 

Digital government is about the 

business processes and the data that 

supports them. Digital government 

transformation is not an IT project. 

Changing business processes and 

using data in non-traditional ways is a 

business problem, not a technology 

problem. To succeed, your leaders 

must be engaged in the decision-

making.

There are no packaged products 

and no simple solutions, because it is 

about changing the way government 

works. Instead of looking for a magic 

bullet, we need to think about using new 

tools in creative new ways. However, 

IT infrastructure is not usually the 

limiting factor in digital government 

transformation. It is governance models 

and leadership that must enable it.

PEOPLE FIRST

People are behind a convergence of 

information, social interaction, mobility 

and cloud. This is what Gartner calls 

the ‘nexus of forces’. Using multiple 

devices and applications of their 

choosing, people connect with one 

another and interact with a wealth of 

information. The seamlessness of their 

experiences relies on an underlying 

cloud infrastructure. People now expect 

this prolific interactivity and information 

access in all their roles, including how 

they interact with government.

Public-sector leaders need to think 

in a ‘customer-centric’ rather than a 

‘program-centric’ way in order to remain 

agile enough to keep up with changing 

citizen expectations and needs.

For successful digital government 

transformation, we encourage leaders 

to think about people first, followed by 

process, data and, then, technology. 

While technology can enable new 

approaches, a technology-led approach 

will not work. The organisational 

or ‘people’ aspects may include 

developing workforce competencies 

and leadership qualifications and 

building organisational resilience 

to cope with the change required. 

Program and project management 

processes such as governance 

frameworks and management systems 

need to be reviewed. Information 

must be treated as an asset. 

Interoperability and re-use of data must 

be a requirement. Then, appropriate 

technology platforms should be 

considered, using an incremental rather 

than ‘rip and replace’ approach.
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The combination of body worn video and private-sector 
cloud-based software services is transforming safety agencies’ 
ability to focus on their core missions.

Digital 
evidence 
management
The software-as-a-service 
revolution

A
round the world, law 

enforcement, justice and 

government agencies are 

turning to body worn video as 

an innovative way to capture 

evidence. However, many experts agree that 

the cameras, whether they be body worn, 

CCTV or other devices, are just the tip of the 

iceberg when considering digital evidence 

management. There has been a worldwide 

explosion of the use of cloud-based software as 

a service (SaaS) to manage digital information.

As an indication of how far technology 

has come, in 1979 the cost of a Cray Super 

Computer was approximately US$20 million. 

It featured a blisteringly fast 167 MHz 

processor and a massive 4 GB of storage. Today, 

for around $600 you can get an Apple Watch 

with 16 GB of memory and a 1000 MHz 

processor. And it is estimated that Netfl ix is 

now transferring as much as 45 million GB per 

hour to its clients around the world.

While this digital explosion is being 

led by the consumer world, public-sector 

agencies, including the police, are also 

obtaining greatly increased capabilities 

through new technology. And even though 

the vast majority of police offi cers surveyed 

today indicate that they still have far more 

technological power in their personal devices 

than they do at work, this gap is closing — in 

some cases very quickly.

New Zealand Police has been rolling out 

mobile devices to all its offi cers for some time. 

Australian law enforcement agencies, including 

Queensland Police, are doing the same, while 

also exploring the use of body worn video to 

assist in capturing additional evidence. Many 

Australasian agencies also capture video via in-

car cameras, CCTV, cell block video, forensics 

and so on.

The need for open systems
But government agencies have been 

burned many times through the purchase 

APPLICATION UPDATE
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of proprietary systems that are not 

interoperable with other systems, often 

within the same agency. This lack of 

interoperability, seen around the world 

from 9/11 to Black Saturday in Victoria, is 

leading the call for mandatory ‘open systems’ 

approaches to information management.

While many think that the video 

explosion was led by the United States, it 

was actually the United Kingdom that was 

fi rst out of the gate, decades ago, with the 

immense use of CCTV cameras, in part in an 

attempt to deal with acts of terrorism.

Having said that, the impact of incidents 

in the US, such as in the shooting in Ferguson, 

Missouri, have created a fi restorm of 

demand for additional video to be captured 

and managed by the police. Even the US 

President has stated, “This is not a problem 

just of Ferguson, Missouri. This is a national 

problem.” In fact, it is not just a national issue, 

but an international one.

For example, while the call for body worn 

video by Canadian chiefs of police is more 

muted, they readily admit that cameras are 

only one factor when dealing with digital 

evidence. Many agencies have gone down 

the route of building their own data centres, 

primarily due to perceptions on issues such 

as security, reliability and cost. However, 

most are now realising these issues are greatly 

enhanced by moving towards a software as a 

service on the cloud.

A cloud-based approach
Even TASER International, which has almost 

a decade of experience in capturing video, 

made the same mistake when getting started. 

It spent a great deal of time, effort and money 

trying to build its own data centre only to 

realise that it needed to focus on its core 

business and let others, such as Amazon Web 

Services, develop the cloud that they could 

leverage around the world.

That decision, and the “build, measure, 

learn” approach described by Eric Ries in 

The Lean Startup, led TASER do develop its 

Evidence.com SaaS system, which now has over 

5000 clients worldwide. Fortune Magazine 

calls TASER one of the fastest growing 

companies in the United States.

Evidence.com, the fl agship service provided 

by TASER’s Axon brand, dramatically assists 

in each aspect of digital evidence management: 

capture, transfer, manage, retrieve and share. 

Each of these issues have their own challenges.

For example, the current process for sharing 

digital evidence (such as huge video fi les) with 

crown prosecutors, has been to create CDs or 

DVDs (or even put them on a laptop), drive 

them to the court and hand them over to 

justice offi cials. Those offi cials then need to 

fi nd the appropriate player, review and, when 

appropriate, make another copy and somehow 

get that to the accused’s lawyer. No part of this 

process is secure, nor does it leave any sort of 

irrefutable audit trail.

With a SaaS service such as Evidence.com, 

the entire process, from capturing the scene 

on the street via body worn video, to sharing 

with prosecutors and forwarding to the defence 

lawyer, is managed by just a couple clicks of the 

mouse — all with an evidentiary audit trail and 

no additional infrastructure costs other than a 

web browser and internet access. The system 

is also designed to be open, so that digital 

information from almost any source can be 

managed and shared.

The explosion of digital media, both 

public and private, is expected to continue and 

grow for years to come. As a result, the reality 

for most agencies is that their best option for 

managing this data in a secure, reliable and 

cost-effective way is cloud-based SaaS.

By leveraging the private sector’s ability 

to quickly and safely deliver services via the 

cloud, government agencies can focus on their 

mission and deliver the core services to the 

public they serve.

TASER International
www.taser.com

With a SaaS service such as 
Evidence.com, the entire 
process, from capturing 
the scene on the street to 
sharing with prosecutors 
and defence lawyers, is 
managed by just a couple 
clicks of  the mouse.

“

Sponsored Content
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SPECTRUM 
SQUEEZE
THE AIRWAVES ARE GETTING 
CROWDED
David Braue

THE EMERGENCY SERVICES’ NEED FOR MOBILE BROADBAND DATA IS PUTTING 
PRESSURE ON AUSTRALIA’S PUBLIC SAFETY EMERGENCY RADIO SPECTRUM.

Emergency Services
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Policing in NSW took 

a big step forward in 

September with the 

introduction of body 

worn video (BWV) 

cameras, rugged devices that allow 

officers to capture HD video evidence of 

their interactions with the public.

Some 248 of the HD-resolution 

cameras — developed by Fujitsu 

using FireCam devices, m-View 

streaming technology, palm-scanning 

authentication security, and custom-built 

software for recording and archiving 

footage — are now in use at policing 

hotspots in Kings Cross and Sydney’s 

eastern beaches.

Among other benefits, such devices 

provide forensic evidence in police 

investigations. They’re also said to 

improve the behaviour of the public, as 

well as facilitating incident response 

with live-streaming capabilities that let 

dispatchers monitor police activities in 

real time.

Yet despite their myriad capabilities, 

the cameras highlight a growing 

challenge that public safety agencies 

(PSAs) face in embracing a new 

generation of wearable, surveillance 

and analytical technologies that promise 

better delivery of information to the 

field. And that challenge is the ongoing 

disarray in mobile broadband strategy, 

which means that PSAs must temper 

enthusiasm for new technologies with 

the available mobile spectrum’s ability to 

deliver them.

The need is particularly pointed 

given the geographically dispersed 

nature of emergency operations, which 

happen every day in rural areas with 

spotty wireless broadband coverage, 

as well as in metropolitan areas 

where good 4G wireless broadband is 

generally available, even if performance 

can be erratic.

As well as meeting the physical 

demands of wet, hot, dirty and otherwise 

hostile field conditions, PSA solutions 

must accommodate both rich and 

sparse bandwidth availability as well 

as being able to work offline when 

necessary — and do it all without 

compromising the safety of field officers, 

the public or ongoing operations.

Exposure to fluctuations in wireless 

coverage are often being managed 

by positioning mobility device 

deployments as complements to 

regular policing, rather than as intrinsic 

parts of the process. That approach 

has delivered great benefits for 

Tasmania Police, which recently rolled 

out over 1000 Windows 8-based Acer 

Iconia W511 tablet computers to police 

across the state.

“If you’re sitting on the side of the 

road waiting for something to happen, 

you can take out the tablet and do 

the paperwork you used to do back 

at the station,” said Senior Sergeant 

Jason Hutcheon, who helped drive the 

project in his previous role within the 

organisation’s Business Improvement 

Unit. “When you can enter information 

into the systems straight away, it gives 

you more efficiency downstream.”

Yet dependence on the devices 

“has exposed other problems that were 

always underlying with the network 

infrastructure and connectivity”, he 

said. “[The project] has allowed us to go 

back and really focus on connectivity 

on the front end.”

To minimise exposure to connectivity 

issues, each tablet has its own 3G SIM — 

an architecture that was chosen to boost 

redundancy and reliability instead of 

relying on Wi-Fi connectivity from major-

incident command buses.

“Normally we would have to set 

up additional Wi-Fi infrastructure,” 

Hutcheon explained. “But if they fail, the 

whole command centre fails. There is 

a certain level of redundancy in having 

everyone on the 3G SIM. If one tablet 

fails, the rest of the command centre is 

still operational.”

Such a usage model is typical of 

the stepped evolution of mobility 

within Australia’s PSAs, said Motorola 

Solutions ANZ Managing Director 

Steve Crutchfield. “Early use of 

broadband is probably more focused 

on productivity enhancement.

“In the longer term view, we’ve 

got this notion of turning data into 

intelligence and better enabling the 

activities of police, fire and ambulance. 

This will put more powerful information 

into their hands, providing them with 

relevant situational awareness and a 

better capability to relay information 

back to a centralised C&C situation. 

Broadband is clearly the disruptive force 

that will enable that.”

SPECTRUM RESCUE

In an ideal world, adequate mobile 

bandwidth would be available 

everywhere, all the time. But Australia 

is a large continent and — even as 

mobile operators begin to talk about 

5G networks — 3G and 4G coverage 

is still spotty in many areas. Even 

more problematic: commercial mobile 

networks are highly susceptible to 

congestion, particularly in emergency 

situations where the first instinct of 

citizens is to reach for their phones.

As a result, many PSAs are still forced 

to shoehorn their expectations into the 

voice and 9600 bps data capabilities 

of the P25-based government radio 

networks. While such networks offer 

better and more pervasive coverage, 

particularly in regional areas, their 

limitations stretch the usability of new 

data-driven applications, making the 

“In the longer term view, we’ve got this notion of 
turning data into intelligence and better enabling 
the activities of police, fire and ambulance.”
Steve Crutchfield, Motorola Solutions Australia

>>
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transmission of even still images time-

consuming and the prospect of live-

streaming video an utter fantasy.

Driven by the “daunting data 

demands” of today’s Netflix-hungry 

mobile users, mobile network operators 

(MNOs) have invested heavily in new 

capabilities for transmission of video, 

notes telecommunications analyst Paul 

Budde.

“While networks can at times be 

strained, the MNOs are continually 

adding capabilities and applications in 

an effort to reduce their overall costings. 

Customer preference for Wi-Fi from 

homes and workplaces has meant that 

mobile broadband traffic is largely off-

loaded to fixed-line infrastructure.”

In the field, however, the option of 

Wi-Fi off-loading is often unavailable; 

officers’ personal smartphones could 

theoretically be used to create Wi-Fi 

hotspots, but these would be subject to 

the same coverage issues as directly 

connected devices.

PSAs are eager for a better mobile 

broadband spectrum allocation that 

will enable advancements such as the 

BWV live-streaming to become part of 

everyday operations — and that has set 

up a showdown as PSAs demand more 

consideration in the ongoing reshuffling 

of Australia’s radiofrequency spectrum, 

occasioned by the shutdown of analog 

TV in December 2013.

The sudden release of masses 

of new spectrum bred a land grab in 

which PSAs had argued for a section 

of the precious 700 MHz radio 

spectrum — which pairs high-speed 

data performance with long-distance 

signal transmission that fills in coverage 

blackspots — to be allocated exclusively 

for emergency use.

Mobile carriers, keen to maximise 

usage of the 700 MHz spectrum for 

which they have paid considerable 

sums, have pushed for PSAs to instead 

either be pushed into the less-

commercial 800 MHz range or to rely on 

commercial 700 MHz services.

Telstra has supported its case by 

implementing a purpose-built solution 

called LANES, which enables the 

prioritisation of PSA broadband traffic 

during times of peak demand but retains 

the spectrum for general usage during 

non-emergency times.

“In all the other industries, the 

capacity requirement is well known,” 

Telstra National General Manager of 

Government and Public Safety and 

Security Alex Stefan told the APCO 

emergency services conference in April.

“You know exactly how many trucks 

are on a mining site. However, the 

emergency service is the only one that 

has a dynamic profile. They might go a 

year or two years without much strain on 

the capacity on the network, and then in 

half an hour it can be 100% capacity.”

Having reached a stalemate on the 

issue, the public safety industry spent 

most of this year waiting for the results 

of a Productivity Commission audit into 

Public Safety Mobile Broadband (PSMB), 

which was ordered by then treasurer 

Joe Hockey in March and published in 

draft form in late September.

The terms of reference for the PSMB 

report — the first of its kind since a 

massive radiocommunications review in 

2002, five years before Apple’s game-

changing iPhone put mobile broadband 

on the map — noted “the need for 

PSAs to have adequate capabilities to 

respond efficiently and effectively when 

disasters occur” and ordered an analysis 

of the options available for the best use 

of “scarce and valuable resources”.

The ideal solution, according to 

Hockey’s terms of reference, would be 

secure and nationally interoperable 

and available by 2020; operate in 

metropolitan and regional areas; 

offer voice communications; ensure 

“sufficient capacity for PSAs, particularly 

during periods of peak demand and 

during a localised incident”; be resilient 

and maintain continuity of service; 

address “rapidly changing technology 

and increased demand”; be cost-

effective; and support a range of end-

user devices.

“Spectrum alone will not achieve a 

PSMB capability as infrastructure and 

supporting networks with compatible 

end-user equipment are required,” the 

order notes, highlighting the need for “a 

re-evaluation of user needs and project 

requirements given the passage of time”.

“The physics of LTE 
make it very difficult 
to justify purpose-built 
environments that 
are going to cover 
a geography like 
Australia.”
Steve Crutchfield, Motorola Solutions 
Australia

Emergency Services
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The draft report concluded that 

deploying a separate PSMB network 

is “nearly 3 times more expensive than 

relying on commercial networks”, with 

a net present value over 20 years of 

around $6.1 billion, compared with $2.1 

billion using the commercial option.

That gap, which narrows as the 

scope of any private-network coverage 

is decreased, is attributed to high 

capital investment requirements, the 

wider portfolio of spectrum available to 

commercial carriers and the larger user-

base over which commercial operators 

can spread the costs of current and 

future mobile technologies. A state-

by-state dedicated network, the report 

notes, would be around 20% more 

expensive than a national approach.

Yet despite the lower cost of a 

commercial component, the report 

notes that channel-isolating solutions 

such as LANES are still in their early 

days and that “many PSAs remain 

uncertain about the capability of the 

technology and have indicated a 

reluctance to rely on mobile broadband 

data services that are delivered using 

commercial carriers’ spectrum”.

Despite this stated lack of 

confidence, the report concluded that a 

commercial solution “offers the best way 

forward” on first principles and that any 

risk of lock-in to a commercial network 

wouldn’t be worth the $4bn price 

difference.

As well as recommending that 

spectrum be priced at its opportunity 

cost, the report recommends extensive 

trials of commercial networks and 

bandwidth prioritisation — which, 

given the 5- to 10-year lifespan of 

existing networks, provides “a low-

risk environment for experimentation 

with new technology… Trials would 

help jurisdictions to better gauge the 

costs, benefits and risks of PSMB, and 

to identify risk mitigation strategies… 

Starting small is likely to be beneficial for 

all jurisdictions.”

THE NEW DISPATCH

Specific technologies to be used 

will emerge once clear decisions 

about spectrum allocation are made. 

However, Telstra’s LANES solution, 

which was successfully trialled during 

last year’s G20 meeting in Brisbane and 

is being spruiked to mining and other 

businesses this year, is gaining support 

in many circles because it meets both 

commercial and PSA requirements.

Crutchfield, who believes the 

spectrum debate has been “a bit 

myopic in and around the issues of 

700 MHz vs 800 MHz” is among those 

who believe a shared public/private 

capability is the most appropriate 

structure going forward.

“The physics of LTE make it 

very difficult to justify purpose-built 

environments that are going to cover a 

geography like Australia, where there is 

capacity available in and around some 

commercial network environments,” 

he said. “We believe having a blend of 

both, with the ability to implement both 

with dedicated spectrum, will be the 

right strategy for the future.”

This approach would offer one other 

benefit: because mobile devices are 

tied to particular spectrum ranges and 

the mooted 800 MHz spectrum is not 

generally one of them, a PSMB solution 

built on 700 MHz-band devices would 

allow PSAs to harness innovative mass-

market mobile solutions rather than >>
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being restricted to the work of those 

companies that bother to build for PSA-

specific frequencies.

Satellite connectivity may also 

become more relevant for PSAs as the 

launch of nbn’s two new government-

owned ‘Sky Muster’ Ka-band satellites 

delivers nationwide coverage at speeds 

capable of supporting rich two-way 

communications.

Adequacy of broadband will 

become increasingly relevant as PSAs 

increasingly look to embrace even more 

bandwidth-hungry new technologies, 

particularly those requiring high-quality 

(and high-bandwidth) video. This 

includes: BWV systems; drones with 

natural and infrared scanning as well as 

the ability to deliver payloads; intelligent 

CCTV surveillance cameras with 

automatic recognition of faces, guns, 

suspect bombs and other devices; field-

based fingerprint scanners; situational 

scanners; and much more.

As these devices range further 

and wider from supporting Wi-Fi, 

they will also need to be increasingly 

autonomous, capturing store-and-

forward data where necessary and 

proactively communicating with 

dispatchers whose job is rapidly 

changing to encapsulate a role as 

curators of operational intelligence.

The depth and quality of that 

intelligence is steadily increasing as 

conventional voice, video and digital 

records are being complemented with 

monitoring and analysis of social media 

feeds, CCTV, environmental sensor and 

other information. PSAs are also coming 

to rely on rapid analytical capabilities 

through big data analysis and forensic 

analytics tools from the likes of Wynyard 

Group, which can pick patterns with 

forensic implications from large 

quantities of event and operational data.

“It’s a combination of structured 

and unstructured data,” said Wynyard 

Group CEO Craig Richardson. “All these 

agencies have the intent to do the right 

thing and a lot of them have a lot of this 

data, but pulling them together in such a 

way to help is not a trivial exercise.

“Real-time intelligence on 

offenders and victims doesn’t rely 

on often onerous and bureaucratic 

processes,” he added. “It’s about data 

from a number of places to give the 

people responsible for managing 

those offenders the best chance of 

intercepting what might go wrong.”

KEEPING IT SAFE

Increasingly, connected systems 

introduce one other consideration 

that should not be underestimated: as 

devices are increasingly brought online 

all the time, they will be opened to 

compromise through outside hacking. 

This carries significant implications for 

PSAs, for whom it is critical to secure 

both access to supporting technologies 

and the information they create — 

particularly as they increasingly deploy 

autonomous, wirelessly connected 

devices like drones and situational 

robots.

“We can’t even protect the number of 

things we have online today,” said global 

security advisor Marc Goodman, who 

has often warned about the emerging 

Internet of Things (IoT), of which PSA 

devices will increasingly be a part.

“Although we’ve been excellent 

at wiring the world, we’ve failed to 

secure it. These cameras, for example, 

are overwhelmingly connected to the 

internet and overwhelmingly hackable. 

Robots are also going to be huge 

— but remember that these devices 

move about our physical space. If 

people hack robots, there can be very 

significant implications.”

Such concerns may seem esoteric at 

best, but within PSAs the increasing use 

of drones and robots in field operations 

reflects a looming reality: drones are 

already being used to monitor the 

spread of bushfires, for example, and 

their role in other emergency-response 

situations is likely to expand quickly.

Extending their reach back to 

centralised dispatchers will be of 

great value in helping facilitate a 

coordinated response to the many 

natural disasters with which Australia’s 

PSAs have to deal.

Eventually, seamless connectivity 

may obviate concerns about bandwidth 

— but we are still far from that point. 

In the short term, the Productivity 

Commission report will dictate the 

next step as PSAs work to build the 

responsive, capable field force that 

today’s mobile technologies promise 

to deliver.

“This process has been going on for 

some time now,” said Crutchfield. “We 

do need to move forward and quickly, 

because this is a significant and real 

issue for PSAs and for the community. 

We’re hopeful that some real and 

clear decisions will be made out of this 

process in the short to medium term.”

Eventually, 
seamless 
connectivity may 
obviate concerns 
about bandwidth 
— but we are 
still far from that 
point.

Emergency Services
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MOBILE-FRIENDLY WEB MAKEOVER 
BOOSTS USER EXPERIENCE

New migrants in Australia have more 

access to affordable mobile phones 

than ever before. Humanitarian 

organisation AMES Australia, with 

the help of user research and digital 

design agency Yump, has transformed 

its online presence by embracing 

a simpler, cleaner and more user-

friendly website aimed at this 

increasingly mobile audience.

While there are an estimated 

59.5 million refugees and displaced 

people in the world (according to the 

UNHCR), in 2014 Australia accepted 

11,750 resettled refugees through 

offshore resettlement programs and 

recognised 2780 asylum seekers 

as refugees. In response to the 

worsening war and conflict in Syria, 

former prime minister Tony Abbott 

announced in September that Australia 

would accept an extra 12,000 refugees 

in addition to the federal government’s 

current policy.

After arriving in Australia, 

new refugees and migrants will 

need help to assimilate in the new 

environment, by learning to speak 

English, gaining workplace skills and 

settling in communities, so they can 

fully participate and contribute to our 

multicultural society.

This is where AMES Australia 

comes in. For 60 years AMES has 

helped new and recently arrived 

refugees and migrants, by providing 

humanitarian settlement, education, 

training and employment services. 

More than just teaching English, AMES 

works with the community, businesses 

and government to develop 

sustainable and effective settlement 

solutions for communities in Victoria 

and New South Wales.

Although the AMES Australia 

website was regularly used by more 

than 15,000 unique visitors a month 

over the last few years, it became clear 

that there was declining engagement 

and poor feedback from visitors using 

mobile devices. The challenge was 

to identify where the issues were and 

uncover user insights that would pave 

the way for a new mobile-friendly 

design.

Starting with a comprehensive 

research process comprising a site 

analytics audit, an online survey and 

internal stakeholders workshops, 

the team at Yump identified key 

user priorities by combining insights 

gathered from both quantitative and 

qualitative analysis. This led to a fully 

reorganised website architecture and 

a complete redesign of the website 

interface.

As a result, more than half of the 

existing buttons and links on the 

homepage, which were used by fewer 

than 2% of visitors, were removed or 

reduced, and highly visited sections 

such as ‘Find AMES near me’ were 

prioritised and made much easier 

to access. This means that visitors, 

especially those who are on the 

move, can get to their most desired 

information more quickly without 

getting lost in the clutter.

In the few months since the 

revamped AMES Australia website 

was launched, visitor traffic drop-off 

from the homepage has reduced 

by 17% and stakeholder feedback 

has been overwhelmingly positive. 

However, the work doesn’t stop here. 

Mobile optimisation is merely a small 

step in the organisation’s long-term 

digital transformation strategy. AMES 

Australia will continue working with 

Yump to identify ongoing usability 

issues and improve its online presence 

and delivery of services.

A complete website revamp 
has improved usability, traffi  c 
and overall user experience 
for clients of AMES Australia.

Technology@Work

AMES Australia
www.ames.net.au 
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SEEING AROUND 
CORNERS
THE RISE OF CONTEXT-AWARE 
APPLICATIONS
NEW, INTELLIGENT TECHNOLOGY THAT HELPS FIRST RESPONDERS WORK MORE 
EFFICIENTLY AND SAFELY WILL MAKE A FUNDAMENTAL DIFFERENCE IN TODAY’S 
PUBLIC SAFETY ENVIRONMENT.

Emergency Services

Graeme Stanley, Public Safety Solutions 
Architect, Motorola Solutions
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As a speeding car passes 

a police officer sitting in 

a parked police vehicle, 

automatic number plate 

recognition (ANPR) 

technology scans the number plate 

against a database ‘hot list’, providing 

instant recognition that the car is 

registered to a known offender. The 

officer takes off in pursuit, activating in-

car video recording by switching on the 

vehicle’s lights and sirens. The police 

vehicle’s mobile data terminal (MDT) 

also delivers the speeding driver’s 

details and previous offences, giving the 

officer greater awareness of potential 

risks before the driver is pulled over. 

The officer books the driver, making 

the operation a success both for its 

efficiency and the information delivered 

to help keep the officer safe.

This scenario may sound familiar; 

ANPR and mobile data technology are 

readily available today and are used 

by many public safety organisations to 

increase their operational efficiency. 

This includes Victoria Police through 

its program BlueNet, which has put six 

video-enabled vehicles on the road to 

proactively target disqualified drivers 

and make the state’s roads safer.

Through rapid advances in 

technology, we can imagine a world 

in which the ‘Internet of Public Safety 

Things’ could play a larger role in a 

situation such as this. For example, 

imagine if the personal devices worn 

by the officer were continually and 

automatically sending information about 

what the officer is dealing with back to 

his or her colleagues in the field and to 

the incident control room.

Imagine if information about 

potential dangers sensed by the officer 

when approaching the speeding 

driver could be relayed back to 

the control room. Vital clues from a 

biometric device registering changes 

in the officer’s heart rate and body 

temperature could raise an alert that 

something isn’t right. What if the officer 

felt threatened by the driver and chose 

to draw his or her weapon? What if the 

driver decided to flee the scene on foot 

to a nearby shopping precinct?

These are among many possibilities 

an officer can face in a typical day’s 

work. Yet when it comes to sharing 

information as it happens, most public 

safety agencies today still rely on voice 

radios, smartphones or other devices 

to communicate, rather than devices 

that can do the work for them without 

human intervention.

CONTEXT-AWARE COVERAGE

The role of ‘context-aware technology’ 

in this scenario might sound simple, 

but technology that helps officers 

work more efficiently and safely will 

make a fundamental difference in 

today’s public safety environment, 

which is growing more complex even 

as pressure on public safety costs 

and resources continues to grow. A 

major key to relieving those pressures 

comes through making better use of the 

masses of data already available within 

our cities to deliver better frontline 

operational outcomes, so that public 

safety officials can predict and plan for 

what’s next.

Context-aware is defined by Gartner 

as “when situational and environmental 

information about people, places and 

things is used to anticipate immediate 

needs and proactively offer enriched, 

situation-aware and usable content, 

functions and experiences”. In public 

safety, this means tapping into rich 

information sources in the field so that 

vital information can be shared between 

the officer and the command centre, 

giving both parties greater awareness 

of what is happening at all times. 

The nirvana point for context-aware 

technology solutions is about all public 

safety technology users having access 

to relevant, timely information that is 

easy to access so that they can make 

better and faster decisions to keep our 

communities safe.

With that in mind, let’s revisit the 

aforementioned scenario. This time when 

ANPR data is obtained through a hit on 

the speeding vehicle’s number plate it 

is automatically coupled with metadata 

The future of public safety will see the Internet of 
Public Safety Things providing a comprehensive, 
360-degree view of any situation.

>>
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— including incident location and radar 

information, which is matched with records 

information from the police agency’s 

computer-aided dispatch system.

Location look-ups are automated to 

provide information about past incidents 

at the location — for example, if the officer 

is near a dangerous location such as 

a suspected drug lab. ‘Geo-fencing’ is 

also applied to create a virtual perimeter 

around the officer for rapid identification 

of resources and increased safety. When 

the officer leaves the car, information 

from the vehicle’s data terminal instantly 

replicates to the officer’s personal mobile 

device. Trigger events — for example, the 

unclipping of the officer’s firearm holster 

— would immediately alert the command 

centre the officer may be in danger. For 

a better look at what she or he is facing, 

control room workers could tap into real-

time video feeds from the officer’s in-car 

video system, body worn camera and 

other nearby information sources, such 

as a CCTV camera in the street, providing 

an overall view of local resources the 

officer could use to manage the incident. 

Sensors will indicate whether the officer 

has left the vehicle and automatically 

lock the in-vehicle terminal and any other 

devices to prohibit unauthorised access.

All of these information sources can 

have their greatest effect on public safety 

when they are filtered, analysed and 

delivered to officers in the field in a way 

that enables them to keep their hands free 

and their eyes and ears attuned to the 

incidents as they unfold.

MAKING BETTER DECISIONS

There’s much in store for the future 

of public safety, especially when it 

comes to further leveraging the Internet 

of Public Safety Things to provide a 

comprehensive, 360-degree view of any 

situation.

In the not-too-distant future, the 

officer’s personal device would not only 

detect whether he or she has left the 

vehicle but would automatically change 

to an appropriate mode — for example, 

adapting to when the officer is on patrol or 

chasing a suspect on foot (at which time 

voice and video recording on the officer’s 

device could be automatically triggered). 

If sophisticated data analytics indicated 

the officer was in a high-risk environment, 

his or her devices could automatically gain 

access to a cellular network by removing 

other, non-essential commercial traffic. 

Smart glasses and/or body worn video 

cameras would instantly send images or 

high-resolution video back to base. Video 

analytics, including facial recognition 

software, could inform the command 

centre if the officer sees a dangerous 

suspect, enabling them to send back-up.

These concepts can be applied to 

a number of situations faced by any 

emergency service organisation. For 

example, sensors could sound an alarm 

when unauthorised access has been 

gained to a drug fridge in an ambulance, 

while wearable sensors monitoring air 

composition or radiant heat could alert 

a firefighter to potential hazards before 

entering a dangerous area.

In summary, context-aware 

applications enable officers to understand 

what’s happening, before decisions are 

made on how best to manage any event. 

It all comes down to officers having more 

essential information when and where 

they need it most, so they can continue to 

manage community safety without having 

to worry about technology.

Emergency Services
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Featured products

YO U R  D E ST I N AT I O N  F O R
P U B L I C  S E C T O R  I C T  I N D U S T R Y
N E W S  A N D  I N F O R M AT I O N

S u b s c r i b e  t o d a y  t o  t h e  G o v e r n m e n t  Te c h n o l o g y  R e v i e w  ( G T R ) 
e m a i l  n e w s l e t t e r  a n d  e n j o y :

•  B r e a k i n g  n e w s  t o  y o u r  i n b o x  e v e r y  w e e k

•  C h o i c e  o f  a  q u a r t e r l y  p r i n t  o r  d i g i t a l  m a g a z i n e

•  I n - d e p t h  a n a l y s i s  f r o m  i n d u s t r y  e x p e r t s  a n d  a n a l y s t s

•  P r o d u c t s ,  c a s e  s t u d i e s ,  i n t e r v i e w s  a n d  o p i n i o n  p i e c e s
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Tablet
The Lenovo ThinkPad 10 features 

theThinkPad Pen Pro, Windows 10, 4G 

LTE support, a fast Intel Quad Core 

processor and 10″ full HD 

screen. The 10″ tablet 

can be attached to the 

optional ThinkPad 10 Folio Keyboard 

or the Ultrabook Keyboard for a full typing 

experience and optional ThinkPad Tablet Dock for a 

more office-like environment to plug in peripherals like 

monitors and printers.

The unit has nearly 10 h of battery life and a WUXGA 

1920x1200 IPS touch display which can be coupled 

with the optional Anti-Glare Film for improved visibility 

in bright sunlight, or the 4-way Privacy Film for 

confidentiality in information-sensitive environments. 

lenovo

www.lenovo.com.au

PC on a stick
The IronKey Workspace W200 PC on a Stick USB flash 

drive offers a high-performance, low-expense option 

for cost-sensitive enterprises. With the W200, users 

can use a fully functional version of their Windows 10 or 

Windows 8.1 image, identical to the corporate desktop, 

by booting directly from the USB drive using any 

Windows 7 or higher compatible computer, including 

tablets and Macs. To ensure the W200 is centrally 

secure, IronKey allows IT to leverage the company’s 

existing Microsoft infrastructure using BitLocker 

software-based encryption. 

IronKey by Imation

www.ironkey.com
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REAL-TIME INSIGHTS FOR LIFE-
SAVING HEALTHCARE MISSIONS

T
he Royal Flying Doctor 

Service (RFDS) Central 

Operations is part of a 

nationwide organisation 

that provides care to more 

than 290,000 Australians each year — 

that’s one person every two minutes. In 

addition to being Australia’s third-largest 

airline, the RFDS is also the world’s most 

comprehensive aeromedical organisation, 

bringing 24-hour emergency medical 

services and essential health care to 

remote and outback Australia.

The RFDS has a fleet of more than 63 

aircraft operating from 21 bases located 

across Australia, and as a non-profit 

organisation it relies heavily on fundraising 

and donations from the community to 

purchase and equip its aircraft and to 

support other major health initiatives.

While the RFDS already had reliable 

systems in place for planning flights and 

tracking aircraft activity, the information 

was siloed in third-party commercial 

applications and was not available 

in real time. With many healthcare 

decisions being a matter of life or death, 

the organisation needed real-time 

visibility into its operations across a 

widely dispersed IT infrastructure and 

aircraft fleet. Its staff is equally dispersed 

throughout Australia and many of them 

are on the road (or in the sky) rather than 

behind a computer.

The Royal Flying Doctor 
Service is achieving 
unprecedented visibility 
into its daily operations 
thanks to the roll-
out of transformative 
enterprise software.

Case Study
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Because of these challenges, the 

RFDS needed a flexible and cost-effective 

reporting solution that could allow it to 

centralise all of its key operational insights. 

Last, but certainly not least, as a non-profit 

agency that depends on fundraising, 

the RFDS wanted to see how deeper 

insights into its data could contribute to its 

marketing creativity and outreach efforts.

With the help of local reseller 

SecureWare, the RFDS deployed 

Splunk software to gain full operational 

visibility into its IT infrastructure — 

building reports, alerts and dashboards 

for a single-pane-of-glass view. The 

organisation also implemented Splunk 

Enterprise for security information and 

event management, monitoring network 

hardware and applications such as 

routers, switches, email and web servers.

After grasping the full power of 

Splunk for its IT infrastructure, the 

organisation also began collecting, 

indexing and visualising log data coming 

from its aircraft — data to analyse and 

monitor aircraft performance, as well 

as GPS-based flight tracking data that 

was previously trapped inside disparate 

applications. It also began using Splunk 

software to continuously monitor the 

condition of temperature-sensitive 

medicines and vaccines, to ensure that 

they are delivered safely and securely, 

without any degradation in quality.

REAL-TIME INSIGHTS

The RFDS uses third-party commercial 

data aggregation applications for 

information on the movements of its 

fleet. Prior to the Splunk deployment, this 

data was logged only to files within the 

application and could not be accessed 

easily or in real time.

“We were able to easily set up Splunk 

Enterprise to collect, index and process 

the flight tracking data formerly trapped 

inside our third-party application log files,” 

said Adam Ind, IT manager, RFDS. “As a 

result, we instantly realised the value of 

creating real-time Splunk reports, which 

continue to give us the deepest levels 

of internal operational insights into flight 

activity. This was absolutely not possible 

before Splunk.”

The RFDS has also been able to 

use the ‘Embedded Reports’ function to 

display these reports within its company 

intranet website, as well as on digital 

signage across its numerous land bases. 

The IT team has set up reports that show 

information pertaining to inbound and 

outbound flights for each particular base 

— useful to crews who need to be ready 

to meet an aircraft at a moment’s notice. 

Embedded maps bring in a real-time feed 

of data coordinates that show the most 

recent location of each aircraft.

REAL-TIME AND HISTORICAL VISIBILITY

RFDS aircraft are loaded with 

sophisticated avionics that track many 

aspects of performance. This data is 

logged every second during critical 

stages of flight (take-off and landing) 

and every 10 seconds when at cruising 

altitude. Before the Splunk Enterprise 

deployment, engineers could use only the 

tools provided by the aircraft and engine 

manufacturers to analyse the logged data 

in small batches, and lacked the ability to 

keep a full and centralised history of each 

aircraft’s performance data.

With Splunk software, the RFDS now 

collects and indexes this data centrally. In 

addition, it has the complete set of data 

on file for each aircraft and keeps this 

full history available for trend analysis. 

For instance, engineers can look at how 

outside air temperature and altitude 

influence engine temperatures and set 

alerts about events that may require 

attention or maintenance procedures.

MONITORING MEDICINES

The RFDS also administers medicines and 

vaccines, often to remote locations. Many 

of these medicines are heat-sensitive and 

have to be refrigerated on land and kept 

in insulated bags or boxes while in flight. 

In order to ensure the stability and quality 

of the medicines, the RFDS has Wi-Fi-

enabled sensors that capture temperature 

readings at 30-second intervals. The 

devices then transmit this temperature 

data to a centralised server where it is 

collected and indexed by Splunk software.

Real-time Splunk reports and alerts 

on these readings are now sent to the 

RFDS staff members responsible for the 

medicines, ensuring temperatures are 

at their safest levels at all times, whether 

in storage or in the air. In addition, staff 

receive a daily report showing hours’ 

worth of historical sensor data.

ENGAGING WITH DONORS

After seeing the impact Splunk software 

was having on IT operations and IoT 

applications, the RFDS’s marketing team 

approached the IT team for assistance 

with its web-based fundraising initiative 

called ‘Buy the Sky’. The campaign 

encourages donors to purchase a virtual 

patch of sky along one of the RFDS’s 

active flight paths over a 12-month period, 

to support the essential health care the 

organisation provides to thousands 

of people who live, work and travel in 

remote, rural and regional Australia.

The marketing team now provides 

Buy the Sky donors with weekly updates 

on the particular life-saving missions the 

RFDS is undertaking in and around ‘their’ 

patch of sky. These direct communications 

allow donors to see their donations at 

work and have helped the RFDS engage 

more deeply with its existing supporters 

and attract new ones.
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UNIFIED COMMUNICATIONS BOOSTS 
SERVICE AND SAVINGS

While many early unified communications 
(UC) implementations in the local 
government sector were largely driven 
by cost savings, for recent projects the 
reasons are a lot more complex. That 
said, councils remain under pressure to 
reduce operational expenditure, so cost 
is a core driver in the move from legacy 
PABX telephony to UC based on voice over 
IP (VoIP).

Councils often operate from at least 
10 separate facilities — and double 
that number if they’ve been part of 
an amalgamation. Under a legacy 
environment, each site requires 
expensive leased lines and, as the PABX 
reaches its end of life, maintenance 
and administration services become 
increasingly expensive and hard to source.

With UC and VoIP, councils can 
immediately save significant costs by 
cutting off their leased lines. Ongoing 
operational costs are also likely to be 
slashed. A number of UC solutions in 
the market today are simple enough for 
in-house teams to manage most of the 
support and administration themselves.

More recently, improving the quality 
and level of services provided to the local 
community has become a key objective. 
Basic voice services are no longer 
considered sufficient to meet community 
expectations, with councils looking for 
UC to increase the depth of customer 
service and provide better connections 
with internal systems and subject matter 
experts. Examples are giving staff visibility 
on their colleagues’ availability, instant 
messaging, calendar integration, click-
to-call and access to voicemail via email. 
Workgroups, call routing and escalation, 

LOCAL COUNCILS ARE 
FINDING MORE AND MORE 

REASONS TO ADOPT UNIFIED 
COMMUNICATIONS AND 

VOICE OVER IP.

call recording and more complex contact 
centre functionality are also featuring in 
requests for UC solutions.

The community is also expecting to 
be able to engage with their council via 
multiple channels — web, email and voice 
— so local government organisations are 
moving quickly to build that capability 
through UC deployments.

Councils have also realised that basic 
telephony functionality is a risk to their 
operations, with the periodic restructuring 
that is prevalent in local government. Both 
Western Australian and NSW governments 
are currently pushing for more council 
amalgamations, while in Queensland 
there have been a number of recent 
de-amalgamations. Victoria underwent 
an extensive council amalgamation 
program under the Jeff Kennett-led state 
government in the 1990s, more than 
halving the number of local government 
areas.

A flexible UC environment is also 
gaining importance for local government 
as councils introduce new working 
practices. UC is enabling teams to work 
efficiently and communicate from different 
council locations, from home, travelling or 
out in the field.

We are also seeing the extension of 
rich UC functionality to mobile devices. 
At the same time, an increasing number 
of councils are deploying or investigating 
the feasibility of public Wi-Fi networks. 
By using Wi-Fi and avoiding expensive 
3G and 4G services, councils have an 
opportunity to embrace enterprise 
mobility, especially to capitalise on the 
benefits for staff in the field or working in 
different office locations.

Opinion

Jamie Romanin, Managing Director, ANZ, 
ShoreTel
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Featured products

Multi-function printers
Konica Minolta has launched two office colour 

multifunction printers (MFP), bizhub C368 and bizhub 

C308, which feature wireless, mobile and cloud 

technology allowing users to print wherever they like 

without the need for software drivers.

Both models come with Apple’s standard printing 

system, AirPrint, Google Cloud Print and the Mopria 

Alliance Print Service standard, meaning documents 

can be printed from any Apple or Android device, either 

wirelessly or via a local network connection.

The devices also feature the Konica Minolta Print 

Service facility so that documents can be printed 

directly to the printers via a wireless local area network 

(LAN) or from an Android device. With wireless LAN 

support the printers become a wireless LAN access 

point offering direct wireless connection to mobile 

devices. With a new Mobile Touch Area added to 

the operation panel of both printers, mobile device 

connection is also possible via 

near field communication (NFC) 

and Bluetooth LE (low energy) 

technology.

The printers’ multitouch user 

interface (UI), which is accessible via 

the 9″ operation panel screen, can 

also be used to display and print out 

web page contents.

The printers also include additional 

paper feed options that increase their 

paper capacity to 6650 sheets. The 

bizhub C368 model has a print speed capacity of 36 

colour or black and white pages per minute, while 

the bizhub C308 has a capacity of up to 30 colour or 

black and white pages per minute.

Konica Minolta

www.konicaminolta.com.au

http://www.spatialvision.com.au
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LEADING THE CHARGE

Risk Reduction

THE 
PROACTIVE 
I.T. RISK 
ADVISER
Theresa M Grafenstine, ISACA International VP and 
Inspector General of the US House of Representatives

AN I.T. AUDIT NEEDS TO 
PROACTIVELY ASSESS EMERGING 
RISKS IF IT IS TO REMAIN 
RELEVANT, PROVIDE VALUE TO 
GOVERNMENT AGENCIES AND 
PROTECT AGAINST THE MOST 
SIGNIFICANT RISKS PUBLIC 
SECTOR ORGANISATIONS FACE.
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In the early days of my career, 

I was given the opportunity to 

lead a conference to kick off an 

audit. It was on that day that I 

met my first Air Force general. 

After I had enthusiastically gone 

through my slides, the general said to 

me, “Do you know who you auditors 

are? You’re the ones who come in after 

the battle to bayonet the wounded.” As 

a young IT auditor, I felt crushed. I did 

not see IT audit or myself in that way. I 

was truly there to help improve things. 

Now, after having been an internal 

auditor for more than 23 years, I look 

back and think that the general may 

have been, partially, right.

Traditional IT audits tend to be 

retrospective. Internal auditors come 

in six months or a year after a project 

(battle) has ended — after the tough 

decisions have been made and the 

hard work completed — and second-

guess (bayonet) management (the 

walking wounded), all with the benefit 

of 20/20 hindsight. Aside from the 

resentment, poor morale and distrust 

this breeds, we need to ask whether 

retrospective auditing really improves 

our organisations.

IT audit needs to shift from a 

retrospective audit/compliance focus 

to proactively assessing emerging 

risks if it is to remain relevant and 

provide value to our government 

agencies. Although retrospective 

auditing has an important role in 

helping ensure that controls are 

working, some of the biggest threats 

to our agencies are those we have not 

seen before or are very complicated 

and push us out of our comfort zones. 

Not only are we underestimating the 

value that we could be providing when 

we limit ourselves to retrospective, 

compliance-based audits, but 

increasingly, with risks associated 

with large public-facing system 

implementations, complex regulatory 

environments and cybersecurity, we 

are ignoring the most significant risks 

our organisations face.

DON’T WAIT UNTIL IT’S TOO LATE

It is in our nature as internal IT auditors to 

want to ensure that the things we audit 

are in compliance with applicable rules 

and regulations. However, we need to 

avoid the trap of blindly enforcing flawed 

rules. We need to be asking, “Does 

this rule make sense?” The 2008 US 

mortgage crisis serves as a compelling 

example of what I call ‘compliance 

myopia’. Using a compliance-based 

checklist, even the most byzantine of 

mortgage products that were available 

in 2008 would likely have passed an 

audit or regulatory review. The form 

was correctly filled out for the sub-prime 

loan — check! However, the checklist 

did not have a box that asked whether 

this was a seriously flawed loan product 

that would ultimately pose an existential 

threat to mortgage companies and banks 

offering it.

This is not to say that auditors should 

unilaterally stop enforcing regulatory 

requirements or other rules. However, 

we should use our role as a bully pulpit 

to get tragically flawed rules corrected 

and not wait until our organisation — or 

global economy — is brought to the 

brink of disaster. As a profession, we 

need to move from a pure compliance 

focus to a strategic, risk-based focus.

In providing strategic, risk-based 

focus, there are several areas in 

which we can be proactive, such as 

cybersecurity, systems development, 

fraud detection, emerging technology, 

sourcing and procurement, performance 

evaluation, cost benefit analysis and the 

budgeting process.

No government agency has 

ever ceased to exist because it 

failed a timecard audit — but what 

about resignation; or loss of funding 

due to a major hack and loss of 

intellectual property; or a database 

breach that compromises citizens’ 

personally identifiable information 

(PII); or a multimillion-dollar system 

implementation failure?

Take, for example, several 

recent high-profile US government 

implementations, such as the system 

to sign up for government health care 

and the system to apply for government 

federal positions, which cost millions 

in taxpayer dollars yet were regarded 

as failures. What risks and reputational 

damaged could have been avoided if, 

as IT auditors, we were more proactive 

and advice was heeded about potential 

dangers and warnings?

Of course, Australia’s government 

is not immune either. The recent data 

breach of PII by the Islamic State made 

publicly available the information of 

Australian Defence Force employees 

and their relatives, and urged home-

grown terrorists to attack them. In fact, 

a global cybersecurity survey of ISACA 

(Information Systems Audit and Control 

Association) members earlier this year 

found that in Australia/New Zealand, 61% 

of businesses and government bodies 

are expecting a cyber attack in 2015 — 

but less than half of ANZ IT professionals 

(43%) say they are prepared.

If we wait until six months or a year 

after strategic risks have occurred or 

data has been compromised, it may 

be too late. We need to get ahead of 

these risks, identify the vulnerabilities 

and make recommendations to fix them 

before they are exploited.

So what is stopping us? We are. 

Internal IT auditors fail to create 

If we wait until six months or a year after 
strategic risks have occurred or data has been 
compromised, it may be too late. We need to get 
ahead of the risks.
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timely, proactive, risk-centric, service-

orientated audits by misinterpreting 

independence and lacking strong 

relationships with management and the 

audit committee.

MAINTAINING INDEPENDENCE

Maintaining our independence is 

crucial if we are to provide unbiased 

recommendations. Although we should 

never make management decisions, 

this does not prevent us from providing 

proactive, risk-based recommendations. 

Consider the example of most 

major system implementations. 

They can be very costly (eg, system 

integrators, software and hardware), 

customer-facing, pose security risks 

to our organisation and the users if not 

correctly configured, and could damage 

our agency’s reputation and credibility 

if not correctly deployed. In fact, the 

number one reason for going over 

budget on system implementation is 

change to the scope of works.

We don’t have to wait until after the 

system has been deployed to assess 

whether:

• the project team has mapped the 

system design to regulatory and 

functional requirements;

• basic project management practices 

are in place and include provisions 

for robust testing;

• contract terms are being met;

• internal controls have been 

considered; and

• people who will handle PII have 

undergone background checks.

In my department, we are involved 

in testing a new system implementation 

before it goes live. We would rather 

find configuration problems or security 

issues prior to the system being fully 

implemented. This helps to avoid 

costly redesigns and potential security 

breaches. We also conduct ‘white hat 

hacking’ on our network. If we can find 

ways in, you can bet the hackers can, too.

EARLY INVOLVEMENT AND 

PRIORITISATION

Even if we can all agree that proactive, 

risk-based auditing does not affect our 

independence, we may not have the 

kind of relationship with management 

and with our audit committee such that 

they would welcome our involvement. 

Building the right relationships requires 

consistent and high-quality products; 

candid, professional and frequent 

meetings; and highly trained and 

diversely skilled staff.

The objective is for management 

to see the auditor as a proactive 

risk adviser who will provide added 

assurance that management has 

considered a wider variety of risks than 

had management gone it alone.

When we start adding the largest 

threats to our audit plan, it can feel a bit 

overwhelming. The trick is prioritisation. 

Auditors should talk with the heads of 

the department and the audit committee 

and develop a collective understanding 

of the risks the organisation faces. 

This will provide a basis to prioritise 

resources and audit those things that 

present the highest level of risk.

If that leads to an area not addressed 

before, such as cybersecurity, the 

auditor will have to make a ‘build vs buy’ 

decision. Does the chief audit executive 

(CAE) have the requisite skills on staff 

that, with some training, will be able to 

use available industry best practices 

to assess cyber vulnerabilities? If the 

answer is ‘no’, the CAE will have to buy 

those skills by hiring outside resources. 

Although contracted resources 

can initially be expensive, avoiding 

existential risks, such as cybersecurity, 

is not an option — ignoring these risks 

will not make them go away. For starters, 

the CAE should ensure he or she builds 

into contracts the requirement that the 

outside experts train the audit staff so 

that there is a sustainable model to 

address these risks in the future.

Internal auditors are perfectly 

positioned to see across an organisation 

and to understand overarching risks. By 

being proactive and looking at issues 

of strategic importance, auditors can 

strengthen their organisations and help 

them successfully navigate the risks of 

an increasingly complex and dangerous 

world.

This article is based on Theresa M 
Grafenstine’s presentation at the 2015 
ISACA Oceania Conference.

Risk Reduction
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DON’T LET YOUR DATA BE A 
SITTING DUCK

As Gary Reiner, former CIO of General 
Electric, said recently, the three biggest 
challenges to cloud adoption are security, 
security and security. The challenge, 
however, is not the actual level of 
security, but rather the fear that often 
accompanies it. The reality is that most 
cloud providers devote greater resources 
and expertise to security and have a 
better record at keeping data secure 
than many of today’s enterprises. But 
because security is so critical, it is easy 
for organisations to use it as an excuse 
for not embracing new technologies.

This attitude will prove costly. Data 
is the lifeblood of any organisation, 
especially in cloud environments. 
Keeping it secure is critical to continued 
growth and, with the explosion of data 
in recent years, that task is becoming 
increasingly burdensome. There is a 
way, however, to not only access your 
data more quickly and easily, but also 
to simplify your security strategy and 
minimise data risk.

It all starts with ridding your 
organisation of copy data — the 
numerous copies of your production 
data. Whether it’s used for backup, 
disaster recovery, test and development 
or analytics, copy data is the driving 
factor behind the storage explosion 
that organisations around the world are 
struggling to manage.

Not only does copy data prevent 
organisations from becoming more 
agile, cost efficient and productive, it 
also makes them less secure. Think 
about it — if a shop has 10 entrances as 
opposed to two, which building is more 
complicated and costly to secure?

ELIMINATING ‘COPY DATA’ 
IS A COMMON-SENSE 

APPROACH TO DECREASING 
THE CHANCE THAT 

SOMEBODY WILL WALK 
OFF WITH YOUR SENSITIVE 

INFORMATION.

Leveraging virtualisation to eliminate 
copy data removes data from its silos. 
These data repositories are often 
unused in day-to-day operations and are 
not readily available to other systems 
— limiting agility and acting as a sitting 
duck for cybercriminals. By using a 
single copy to spin up unlimited virtual 
copies, organisations can replace the 
siloed systems they’re currently using 
and quickly access their data for any use 
case where a copy of production data 
is required. With your production data 
safely stored in just one location, you 
can focus security efforts and put the 
right controls in place to easily manage 
access.

Copy data management tools can 
also improve security efforts even after 
a breach has occurred. Organisations 
can mount a point-in-time of the system 
in a known good state and compare it to 
a state after an intrusion is suspected. 
It also improves disaster recovery, 
enabling organisations to get back up 
and running. By managing application 
data in its native format, access to data 
for recoveries is nearly instantaneous. 
And recovery testing can be executed 
on demand, providing consistent 
recoverability of critical applications.

While eliminating copy data is 
not a formal security solution, it is a 
common-sense approach to managing 
potential vulnerabilities. It’s one 
way to impact the span of protection 
required. Fewer copies can decrease 
the chance that somebody will walk off 
with your sensitive information, find the 
opportunity to make their own copy of a 
copy or mistakenly compromise data.

Opinion

Budd Ilic, Country Manager, ANZ, Actifio
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EVERYBODY WINS WITH THE RIGHT 
APPROACH TO DATA

Over recent years the majority of 
governments around the world have 
adopted the open-data philosophy, at 
least in their public pronouncements. 
In 2013, the leaders of the G8 signed 
an Open Data Charter, while the G20 
pledged to advance open data as an anti-
corruption tool in 2014.

An open-data philosophy can also have 
considerable financial benefits. Exposing 
data allows third parties to identify hidden 
insights and develop solutions where 
governments cannot justify expending 
limited resources. A 2013 McKinsey study 
estimated a potential US$3bn–$5bn 
benefit to the US alone.

For agencies that have produced 
data products for public consumption, 
servicing continuous client requests is 
a significant overhead. The use of data 
scientists to produce data extractions and 
reports puts strain on budgets and results 
in a less-than-satisfactory result for the 
citizen-customer due to the delays and 
cost-recovery bills they encounter.

This is leading more agencies to 
implement intuitive self-service analytics 
solutions. These provide a web-driven 
interface that enables the user to ‘slice 
and dice’ data in any way they see fit — 
removing the need to go back to the data 
scientist for new extractions. When this 
is married with visualisation capabilities 
— so that data can be plotted, graphed 
and displayed geographically — user 
satisfaction goes up as the administrative 
overhead goes down.

There are procedural and cultural 
aspects to be addressed. In areas such 
as health or social demographics, privacy 
issues may be a concern. Having been 

THE PROVISION OF OPEN 
DATASETS AND SELF-

SERVICE VISUALISATION 
TOOLS WILL PRODUCE A 

WIN-WIN SITUATION FOR 
BOTH THE PUBLIC AND THE 

GOVERNMENT.

entrusted with citizen data it is incumbent 
on government agencies to respect that 
trust — an imperative that is backed by 
law in most jurisdictions.

And there is often resistance due to 
concerns that the data could be misused, 
misinterpreted, used out of context 
or just plain wrong. It’s important that 
steps are taken to ensure that accuracy 
of the published data, but not to the 
extent that it becomes an impediment 
to dissemination. The experience of 
agencies that have published their 
datasets has been that their online 
user community has self-policed the 
intentional or inadvertent misuse of the 
data. The UK Department for Work and 
Pensions uses the same web-based 
toolset for its internal analysts as the 
general public — thereby ensuring 
a single source of truth, rapid error 
correction and a high level of quality 
control over the output, due to the 
number of eyeballs that are reviewing it.

Of course the Holy Grail of Open 
Government Data is the API-enabling of 
datasets. Facilitating machine-to-machine 
querying in real time can drive an 
ecosystem of products and services that 
present the data in a manner targeted to 
a specific demographic. For example, in 
Australia there is a plethora of weather 
applications that cater to different 
preferences while using the weather data 
provided by the Bureau of Meteorology.

Ensuring that society extracts 
maximum benefit from public data will be 
a significant driver for data management 
into the future; self-service visualisation 
provides a way to deliver without an 
unmanageable overhead.

Opinion

Al Blake, Principal Analyst, Ovum’s Australian 
Government practice
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Using Data and Analytics for Public Engagement
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The good news is that technologies are available today to provide deeper, more meaningful 

insights about people, services, and processes — helping government agencies improve  

efficiency at delivering what people need through more cost effective delivery channels.  

The technologies can be used by existing staff and integrated with existing systems.
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