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Jonathan Nally, Editor
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 Insider
Forging a more secure future
Transforming Australia into a successful digital society is going to take 
dedication, foresight, and a commitment to encouraging everyone to 
be involved.

Security concerns, both physical and cyber, are in the news every day. Whether 
they take the form of terrorism incidents, the FBI trying to hack into the iPhone’s 
inner secrets or the threat from ransomware such as Cryptolocker, security risks 
are of concern to us all. And perhaps particularly so for governments, which, 
let’s face it, compile and store much of our most sensitive and confidential 
information. Protecting that data is a vital undertaking and a huge responsibility 
for those in charge.

Although governments at all levels in Australian are taking security seriously, 
Queensland is shining example, having recently allocated $12.5 million for new 
cyber security measures. The state is undertaking a 4½-year effort to establish 
a Cyber Security Unit within the Chief Information Office, which will comprise a 
team of experts whose aim is to protect the state against the tide of cybercrime. 
The man in charge is Andrew Mills (see on our cover). “The function of the unit 
is to enhance all-of-government protection, share information with security 
resources, and educate and make agencies aware of threats and how they 
respond. My job is to create the policies and frameworks, and to mature those 
as we go,” he told GTR. You can read the full interview with him in this issue.

New technologies, both hardware and software, and new ways of utilising 
these technologies, hold the promise of revolutionising government service 
delivery. In this issue of GTR we canvas three specific possibilities: use of the 
NBN Mobile Muster satellites to improve delivery of digital services to rural 
and remote areas; the development of smart cities through the use of digital 
sensors and big data analysis; and the promise of blockchain and digital 
currencies to revolutionise and streamline financial transactions. Each of these 
three are wildly different technologies, but the aim of each is the same — to 
improve productivity, efficiency and even safety in the delivery of services. 
A worthy ambition, and one that’s hard to disagree with.

Of course, none of this will matter unless we have enough properly trained 
and experts to tackle these and other challenges. And one of the biggest issues 
when it comes to that, still, is the continuing problem with the gender gap in 
IT. As our article (‘Closing the ICT gender gap’) in this issue outlines, there’s 
a long way to go until we as a society are making full use of all our potential 
brainpower.
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Headlines
DTO building marketplace for start-ups

The federal government has started a project to build an online marketplace 
for smaller businesses seeking to tender for a share of the government’s 
$5 billion annual spend on ICT projects.

The Digital Marketplace will serve as an online catalogue of services, 
people and technology available to help government departments with 
service transformation projects.

It is being led by the Digital Transformation Office and forms part of the 
government’s $1.1 billion National Innovation and Science Agenda. A  public 
beta of the panel is expected to commence by the end of the year.

Minister for Industry, Innovation and Science Christopher Pyne said 
the government wants to open the marketplace to smaller and newly 
established companies that have previously found it too difficult to prove 
their credentials to the government.

“There have been too many hoops to jump through, so they simply 
haven’t bothered to apply for government ICT work,” he said.

“That’s a lost opportunity, because we know lots of businesses are on 
the cutting edge of digital innovation and can provide exciting solutions for 
governments to deliver better services at a lower cost.”

While the Digital Marketplace is being built, the DTO is establishing a 
series of targeted panels for providers. It has already launched the first of 
these, a digital specialists’ panel.

Over the next few months, the DTO will explore the obstacles that block 
ICT suppliers from providing digital products and services to government 
customers.

Image courtesy Dungodung

DHS hands IBM a $484m technology contract
The Department of Human Services 
has awarded IBM a five-year, $484 
million contract to deliver technology 
and services to support a range of 
digital government programs.

The technology provided by IBM 
will support government projects 
including the myGov online interface 
to the ATO, Centrelink, Medicare and 
Child Support systems, as well as 
the Personally Controlled Electronic 
Health Record project.

Announcing the contract, Minister 
for Human Services Alan Tudge said the government needs 
integrated and cognitive technology to progress in the digital age, 
allowing it to rapidly transform, streamline services and constantly 
adapt to customer needs.

“The contract will enable the 
government to realign hardware, 
software and services to critical 
areas of need,” he said.

“This will ultimately achieve 
savings for the taxpayer while 
delivering better outcomes for 
Centrelink, Medicare and Child 
Support recipients [and] ensure 
the government is prepared to 
transition to new infrastructure 
with more dynamic capability to 
support future programs.”

The department managed 123.9 million self-service 
transactions and delivered $165.8 billion in payments to 
customers and providers in the 2014–15 financial year, Tudge 
said. This requires an efficient and robust IT environment.

Image courtesy of Leonid Mamchenkov
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Headlines

Ajilon named system 
integrator for Sydney 
Trains' ROC

Sydney Trains has appointed Australia’s Ajilon to act as the  
system integrator for the $276 million Rail Operations Centre 
(ROC) project.

Ajilon has commenced work on the whole-of-network 
transformation project, which aims to modernise management of 
operational activities to support better service delivery.

Through the new centre, Sydney Trains aims to improve 
disruption management, communication and coordination across 
the network.

Once it opens in 2018, the ROC will enable the faster delivery 
of more accurate information about delays, allowing for speedier 
incident resolution and service recovery.

“We are looking forward to working with Sydney Trains on this 
very exciting project, Ajilon Managing Director Ger Doyle said.

“Our key focus at Ajilon is to put the customer at the 
heart of what we do and we look forward to helping 

Sydney Trains create a highly coordinated 
system that is customer-centric at its core.”

Ajilon is an Australia-wide systems 
integrator with over 1100 consultants in 
Brisbane, Sydney, Canberra, Melbourne, 
Adelaide and Perth.

The company has been pursuing an east 
coast expansion and has picked up major 

projects for clients including NSW Health, Water 
NSW, Transport NSW and Telstra.

Image courtesy of Jenny M
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DTO launches gov.au prototype
The federal government’s Digital Transformation Office has 
commenced a project to move multiple government websites onto 
a single domain.

Assistant Minister for Cities and Digital Transformation  
Angus Taylor has unveiled a prototype of the gov.au website.

The new site is designed to integrate multiple services across 
government, guiding people through complex tasks including 
starting a business, moving house or travelling overseas.

Taylor said the government currently operates over 1000 
websites, with information often duplicated and out of date.

“It can be incredibly frustrating to find your way within and 
across sites, and many of us know this from personal experience,” 
he said.

The gov.au project is designed to eliminate this duplication 
while improving ease of use for citizens.

Taylor said the government 
is taking a cue from the 
private sector in terms of 
service transformation. 
“The private sector has a 
strong lead on government 
— just look at the banks and 
their move over the past decade to bring transactions 
online,” he said.

“Australians are also undertaking millions of transactions with 
government every year. If we make access to government digital 
channels easier and faster, we will improve uptake of services and 
the user experience.”

The alpha prototype of the new site is available here, while the 
DTO expects to launch a public beta in late 2016.

©
 F

re
eI

m
ag

es
.c

om
/Y

ee
 W

on
g



Transform your network for 
   the brave new IoT world!

We live in an era where we require access to 
everything, all the time, from any device, from 
anywhere. Every day millions of Wi-Fi enabled 
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Cybersecurity

SECURITY
IS A TEAM EFFORT
David Braue
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QUEENSLAND’S   
$12.5 MILLION,   
4½-YEAR COMMITMENT 
TO ESTABLISH A 
CYBER SECURITY 
UNIT IS SHOWING THE 
WAY FORWARD FOR 
GOVERNMENT SECURITY 
PROJECTS.

Executive support for 

change doesn’t come with 

a much stronger pedigree 

than the sweeping 

reform of cybersecurity 

strategy outlined by US President 

Barack Obama in February, boosting 

IT-security spending by 35% — including 

a $4.3 billion (US$3.1bn) commitment 

to modernise ageing and insecure 

government systems.

That strategy, called the 

Cybersecurity National Action Plan 

(CNAP), has earned plaudits from 

security analysts the world over for 

initiatives including appointment of 

a federal chief information security 

officer (CISO), promotion of multifactor 

authentication across government 

services, formation of a Commission 

on Enhancing National Cybersecurity, 

provision of government-wide shared 

services for IT and cybersecurity, 

and more.

The broad scope of the CNAP 

strategy, as well as the significant 

amount of money put behind it, reflects 

a growing determination to get on top 

of the security threat that has continued 

to plague government organisations 

around the world.

“A policy without money behind it 

isn’t respected in Canberra or anywhere 

else,” said Eddie Sheehy, CEO of 

security analysis vendor Nuix, who 

earlier this year joined a delegation of 

Australian security industry pioneers 

to meet with Silicon Valley security 

specialists as part of an AusTrade 

Cyber-Security Delegation — where 

the Australian federal government’s 

$30 million Cyber Security Growth 

Centre was among many topics bandied 

about amongst government and 

industry dignitaries.

Queensland’s recent strong 

investment in a cybersecurity centre 

of excellence is a particularly strong 

statement of the importance of 

improving governments’ security 

posture, as the state’s chief information 

officer Andrew Mills knows all too well. 

Having seen a significant ramp-up in 

cybersecurity’s profile in the lead-

up to the G20 Leaders’ Summit in 

Brisbane in late 2014, Mills realised the 

opportunity to maintain that momentum 

and progressively advocated 

the establishment of a dedicated 

cybersecurity capability to support 

all state government agencies and 

departments.

The result — a $12.5 million,  

4½-year state government commitment 

to establish a Cyber Security Unit 

(CSU) that will be managed within 

the Queensland Government Chief 

Information Office — will maintain a nearly 

dozen-strong team of security experts 

whose sole focus will be on protecting 

the state against the rising tide of 

cybercrime.

Among the many initiatives are the 

appointment of the state’s first ever CISO, 

as well as the maintenance of security-

related Queensland Government 

Enterprise Architecture (QGEA) 

documents and the expansion of IT 

security services including vulnerability 

scanning, internet gateway and 

monitoring, and service monitoring.

“Each agency remains accountable 

for protecting their own systems, but 

we will work with agencies to get 

commonalities and, where it’s feasible, to 

work with them,” Mills told GTR.

“The function of the unit is to enhance 

all-of-government protection, share 

information with security resources, and 

educate and make agencies aware of 

threats and how they respond. My job is 

to create the policies and frameworks, 

and to mature those as we go.”

TAKING CONCRETE STEPS

While Mills’ unit may have clear terms 

of engagement, the ongoing rise 

of security-related initiatives across 

Australian government agencies is 

inspiring increasingly proactive steps 

as they race to close the gaps that 

have seen government data stolen and 

public-facing systems violated over and 

over again. >>
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Cybersecurity

The past few months have seen 

a virus outbreak ravage Melbourne 

Health’s installed base of now-obsolete 

Windows XP computers; the Western 

Australian Parliament suspended 

after a virus compromised its data and 

communications networks; and the 

Bureau of Meteorology targeted by a 

large attack that has been blamed on 

the Chinese government and caused 

damage estimated in the millions of 

dollars.

These and other successful attacks 

are probably just the tip of the iceberg, 

given that the lack of mandatory breach 

reporting means such incidents only 

tend to make their way into the public 

domain when they cause a service 

interruption that is noticed by citizens.

Yet in a climate of growing 

cybersecurity attacks and intensity — 

January’s distributed denial of service 

(DDoS) attack on the BBC, for example, 

was measured at 602 Gbps and claimed 

to be the largest ever such attack — 

government agencies are finally taking 

concrete steps to bolster their defences 

and strengthen their attack postures.

At a federal level, the amalgamation 

of previously disparate cybersecurity 

interests into the Australian Cyber 

Security Centre (ACSC) reflects the 

growing recognition of the importance 

of a unified defence. Likewise, Prime 

Minister Malcolm Turnbull’s November 

decision to reject a draft of a new 

national cybersecurity strategy as 

inadequate highlights the understanding 

that high-level motherhood statements 

are no longer adequate to defend 

government systems from increasingly 

capable and determined attackers.

Given the indictment of Australia’s 

cyber defences noted in a recent 

Australian Centre for Cyber Security 

(ACCS) research briefing, the eventual 

final strategy will be crucial in reinforcing 

Australia’s domestic cybersecurity 

capabilities as well as its ability to 

defend against cyberwarfare. The final 

policy must therefore avoid vagueness 

and should instead borrow from 

Obama’s CNAP plan in its spirit if not its 

letter, said Nuix’s Sheehy, who believes 

Turnbull’s decision to delay the review 

was “a good thing”.

“I think President Obama came up 

with some really great practical steps 

— tangible actions that can be taken 

— and I would hope that through the 

long process of review that has already 

happened here,” said Sheey. “There 

has been a floor set by what America 

has already done, and we have a lot of 

high expectations as to what [Turnbull’s 

policy] should have.”

LOOKING OUTWARDS FOR SECURITY

Queensland’s strategic security shift 

reflects the growing recognition that 

security is, as Mills puts it, “a team 

sport” — and in a growing number 

of cases, public as well as private 

sector organisations are expected 

to look externally for support. For 

some agencies this means greater 

involvement with a body such as the 

CSU; for others, it means shifting 

many core systems to cloud-based 

alternatives in which security — modern 

security — is a fundamental design 

consideration.

Indeed, a recent Gartner analysis 

predicted that by 2018, security will 

surpass cost savings and efficiencies 

to become the primary reason that 

government agencies embrace 

cloud services.

“Many cloud service providers, 

such as Amazon Web Services, 

Microsoft and Google, invest heavily 

in incorporating higher levels of 

security into their products to continue 

building confidence that their data is 

more secure,” said research director 

Neville Cannon.

“Many of these providers can 

invest more than what most nations 

could afford, let alone the average 

government agency.”

Fuelled by the Turnbull government’s 

actively supportive cloud-first policy 

— which has been positioned as 

an enabler of the ongoing Digital 

Transformation Office-led government 

transformation effort — agencies will 

also see value in cloud-based security 

to help them close a perceived gap 

in security capability that some feel 

has kept them on the back foot when 

it comes to cybersecurity-related risk 

management.

“Thinking about the manner in which 

Australian government and industry 

organisations respond to security 

Andrew Mills, Queensland Government CIO.

“We’re going to take a program approach to 
this; it’s not going to be a part of business as 
usual, and we’re going to take a very structured 
approach. It’s too important not to govern 
properly.” – Andrew Mills, Queensland CIO

>>
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Cybersecurity

manners, it’s quite different to other 

parts of the world that are a little more 

advanced,” explained Michael Shatter, a 

risk advisory partner with RSM Australia.

Some reports suggest that Australia 

is “in some areas up to 10 years behind 

the US with respect to the maturity 

of security processes conducted by 

organisations”, he told GTR.

“As budgets are tightened within 

IT and infrastructure areas, they have 

business-as-usual objectives to meet. 

And while security is given attention in 

some sectors, there are many sectors 

that simply can’t afford to give it the 

same level of access that you would 

otherwise expect to see in allocation of 

resources.”

Outsourcing — particularly as 

enabled by efforts to shift functions to 

cloud services — must also be taken 

with caution, however.

“Just because you’re now using a 

portal into an online business system, 

that doesn’t relieve you of responsibility 

for active security management of your 

environment and systems,” said Shatter. 

“You still need to be 100% confident that 

you understand and know where all 

your exposures are.”

In this regard, government agencies 

contemplating a move to embrace 

the cloud — and even those that 

aren’t — will do well to form long-term 

partnerships with risk and security 

advisory organisations that can help 

formulate accurate risk models that can 

be used to provide a governance layer 

around any major security initiatives.

RSM, like other security and risk 

management firms, offers rapid risk 

assessments that can home in on often 

glaring security shortcomings and focus 

future security strategies. Sometimes 

these shortcomings may fuel head-

in-the-sand denial — “We’ve come 

across many organisations who don’t 

test their security posture because 

they don’t feel they have the capability 

of fixing the problems when they find 

them,” said Nuix’s Sheehy — but in more 

proactive organisations they can then 

be used to develop results-focused 

initiatives for organisational change and 

technological improvements.

If, that is, those improvements can 

be framed within the context of a viable 

business case. Such a business case will 

still have to be made in determining the 

extent of a security investment, although 

the current climate of fear about data 

security means CIOs and CSOs will 

likely get some latitude when it comes to 

allocating budget.

After all, as any public sector IT 

specialist knows, limited funding 

can often become a serious 

drag on even modest plans for IT 

improvement. This longstanding 

reality — which is becoming even 

more so amidst general government 

belt tightening — makes the allocation 

of $12.5 million to Queensland’s CSU 

a remarkable reflection of the state 

executive’s desire to get serious about 

cybersecurity.

“We’re happy that we’ve gotten 

what we need to do the role we need to 

do,” said Mills.

But how will the state government 

tell if its new security investments are 

working? This is an issue Mills, like 

many of his peers, has considered and 

will be revisiting as the CSU evolves 

over time. Consideration of objective 

measures, such as the Potomac 

Institute for Policy Studies’ Cyber 

Readiness Index, will factor into the 

evaluation of the program’s effect on 

overall government security readiness.

“You can’t do anything like this 

without measuring it properly these 

days,” said Mills. “It’s a real key issue of 

having measurements of success with 

where we’re heading. But it’s a pretty 

difficult thing when you don’t control 

anything.”

Yet while the CSU is “not a 

traditional program”, he added, “we’re 

going to take a program approach 

to this; it’s not going to be a part of 

business as usual, and we’re going to 

take a very structured approach. It’s too 

important not to govern properly.”

“In some areas [Australia is] up to 10 years 
behind the US with respect to the maturity of 
security processes conducted by organisations.” 
– Michael Shatter, RSM Australia
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Satellite Services

UNLIMITED 
SKIES
David Braue

LOCAL COUNCILS HAVE BEEN 
THE MOST PROACTIVE IN 
BRAINSTORMING THE POTENTIAL 
USES FOR NBN’S SKY MUSTER 
SATELLITE SERVICES.

Launch of the first of nbn’s Sky Muster 
satellites, in October 2015.
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It may have been derided by 

the then Liberal opposition as 

an extravagance when it was 

announced in early 2012, but as the 

satellite component of the National 

Broadband Network (NBN) nears its April 

go-live date, the services it is enabling are 

emerging as a potential game changer in 

the effort to deliver government services 

to Australians in broadband-poor rural 

areas.

The 6440 kg, Ka-band Sky Muster 

satellite — which was launched into 

orbit in October 2015 and demonstrated 

publicly in February using a range of 

streaming-media services that were 

inaccessible over previous, lower-

frequency satellite services — has been 

tested extensively in recent months, and 

the go-live will fulfil a significant element 

of the NBN’s design specification to bring 

broadband to every corner of Australia.

A second satellite — rounding out 

the $620 million spend on satellites that 

is part of a $2 billion satellite-network 

investment announced by the former 

Labor government — will also go live 

soon.

Each will deliver up to 25 Mbps 

download and 5 Mbps upload speeds 

— equivalent to the top speed of fast 

ADSL2+ landline services — using 101 

narrow ‘spot beams’ covering more than 

200,000 rural and remote homes across 

eastern Australia; western Australia; 

Cape York; Darwin and Katherine; and 

Christmas, Cocos, Lord Howe, Macquarie 

and Norfolk Islands.

The satellites — which also provide 

nationwide coverage using slower, 

wide spot beams and will collectively 

service the 3% of Australian homes out 

of the range of other NBN technologies 

— were vociferously discredited as a 

‘Rolls-Royce’ solution by then opposition 

communications spokesperson Malcolm 

Turnbull when they were announced.

Turnbull favoured private sector 

alternatives, but his erstwhile cause 

célèbre, would-be Australian satellite 

operator NewSat, imploded last year 

after US creditors pulled the plug on 

its US$130  million ($178m) funding in a 

disastrous turn that may end with criminal 

charges being applied.

The Sky Muster satellites, which 

will replace the long-overburdened 

Interim Satellite Service (ISS), are “the 

only highlight of the NBN” so far, said 

telecommunications analyst Paul Budde 

of BuddeComm. He noted that Turnbull’s 

early resistance to the idea rapidly 

receded when the contract turned out to 

have been a prescient indicator of coming 

broadband demand.

Budde, a long-time NBN analyst, 

believes the services will provide crucial 

connectivity in rural areas and — when 

combined with the fixed-wireless services 

being rolled out in regional areas — will 

finally provide a viable connectivity 

option for Australians living outside major 

population areas.

“These two elements, which are still 

standing from the [Labor] government 

policy, are looking to be the two best 

elements of the whole plan,” Budde 

added. “That’s an oversight for Turnbull 

[who dramatically changed the NBN 

rollout as communications minister to 

controversial Multi-Technology Mix 

(MTM)]: what he has left alone is going 

to be successful and what he touches is 

a disaster.”

While the use of the MTM has been 

pegged to the ability of NBN builders 

nbn to navigate a morass of commercial, 

technological, logistical and political 

issues, the go-live date for the satellites 

will provide more immediate relief for rural 

Australians as the service will immediately 

become available around the country. And 

that will leave rural residents — and the 

regional councils in which they live — with 

a far more immediate question: what to 

do next?

SATELLITE IN GOVERNMENT

While the NBN has been rolled out at 

a federal level, it is local government 

Each satellite will deliver up to 25 Mbps download 
and 5 Mbps upload speeds using 101 narrow ‘spot 
beams’ covering more than 200,000 rural and 
remote homes.

Sky Muster will cover more than 200,000 rural and remote homes using numerous ‘spot beams’.

>>



18 | GTR APRIL 2016 WWW.GOVTECHREVIEW.COM.AU 

Satellite Services

councils that have been perhaps the most 

proactive in brainstorming around its 

potential uses.

A guide for local councils, published 

by the Local Government Association of 

South Australia in early 2013 — before the 

election of Liberal prime minister Tony 

Abbott and the introduction of Turnbull’s 

MTM model — noted that councils “have 

indicated that interest from the community 

is high and that negative impact or 

complaints have been minimal”.

“Local councils can play a critical 

role in connecting with communities 

due to their existing relationship with 

and knowledge of the people in their 

region,” the guide notes while promoting 

increased engagement between councils 

and citizens as they are empowered by 

the NBN.

Such empowerment was recognised 

early on by forward-looking council 

executives such as City of Onkaparinga, 

South Australia, Mayor Lorraine 

Rosenberg — and formed a vital part of the 

National Digital Economy Strategy (NDES), 

a broadband mission statement that was 

laid out in mid-2011 with eight core tenets 

that included improved government 

service delivery and increased digital 

engagement in regional Australia.

The NDES may have been deprecated 

with the change of government, but its 

goals remain very much alive as the MTM 

rollout proceeds and the satellite services 

provide a jumpstart for many previously 

disenfranchised rural Australians.

The availability of satellite connections 

in a heavily regional and rural population 

such as Tasmania “is a great equaliser”, 

said Simon Curry, director of consulting 

firm Galbraith & Co, which in 2013 worked 

with that state’s Sorell Council to run a pilot 

project called C3, which was intended to 

help the 13,000 residents of the south-

eastern Tasmanian council area leverage 

the coming fibre NBN rollout.

That rollout — backed by a 

$292,400 commitment from the federal 

government’s Digital Local Government 

Programme and flagged by mayor 

Kerry Vincent as “an opportunity for 

council to further engage the community 

in projects” — has changed dramatically 

in intervening years. C3 eventually fell by 

the wayside as service delivery struggled 

to keep up with ambitions and costs: 

a May 2014 council meeting agenda 

noted that C3 hosting and licence fees 

comprised most of a $68,516 software-

related budget blowout.

Yet the social need for better 

connectivity remains — as evidenced 

by the recent devastating bushfires 

in Tasmania — and with connectivity 

removed as a potential showstopper, 

Curry said, “satellite will deliver services to 

remote areas where the [fixed line] NBN 

won’t go”.

“For people in remote communities 

that can’t get access to broadband,” he 

continued, “it’s very significant in terms 

of social equity. Whether you’re sitting 

in an urban city centre or in a farm miles 

from anywhere, you have equity. They 

can innovate and have relationships with 

people around the world.”

Direct broadband connectivity via 

satellite is about more than just faster 

downloads, however: with the pace of 

technology innovation continuing to 

accelerate, new technological models 

such as the Internet of Things (IoT) promise 

innovative new services that could hardly 

be imagined just years ago when the fibre 

NBN was originally envisioned.

By pairing IoT technologies — which 

can easily support networks of real-

world sensors and control systems 

spread across rural properties — with 

satellite connectivity, even the most 

remote properties in Australia will gain 

the benefits of services such as remote 

sensing, emergency services access, 

distance learning and more.

Developers of such services have 

already been gravitating towards NBN-

enabled areas such as Townsville — 

where a smart water meter trial showed 

nbn ground station at Wolumla, NSW. nbn’s Sky Muster satellite under test prior to launch.

>>
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the NBN’s promise — and the Gold 

Coast, which was recently identified 

as a potential goldmine for smart-city 

initiatives.

PENNIES FROM HEAVEN

As residents around Australia get 

switched on with satellite NBN services 

for the first time, the inevitable cries of 

joy will give way to a broader undertone 

comprising one simple question: 

what next?

Many potential answers have already 

been bandied about, but just how that 

question is answered in the long term 

will be dictated in part by how well 

citizens and government bodies can 

collaborate to take advantage of the new 

infrastructure.

Whereas speculative projects 

such as Sorell’s C3 were hampered 

by the unpredictable changes in the 

NBN’s rollout, satellite NBN services 

will bypass the infrastructure question 

altogether. This, in turn, will bring critical 

communications infrastructure to citizens 

that simply have not had it in the past 

— potentially providing significant new 

economic benefits.

Those benefits were hinted at in a 

recent Infrastructure Australia report into 

Australia’s communications and other 

infrastructure. “Governments and the 

private sector will need to focus on taking 

Governments will still need to consider what 
steps are required to provide appropriate 
and equitable services in rural and urban 
telecommunications services.

full advantage of the NBN,” warned the 

authors of the Australian Infrastructure 

Plan, “thereby delivering economic and 

social benefits to the country.”

The extent of those benefits is still 

largely a source of speculation, but 

PricewaterhouseCoopers took a stab at 

quantifying them and found that better 

telecommunications infrastructure 

would drive a 5% productivity gain 

through 2024 overall.

Rural areas in Queensland and NSW 

would enjoy the biggest boost from 

telecommunications improvements, 

equal to nearly $1.8 billion and 

$1.6 billion by 2031, respectively, the 

analysis found. Victoria (approximately 

$600m) and Western Australia 

(approximately $300m) would also be 

big winners from the new opportunities, 

with smaller but still significant benefits 

in South Australia, Tasmania and the 

Northern Territory.

Yet there will be an ongoing need 

for government intervention to ensure 

adequate infrastructure is in place, 

the report warned: “Market forces 

and the private sector providers will 

ensure demand for services is met in 

urban areas,” it said, “but parts of rural 

and remote Australia will continue 

to require government assistance to 

access similar, high-quality services... 

Following completion of the NBN rollout, 

governments will still need to consider 

what steps are required to provide 

appropriate and equitable services in 

rural and urban telecommunications 

services.”

It became clear long ago that the NBN 

is a long-play game rather than a short 

boost to Australia’s infrastructure. Yet 

as initiatives such as Sky Muster come 

online and continue to close Australia’s 

persistent connectivity gap — and its 

attendant digital divide — dreams of 

inclusive, pervasive online government 

will emerge from think tanks to reach 

Australians in fields, roads and homes no 

matter where they are located.

As the project continues to lift the 

baseline for connectivity and promotes 

broad innovation across the government 

sector, the sky truly will be the limit.

nbn ground station at Kalgoorlie, Western Australia. Images courtesy nbn
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Roundtable

INFRASTRUCTURE 
CHALLENGES
SOLUTIONS IN A  
BUDGET-CONSTRAINED WORLD
Jonathan Nally

OUR PANEL OF EXPERTS GIVE THEIR VIEWS ON 
WHERE AND WHEN GOVERNMENTS SHOULD 
OUTSOURCE INFRASTRUCTURE, AND WHEN IT 
SHOULD REMAIN IN-HOUSE.
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G overnment 

departments and 

agencies are ditching 

bespoke IT systems in 

favour of commercial 

offerings as commodity cloud and other 

infrastructure offerings become more 

trusted. Indeed, they are increasingly 

being pushed to make the most of 

publicly available services whose cloud 

architecture makes them both highly 

effective and easily accessible. This is 

true in areas such as security, disaster 

recovery, communications and cloud 

storage, among others.

So in this age of outsourcing, we 

sourced four experts to give us their 

thoughts on how governments can best 

take advantage of the services and 

products available to them. Canberra-

based Jerry Badalassi is Senior Systems 

Engineer at Avaya ANZ, where he is 

responsible for helping government 

and enterprise clients transform their 

businesses. Wayne Neich is Managing 

Director, Australia and New Zealand, 

for Nutanix, a company that specialises 

in hyper-convergence. Nathan Steiner 

is Head of Systems Engineering, ANZ, 

at Veeam, a supplier to government 

of back-up, disaster recovery and 

virtualisation services. And Matthew 

Kates is Country Manager, Australia 

and New Zealand at Zerto, a firm that 

also specialises in outsourced data 

replication and disaster recovery.

GTR: WHICH PARTS OF IT 
INFRASTRUCTURE ARE BEST 
SUITED TO IAAS, AND WHICH 
SHOULD REMAIN IN-HOUSE?
NEICH: IaaS and cloud-based 

consumption models have already 

changed the perception of technology 

in government. The C-level executives 

who were accustomed to budgeting 

for huge capex investments on five- to 

10-year cycles now understand the 

financial and performance benefits of 

pay-as-you-grow, scalable infrastructure. 

They realise that it not only eliminates 

a significant upfront bill, but enables 

them to respond more quickly to their 

department’s business requirements as 

they can very quickly and easily allocate 

more resources where and when they 

need them.

Yet, while outsourcing infrastructure 

to government-approved cloud data 

centres is becoming an increasingly 

attractive option, an on-premises 

enterprise cloud platform gives 

governments the ability to take 

complete control over applications 

and data.

BADALASSI: Over the last five years 

especially, government departments 

have come to realise that once a 

premises-based implementation goes 

in, nothing changes for the following five 

to six years; the legacy infrastructure 

is too rigid, and trying to upgrade and 

expand becomes costly. This has 

spurred the uptake of IaaS. From an 

applications perspective — everything 

from core systems to UC and CC 

applications — agencies now want to 

run apps in a private cloud environment 

located in either their own or a 

hosted data centre. From a technical 

standpoint, it keeps their capabilities 

and performance current, and provides 

flexibility and the ability to manage 

surges in demand.

For the  networking environment 

to move into an IaaS model, the 

technology within the network needs to 

change to support multiple tenants over 

a simplified architecture, rather than a 

complex layering of multiple networking 

protocols.

STEINER: IaaS has been around 

now for quite some time and certainly 

won’t change everything for government 

agencies. While government can derive 

significant benefits from IaaS across the 

board, it is the allocation of ‘parts’ that will 

determine the best return on investment. 

Storage, network, compute and workload 

— the latter with low-risk security 

classifications that cannot be predicted, 

is seasonal and project driven with short 

and well-defined life cycles — are all best 

suited to commercial IaaS.

IT infrastructure that in general 

terms should remain in-house would 

be core IP carrying physical security 

requirements, and the storage, network 

and compute requirements that are long 

term, stable and predictable.

KATES: The public sector is a mix 

of fiercely independent agencies that 

proudly manage services in-house 

and others which have embraced 

outsourcing. The debate for moving to 

IaaS is not so much a technical question 

as a historical preference.

As the public sector increasingly 

moves toward a cloud first strategy, 

however, we will see IaaS change the 

traditional approach of the large-scale, 

periodic capital refresh. The IaaS 

model has no practical restrictions 

and particularly suits virtual workloads 

which can be more easily moved to 

IaaS providers.

Wayne Neich, Managing Director,  
ANZ, Nutanix

“When we speak 
with government 
departments, they 
tell us they need a 
way to strip back 
and simplify.” 
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There are no longer any technical 

reasons for government agencies to be 

responsible for IT infrastructure services. 

Most agencies already contract out the 

most technical hardware and software 

maintenance, and as infrastructure 

management becomes more 

commoditised, a move to outsourcing 

IT infrastructure management services 

can see a reduction of time, cost and 

complexity. It can remove the need, 

particularly for smaller agencies, to hire 

and retain the necessary staff and deploy 

the appropriate management tools and 

processes.

GTR: WHAT’S THE BUSINESS 
CASE FOR INFRASTRUCTURE 
REPLACEMENT?
NEICH: There’s nothing easy about 

trying to manage and maintain legacy 

systems that weren’t designed — and 

therefore struggle — to cope with 

modern systems and applications. 

Governments are expected to be at 

the forefront of service provisioning 

to employees and citizens, and if the 

infrastructure backbone can’t deliver the 

performance or availability for a seamless 

experience, the repercussions become 

dire. In mid-2015, for example, various 

MyGov services experienced extensive 

outages that plagued users trying to 

access Australian Taxation Office and 

welfare services, among others.

The biggest problem with these 

outdated technologies is that they are 

inherently complicated, often comprising 

multiple disparate and inconsistent 

components. They require a lot of 

maintenance by certified experts, and 

downtime can be extensive. When we 

speak with government departments 

about their existing and expected 

business challenges, they tell us they 

need a way to strip back and simplify; 

for instance, they want to aggregate 

their data centre into a small footprint 

that allows them to enable new services 

quickly without spending hours making 

sure the technology is running properly.

BADALASSI: We see this happen with 

corporate networks, where performance 

issues are fixed by adding new bits to the 

stack. What’s left is a series of disparate 

technologies that don’t work well 

together, and therefore create more risk 

than anything.

KATES: Owning equipment or 

software that is no longer supported by 

the vendor creates unacceptable risks 

for government agencies and requires 

many refreshes to manually support 

them in-house. All government CIOs 

know that the replacement of technology 

infrastructure every three to five years 

is inevitable. When the time comes to 

replace IT infrastructure, it is prudent to 

look closely at all options including IaaS.

Once an agency’s infrastructure is 

sitting on a cloud provider, it is up to that 

cloud service provider (CSP) to refresh 

and update all equipment and software, 

relieving considerable time pressure 

from the in-house team. I would strongly 

recommend working with any CSP to 

question and document into service 

agreements a transparent clause for 

currency of services, regular refreshes 

and updates.

GTR: TO WHAT DEGREE SHOULD 
OPEN STANDARDS AND OPEN 
SOURCE BE EMBRACED?
STEINER: Focusing open standards on 

small, iterative services alongside a more 

stable and standardised approach to 

agency infrastructure should be the goal. 

Market research firm Gartner refers to 

this as Bimodal IT, where open standards 

and open source should be applied in 

combination with the traditional forms of 

IT infrastructure management.

NEICH: More important than 

embracing open standards is ensuring 

that the infrastructures they are built 

on deliver the agility, pay-as-you-grow 

consumption and operational simplicity 

Jerry Badalassi, Senior Systems 
Engineer, ANZ, Avaya

“Open standards 
and open source 
don’t always go 
hand in hand. 
You can do open 
standards without 
open source.”

Nathan Steiner, Head of Systems 
Engineering, ANZ, Veeam

“We see a shift to 
a more abstracted, 
software-defined 
and application 
platform-centric 
environment.” 

Roundtable
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of the public cloud without sacrificing the 

predictability, security and control of on-

premises infrastructure. By ensuring that 

these projects are built with and upon 

enterprise cloud platforms, government 

IT teams can deliver value to their 

organisations over the long term.

BADALASSI: Open standards and 

open source don’t always go hand 

in hand. You can do open standards 

without open source. The value in open 

source really depends on the agency’s 

objective. While you might not have the 

same backing when it’s all done in-house, 

the lack of up-front capital and the ability 

to assert greater control over a project 

make open source an attractive option 

for small to medium-sized departments 

that want enhanced customisation and 

security over data.

GTR: HOW CAN GOVERNMENTS 
UPSKILL IN A DIFFICULT IT 
LABOUR MARKET?
STEINER: We are seeing a seismic 

shift in the future skills requirements 

when taking a Bimodal IT approach to 

infrastructure environments. On the 

one hand you have the traditional IT 

infrastructure skills requirements that 

focus on storage, network and compute 

around design, delivery and operations. 

On the other hand, we see a shift to a 

more abstracted, software-defined and 

application platform-centric environment 

where the skillset requirement will shift 

more to DevOps.

KATES: One of the benefits realised 

by agencies when considering IaaS 

options is that the need to ensure staff 

are constantly armed with the most 

current technical knowledge and 

skillset becomes the challenge and 

responsibility of the service providers, 

rather than the in-house IT team.

While this can be an excellent 

supplement to skills shortages, it is 

still important for agencies to invest in 

CIOs, architects and sourcing strategy. 

It is these more difficult roles that will 

really aid the business. Agencies often 

discover that these specialised roles 

can be expensive and employing skilled 

people at this level under existing 

pay scales becomes difficult. Many 

agencies are overcoming this challenge 

by contracting high-level services into 

the business, hiring trusted advisors on 

contract… even on a long-term basis.

GTR: WHICH FACTORS MAKE 
IT OUTSOURCING A BETTER 
CHOICE?
NEICH: When comparing only the 

complex and expensive realities of 

existing traditional infrastructures 

versus the easy, flexible, public cloud, 

outsourcing infrastructure will always 

seem more desirable. But the public 

cloud isn’t always a fit for all data, 

applications or government agencies.

Instead, government agencies 

should look to implement a true 

enterprise cloud platform, providing 

them with all the benefits of the public 

cloud while removing many of the risk 

factors associated with it, including 

security concerns. In using an enterprise 

cloud, agencies can still take advantage 

of the public cloud with seamless 

integration for things such as backups. 

But they can maintain control of their 

critical applications via an on-premises 

infrastructure. This not only saves 

agencies money, but it ensures they can 

meet stringent security and compliance 

regulations.

BADALASSI: It depends on the 

agency. For the most part, it’s driven 

by cost. Outsourcing generally means 

taking out cost internally. Some 

agencies — mostly the larger bodies 

— need capabilities in-house. They 

need to make changes in real time. 

Outsourcing has the potential to slow 

down this process, which has a direct 

impact on productivity both in and 

outside the IT department. On the other 

hand, smaller agencies which don’t 

need large IT teams nor have large 

budgets or many staff members are 

seeing the benefit of using external 

services providers.

Matthew Kates, Country Manager,  
Zerto ANZ

“There are no 
longer any 
technical reasons 
for government 
agencies to be 
responsible for 
IT infrastructure 
services.”
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Alec Gardner, General Manager, Advanced Analytics, Teradata

The end of gut-feel: 
why organisations 
should embrace 
a data-driven 
approach

B
ig data is such a known 

concept these days that it’s 

surprising to learn there is 

a gap in business leaders’ 

perception of its value 

compared to employees’ perceptions.[1] 

Data, when collected, stored and analysed 

appropriately, can deliver insights that 

can improve decision-making, increase 

productivity and, ultimately, improve the 

bottom line.

To get to a point where data begins to 

offer significant value, companies need to 

become data-driven. This means putting 

data at the centre of the organisation’s every 

SPONSORED CONTENT

http://www.teradata.com
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eliminates gaps between insights, decisions 

and actions.

While many companies say they want to 

become data-driven, actually transforming 

the company can be easier said than 

done. Too often, companies approach 

this transformation in the wrong order. 

The first step should be to establish a 

strong leadership focus on cultivating 

a data-centric culture. However, many 

organisations leave this until last, preferring 

to focus upfront on technology and tools. 

They then look to acquire the right talent 

and expertise, before finally working to 

convince the rest of the business of the 

importance of data-centricity.

Real success rests on tackling the corporate 

culture first and effectively ‘giving the data 

a seat at the table’ in leadership meetings. 

As with any business change, direction 

must come from the top down and the 

evolution must be clearly understood by 

all employees. The goal is to encourage 

employees to embrace data and apply data 

analytics to all decision-making processes 

on a day-to-day basis.

This can be complex, since different types 

of workers use data differently. Teradata 

recommends creating a virtuous circle of 

data, which lets organisations implement 

a series of events through top-down 

leadership and employee engagement to 

establish a culture that puts data at the 

centre of decision-making.

Embracing a data-driven approach doesn’t 

necessarily mean each employee must 

become a data scientist overnight, and it’s 

important to emphasise this for employees 

who may be resistant to change. Instead, 

companies looking to become data-centric 

should employ data analysts or a data 

scientist and enable them to lead the way 

with an experimental, scientific approach to 

analytics, using data as their ‘raw material’. 

These experts can help analyse and 

interpret data sets to extract the insights the 

organisation needs.

It is important to ensure these data experts 

work closely with business experts to ensure 

the insight is deployable and that a project 

delivers value. A data project is only useful 

as long as it delivers insights that relate to 

genuine business questions. When that 

happens, the business can take action 

according to those insights and expect to 

see results in the form of increased sales, 

reduced costs or greater market share, to 

name a few.

When data projects are conducted for 

technology’s sake, the company can end up 

wasting time and resources to get insights 

that don’t have any bearing on business 

activities. Companies that can’t use data 

effectively to facilitate better decision-

making will simply not be able to compete 

as effectively as some of their competitors as 

time goes by.

By contrast, organisations that successfully 

adopt a data-driven stance will have 

access to more highly detailed and useful 

information, sooner. This will let them 

make smarter decisions, faster. As a result, 

they will be able to offer ongoing value to 

customers, stakeholders and shareholders.

Research shows more than 70% of 

Australian organisations will become data-

driven by the year 2019[2].

Relying on gut-feel used to be a prized 

business asset. In the age of big data, gut-

feel is neither necessary nor sustainable; 

instead, organisations can take a scientific 

approach to operations that is more likely to 

yield stronger profits.

[1] The Economist Study (2014)

[2] Telsyte Research, http://www.telsyte.

com.au/announcements/2015/7/21/

from-data-scientist-to-ceo-data-driven-

leadership-to-be-the-upshot-of-big-data-in-

australian-organisations (2015) 
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move to create a truly differentiated and 

personalised customer experience.

Data gives companies the tools with which 

to outperform the competition by making 

it easier to monitor and predict market 

forces, and respond accordingly in ways that 

draw customers closer to the organisation. 

Using fact-based decisions to drive business 

strategy, as opposed to relying solely on 

experience-based instincts, makes the 

strategy more accurate and, therefore, more 

successful.

Embedding analytics and optimisation 

into processes improves the ability of the 

organisation to implement new insights. It 

Teradata Australia Pty 
www.teradata.com 
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Security

UNDER ATTACK
Nick FitzGerald, APAC Senior Research Fellow, ESET

GOVERNMENT BODIES 
ARE RIPE TARGETS FOR 
CYBER ATTACKERS, 
WHO’LL STOP AT 
NOTHING TO GET THEIR 
HANDS ON SENSITIVE 
AND POTENTIALLY 
LUCRATIVE DATA.

The federal government 

said in its 2016 Defence 

White Paper that “new and 

complex non-geographic 

security threats in 

cyberspace will be an important part of 

our future security environment”.

Today, cyber attacks in Australia are 

growing, and over the next few decades, 

governments will encounter larger and 

more sophisticated threats.

The rise of cyber attacks in Australia 

marks an important challenge and cost 

for the government. In 2014, the cost of 

cybersecurity in Australia was estimated 

to be a whopping AU$1 billion. In 2015, the 

Australian Signals Directorate responded 

to more than 1200 cyber incidents — 28% 

more than in 2014.

Governments are facing increasingly 

complex threats, especially as their 

departments become more digitised. 

Government bodies need to identify the 

challenges, know what the attackers 

are looking for and finally, take action to 

protect their systems — thus preventing 
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the attacks or minimising the damage 

from them.

CHALLENGING ROAD AHEAD FOR 

GOVERNMENT

In 2015, an Australian Cyber Security 

Centre report defined a cyber attack 

against government as a deliberate 

act through cyberspace to manipulate, 

deny, degrade or destroy computers or 

networks, in cyberspace or the physical 

world, and which has the potential to 

seriously compromise national security 

or stability.

The unique challenge for governments 

concerns the sensitivity of the information 

these bodies store, as valuable data is 

collected and processed at all levels. 

Much of this data concerns private 

citizens, including their tax records, 

medical records, motor vehicle records 

and also personally identifiable 

information (PII) such as government 

assistance numbers, email addresses and 

dates of birth.

However, most government entities 

still have inadequate resources to address 

cybersecurity. Emerging technology, 

along with the increased sophistication 

of threats, can be a challenge for 

governments that lack the necessary 

knowledge, IT professionals and 

protection solutions. A lack of visibility 

and influence within the entity itself, as 

well as a lack of sufficient funding for 

cybersecurity, is another real vulnerability 

that can increase vulnerability.

THE TOP CYBERSECURITY RISKS

There is a wide array of cybersecurity 

risks and threats that government bodies 

are subjected to on a daily basis. There 

are more bad actors and attackers than 

ever and they are ready to try everything 

possible to acquire, disrupt or access 

sensitive information and data.

Governments can be victim to any kind 

of cyber attack, but targeted attacks seem 

likely to be the most common. Because 

of the nature of the data certain online 

government agencies need to collect, and 

because of the large amounts of money 

some government bodies generally 

have control over, the government 

sector should be especially wary of 

targeted attacks.

Targeted attacks generally take the 

form of email attacks such as spear-

phishing and whaling, DDoS against 

entire online services, data ransoming 

and attacks against e- and/or i-voting. 

There is also a whole separate category 

of attacks that any government employee 

with a connected computer can face at 

any moment, such as mass-spammed 

malware links, attachments and 

phishing, and drive-by downloads from 

compromised external websites.

For example, if a government body 

were to get involved in an electronic 

voting process, cybersecurity risks would 

increase significantly, and attract attackers 

for many reasons.

The value of undetectably subverting 

the result of an election is clearly 

enormous, and there are well-placed 

concerns that poorly designed or 

implemented e- and i-voting systems 

could make achieving this much easier 

than in conventional voting systems.

For example, in the US in the last 

couple of decades, there have been 

many issues with the voting machines 

themselves, not to mention the vote 

collating processes and so on. There are 

many lessons to be learned there.

HOW SHOULD GOVERNMENTS 

PROTECT THEMSELVES?

Governments are facing these kinds of 

threats already. Having an established 

strategy to prevent risk of attack is 

essential. Here are some strategies all 

government bodies can implement to 

achieve success:

Assess the risk. Knowing the risks 

is the first step to knowing what you 

need to prevent. Extant risks that can 

potentially cost a lot of money, or even 

defeat a government entity and be a 

threat to public security, must be taken 

into account.

Strategise to address risks and 

threats. Starting from the inside of the 

entity, and having the best people to 

protect and assess risks, is key. Employ 

top-flight security specialists — they will 

harden operating system configurations, 

segment networks by functionality and 

security exposure, reduce the attack 

surface of any public-facing servers, use 

good security products, test (including 

‘red team’ test) and monitor systems 

continuously.

Protect data. Data encryption — both 

‘in-flight’ (while traversing all network 

links) and ‘at rest’ — is the key to full 

protection and security. It is crucial 

that access controls are implemented 

properly so that, based on the data 

a particular agency may have on an 

individual, only specific data fields 

relevant to an employee’s role are 

available to that employee.

It is very important that only the 

minimum amount of data necessary for 

any particular government function be 

collected and stored. Data retention 

should be carefully considered. The 

more data that is mindlessly warehoused, 

the more attractive compromising that 

warehouse will be to someone.

Invest in solutions and educate. 

Having a strong cybersecurity solution 

should make it easier for government 

agencies to fight against unauthorised 

access and prevent data breaches. The 

IT departments of these entities should 

have the freedom to plan and manage 

resources autonomously. Each system 

should have consistent and flexible 

protection that runs smoothly in the event 

of a cyber attack.

Finally, education of teams about 

cyber threats and targeted attacks 

must be taken seriously to ensure each 

employee knows the risks, understands 

preventive measures and will know 

what actions to take in the event of a 

cyber attack.

With data attacks becoming 

increasingly prevalent and attackers 

becoming more and more sophisticated, 

governments can’t ignore the importance 

of cyber threats and how to protect 

themselves from them. 
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Service Transformation

A s local councils and state 

and federal government 

departments 

continue their digital 

transformation efforts, 

we will see an evolution in service 

delivery. But challenges will remain… 

challenges that appear remarkably 

similar to those that Australian and global 

retailers have been tackling for the past 

five years or so. Governments can learn 

a great deal from the retail sector in this 

regard, and in doing so save taxpayer’s 

money and deliver more effective and 

personalised citizen services.

PUBLIC SECTOR SERVICE PARADOX

There currently exists a paradox in 

Australia, where government services 

are often slow, complex, paper based or 

involve numerous phone calls or standing 

in queues. But in the private sector, 

technology has transformed the lives of 

citizens in all other aspects of life, such 

that engagements have become fast, 

convenient, flexible and easy to use.

Digital transformation is everywhere 

— helping consumers when they’re 

ordering a pizza, watching movies, buying 

a service, saving energy, finding the right 

product, hailing a cab or an Uber, even 

keeping track of the time and the number 

of steps they take. Those consumers now 

have far more choice and control over 

how they engage with the private sector, 

but little choice over how they engage 

with the public sector. This means that 

governments all around the world are in 

catch-up mode.

THE OMNICHANNEL JOURNEY

Retailers had a bumpy start to the 

omnichannel (or the multichannel as it 

started out). Nothing was connected and 

silos ruled the landscape. The biggest 

challenge they faced was how to tear 

DIGITAL DELIVERY
WHAT GOVERNMENTS CAN 
LEARN FROM PIZZA COMPANIES

THERE ARE MANY DIGITAL TRANSFORMATION LESSONS FROM THE PRIVATE 
SECTOR THAT ARE APPLICABLE TO ALL LEVELS OF GOVERNMENT.

Kathleen O’Brien, Public Sector Principal, SAP Hybris
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down internal barriers and reorganise 

their businesses in a cross-functional way. 

They had to restructure to achieve the 

end goal of developing a single view of 

their business as well as knowledge of 

their customers.

This is just as relevant for government. 

The internal structures must evolve from 

fiefdoms to collaboration powerhouses, 

as it will be the people within who will 

make the technology deliver value, 

while saving time and money. For this 

to happen, digital vision, strategy and 

leadership from the top will be crucial. 

This is tricky, though, as according to a 

Deloitte University Press survey, 86% of 

government agencies find it challenging 

to manage the transition to digital in terms 

of departmental culture.

The ‘Holy Grail’ is to make sure that 

technology is on a single platform, that 

teams are upskilled and restructured, 

and that every interaction with a citizen is 

consistent and captured in that citizen’s 

record, regardless of channel used.

SEAMLESS CITIZEN (CUSTOMER) 

JOURNEYS

So how did those retailers that got 

seamless journeys right do it? It didn’t 

happen overnight and there’s still plenty 

of room to improve. However, the best 

successes have come from those 

which  have:

• focused on testing their sites and 

processes;

• continually reviewed their data 

analytics;

• been responsive when making 

improvements;

• enriched the customer experience;

• hosted focus group sessions with 

customers.

Government agencies do test policy, 

new ideas and opinion, but this should 

be extended to include learning from 

users of government services about what 

works well, what doesn’t and importantly, 

how they’d like to be able to engage with 

government in the future. Not just one 

focus group, but ongoing engagement 

— testing the planned journey, testing 

the prototype and obtaining user input 

before finalising the journey. Yet Deloitte 

University Press found that only 9% of 

government agencies had a high level of 

involvement of citizens when co-creating 

digital services. That seems very low 

when everyone is talking about ‘citizen-

centric design’.

On average it costs $1 to $5 for every 

in-person interaction versus 50 cents 

for an online interaction, so it makes 

financial sense to pursue the latter. But 

while we know that Australians love the 

convenience of online, they have no 

choice if governments don’t provide 

it. As citizens and consumers are the 

same people, it’s no surprise that their 

expectations are not much different.

What’s most important for the 

public sector to remember as it digitally 

transforms service delivery is that it’s 

crucial to be consistent in the message, 

content and offerings. Wherever 

and whenever citizens engage with 

government, they must receive the same 

content and service regardless of platform 

or device.

According to a Deloitte University Press survey, 
86% of government agencies find it challenging 
to manage the transition to digital in terms of 
departmental culture.

Kathleen O’Brien, Public Sector Principal,  
SAP Hybris
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Canberra Reshuffle

UNITING 
DIGITAL AGENDAS
David Braue

It has been received as both 

an attempt to revitalise 

the government’s digital 

transformation efforts and a 

political move designed to 

reinforce support for a rising star 

in the Liberal ranks. No matter the 

motivation, however, Prime Minister 

Malcolm Turnbull’s appointment of MP 

Angus Taylor into a role with special 

responsibilities for digital transformation 

will leave a mark on the expanding effort 

that Turnbull has spearheaded.

Taylor was named Assistant 

Minister to the Prime Minister during 

February’s cabinet reshuffle, which was 

occasioned by the resignation of long-

serving ministers Mal Brough, Andrew 

Robb and Warren Truss. This, combined 

with the need to fill vacancies left by 

former Cities Minister Jamie Briggs 

and former Human Services Minister 

Stuart Robert, left Turnbull with 

several portfolio holes to fill — and 

Taylor scored both cities and digital 

transformation efforts.

Regardless of the truth of suggestions 

that the move was a clever political ploy to 

prop up Taylor’s position in the face of an 

internal party challenge, the involvement 

of Taylor in the digital transformation 

agenda puts a new twist on the 

evolving history of the Turnbull-created 

Digital Transformation Office (DTO), 

which Turnbull retained within his own 

Department of Prime Minister and Cabinet 

during a shuffle last September.

In announcing Taylor’s appointment, 

Turnbull referred to the portfolios as “key, 

ANGUS TAYLOR'S ROLE IN THE CITIES AND DIGITAL TRANSFORMATION PORTFOLIO 
MAY HELP SMART CITY AGENDAS DRIVE IMPROVEMENT IN GOVERNMENT SERVICES.
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whole-of-government areas” that would 

be driven by his leadership into the future. 

Taylor professed a long-running “interest 

and involvement in digital innovation” and 

called for ongoing change to improve 

government service delivery.

“Government needs to be clever 

with its services and systems, if we 

are to deliver better health, education 

and welfare while containing growth in 

spending,” he said, adding that Australia’s 

cities are struggling with issues of 

“affordability, amenity and congestion”.

Taylor, who was elected to the largely 

rural NSW electorate of Hume in 2013, is 

a Rhodes Scholar who previously studied 

law and economics before holding 

consulting and executive positions in 

a number of rural agricultural interests. 

His appointment will dovetail with the 

work being done by the DTO under the 

guidance of CEO Paul Shetler, whom 

Turnbull appointed last year to head the 

fledgling transformation centre of gravity.

“It’s good to see a dedicated 

resource being given the opportunity 

to focus on the challenges of improving 

innovation and digital transformation for 

government,” former federal government 

CIO Glenn Archer — himself no stranger 

to driving change at the government 

level — told GTR in the wake of the 

announcement.

Yet Taylor’s appointment to the cities 

portfolio — a recent redrawing of Hume’s 

boundaries extends his electorate into 

Sydney’s outer suburbs — may become 

an opportunity not only to drive digital 

transformation within government, but 

to reinforce smart-city agendas that 

are already emerging as key drivers for 

improvement of government services.

Such services include not only the 

online-transactional areas being explored 

by the DTO, but also extend towards 

operational issues: a recent Cisco 

Systems survey of citizen expectations 

found strong interest in the use of new 

technologies to optimise the functioning 

and management of cities. Some 70% of 

respondents, for example, believe real-

time data could improve management 

of water storage, while 82% see such 

systems as improving understanding of 

changes in stormwater systems.

Trials of water meters in Townsville 

and smart-energy infrastructure in 

Geraldton reflect a growing global 

movement marked by efforts such as 

the US government’s Global City Teams 

Challenge (held last year and in 2014), 

highlight some of the uses for new 

infrastructure — and suggest some of 

the areas where Taylor’s dual-pronged 

new responsibilities might complement 

each other.

Effective exploitation of emerging 

Internet of Things (IoT) models will 

be crucial in realising these benefits 

through large numbers of sensors 

working together, Cisco ANZ Director 

of Consulting Darren Scott recently told 

GTR — while noting the importance 

of strong, centralised government 

involvement of the type that Taylor will be 

working to provide.

“A lot of the smart-city debate 

in recent years has been around 

technology, and there is a technology 

element to it,” Scott said. “But there is 

even more around how the government 

is organised to be able to provide these 

services — how they build a consistent 

experience across the different silos 

within government, and how they 

provide services around that.”

Since those services often cross 

political and cultural boundaries — 

a train line, for example, may pass 

through several local council areas 

as well as state-government and 

Commonwealth catchments — high-

level government coordination 

is invaluable in delivering 

transformational change to cities.

“You’re starting to see that this 

needs to be a coordinated approach 

between local, state and federal 

governments to facilitate that,” 

said Scott.

“Government needs to be clever with its services 
and systems, if we are to deliver better health, 
education and welfare while containing growth in 
spending.” – Prime Minister, Malcolm Turnbull

Prime Minister Malcolm Turnbull with Angus Taylor, the new Assistant Minister to  
the Prime Minister, with special responsibility for Cities and Digital Transformation.
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Skills Strategy

CLOSING THE ICT

GENDER GAP
David Braue

A BROADER FOCUS 
ON DIGITAL FLUENCY, 
NOT JUST STEM 
SKILLS, MIGHT 
HELP CLOSE THE 
ICT GENDER GAP, 
EXPERTS SAY.

While figures suggest 

that women 

continue to be 

underrepresented 

within traditionally 

tech-heavy, ICT-related roles, 

idiosyncrasies in the way these roles 

are described — including a strong 

association between ICT and science, 

technology, engineering and maths 

(STEM) jobs — may be compromising 

women’s willingness to pursue business 

roles where ICT is also a significant part of 

everyday activity.

Those idiosyncrasies are seen in 

gender-gap analyses such as those 

in Deloitte Access Economics’ 2015 

Australia’s Digital Pulse report, which 

highlighted the persisting gender pay 

gap — but noted that it is smaller in the ICT 

field, at 20%, than the 34% seen across 

the general workforce.

Still, Deloitte noted, women are 

“significantly underrepresented” in 

Australia’s ICT sector, where they 

comprise just 27.8% of all occupations. 

Women are particularly rare in “electronic 

trades and professional” industries, 

where they comprise just 3% of workers, 

but are more frequently encountered in 

ICT-industry administration and logistics 

support roles, where they make up 40.7% 

of workers.

Conventional career classification 

systems, however, tend to be based on 

long-used Australian Bureau of Statistics 

(ABS) career classifications and focus on 

categories that explicitly mention ICT. And 

this may both lead to underrepresentation 

of women’s profile in ICT-related skills 

and to a chronic misunderstanding of the 

fact that ICT is a core part of myriad other 

careers that are not considered to be 

ICT  careers.

Sharryn Napier, who serves as ANZ 

vice president and regional director 

with business intelligence vendor Qlik, 

believes that ICT as a career choice is 

still not being represented effectively to 

young women who have — through social 

stereotypes and even the government’s 

linkage of ICT and ‘hard’ STEM skills — 

frequently been put off the arena as a 

career choice early in their schooling.

“The way we’ve packaged ICT to 

young women, coming through school 

or university, is that it’s a computer role,” 

Napier told GTR. “But what I’m seeing, 

and what is very much changing in the 

industry, is that ICT is really about working 

with people now. Technology is no longer 

the focus; it’s really about working with 

people, solving problems and taking 

technology solutions to business users.”

Recasting ICT as an enabler for 

problem solving and collaboration-

intensive business roles — where women 

may more readily direct themselves 

— would boost female participation in 

industries where ICT is the means to the 

end, rather than the end goal.

“If we approached it in a way that is 

about working with people and solving 

problems, then we’re more inclined 

to attract women,” she said, “because 

women are very good at problem solving. 

And I find that the women in my business 

are very good at collaboration — at 

bringing people and teams together to 

work together. ICT is just an enabler.”
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Napier was among several female 

technology executives who spoke at 

the Females in IT & Telecommunications 

(FiTT) lunch held in Melbourne on 4 March 

in the lead-up to International Women’s 

Day on 8 March. A similar Sydney FiTT 

lunch on 16 March included: Intel Australia 

Managing Director Kate Burleigh; 

GoDaddy Managing Director Tara 

Commerford; Science in Australia Gender 

Equity Steering Committee Co-chair Dr 

Susan Pond; and Avanade Managing 

Director and Corporate Vice President for 

Australia Sarah Adam Gedge.

Female executives are not uncommon 

within Australian ICT companies and 

ICT-related businesses, said SolarWinds 

Group Vice President of Product Strategy 

Nikki Jennings, noting that “the landscape 

has changed drastically and it’s inspiring”.

Jennings never thought of herself 

as a woman in technology. “I was simply 

a network engineer and later systems 

administrator,” she said. “My goal has 

always been to immerse myself in my 

work, always be eager to learn something 

new and seize every opportunity that 

presents itself to me. To me, being a 

woman in technology is really no different 

than being a woman in any other role. It 

really comes down to drive, aspiration 

and a willingness to listen, learn and grow. 

Being in IT is an added bonus.”

Another speaker at the Sydney FiTT 

event was Lynwen Connick, head of 

the Department of the Prime Minister 

and Cabinet’s (DPMC) Cyber Policy 

and Intelligence Division, who noted 

that creating opportunities for women 

in STEM subjects was a key aspect of 

the government’s National Innovation & 

Science Agenda. This mindset has been 

applied within DPMC where, Connick 

said, “we were excited our Cyber Security 

Challenge Australia had a record number 

of women participating and its first ever 

all-female team”.

“I have been lucky and had a lot of 

senior women around me when I started 

my career,” Connick told GTR. “They 

helped me believe I could.”

Greater availability of mentorship 

programs, Connick added, would 

encourage women to head down ICT-

related career paths. “We need to get 

the message out that careers in ICT are 

rewarding, fulfilling,” she said, “and give 

us the opportunity to influence how 

technology will improve our lives and 

future prosperity.

“We need to break through the glass 

walls around career choices for women 

and the glass ceiling that stops some 

women reaching their full potential in 

technology leadership.”

There are signs that the gender gap 

may be steadily closing, according to 

Accenture’s recent Getting To Equal 

survey, which asked nearly 5000 men 

and women in 31 countries about their 

familiarity with digital technologies.

Increasing ‘digital fluency’ — 

something that Accenture defines as “the 

extent to which both women and men 

have embraced digital technologies to 

become more knowledgeable, connected 

and effective” — could speed the pace 

and close the gender gap within 25 years 

in developed countries rather than 50, as 

previous trends suggested.

Countries with higher rates of digital 

fluency among women have higher rates 

of overall gender equality, the survey 

noted, with millennial women more likely 

to aspire to be in leadership positions 

(56%) than current working women (49%).

Australia ranked well on measures 

of women’s education, employment and 

advancement, but digital fluency scores 

were behind those in the top-ranked 

Netherlands, Nordic countries, US, UK, 

Spain, Canada and even the United Arab 

Emirates.

“Digital fluency is no cure-all, and is 

only one factor helping to narrow the 

gender gap in the workplace,” the report 

warns. “But we have ample evidence 

that it is a key factor and acts as an 

accelerant in every stage of a person’s 

career — powerful in both education 

and employment, and increasingly 

important as women advance into the 

ranks of leadership.”

Lynwen Connick, Head, DPMC Cyber 
Policy and Intelligence Division

“We need to get 
the message out 
that careers in ICT 
are rewarding, 
fulfilling, and give 
us the opportunity 
to influence how 
technology will 
improve our lives and 
future prosperity.”

Image courtesy ITU Pictures 

Attendees at a recent World Summit on the Information Society Forum. 

Credit: ITU/ J.M. Planche
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Our networks and data centres are 
coming under pressure as emerging 
technologies push them to the limit. 
The demand for data and information 
has, and is, growing to the point where 
today’s systems are struggling to cope.

‘Edge’ of the centre
Mark Roberts, IT Business Unit Manager, Rittal

O
ne of the common 

themes raised in 

discussions around 

the increasing burden 

placed upon IT 

infrastructure is the ‘Edge’. Unfortunately 

there is no simple summation of what the 

‘Edge’ is, as this can differ by organisation 

and/or by market.

‘Edge’ Data Centres and networks in the 

Telco market represent infrastructure 

deployed at a regional level rather than 

being centralised. This is done to enable the 

delivery of live streaming media, on-demand 

streaming media and social networks. 

The key benefit to the user being better 

availability and performance …. after all, 

nobody likes to watch the buffering % climb 

at a snail’s pace!

The Internet of Things (IoT) has its own 

take on the ‘Edge’. The IoT is a network 

of physical objects, be they devices, 

vehicles, buildings or other items that are 

provisioned with electronics, software, 

sensors and network connectivity enabling 

the collection and exchange of data. The 

‘Edge’ in this scenario can refer to the sensors 

that collect the data, which when processed 

provides information that gives a person 

or organisation knowledge that ultimately 

enables more informed decisions to be 

made. The huge volumes of data presented 

by the IoT requires real time processing 

which can cause latency and flexibility issues 

when data is stored centrally. To combat 

this, we are seeing some applications being 

decentralised to ‘Edge’ Data Centres and 

‘Micro’ Data Centres. A good example of 

this is a high profile Australian mine that has 

multiple data centres at different locations 

which collect and process data relating to the 

mine operation itself, as well as controlling 

SPONSORED CONTENT

http://www.rittal.com.au
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extends from ideas, orders, development 

and manufacturing to end-customer 

product delivery and recycling, including 

all associated services. The framework is 

provided by networking all the elements 

involved in the value chain so that all 

relevant information is available in real time, 

and using the data to derive the optimum 

value adding stream at all times. Linking 

people, objects and systems produces 

dynamic, self-organising and cross-company 

value adding networks that can be updated 

in real time and optimised on the basis of 

different criteria including costs, availability 

and consumption of resources. Increasingly 

we are finding the IT equipment that drives 

Industry 4.0 moving out of the server room 

and onto factory floors and into other 

harsh environments which challenge the 

performance and operational characteristics.

For the majority, the ‘Edge’ refers to any 

decentralised processing environment 

outside of the primary data centre. This 

may be a remote office, warehouse or 

factory. It may also refer to a hybrid cloud 

environment where some applications may 

be forced to reside ‘on premise’ due to an 

organisation’s rules around data sovereignty, 

or to ensure performance is maintained. As 

with other ‘Edge’ locations, one of the key 

challenges lies in providing a holistic physical 

infrastructure that is secure, reliable and 

scalable.

The significant take up of cloud and co-

location services in Australia has given many 

organisations a feel for what can be realised 

when you have millions of dollars to spend 

on IT infrastructure. There are now many 

Tier III cloud facilities built and operating 

around the country, and in the same sense 

as flying at the pointy end of the plane, once 

you’ve experienced how it should be done 

it’s very difficult to go back. Fortunately, the 

challenge of providing the correct physical 

infrastructure for IT equipment at the ‘Edge’ 

is becoming easier.

The concept of the ‘Micro’ Data Centre is 

basically taking the critical infrastructure 

that you’d find in a large data centre and 

shrinking it down into one or two racks. The 

solutions typically range from 3 to 12 kW 

in terms of delivering power and cooling. 

Power typically includes a single phase 

UPS, bypass switch and intelligent power 

distribution rails with switching options that 

may be important for remote sites. Cooling 

often uses an in-rack DX (Direct Expansion) 

split system that essentially provides its own 

environment that has little impact on the 

location in which it is placed and vice versa. 

Racks typically have an IP55 protection 

rating to limit ingress of water and dust, 

and at the same time, limiting potential for 

condensation and enabling the use of gas 

fire suppressant systems. As the racks often 

have a hybrid configuration, 800 mm wide 

racks provide ample room for cabling, whilst 

depths of up to 1200 mm accommodate the 

deepest of servers. Heights vary from 24 to 

47 U, with focus being placed on usable rack 

space after power and cooling elements are 

taken into account. Security and resilience 

can be found in enclosures that offer electro-

magnetic locking systems to govern access 

into the racks via key pads or proximity 

cards, and automatic door opening kits that 

act as a failsafe should the cooling system 

fail catastrophically. Monitoring of the 

infrastructure’s performance and security is 

critical, especially in the case of fire detection 

where options exist for early smoke detection 

coupled with gas flood suppressants to 

negate any potential threats.

‘Micro’ Data Centres will play an important 

role in the physical IT infrastructure 

market as we see IT being deployed in more 

remote and harsh locations. By their very 

nature they also lend themselves to being 

redeployed, extending and protecting the 

initial investment. Standardisation allows 

organisations to deliver infrastructure 

faster and once operational, to manage and 

deal with support issues in a more efficient 

manner. Off-site configuration and pre-

commissioning also enables quality to be 

maintained, providing the client with peace 

of mind.

autonomous trains and trucks. This data 

is then analysed and acted upon many 

hundreds of kilometres away at a network 

operating centre.

Within the industrial arena, the ‘Edge’ often 

refers to the location of IT equipment that 

has superseded industrial controllers and 

proprietary protocols. The term ‘Industry 

4.0’ has been referred to as the fourth 

industrial revolution, a new phase in the 

organisation and management of the entire 

value chain over the full product life cycle. 

This cycle is increasingly oriented towards 

individual customer requirements and 
Rittal Pty Ltd 
www.rittal.com.au 
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PATIENT PREDICTION
WA Health needed accurate forecasts 

of hospital demand for planning and 

resource allocation, as well as to underpin 

strategic planning for the state.

The healthcare system in Western 

Australia, just like that of the other states 

and territories, is experiencing a growing 

number of patient admissions and 

increasing emergency department (ED) 

overcrowding. To help mitigate this, the 

Western Australia Department of Health 

undertakes modelling and forecasting of 

statewide hospital activities — inpatient, 

ED and outpatient — for the purposes of 

strategic planning and reform.

Overcrowding in EDs indicates 

that hospitals are unable to adequately 

cope with demand. Thus, the ability 

to accurately forecast future demand 

enables sustainable strategies to be 

implemented to allocate resources more 

effectively and efficiently. This ultimately 

leads to improved safety and quality 

of care for patients and staff, and to 

sustainability of the healthcare system.

The Department of Health’s  

Dr Bella Mai is part of the team 

responsible for modelling and forecasting 

hospital activities in Western Australia. 

The team’s analysis takes into account 

key influencing factors in the modelling, 

such as patient age, place of residence, 

admission type (emergency or elective), 

stay type (same-day or multiple days), 

major disease category, ED discharge 

disposition and ED triage category.

“It is important to determine future 

health services demand and influencing 

factors so we can develop strategies to 

ensure we operate most effectively and 

efficiently to avoid inefficiency-associated 

costs or strains on patient care,” said 

Dr Mai. “Based on our modelling, clinical 

planners can plan for the demand by 

arranging the required infrastructure 

or ensuring they have the right staff, 

technology and facilities in place,” said 

Dr Mai.

The ED modelling found that, for 

example, if it is ‘business as usual’, ED 

demand would grow by around 5% per 

year over the next five years. However, Dr 

Mai says that while predicting ED demand 

is necessary for strategic planning, as with 

forecasting in general, the predictions are 

viewed as short-term forecasts.

“Our models and forecasts need to be 

updated regularly as more data becomes 

available and as the situation changes,” 

she said. “For example, there may be 

changes to health policy and practice 

or there may be external factors to 

consider, such as the effects of the mining 

boom ending. These changes may be 

considered for the scenario modelling.

“We can either include data translated 

from expert opinions or conduct a 

comparative scenario model comparing 

WA activity with other states,” Dr Mai said.

In order to improve its modelling and 

forecasting capabilities, the department 

has implemented an analytics solution 

from SAS called Forecasting for Desktop.

“Previously the department had 

to outsource the services of demand 

modelling, which was costly and time-

consuming,” she said. “But now that 

we are able to use advanced analytics 

and forecasting tools ourselves, we can 

perform all kinds of modelling work for 

statewide strategic planning and specific 

health services strategic planning.

“Ultimately, health services planners 

can more accurately match the services 

they provide with the expected demand.”

The department also produces 

modelling to redistribute the demand 

to the supply. The results assist the 

state’s hospital services to reconfigure 

reflecting the reform direction — to 

provide the right care, at the right time, 

in the right place. They are also helping 

in the planning of new hospitals, in order 

to estimate potential future demand and 

resource allocation before the hospital 

is built.

Advanced analytics and 
forecasting tools enable 
state-wide strategic health 
planning for Western 
Australia.

Technology@Work

SAS 
www.sas.com

http://www.sas.com
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Featured products

BI and analytics platform
The Information Builders WebFOCUS self-service BI 

and analytics platform is available in three editions to 

deliver reporting and analytics capabilities to a wide 

range of users and environments.

The Business User Edition is designed for up to 100 

business users and analysts who can autonomously access, consume, create, produce 

and share analytical content. It includes the WebFOCUS InfoAssist+ tool that supports 

self-service analytics, dashboard assembly, content automation and data discovery.

The Application Edition is designed for the authoring and deployment of highly 

customised self-service analytical applications — InfoApps — to a wide range of non-

technical users. The Application Edition includes the full-function WebFOCUS server 

with all of its infrastructure, security and administration capability. It also includes App 

Studio, a sophisticated authoring environment.

And the Enterprise Edition is designed for organisations that want to deploy 

embedded, complex and/or strategic analytical applications to thousands or even 

millions of users, often customer-facing and outside of the corporate firewall.

Information Builders

www.informationbuilders.com.au

YO U R  D E ST I N AT I O N  F O R
I T  L E A D E R S H I P  &  I N N O VAT I O N

S u b s c r i b e  t o d a y  t o  t h e  Te c h n o l o g y  D e c i s i o n s
e m a i l  n e w s l e t t e r  a n d  e n j o y :

•  B r e a k i n g  n e w s  t o  y o u r  i n b o x  t w i c e  a  w e e k

•  C h o i c e  o f  a  q u a r t e r l y  p r i n t  o r  d i g i t a l  m a g a z i n e

•  I n - d e p t h  a n a l y s i s  f r o m  i n d u s t r y  e x p e r t s  a n d  a n a l y s t s

•  P r o d u c t s ,  c a s e  s t u d i e s ,  i n t e r v i e w s  a n d  o p i n i o n  p i e c e s

S i m p l y  v i s i t :  w w w.t e c h n o l o g y d e c i s i o n s . c o m . a u /s u b s c r i b e
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Transformation

CITIZEN CO-DESIGN
SERVICE NSW

SERVICE NSW IS USING CO-DESIGN 
METHODOLOGIES TO TRANSFORM HOW 
CITIZENS INTERACT WITH GOVERNMENT 
DEPARTMENTS AND AGENCIES

David Braue

It may have kickstarted the 

NSW Government’s digital 

transformation effort years before 

the term came into vogue, but 

a key figure in the state’s digital 

transformation said Service NSW’s journey 

is still in its early days as that government 

continues reinventing itself with a ‘co-

design’ approach that’s focused on 

improving outcomes for citizens.

The formation of Service NSW — which 

delivers over 800 state government 

transactions through a single interface 

— was a “tremendous step forward”, 

said Penny Webb-Smart, executive 

director for service reform within the 

NSW Department of Finance, Services 

& Innovation. But the real innovation in 

government transformation, she said, is 

coming as increasingly digital services 

focus not on ‘as-is services’ — such as 

renewing a driver’s licence online instead 

of at a branch office — but on new ways 

to configure citizen interaction with 

government services.

The successful early transformation 

“really opened the door to start thinking 

about the much broader sweep of public 

services from a citizen perspective”, 

said Webb-Smart, who presented the 

department’s approach at IQPC’s recent 

Digital Disruption X conference.

As a government, she said, “we 

need to stop thinking from an inside-out 

perspective, and that ‘we’re a government 

and this is what we do because we’ve 

always done it this way’”.

Relationship-building weighs heavily 

in the co-design process, with users 

involved in the design process and 

outside partners regularly involved to 

float as many potentially good ideas 

as possible.

“There are lots of people working 

outside government who have good 

ideas for how we might redesign public 

services,” Webb-Smart said. “Not all 

of those are going to be great ideas, 

of course, but the key is having some 

process where we could filter and process 

those ideas. People who want to innovate 

should be talking to each other to learn 

how they are successful.”

One effort she pointed to was 

ChildStory, a process to redesign the IT 

tools by which the NSW Department of 

Family & Community Services (FACS) — as 

part of the state government’s ‘Safe Home 

for Life’ legislation package — maintains 

ongoing case portfolios that bundle a 

range of government interventions into a 

single ‘story’ related to the child.

This type of interaction — described 

as part of “a less legalistic, process-driven 

child protection system” that “places 

children and their families at the centre of 

decision making” — emerged from the co-

design system that Webb-Smart believes 

will rapidly come to typify more mature 
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project management within all manner of 

NSW Government departments.

“The starting point for ChildStory was 

that we really needed to replace our 

ageing IT system, which was no longer 

relevant,” she explained.

“The FACS team recognised that 

the answer wasn’t just to replace the IT 

system with another one; they said ‘Let’s 

start with what it is that we’re trying to 

achieve, understanding what’s happening 

in the lives of children and their families, 

and the circumstances in which FACS 

becomes involved’.”

This process generated extensive 

research into the FACS process as well 

as a number of ‘small-scale prototypes’, 

through the Agile-like co-design process. 

“We work to deeply understand what’s 

happening and design a service that we 

think will solve the problem,” Webb-Smart 

said. “If that works, we progressively built 

it out so it would be much more of a test-

and-learn approach.”

This type of project methodology 

is rapidly spreading across the NSW 

Government, Webb-Smart said, 

with “every cluster across the NSW 

Government” now having examples 

of a humanistic approach to service 

design that looks well beyond the simple 

digitisation of existing services.

ALL ON A JOURNEY TOGETHER

Service reinvention has become a core 

strategy for CIOs in 2016, according to the 

2016 Gartner CIO Agenda Report, which 

surveyed 2944 CIOs in 84 countries and 

found that public sector CIOs expect 

digital processes will rise from 42% to 77% 

of all processes.

“The deepening of digital means that 

lines are becoming increasingly blurred, 

and boundaries semiporous,” the report’s 

authors note, “as multiple networks of 

stakeholders bring value to each other 

by exploiting and exploring platform 

dynamics.”

Building ‘platform views’ of the 

business emphasises the value of 

business resources that join together, 

both temporarily and permanently, to 

create value by connecting resources 

into a larger whole that benefits from 

extensive network effects.

“Digital leadership is a team sport,” 

the report notes. “To succeed, CIOs must 

rethink and retool their approach to all the 

layers of their business’s platform, not just 

the technical one.”

Complementary technologies such 

as data analytics are providing additional 

inputs to the process, which also dovetails 

with ongoing trending towards open 

government and the open release of 

government data sets by agencies such 

as Transport for NSW.

“The challenge now is to scale those 

efforts and enable those individuals to 

join up” for projects where responsibilities 

span individual agencies’ jurisdictions, 

Webb-Smart said, noting that the co-

design process was still at the leading 

edge of global government innovation.

Transformation within Service NSW 

and associated agencies was also 

happening in parallel with the efforts of 

the Commonwealth Digital Transformation 

Office (DTO), which is undergoing a similar 

process of reinvention at the federal level 

and is, through the establishment of a 

range of technical and process guidelines, 

taking on a similar role as curator of the 

vocabulary of government reinvention.

Ultimately, that reinvention will come 

as more government agencies forego 

traditional policy-driven, top-down project 

design and actively engage with citizens 

throughout the life of new projects. This 

might include, for example, actively testing 

beta versions of mobile apps or sitting in a 

room and testing service prototypes with 

relevant citizens to solicit their feedback 

throughout the design process.

“Innovation doesn’t happen because 

someone senior sits in an office and says ‘I 

think it would be a good idea to innovate’,” 

Webb-Smart said.

“Bold innovation will happen because 

you have a process for the discovery and 

iteration where you put ideas into practice 

and test them, and stop them if they don’t 

work. It’s really starting from a point where 

you say ‘We don’t know the answer’ and 

testing in the real world, talking to real 

users.”

Despite popular perceptions 

that government workers are risk 

averse, Webb-Smart — who joined the 

Department of Finance, Services and 

Innovation a year ago — said she has seen 

an endemic culture where “almost without 

exception I have been really impressed 

not only by the calibre of public servants, 

but by the fact that what they want is to 

deliver better services”.

“The tools of co-design and the digital 

economy give new options for public 

servants who have long wanted to be 

able to solve problems that have been 

around for a long time,” she said, noting 

that government agencies are still finding 

their way through co-design and broader 

transformation agendas.

“All governments are on this journey 

somewhere, but there is no natively digital 

government you can point to and say, 

‘They’ve got it right’. We’re basically all on 

this journey.”

“There are lots of 
people working outside 
government who have 
good ideas for how we 
might redesign public 
services.”  
– Penny Webb-Smart

Penny Webb-Smart
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Smart Cities

SAFER CITIES 
FOR ALL
Babar Jan-Haleem,  
Director–Big Data & Analytics Specialist Team, Oracle APAC

SMART CITY 
TECHNOLOGIES 
HOLD THE PROMISE 
OF TRANSFORMING 
SECURITY AND 
EMERGENCY SERVICES 
DELIVERY THROUGH 
DATA ANALYSIS AND 
PRE-EMPTIVE DECISION-
MAKING.

Enthusiasm for the 

emerging concept of 

smart cities tends to focus 

on how new technologies 

can make urban centres 

function more efficiently. Yet it’s 

important to realise that these initiatives 

can also make cities much safer.

The platform supporting a smart city 

comprises a range of technological 

trends — cloud computing, big data, 

mobility and social media — all put to 

work in different ways to streamline 

processes and reduce costs. As a result, 

smart cities benefit from more efficient 

public transport systems, better public 

services and improved communication 

networks.

Increasingly, benefits are also being 

achieved in the area of public safety 

and emergency services. These high-

level technology trends are providing 

smart cities with new ways to prevent, 

detect, respond to and recover from 

emergencies.

PRE-EMPT RATHER THAN REACT

Historically, most major cities have tended 

to be reactive when it comes to investing 

in technology for the emergency services 

sector. Large command centres have 

been built to receive incoming emergency 

calls and dispatch appropriate resources. 

It’s usually been a matter of waiting for an 

incident to occur and then responding 

to it.
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A smart city infrastructure enables 

investment to instead be focused on 

more pre-emptive initiatives. Rather 

than responding to events after 

the fact, attention can shift to early 

detection and preventive actions.

One example is the transportation 

of hazardous materials through densely 

populated urban areas. Using big data 

analytics, authorities in a smart city can 

regulate such transportation through 

certain roads and at certain hours. Real-

time monitoring can ensure the location 

of the materials is known at all times, 

enabling rapid response should an 

emergency occur.

Another example is natural disasters. 

Whereas, previously, authorities relied 

on emergency calls to determine 

where resources were required, big 

data techniques can be used to predict 

where problems are likely to occur and 

enable resources to be stationed there 

before they are required.

THE POWER OF SOCIAL MEDIA

Social media can be put to effective use 

as an added early-warning system in 

smart cities. Increasingly, incidents and 

emergencies are being shared through 

social channels, often before more 

traditional emergency calls. Monitoring 

social media channels therefore gives 

authorities another means of identifying 

problems and reducing response times.

Thanks to the widespread use of 

mobile devices, almost every resident 

in a smart city is becoming a sensor that 

can provide real-time data. By collecting 

and analysing the data generated by 

thousands of devices, authorities can 

quickly identify potential incidents or 

threats and take appropriate action.

Data collected and used in this 

way could be anything from public 

tweets and other social media posts to 

information collected from device sensors 

such as location, movement and even 

temperature. Citizens can effectively 

become electronic eyes and ears for 

the city.

Social- and mobile-enabled citizens 

can also become another outgoing 

communication channel for emergency 

services, helping to relay relevant and 

real-time emergency information person 

to person or via their social network 

contacts.

Mobile devices can even be 

put to work as elements in a mesh 

network. During major disasters, public 

telecommunication networks can become 

overwhelmed… so creating a mesh 

network of personal devices can enable 

important calls and information to get 

through to those who need it.

PRODUCING THE PLATFORM

For such initiatives to work effectively, 

emergency services in a smart city 

need a common underlying platform 

that enables the efficient and effective 

sharing of information. Rather than 

acting in silos, organisations can share 

data and act on it much more rapidly.

To ensure this interoperability and 

information exchange, such platforms 

need to be built on industry standards. 

One, often cited, example is the XML-

based National Information Exchange 

Model (NIEM) initiated by the United 

States Department of Justice and the 

Department of Homeland Security. The 

standard is also in use across other 

countries.

As well as information sharing, 

emergency services also need the 

ability to analyse and extract meaning 

from the information. Here, investment 

needs to be made in analytical 

tools capable of sifting through vast 

quantities of information in very short 

time frames.

As cities around the world work to 

implement such platforms, many are 

sharing examples of best practice. 

This enables one city to learn from the 

experience of many others, reducing 

the time required to put an efficient and 

effective platform in place.

As the evolution of smart cities 

continues to gather pace around the 

world, the potential for positive impact 

on the emergency services sector will 

grow even stronger. By becoming more 

pre-emptive, the services will be able 

to achieve more with their resources, 

reducing the effects of emergency 

situations and improving the lives 

of citizens.

Monitoring social media channels gives 
authorities another means of identifying 
problems and reducing response times.
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Case Study

A STRATEGY WORTH BOTTLING

T
he National Blood 

Authority’s (NBA) primary 

role is to provide a safe, 

secure and affordable blood 

supply for all Australians. As 

a centralised resource, the NBA works on 

behalf of all Australian governments and 

manages over a billion dollars’ worth of 

blood-related products per annum.

“If it is blood related, then we are 

involved. We source blood and blood-

related products such as immunoglobulin, 

ensuring its availability in hospitals across 

Australia,” said Peter O’Halloran, the 

NBA’s executive director and CIO.

Based in the ACT, the NBA also:

• manages tenders and supply 

contracts with global pharmaceutical 

companies;

• works with a range of stakeholders 

to ensure appropriate risk 

management of the blood supply;

• produces clinical guidelines relating 

to blood and immunoglobulin;

• develops and administers national 

ICT systems such as BloodNet, to 

manage the blood supply chain, and 

the Australian Bleeding Disorders 

Registry, an electronic register of 

people with haemophilia.

The National Blood 
Authority has 
implemented a 
collaboration platform 
that provides complete 
auditability and 
traceability.
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“Working across nine governments 

and over 400 hospitals, sharing 

information and collaborating with 

external parties in a secure and auditable 

way can be a nightmare,” added 

O’Halloran.

Due to the critical and often sensitive 

nature of the work conducted by the 

NBA, ensuring up-to-date records is key. 

Whether it is a freedom of information 

request, an application from an Auditor 

General or a request from a hospital, the 

NBA needs to be able to substantiate 

everything it does.

“It’s the compliance framework we 

operate in and [with which] we need to 

comply. Every single thing we do, every 

single record is potentially discoverable 

and may need to be provided at any 

point,” said O’Halloran.

To ensure compliance, the NBA 

implemented HP TRIM many years ago 

as its records management system. 

“Internally we have a strict information 

governance approach and we embrace 

electronic records management in a very 

big way. If you walk around our office, 

you won’t actually see much paper,” said 

O’Halloran.

While effective within the four walls 

of the organisation, the NBA was unable 

to extend its recordkeeping policy and 

infrastructure when it needed to work with 

someone outside of the organisation.

“We constantly work with parties 

outside of our organisation. We need to 

ensure that all information that is shared 

is secure and that there is a detailed audit 

trail,” said O’Halloran.

“There are security implications in 

relation to risk management,” he added. 

“There are commercial considerations 

when conducting tenders with global 

pharmaceutical companies — leaked 

commercial information can impact 

stock prices for listed companies and 

damage our ability to gain access to 

blood products at financially sustainable 

rates. In terms of our committee papers, 

these can impact government policy and 

our outcomes can have an impact right 

through to every taxpayer.

“Internally, we had created a sound 

information governance framework 

that was controlled and compliant with 

legislation, government policy and best 

practice. However, as soon as we shared 

information with someone outside the 

building we’d lose all of that transparency 

and traceability in an instant,” said 

O’Halloran.

To ensure information was not getting 

into the wrong hands, the NBA resorted 

to distributing paper records through 

safe-hand couriers or shipping encrypted 

hard drives across the globe — wasting 

precious time and slowing innovation.

After a detailed review of the market, 

the NBA implemented Objective Connect. 

Not only did it facilitate collaboration with 

external parties, it also met the NBA’s 

requirements in terms of security and 

information governance.

“Objective Connect ticked all of 

the boxes — locally hosted, complete 

auditability of every interaction. It is 

IRAP assessed, complying with the 

requirements of the ISM set by Australian 

Signals Directorate — which is critical 

when we are exchanging sensitive 

information. And with Objective Connect 

Link, we get deep integration with 

HP TRIM, our on-premise document 

management system,” said O’Halloran.

Objective Connect Link enables 

information to be shared directly from 

electronic document management 

systems: HP TRIM/Records Manager, 

Microsoft SharePoint and Objective ECM.

“HP TRIM is our single source of 

truth — no matter if the work is happening 

internally or externally, we need to know 

who has access to information and what 

they have done with it. Objective Connect 

integrated with HP TRIM gives us that — a 

complete audit trail,” said O’Halloran.

“As an extension to our information 

governance framework and policy, we 

made the business decision that the only 

way you can share information externally 

is with Objective Connect. It means that 

there is a full audit trail in HP TRIM, every 

single thing is fully traceable, which is a 

big difference,” said O’Halloran.

“It’s not only about getting the 

information out to external parties, 

Objective Connect also makes it easy to 

get information back in,” he added. “For 

example, if we have people sitting on 

tender evaluation committees, we make 

the papers available to them through 

Objective Connect. Their feedback comes 

back to us via Objective Connect, which 

provides us with a complete audit trail of 

the independent advice we received.”

O’Halloran and his team completed 

a return-on-investment review after 

implementing Objective Connect.

“We have saved over $40,000 per 

annum in postage, courier and printing 

costs, but the most important saving is 

staff time. By moving to full electronic 

distribution we have freed up more than 

one full-time equivalent staff member. 

That’s a saving of over $100,000 per 

annum,” said O’Halloran.

Objective Connect has also meant 

that the NBA can be more flexible with its 

working arrangements.

“We no longer need to have 

consultants based in Canberra or pay 

for them to travel to Canberra. With 

Objective Connect in place, we can have 

consultants based wherever they need 

to be in Australia and they can still work 

effectively,” said O’Halloran.

“By moving to full electronic distribution we have 
freed up more than one full time equivalent staff 
member. That’s a saving of over $100,000 per 
annum.” – Peter O’Halloran
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Open Source

WEB OF
WONDER
David Braue

NUMEROUS FEDERAL AGENCIES 
AND DEPARTMENTS ARE 
RAPIDLY REALISING THE 
EFFICIENCY AND SECURITY 
MERITS OF THE govCMS OPEN 
SOURCE WEB PLATFORM.

S urprisingly high demand 

for the open source web 

platform service govCMS 

has revealed strong, 

latent public sector 

interest in offloading responsibility for 

web content, as momentum for digital 

transformation continues to pick up 

speed amongst Australia’s government 

sector.

The govCMS platform, which went 

live in March 2015, is now (at the time 

of writing) managing 58 websites for 

28 different government agencies 

including the Department of Human 

Services, Australian Taxation Office, 

Department of Social Services, 

CrimTrac, Australian National Audit 

Office, National Film and Sound Archive 

and IP Australia.

That take-up rate, said Acquia 

General Manager for APAC and Japan 

Graham Sowden wasn’t expected, in 

worst-case scenarios, until the end of 

the service’s third year, but the faster-

than-expected uptake suggests that 

“maybe it hasn’t been as scary as some 

people thought it would be”.

“There were low, medium and high 

expectations around take-up and they 

have really knocked the figures out 

of the park,” said Sowden. “There has 

been a real willingness inside many 

of the agencies, who have wanted 

to change, as well as inside smaller 

departments that really didn’t know 

how to get moving. Just having a 

standardised template was a major 

step forward.”

Acquia was chosen by the 

Department of Finance in September 

2014 to provide government agencies 

with access to the hosted govCMS 

service, which is a fork of the aGov 

distribution of the open-source Drupal 
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content management system (CMS) 

(also used by the US White House).

The template-driven approach 

was designed to offload the burden 

of website maintenance as well as to 

improve the consistency and accessibility 

of government sites through compliance 

with Web Content Accessibility 

Guidelines (WCAG) standards. 

It also offloads the burden of back-

end system maintenance, provides 

near-infinite scalability thanks to Acquia’s 

back-end usage of Amazon Web 

Services (AWS) as a hosting platform and 

ensures that agencies are always running 

the most up-to-date version of the CMS.

The importance of this last point 

came into fine focus when, just weeks 

after the Acquia appointment was 

made, discovery of a ‘highly critical’ 

SQL-injection vulnerability in Drupal’s 

source code sent administrators of the 

project scrambling to push customers 

to upgrade. 

Those administrators were unusually 

direct in their exhortation that customers 

“should proceed under the assumption 

that every Drupal 7 website was 

compromised unless patched” within the 

first seven hours after the vulnerability 

was announced.

Because the hosted-application 

model involves applying security 

patches centrally, Acquia has been able 

to add rapid response to such issues 

to the benefits of govCMS, whose 

customers were protected from that 

and other issues thanks to the structure 

of the model. This plays right into the 

strengths of the hosted model, said 

Sowden: “They’ve seen a swan floating 

along on the water and they’re grateful 

that it’s someone else’s feet going 

madly under the water.”

Indeed, many current govCMS 

users have spent a lot of their energy 

on personalisation to suit their own 

internal service capabilities — which 

in many cases are being reviewed as 

part of the digital transformation push 

being led by the Digital Transformation 

Office (DTO).

DTO is also a govCMS user, and 

expansion of both agencies’ scope 

is seeing some common elements 

emerge. In February 2016, for example, 

govCMS released a set of application 

programming interfaces (APIs) 

designed to enable ‘government as an 

API’ service delivery — and, in so doing, 

to encourage sharing and re-use of 

online services between users.

Those APIs will allow govCMS 

users to integrate content from 

external sites and systems, with that 

content normalised inside the shared 

govCMS using Acquia’s Content Hub 

technology. Similarly, agencies using 

the APIs can publish their content to 

third parties — and push updates to 

those parties’ sites in real time.

API-based government service 

delivery is also a core tenet of the 

DTO’s mission statement, with an API 

Design Guide floated last August in an 

attempt to make government services 

more accessible to third parties. “The 

gold standard in developer empathy 

is found in thriving open source 

projects,” wrote DTO Development 

Manager Chris Gough in a blog 

post. “Collaboration, peer review 

and a responsive community are the 

hallmarks of such projects.”

As both the govCMS and DTO 

efforts highlight, government appetite 

for open source technologies is 

increasing steadily as agencies push 

their transformation agendas forward 

and realise they have little appetite 

for reinventing the wheel. That 

fundamental truth was recognised 

this month when US President Barack 

Obama floated a draft Federal Source 

Code policy to “save taxpayer dollars 

by avoiding duplicative custom 

software purchases and promote 

innovation and collaboration across 

federal agencies”.

That initiative — which built on a 

2012 plan for modernisation through 

the Digital Government Strategy that 

included an open source-focused 

developer portal — reflects the 

growing importance of re-usability to 

slimming down the cost of government 

online service delivery. And while 

Sowden hasn’t yet been given specific 

savings figures around the adoption 

of govCMS, he said “we are aware 

of substantial process savings” from 

adopters of the platform to date.

With another 16 agencies now in 

the process of transitioning to the 

govCMS platform, all signs are that the 

common environment is continuing to 

gain in popularity. A newer version of 

aGov, based on Drupal 8, is currently 

available in alpha form and will feed 

new functionality into the Drupal open-

source community — some of which 

could trickle down to future iterations 

of govCMS, further empowering 

users who, Sowden believes, will 

progressively become more aware of 

the benefits of a hosted CMS instance.

“You will increasingly get more 

sharing and collaboration by default,” 

he says. “Sharing content, and 

establishing a single source of truth, 

has been difficult in the past because 

of the complexities of making sure it 

is always updated. The open API will 

allow agencies to release information 

and data that has just been locked 

away in multiple departments. The 

future will see a whole lot more sharing, 

and the openness of that.”

“The open API will allow agencies to release 
information and data that has been locked away 
in multiple departments.” – Graham Sowden, 
Acquia
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Featured products

Brother laser printers and MFCs
Brother International has introduced a series of laser printers and 

multifunction centres (MFCs) to serve office and larger-volume 

print environments, including corporate, healthcare, public sector, 

hospitality and retail industries.

The series includes the Brother L5000 and L6000 laser printers, 

which offer fast print speeds, flexible paper handling and scanning 

capabilities, mobility features to connect with most mobile device 

technologies and access to business cloud services, such as 

Google Cloud Print 2.0. The models also have the capability to be 

customised via open interface software to integrate with any type of 

network.

For businesses with higher print and scan volumes, the 

Brother HL-L6400DW printer and the MFC-L6900DW have been 

released. Productivity features include fast printing and copying (up to 50 pages/min) 

and monochrome scan speed (up to 50 pages/min), as well as a single-pass, two-sided 

(duplex) monochrome scanning at a rate of up to 100 images/min. Additional paper 

trays are available in 250 or 520-sheet capacities, while the addition of a 20,000-page 

replacement toner cartridge offers greater cost efficiencies. Both models also help deliver 

wireless mobile device connectivity, including NFC for printing, scanning and network user 

authentication.

The models feature a colour touch-screen display for easy access to the Brother Web 

Connect interface to directly print from business cloud services, including Dropbox, Google 

Drive and OneDrive. Users can also scan to online cloud services or other business-focused 

scanning destinations include SharePoint, SSH Server (SFTP) and Network Folder (CIFS).

Brother International (Aust) Pty Ltd

www.brother.com.au

http://www.technologydecisions.com.au/subscribe
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Industry Showcase

CEBIT 2016
A PACKED PROGRAM 
OF SPEAKERS AND 
EVENTS

CeBIT Australia is one 

of Asia Pacific’s largest 

business technology 

events and will 

once again return to 

Sydney with an impressive line-up of 

speakers, who will present on a range of 

conference topics to provide delegates 

with the tools to make their mark on the 

business technology landscape.

The full conference program has 

now been released and will consist 

of 10 different streams, including 

Digital Marketing, Security, Mobility, 

Fintech, Cloud, Big Data and Analytics, 

eGov, eHealth, IoT and Unified 

Communications.

The seminar programs will feature 

over 100 international and local thought 

leaders from leading household brands 

through to international conglomerates.

“Our goal is to connect the experts, 

who are constantly challenging and 

pushing the technology frontier, with 

our delegates, immersing them in best-

practice case studies, global statistics 

and solutions to those critical issues 

facing the business technology industry,” 

said Harvey Stockbridge, managing 

director of Hannover Fairs Australia, the 

organisers of CeBIT Australia.

The exhibition is expected to attract 

over 15,000 people and more than 

400 exhibiting organisations that will 

showcase technologies and services 

across 16 showfloor categories.

Four Showfloor Theatres, as well 

as the CeBIT StartUp conference and 

PitchFest bringing bring together 

start-ups, investors, venture capitalists, 

government and potential customers, 

will also be a feature of the show.

Speaker highlights include:

•	 Dr Stefan Hajkowicz — Futures 

Researcher and Principal Scientist 

at CSIRO — will provide a keynote 

about global megatrends.

•	 Rocky Scopelliti — Global Industry 

Executive – Banking, Finance 

& Insurance at Telstra Global 

Enterprise Services — is Telstra’s 

global industry thought leader. 

Speaking at the Mobility Conference, 

Scopelliti will unveil what app 

features matter in a mobile-first world 

and how to engender greater trust 

with customers through mobile.

•	 Lynwen Connick — First Assistant 

Secretary, Cyber Policy and 

Intelligence Division, Department 

of Prime Minister and Cabinet 

— will be speaking at the Security 

Conference. As key advisor to Prime 

Minister Malcolm Turnbull, Connick 

will be sharing the government’s new 

Cyber Security Strategy.

•	 Luc Hennekens — Chief Information 

Officer at QANTAS — will be 

speaking at the Commercialising 

Big Data and Analytics Conference 

about the impact of digital disruption 

in the travel industry.

•	 Miles Ashton — Head of Technology, 

Direct to Consumer at Coca-Cola 

Amatil — will be speaking at the 

IoT Conference about smart supply, 

using real-time data to ensure 

streamlined efficiencies in product 

delivery.

•	 Mark Sheppard — Chief Innovation 

Officer at GE Australia — will be 

speaking at the IoT Conference 

about The Industrial Internet: 

Intelligent machines, big data and the 

next industrial era.

Access the full conference program 

at cebit.com.au/program.

EVENT DETAILS

What: CeBit 2016

Where: Sydney Olympic Park, 

Homebush

When: 2–4 May 2016

Register: www.cebit.com.au/register

http://www.cebit.com.au/register
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Opinion

THE PRAGMATICS OF TECHNOLOGY 
CONVERGENCE

HENRY FORD, WHO 
SOUGHT COMMON 

SOLUTIONS TO 
COMMON PROBLEMS, 
WOULD BE APPALLED 
AT THE TRADITIONAL 

APPROACH TO ICT SYSTEM 
DEVELOPMENT.

Today, it would be rare to attend a 
technology conference without having 
‘convergence’ mentioned. It has become 
one of the truisms of our field. Yet while 
the rationale may be compelling, it can be 
frustratingly difficult to deliver. Scratch the 
surface of any organisation and its processes 
can be anything but converged. In spite 
of best intentions, the old language and 
organisational boundaries are alive and well.

It was once easy to have a specific ICT 
discussion and have some clarity about 
where the boundaries lay. However, 
times change and these boundaries no 
longer have much meaning. For example, 
the smartphone is no longer just a 
telecommunications device. Over time, the 
single-purpose mobile phone has evolved 
into a complex processing platform that 
now defies any of the traditional technology 
labels. Indeed, the entire value proposition 
of the smartphone is built on the notion 
of converged technologies. The simple, 
lightweight apps that populate modern-day 
phones in large numbers gain most of their 
power by bringing together a variety of 
specialist technologies.

But this is just the beginning. Future 
converged services are likely to include 
holographic images, cognitive computing 
and a variety of Internet of Things solutions. 
The sheer wizardry of these technologies 
deserves recognition; however, their real 
power comes from the outcomes they deliver 
to the user.

The ICT industry is still built on a 
foundation of separate technologies, each 
with its own language, methodologies and 
collection of enthusiastic subject matter 
experts. Like it or not, the ICT industry 

continues to require high degrees of 
specialisation, and this specialist expertise 
needs to be valued and nurtured.

The industry is undergoing an internal 
transformation with important similarities to 
the industrial revolution. Prior to the industrial 
revolution, products were individually 
produced by skilled artisans who were the 
subject matter experts of their time, each 
with a collection of languages and processes 
unique to their particular trade.

The industrial revolution did not end 
the need for tradespeople. However, it 
did completely transform that workforce 
and required that their skills be applied in 
different ways. These changes culminated in 
Henry Ford’s assembly lines, where the focus 
moved to mass assembly based on common 
components and generic platforms.

Today, ICT is undergoing a similar change. 
Many legacy systems were developed 
using an artisan mentality. Business analysts 
armed with a blank sheet of paper would 
ask for details of an organisation’s unique 
requirements. Bespoke systems would then 
be built. Ford would have been appalled at 
this inefficient use of skills and resources. 
His real innovation was not in the way he 
designed his assembly lines, but in his 
insights that there should be common 
solutions for common problems and that very 
few problems are actually unique.

Today, convergence is not about being an 
expert at everything. Successful enterprises 
need to restructure themselves to become 
part of an ecosystem, where each participant 
is expert at something. The technological 
strength of an enterprise needs to be 
measured by the strength of its ecosystem, 
not just by its own internal capacity.

Kevin Noonan, Research Director,  
Public Sector Technology, Ovum
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