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Who is responsible for IT security 

in your organisation? Is it the IT de-

partment or the board of directors? 

Traditionally it has been the former, 

but there are now strong arguments 

that it should be the latter. After 

all, that’s where the buck will stop 

should there be a major data breach 

or systems failure. As ‘every company is an IT company’ these 

days, it is vital for those in charge to recognise the importance 

of IT security from a business case point of view.

In a joint BT/KPMG report released in late July, Hans Haverhals, 

head of Cyber Security Australasia at BT Global Services, said: 

“It’s encouraging to see business leaders acknowledging the 

importance of robust cybersecurity procedures. However, BT 

and KPMG’s research found that only 30% of those surveyed 

understood how their procedures can react to a cyber attack.” 

The report also emphasised “the need for decision makers to 

recognise cybersecurity as an enabler to digital innovation 

rather than simply a defence exercise”.

IT security is no longer the exclusive province of the IT bof-

fins — it is an essential part of protecting an organisation’s 

intellectual property, reputation, financial security and busi-

ness strength. And that makes it squarely the responsibility 

of the board.

Jonathan Nally, Editor

jonathan@technologydecisions.com.au
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Giving InfoSec a seat at the 
executive table

A
cross Australia, many organisa-

tions hand the responsibility for 

information security to the IT 

department. But some experts 

argue that organisations should consider 

creating an executive role that’s dedicated 

to information security.

Rather than making information 

security the responsibility of the IT 

department, organisations should 

consider making it an executive-

level priority.

James Turner, an advisor at analyst firm 

IBRS, recently published a research note 

titled ‘Why Organisations need an Infor-

mation Security Executive’. According to 

Turner, non-IT executives are often reported 

as being concerned about the possibility of 

some sort of cyber incident, “but as security 

Andrew Collins
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“Security is a response to risk, and it is the 

ongoing mandate of executives to demon-

strate that they are guiding their organisation 

through foreseeable risks. Consequently, 

many organisations would benefit from 

the appointment of an information security 

officer who is able to translate between IT 

and the business and ensure that cyber 

risks are prepared for responsibly,” Turner 

wrote. “Information security is a safety net 

for organisations, and must be guided by 

an informed executive.”

Why not IT?
So, what is wrong with lumping responsibil-

ity for information security in with the IT 

department’s function? Sally Parker, Research 

"Post-breach act ion plans — how an organisat ion responds 

to a breach — can have a greater  impact  than the breach 

i t se l f. "  — Sal ly  Parker,  IDC

Director for Data Driven Intelligence at IDC, 

said that it’s necessary to consider informa-

tion security from a broader perspective.

“Certainly there are the ‘technology’ related 

aspects and the IT department is arguably 

the most informed and historically the most 

equipped to deal with this. There are also the 

‘people’ and ‘process’ considerations — this 

is not new,” Parker said.

But information technology is becoming 

increasingly entrenched in business processes 

and functions, and as a result, information 

security has ramifications that extend beyond 

the IT department.

“As organisations become more reliant on 

cloud, mobile, social technologies to do 

business, and as the value of the data we 

collect from new and enhanced sources 

becomes more valuable, the breadth of 

stakeholders within the organisation ex-

pands,” said Parker.

“The question then becomes one of govern-

ance and where responsibility for governance 

should lie. The reality is that in Australia this 

varies considerably, and yet responsibility for 

a breach clearly lies with the executive com-

mittee and ultimately the CEO,” said Parker.

Changing attitudes
According to Parker, attitudes towards se-

curity at the executive level are changing, 

driven by several factors. One factor is the 

emergence of the public cloud, and the 

ease with which it allows new companies 

to pop up.

“The rate and pace of change in technol-

ogy today is unprecedented. If you think 

about it, public cloud has levelled the 

playing field, permitting anyone with a 

good idea to not only take it to fruition 

at low cost, but also to a global market, 

overnight. New collaborative marketplaces 

are popping up on a daily basis and chal-

lenging established players,” said Parker.

Some older, more established companies 

are looking at these new, digital companies 

and taking note.

“The new players have an enviable agil-

ity, lacking the ‘legacy’ baggage of the 

established players. In short, the industry 

is undergoing a mindset shift that is rip-

pling through organisations at variable 

paces. This in conjunction with high-

profile breaches and an increased number 

of attacks in unexpected industries (ie, 

is not their area of expertise, responsibil-

ity for mitigation and preparation is often 

devolved to IT”.

“This is a mistake, because as much as lack of 

any security could be devastating, applying 

the wrong controls to an organisation can 

be equally debilitating,” he wrote.

Turner argued that organisations would 

be better off by appointing an executive 

whose primary responsibility is informa-

tion security. Such a role is already present 

in many boardrooms around the world, 

under a variety of different job titles. One 

common title is ‘chief information security 

officer’ (CISO).
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ransomware in the healthcare industry) is 

capturing the attention of the executives, 

and security has become a boardroom 

discussion for many already,” said Parker.

Parker said that the way organisations view 

cybersecurity is shifting. She pointed to 

the results of IDC’s recent 2016 C-Suite 

barometer research project, in which the 

analyst firm asked 170 Australian organi-

sations about the importance they placed 

on cybersecurity.

That research revealed that in 50% of or-

ganisations, cybersecurity is now one of the 

top priorities for the board of directors, and 

for 42% of organisations, cybersecurity is 

an important KPI of the management team.

Lydie Virollet, market analyst at IDC, 

added: “There has been a shift in the view 

organisations have on security, from a pure 

control function to a digital resilience tool. 

This understanding of the crucial aspect 

of security now needs to be widespread 

to the bigger crowd, in order to build the 

workforce that is needed to protect our 

rising amount of data and devices.”

Implementation of the role
Exactly how an organisation implements 

the role of information security executive 

can differ, depending on its specific needs.

“There are many questions that executives 

need to be asking themselves when creating 

a CISO role, or appointing someone to 

this role,” said IBRS’s Turner. “You must 

have a CISO that’s actually going to make 

a difference, so it’s vital you know what 

that difference should be. This conversation 

also needs to be revisited as the organisa-

tion matures.”

The nature of the information security 

executive’s role has changed over time. “I 

think the key point to note around the 

role of a CISO is that cyber risk maturity 

is a rapidly evolving area,” said Turner. 

“The CISOs we have now need a broader 

skill set than they did 10 years ago. They 

need so much more than just to be the 

last technician standing by the time the 

job title is handed out.”

According to Parker, an effective informa-

tion security executive needs a variety 

of traits. “Today, security considerations 

and associated discipline must be infused 

across the organisation and intrinsic to 

the business,” she said. “A good CISO will 

not only be technically proficient but also 

a collaborator, influencer and potentially 

an interpreter within their organisation.”

One key decision when considering the 

structure of the information security ex-

ecutive position is how that executive sits 

in the corporate hierarchy, including who 

they report to. Parker’s view is that the 

responsibility for an information security 

breach ultimately lies with the CEO.

“Consider the now-infamous Target data 

breach that resulted in the departure of 

veteran CEO Gregg Steinhafel and lack 

of confidence in the board, and the many 

examples since,” she said. “Visibility of the 

potential exposure across the organisation 

— particularly as the bench of stakeholders 

expands, and particularly where technology 

initiatives are increasingly funded outside 

of IT — is imperative.”

“Equally important, the post-breach action 

plans — how an organisation responds to 

a breach — can have a greater impact than 

the breach itself,” she added.

In some scenarios, it might make sense 

for the information security executive to 

report directly to the CEO, without an 

intermediary.

“Depending on the size of the organisation 

and the definition of the role, the right CISO 

might report to the CEO. It’s ultimately 

about getting the right information to the 

board in the right language to derive the best 

outcome for the organisation,” said Parker.

According to Frost & Sullivan Industry 

Principal, Cyber Security Practice Charles 

Lim, the nature of the information security 

executive’s role varies, depending on their 

exact reporting line.

“Currently we observe that CISOs either 

report to the CEO directly, or to the CIO,” 

said Lim. “Reporting to the CIO enables 

him/her to oversee cybersecurity as part of 

his IT strategy planning and also co-sharing 

of IT headcount between the chiefs.”

On the other hand, Lim added that “CISOs 

that report to CEOs will tend to play a 

heavier role in boardroom conversations 

and as an advisor to the CEO on security 

matters”. 
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“For this structure, most CISOs have teams 

that are dedicated to performing daily 

monitoring tasks with security analysts, 

to meeting compliance requirements with 

governance and risk professionals.”

Lim also noted the importance of com-

munication in keeping everyone on the 

same page. “It is important that CISOs 

and CIOs need to have strong commu-

nications and collaboration between them 

to ensure that all IT initiatives have the 

security team involved,” he said.

According to Turner, an organisation’s 

choice of who an information security 

executive reports to is a reflection of 

how well that organisation understands 

cybersecurity.

“I think seeing a CISO’s reporting line 

gives a good indicator of how mature an 

organisation is in understanding its cyber 

risks and responding to these. Having a 

CISO report to a CIO shows that the 

organisation’s executives think that cyber 

risk management is purely a technical issue 

and that is a mistake,” he said.

“However, it’s a starting point, and it’s then 

the CISO’s job to educate the executives 

on cyber risks so they can make informed 

decisions.”

That said, according to Turner an ideal 

reporting line for an information security 

executive has yet to be established. “But I 

would be encouraging executives to ask 

whether they see the role as operational or 

oversight and advisory. Some organisations 

need the first, some need the second, and 

some will need one role that covers both.”

Information security executives typically 

play some role in budgeting for security 

spend around the organisation. Lim said 

that at this point, while his firm doesn’t 

see CISOs having a say in how much other 

departments should spend, CISOs “are 

usually in the role of the final decision-

maker on the budgets that are to be ap-

proved for security spend”.

“Usually CEOs (or CIOs, depending on the 

structure) will have to run through with 

the CISO on his forecast for security spend 

in the year, so the CISO role will need 

very strong experience in understanding 

the end-to-end needs of cybersecurity in 

people, process and tools that need to be 

maintained and improved for a year, and 

justify that spending,” Lim said.

Smaller companies
But while large enterprises may be in-

creasingly giving information security a 

voice at the executive level, that may not 

necessarily be the case at smaller organi-

sations. Frost & Sullivan’s Lim said that 

while some large enterprises may delegate 

information security responsibilities to a 

CISO, “in smaller organisations we observe 

that MIS usually has to take that de facto 

responsibility, and [it] struggles in provid-

ing justification on improving IT security, 

due to the lack of focus”.

And when a smaller organisation does 

hand security responsibilities off to the 

IT department, “the organisation usually 

ends up spending a lot more time react-

ing and recovering from security breaches 

due to inadequate protection systems in 

place”, Lim said.

“In the light of the sophisticated attacks 

today that may impact business operations, 

organisations should recognise the need 

for a dedicated security executive in not 

only managing security controls, but to 

also plan proactively for the right controls 

in place and ensure prevention and detec-

tion systems are constantly upgraded to 

mitigate the latest threats,” he said.

In these smaller companies, as in the larger 

ones, this information security executive 

can evaluate and justify security spending 

to help senior management more promptly 

make decisions that lead to security im-

provements, Lim said.

However, in smaller organisations, it may 

be difficult to convince management that 

a new executive — perhaps with its own 

team — is required. In these smaller 

organisations, where budgets are tight, 

“security is usually not the top of mind 

for spending in the areas of manpower”, 

Lim said.

“Therefore, today it is really important for 

business owners to look at cybersecurity 

as part of their business-enabling strategy, 

to understand that it is not something 

bolt-on, [but] rather a key area that 

must be addressed when they roll out 

new IT-enabled services and design-in 

the process, which we call ‘security by 

design’,” Lim said.

But while a smaller business may find it 

difficult to address its information secu-

rity needs, such a business might look 

at employing a managed security service 

provider to help them with its InfoSec 

requirements, Lim suggested. Such an 

arrangement would typically involve a 

monthly payment and is likely to cost less 

in upfront investments, he said.

"The CISOs we have now need a broader sk i l l  se t  than they 

did 10 years ago. They need so much more than jus t  to be 

the las t  technic ian s tanding. "  — James Turner,  IBRS
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Digital transformation 
and IT investment

A N A LY S E 
T H I S

B
usiness investment has all but 

disappeared in the last five years. 

Therefore, it is understandable 

that the appeal for more invest-

ment in the drive to digital transforma-

tion will unlock innovation and a new 

route to productivity — namely, greater 

organisational efficiency and better use 

of existing resources and assets. However, 

it is not that simple, as a review of the 

data illustrates.

In order to pivot the economy to a new 

business cycle, a renewed stage of capital 

IT investment is seen as a prerequisite. The 

general output of such investment could 

lead to better customer experiences and 

organisational effectiveness, as these two 

items are typically claimed as the objectives 

of such a strategy. This putative result is 

unqualified — it is an assumption based 

on data and experiences which date back 

20 years, and is not related to the current 

state of technological investment and stock.

In Chart 1, the capital stock — that is, the 

amount of money invested in technology 

in Australian industry sectors — is shown 

for the five leading sectors. The Finance 

and Public Administration sectors lead 

as the most technology intensified and 

invested verticals with over 30% of total 

net capital stock. The orange line on the 

other axis represents the total percentage 

of each sector as a share of the total. In 

sum these five sectors account for 55% 

of all technology investment. The other 

14 sectors measured by the Bureau of 

Statistics constitute the remaining 45% 

of technology investment between them.

Whether this pattern or disposition of 

investment and stock is optimal, too 

intensive or effective is not possible to 

infer. Within the commercial sectors the 

level of investment may be aligned to 

returns on capital expenditure or reducing 

operational costs, and therefore obvious 

financial metrics are associated with the 

degree of investment.

To understand the status of the stock 

position the data should be examined in 

relation to the value of each sector. This 

will allow inferences to be made as to 

relationships between overall technology 

depth and capability and the magnitude of 

a sector’s value. It may also, at least in part, 

allow for judgement as to the quality and 

effectiveness of the enabling technology.

Chart 2 shows the change in sectoral 

value relative to the whole economy. This 

evolution of value nearly matches the 

technology investment boom (discussed 

in the IBRS report, The IT Investment 

Growth Rate 1981–2020).

The relative performance of different 

sectors is shown in terms of their share 

to overall industry real value added in 

2015 compared to 1990. The Informa-

tion Media and Telecommunications 

sector exhibits the highest change. In 

1990 this sector’s share of real value was 

2.2%; in 2015 it was 3.5%, which is a 

62% increase. Financial and Insurance 

Services have grown by over 40% in the 

period. Except for Public Administration, 

all of these sectors increased their relative 

value. Transport, Postal and Warehousing 

grew by just 1% over the period. Public 

Administration declined 22% and the 

other sectors that fell were: Education 

and Training (32%); Accommodation 

and Food Services (22%); Manufacturing 

(46%); and Agriculture (15%).

Importantly, the changes in relative value 

are not directly correlated to net capital 

Chart 1: Capital stock of hardware and soft-

ware in Top 5 industrial sectors. Source: ABS: 

http://www.abs.gov.au/AUSSTATS/abs@.nsf/

DetailsPage/5204.02014-15?OpenDocument

Chart 2: Changes in sectoral share to value added 

at basic prices 2015–1990 (dwellings excl.). Source: 

ABS: http://www.abs.gov.au/AUSSTATS/abs@.

nsf/DetailsPage/5204.02014-15?OpenDocument
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Guy Cranswick is an IBRS advisor who 
covers Google (Apps and Search), broadband/
NBN, Web 2.0 technology, government and 
channel strategy, including areas of business 
productivity.

stock and hence technology investment. 

The changes reflect the shifts in the 

economy and consequently, Manufactur-

ing has declined and Finance has grown.

The relative decline over 25 years in Public 

Administration as a share of the economy 

is not especially significant and may be 

understood as an improvement in the 

sectoral profile of the economy.

Where this chart and the first chart are 

useful is in understanding the relation-

ship between technology investment and 

the aggregate value of the sector. For 

instance, the net capital stock for Mining 

is modest, under $2 billion, yet its sectorial 

share is 32% higher than it was in 1990. 

This result is skewed because of the huge 

mining boom which saw the value of its 

output soar to unprecedented levels. In a 

similar manner, the Information, Media 

and Telecommunications’ result is indica-

tive, along with the Finance sector, of a 

more developed services economy. Their 

results have been generated by wider 

institutional and policy changes together 

with social and demographic dynamics 

over 25 years. Technology is necessary 

to the evolution of the changes and the 

attainment. It is not certain that it is the 

sole critical variable.

In summary, the data and its interpretation 

can be understood in the following terms:

•	 Technology investment, or deepening, is 

not a guarantee of improved output/value.

•	 Macroeconomic trends and exogenous 

forces are highly significant, eg, the recent 

record of mining, manufacturing.

•	 The most rapid period of change was 

within the first decade of the period, ie, 

when technology investment was at its 

highest rate coupled with wider reforms 

and transitions. This follows a standard 

pattern when initial high-quality in-

novation produces a leap but further 

enhancements produce only marginal 

improvements at higher costs.

The current moves to digital transforma-

tion are intended to replicate, as nearly as 

possible, the efficiency and productivity leap 

described in the period 1990–2015. Within 

the context of the data and analysis provided 

here, it is uncertain if that is a possibility.

While the data used here is aggregate, 

there will be private organisations and 

government agencies on various points 

of the maturity spectrum which may see 

their requirements differently. In addition, 

refreshing technology solutions to suit a 

changed business environment will and 

should continue, but whether a greater 

commitment to more technology is the 

main solution should be debated vigorously 

and sceptically.

Planning the future with rear-vision per-

spectives is sure to disappoint, if not fail. 

Organisations would be better to examine 

their own situation and discard received 

wisdom, especially from vendors.
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The power of

hyperconvergence

Ian Bailey

To make the most of the promise 

of hyperconverged infrastructure, it 

is imperative that a comprehensive 

power management design be 

implemented.

H
yperconverged infrastructure, 

with its use of commodity 

hardware, offers many benefits 

when compared with tradi-

tional server-based legacy data centre infra-

structure. An obvious one is that resources 

are shared by all applications, providing the 

ability to reallocate resources to other parts of 

the system that are experiencing peak loads.

But economics is probably the primary rea-

son that so many companies are turning to 

hyperconvergence. It’s estimated that, under 

a legacy system, for every dollar spent on 

capital expenditure, four dollars is spent on 

operational expenditure. This is reduced in 

a hyperconvergent system by combining the 

disparate technologies into a single, virtual 

system, thus reducing the need for dedicated 

staff and a reduction in the amount of time 

spent on maintenance.

It is important to recognise, however, 

that — in common with any architecture 

— hyperconvergence has its own set of 

considerations. For instance, given that this 

is a relatively new field, it is important to 

weigh up the pros and cons of relying on 

a single vendor platform. New start-ups in 

this emerging sector are not necessarily stable 

and could represent a single point of failure.

The hypervisor can impose some limitations 

of its own, such as the number of nodes per 

cluster, the amount of memory available and 

the number of virtual machines. Upgrad-
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ing to a hyperconvergent architecture does 

not remove these limitations and it may be 

necessary to implement multiple clusters to 

overcome them.

At its core, a hyperconvergent system is 

designed to manage virtual machines along 

with the storage and networking capabilities 

that they require. This means that hyper-

convergence is fundamentally unsuited to 

any application that is required to run on 

a physical machine.

Mind the gap
Power management is a crucial part of any 

data centre regardless of the type of infra-

structure. Failure to have a comprehensive 

power strategy can lead to a ‘manageability 

gap’, defined as the difference between “the 

potential offered by converged and hyper-

converged infrastructures and the benefits 

they actually deliver”.

Hyperconvergent architectures have special 

power challenges. Firstly, such systems are 

designed to be flexible, which means that 

power infrastructure has to be similarly 

flexible. Advanced rack power distribution 

units provide this flexibility.

Secondly, power must be redundant. While 

not an exclusive concern of hyperconvergent 

architecture, it is important that some form 

of uninterrupted power supply is included 

in the system. There is a wide range of 

capacities and features available, and the 

nature of the system should be considered 

when choosing one or more technologies.

Thirdly, monitoring must be performed in 

order to manage the system’s flexibility, and 

to get the most out of the redundant power 

supplies. Three areas have to be monitored 

— hardware, power and the environment. 

If a fault is detected in any section, the 

appropriate actions must be taken to move 

the virtual machines (VMs) and power-off 

the equipment.

Finally, power management infrastructure 

should be integrated with the software that 

controls the hyperconvergent system. This 

improves administration of the system and, 

when coupled with appropriate UPSs, means 

that when power is interrupted the VMs can 

be passed to another node.

Power distribution units should provide 

environmental monitoring for phase and 

section metering, outlet level power con-

sumption (V, W, A and kWh) and power 

usage effectiveness. These metrics enable the 

administrator to make intelligent decisions 

to flexibly tailor available power to meet 

the changing demands of a hyperconvergent 

system. In addition to load management, a 

‘managed’ model enables an administrator 

to remotely configure power distribution 

to individual outlets and groups.

As an example, power management spe-

cialist Eaton supplies an Intelligent Power 

Manager that brings all the elements of the 

power management infrastructure together. 

It interfaces with the power distribution 

units to: a) provide snapshots of monitoring 

data, and b) enable remote configuration. 

The system is compatible with the wide 

range of UPSs and integrates with a variety 

of VM management programs, to which 

it can signal to move VMs in the event of 

power failure.

Powering hyperconvergence
Two high-profile suppliers of hyperconver-

gence services are Simplivity and Nutanix.

At the centre of Simplivity’s architecture are 

its OmniCube and OmniStack technologies, 

most notably the OmniStack Accelerator 

Card, which offloads the processing required 

for data optimisation.

According to a Simplivity customer survey, 

after migrating to its technology, time spent 

on innovation increased from 16% to 29% 

and expenditure on new projects from 43% 

to 57%, overtaking that spent on mainte-

nance. This shows the significant benefit 

that customers can accrue from moving to 

a hyperconvergence platform. For power 

management, Simplivity combines Eaton’s 

Intelligent Power Manager software with 

the 5P UPS and the G3 series of PDUs. 

The 5P maximises agility and reduces total 

cost of ownership by up to three times over 

legacy systems.

Nutanix provides an architecture known as 

Acropolis. Acropolis is an entire hypercon-

vergent system based around commodity 

hardware, utilising Nutanix’ Prism software 

to provide a simplified management inter-

face. Acropolis architecture can provide a 

two-thirds reduction in footprint compared 

to a data centre comprising traditional serv-

ers, while also reducing the costs associated 

with consumption. Nutanix uses Eaton’s 

9PX UPS, alongside the Intelligent Power 

Manager and G3 PDUs. The 40% lower 

energy usage and 28% greater power means 

their solution is eminently scalable.

These examples show that when it comes to 

hyperconvergent architecture, it is imperative 

that there be proper consideration given to 

the oft-overlooked area of power supply, 

distribution and monitoring. 

www.powerquality.eaton.com/australia 

“Failure to have a power strategy can lead to a ‘manageabil i ty 

gap’ – the di f ference between potent ia l  of fered and benef i t s 

del ivered.”
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       work
The right prescription for business security

C
hemist Warehouse is one of Australia’s most re-

markable business success stories, doubling sales 

and growing its national store network from 100 

to more than 400 stores in just five years. Now the 

country’s largest pharmacy group, employing more than 10,000 

people, the company has also led the move to online pharmacies 

with five specialist e-commerce websites, dispatching orders to 

customers’ homes throughout the nation from a network of 

distribution centres.

Through previous acquisitions, the business had acquired 

a wide range of legacy IT systems, software, suppliers and 

contracts — with the inevitable wide variations in both quality 

and performance. This environment consumed much of 

management’s time, dealing with the impact of virus attacks 

and system downtime.

“We were at the start of our current journey and, in a 

nutshell, we needed a partner to go with us,” said IT systems 

manager Deni Ilic. “Even at that stage we were a large and 

complex business with quite specific requirements.”

After an exhaustive process including reviewing independent 

reports, proof-of-concept demonstrations and trials, Chemist 

Warehouse selected Kaspersky Endpoint Security for Business 

Advanced.

“We felt that the Kaspersky Lab team took the time to really 

understand us and our business objectives, for the short and the 

long term, and that their solution could be shaped very precisely 

for our needs, then and in the future. It felt instinctively like a 

good fit,” said Deni.

Over the past five years Chemist Warehouse has built up a 

portfolio of some 4500 licences providing multilayered protection 

for workstation and laptop endpoints, including employees’ own 

devices, supported by 400 more to protect its virtual server 

environment.

The platform helped to provide the foundations and the 

confidence for a period of unprecedented growth for the business, 

with online transactions doubling year-on-year and 40 new retail 

stores opening each year.

“Kaspersky Lab is our first line of defence and is so simple to 

roll out each time we increase our footprint. It’s very lightweight 

in our server environment, easy to manage and control, and 

provides a consistent, repeatable, benchmark level of protection 

for everything we do,” said Deni.

“The central management console gives us just the right level 

of information and oversight we need and it’s designed with end 

users in mind; intuitive, easy to use and with many automated 

features such as remote update distribution,” added Deni.

“It is stable and reliable, it performs extremely well, has 

met all of our expectations, and we haven’t had any significant 

downtime in the five years we have been using it,” said Deni. 

“We are very happy with it, in particular because it has been 

such a solid foundation stone for us during a remarkable period 

of growth. Growing at the speed we have has risks attached, and 

the Kaspersky Lab platform has helped us to manage some of 

those risks very effectively.”

As the family-owned business embarked on its current growth 

strategy, it was looking for an IT security partner that could 

ensure complete protection of large quantities of confidential 

customer medical records and data, and enable the company to 

fully comply with its Payment Card Industry (PCI) requirements.
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From backup to availability

Don Williams,  
Vice President, ANZ, Veeam

CIOs must free their organisations 

from complex backup strategies in 

order for storage and virtualisation 

systems to protect against failures 

and cyber attacks.

M
odern enterprises are man-

aging a complex network 

of clients and servers, often 

without a concerted ap-

proach to availability. Adding to this com-

plexity is a growing mix of mobile devices 

and cloud services where data is generated 

outside the reach of routine backups.

Traditional backup and recovery poses a 

challenge, in that the process is prone to 

lengthy delays and even data loss due to errors 

and lack of testing. In the case of an online 

system, recovering from a point-in-time 

backup can directly impact the performance 

of that system and the organisation’s ability 

to service customers and generate revenue.

More IT-driven customer interaction pro-

cesses call for more data and application 

availability, not just backup. A modern 

availability strategy enables companies to re-

architect their traditional backup processes 

for faster recovery times and closer recovery 

points, without impacting production work-

loads, apps, virtual machines or data centres.

Best-of-breed approach
There is a real change in how enterprises are 

managing their infrastructure, with physical 

servers being virtualised and collections 

of virtual servers being orchestrated into 

private clouds. Telsyte research indicates 

80% of Australian enterprises are using or 

investigating server virtualisation technology, 
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making Australia one of the more mature 

markets globally.

This trend towards more server and storage 

virtualisation has profound implications for 

backup and availability. A strategy to keep 

businesses always on must now include the 

capability to perform availability for both 

physical and virtual machines.

Along with the growing trend of virtualisa-

tion is the adoption of more than one type 

of hypervisor. VMware is the leading global 

supplier of enterprise virtualisation technol-

ogy; however, in recent years Microsoft’s 

Hyper-V virtualisation platform has risen to 

prominence as an alternative. Today, more 

than a third of enterprises using virtualisation 

are using more than one type of hypervisor, 

according to Telsyte’s research.

Given that no vendor dominates the 

virtualisation and private cloud space, a 

best-of-breed approach to availability is es-

sential for the best outcome across multiple 

platforms. Using the right backup and avail-

ability solution for a virtual environment 

can reduce complexity. For example, some 

backup solutions require agents which can 

inhibit the benefits of virtualisation, and 

add to the management complexity and 

cost that virtualisation aims to reduce in 

the first place. An availability solution is 

often the right fit for today’s hypervisors, 

rather than agent-based backup applica-

tions or systems.

In-house, cloud or hybrid
With more infrastructure going virtual, 

Australian organisations are well equipped 

to take advantage of infrastructure-as-a-

service (IaaS) from local and international 

cloud providers.

The next step on the path to an on-demand 

infrastructure is orchestrating virtual ma-

chines into a private cloud. Telsyte research 

indicates that the penetration of private 

clouds among Australian enterprises will 

approach 45% by 2019. This is happening 

alongside strong adoption of public cloud 

IaaS, which is forecast to reach 85% penetra-

tion by the same year.

There is a perception that using a cloud 

service automatically means data is pro-

tected and highly available. This is not true, 

and workloads both on- and off-premises 

can fall victim to poor data management 

and downtime.

There are numerous options for protect-

ing data to and from the cloud, including 

backup-as-a-service, disaster recovery and 

replication-as-a-service; however, the solu-

tion must also be fit for purpose in the 

cloud, as many services do not afford the 

equivalent level of features and access to 

the hypervisor.

With a mix of private and public clouds 

in use, the future is a hybrid cloud en-

vironment where the right workload is 

hosted on the right infrastructure. Working 

towards a hybrid architecture will bring 

a new level of flexibility around how and 

where applications are hosted and what 

elasticity organisations have during peak 

load times.

Tested data protection
With so much time and resources spent 

on backup and disaster recovery, it is 

crucial organisations understand the ef-

fectiveness of these activities. It is one 

thing to perform a backup or disaster 

recovery action, but another thing to verify 

the success and efficiency of that action. 

If the backup is not successful then the 

investment is wasted.

To determine effectiveness of data protection 

processes, CIOs must investigate how the 

organisation’s backup systems are performing 

and the frequency of testing and restoration. 

The backup medium itself will play a part 

in how well the data is protected. Online, 

disk-based backups can be tested regularly, 

whereas backups to tape can be left untouched 

for long periods of time. In the event of data 

needing to be restored, recovery from tape 

can be time-consuming and error-prone if 

the media has decayed.

To eliminate the time it takes to recover data 

in the event of a problem, organisations 

should minimise the time it takes not only 

to perform backups but to test them as well. 

Combine this with a low recovery time and 

the business is on the right path to availability.

It is crucial to ensure all backups are tested. 

Backups are not infallible, and it is a mis-

conception to believe that once data has 

been backed up it is safe for restoration. 

This ability to ‘test as you go’ is pertinent for 

disaster recovery. And it is just as important 

to test disaster recovery and remote backups 

as it is to test local backups.

In conclusion, CIOs must work towards 

streamlining disaster recovery processes to 

avoid dependency on manual intervention 

and potential loss of revenue if a disaster 

strikes and an untested architecture fails to 

take over. The good news for CIOs is there 

are now more local options — including 

local infrastructure of international provid-

ers — for disaster recovery in the cloud, 

which can augment existing data centre 

operations. 

www.veeam.com

“I t  i s  one th ing to per form a backup or disas ter  recovery 

act ion, but another thing to ver i fy  the success of that act ion.”
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To close the innovation gap, there’s a need to blend old and new in a hybrid 
model with clearly-defined workflows and open interfaces.

I
f you’re operating a national or 

international network, performance 

means everything — alongside 

simple, agile infrastructure which 

ensures more efficient management 

of the network as a whole. In today’s world, 

we’re all about needing faster and easier ways 

to gain deep insights and ensuring we can 

act on these insights in a meaningful way. 

Business depends on it.

But what if I told you that IDC FutureScape 

predictions suggest there will be increased 

use of outsourcing in coming years, with 

48% of companies’ IT assets predicted to be 

outside the walls of headquarters, positioned 

offsite in colocation, hosting and cloud 

data centres by 2018? Furthermore, up to 

one third of IT staff will be employees of 

third party service providers by this time. 

How likely is this to impact your ability 

to maintain the high performance of your 

network?

The answer lies in diversified IT and 

open networking. The cultural shift to 

incorporate the best workforce regardless 

of organisational boundaries is certainly a 

positive change, as it will help businesses 

remain competitive, encourage development 

of new cloud skills and keep downward 

pressure on costs. However, these benefits 

will only be achieved if external platforms 

and employees are not unnecessarily 

burdened with legacy thinking at both the 

technology layer and organisational layer. 

They must also be able to freely interact 

with in-house staff and IT systems. To do 

this, businesses must step up to the Third 

Platform.

The Third Platform
There’s no denying that the Third Platform 

environment is one of increased complexity; 

new cloud-based systems of engagement, 

insight, and action require implementation 

and management efforts. These systems in 

turn require integration with legacy systems 

of record, predominantly so-called Second 

Platform on-premises environments. As 

such, service providers, systems integrators, 

and cloud providers are building out 

datacentres and points of presence to support 

SPONSORED CONTENT

Closing the innovation gap: 
Diversified IT Richard Bayliss, Senior Director of Solutions, 

Juniper Networks Asia Pacific

http://www.juniper.net/au/en
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developed over time. With increasing 

pressure on IT budgets, it’s essential that our 

infrastructure be flexible enough to support 

our current and future needs, but this hasn’t 

always been part of our thought process.

Consider this. If you’ve ever installed a 

router, you’ll know that over time, new 

interface line cards will be released that 

provide higher densities at lower price 

points. To use them however, you’ve always 

had to upgrade the network operating 

system. Traditionally, this has required 

network operators to qualify a new version 

of the operating system in their labs; a 

time-consuming and costly process that can 

even take more than a year to complete, and 

that’s even before you’ve started to upgrade 

the actual devices in the network! In many 

cases, several years pass before your network 

is ready to take advantage of new hardware. 

In any context, this is counter-productive, 

not to mention costly and it doesn’t serve 

anyone’s best interest.

Long-run scalability
Thankfully, the future model of IT 

organisations looks very different; even going 

beyond hybrid cloud to operating diversified 

IT environments, encompassing a range 

of deployment models (on-premises and 

off-premises) and a broad portfolio of SaaS 

and IaaS cloud services. IT organisations will 

manage distributed assets across multiple 

internal and third-party datacentres. They 

will also implement hybrid IT operations 

and governance models that bring in the 

assets, technology capabilities and expertise 

of external managed services providers.

This is both a challenge and an opportunity, 

as many IT departments will struggle 

in this new role, increasingly looking to 

service partners for the requisite support. 

In this scenario, the role of the IT 

department will shift from procurement 

to the administration and orchestration of 

internal and externally-sourced IT assets and 

functionality, with increasing degrees of co-

management along with third-party service 

providers. In other words, Diversified IT 

presents the IT department with the chance 

to devote more time to innovation.

From a business standpoint, this model will 

ensure IT is increasingly seen as a strategic 

partner, necessary in driving business value 

and competitive advantage rather than 

serving as a ‘cost centre to be minimised’. In 

this new model, executives will understand 

that increases to IT budgets will deliver new 

organisational capabilities that create lasting 

business value. To ensure this shift takes 

place however, IT departments need to enact 

change; devoting less time managing day-

to-day operations and more time building 

next-generation services that help grow the 

business.

Gateway to the future of IT
Solutions such as Junos Continuity are 

great examples of how thinking differently 

about operating network infrastructure 

will transform the way we think about 

hardware upgrades. They’re a gateway 

into the future of IT and a roadmap for 

navigating the changing workplace and IT 

landscape that we’re all bound for. Junos 

Continuity eliminates the need for operating 

system upgrades to take advantage of newer 

hardware line cards. It’s just one of the 

technologies Juniper is pioneering to help 

transform traditional operations workflows 

to allow the necessary transformation I’ve 

described to occur.

Diversified IT is a need of today’s business, 

not one of the future. In order to close the 

innovation gap, there’s a need to blend old 

and new in a hybrid model with clearly-

defined workflows and open interfaces to 

allow external staff to provide value and 

transfer skills to the organisation. The 

ultimate goal is a transformation to hybrid 

IT environments with fully-automated, open 

and secure network architectures. These 

goals are non-trivial to achieve, but forward-

looking organisations will find many new 

innovations already exist to start us on this 

vital journey.

the demand for IT facilities, optimised to 

support fast-growing systems of engagement, 

insight, and action.

The fact of the matter is that open 

interfaces are essential to making the most 

of third-party integration opportunities, 

with automation ensuring all IT tools can 

better deploy, operate and optimise the 

network. Too often, legacy infrastructure 

holds enterprises back but an open network, 

built on industry standards and designed 

to prevent vendor lock-in, protects an 

organisation’s initial investment by avoiding 

‘rip and replace’ further down the line. 

Additionally, it provides the flexibility for 

newer applications to be added live to the 

network with speed and ease as they’re 
Juniper Networks Australia 
www.juniper.net/au/en/ 
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Garry Barnes, Practice Lead, Governance 
Advisory, Vital Interacts (Australia), and 
ISACA spokesperson

ISACA

M
alcolm Turnbull has vowed 

to make Australia a world 

leader within the world of 

cybersecurity. To achieve 

this, the government has implemented a Cy-

bersecurity Strategy that identifies five pillars 

for action — a national cyber partnership, 

strong cyber defences, global responsibility 

and influence, growth and innovation, and 

a cyber smart nation.

Having been actively involved in the ISACA 

submission to government, I believe there 

are three critical components to ensuring 

the strategy is implemented effectively and 

efficiently — public-private partnerships, ad-

dressing the skills gap and adequate funding.

The government will need to ensure public-

private partnerships are formed. That said, 

ISACA’s 2016 Cybersecurity Snapshot 

revealed that 73% of ANZ businesses op-

pose giving governments backdoor access to 

encrypted information systems and 60% feel 

privacy is being compromised in an effort 

to implement stronger cybersecurity laws.

A good example of this is how businesses 

responded to the draft Bill on reporting 

data breaches, outlined by the Office of 

the Australian Information Commissioner 

earlier this year. Large corporates were 

adamant that it needs to clearly define the 

parameters for notification, which currently 

are too subjective and open to interpretation.

Pleasingly, the strategy states that the 

“private sector will also be asked to help 

design voluntary cybersecurity guidelines 

that outline good practice”. While ISACA 

has a significant knowledge base to inform 

the development of these guidelines, one 

can only hope the call for cybersecurity 

guidelines will also engender a desire to 

upskill cybersecurity employees. I say this 

because ISACA continues to note that the 

cybersecurity skills gap is getting worse.

Across the globe, one in four security profes-

sionals have indicated that it takes six months 

Keys to securing our

cybersecurity future
B O D Y
TA L K

to fill a cybersecurity role. Locally, 47% 

of businesses report they are hiring more 

cybersecurity professionals, yet 94% say it 

will be difficult to find skilled candidates.

The most effective way we can narrow this 

gap is to focus on one primary course of 

action — skills-based training. I applaud the 

government’s pledge to establish ‘academic 

centres of excellence’ in universities and its 

plans to partner with the private sector and 

state governments to create cybersecurity 

apprenticeships in TAFEs. ISACA, too, is 

assisting in closing the skills gap by providing 

complimentary global access to its Cyberse-

curity Study Guide, which enables students 

and instructors to develop a comprehensive 

understanding of the principles that frame 

and define cybersecurity.

Further to this, upskilling those already 

employed can reduce time trying to find 

staff in a shallow pool of applicants, where 

determining skill level can often be chal-

lenging. ISACA developed Cybersecurity 

Nexus (CSX) as a one-stop, vendor-agnostic 

resource for cybersecurity leaders who want 

to develop their teams and individuals who 

want to advance their careers. By investing in 

skills-based training for cyber professionals, 

organisations are helping to create a robust 

workforce whose skills we can trust.

Last, I urge the government to put adequate 

funding behind the initiative. The IT com-

munity’s main criticism of the strategy is 

that the funding will not be enough to 

implement the key initiatives, which risks 

Australia being left behind.

Now that the election is over, 

it’s time to get back to business 

and implement the Cybersecurity 

Strategy.



http://www.veeam.com
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       products

MATRIX SWITCH

The DCX3000 Digital KVM Matrix Switch is suitable for use in KVM switching applica-

tions for control rooms or workgroups where multiple users need to access shared 

PC or server resources. Applications include public safety, security, transportation, 

manufacturing process monitoring, test beds and data centres.

The product is designed to deliver every pixel of every frame, with no compres-

sions or latency. It offers video synchronisation in multiple display applications for consistency and quality, while 

a multi-view graphical user interface (GUI) features thumbnail previews for simple and clear use. The GUI also 

automatically configures its layout and preview thumbnails when computer sources are added or subtracted.

In addition, the matrix switch can be used by small to medium-sized applications for analog-to-digital migration. 

The switch sits up to 10 m from the workstations, and can connect up to 23 target computers up to 50 m away. 

In addition, UI via web browser provides four operation modes: video only, shared, exclusive and private access.

Black Box Australia Pty Ltd

www.blackbox.com.au

MULTIFUNCTIONAL DEVICE

Canon Australia has announced the release of four multifunctional devices, the image-

RUNNER ADVANCE C5500i series. The colour, A3, multifunctional devices have intelligent 

document workflows, provide an intuitive user experience and address the total cost of 

print across an organisation.

Rapid scanning captures paper-based data and the devices can scan and convert docu-

ments to searchable PDF, Word and PowerPoint files. A single-pass duplexing document 

feeder holds up to 150 originals. V2 (Vivid & Vibrant) imaging technology ensures 

colour quality output on a wide range of media, even at large volumes. A huge paper 

capacity of 6350 minimises time between replenishment while status notifications monitor 

performance at all times.

The colour touchscreen can be customised to meet the needs of individual users and 

businesses. Universal Login Manager software provides a combination of user-based 

authentication, personalisation function control and gives total output visibility, helping to reduce the overall cost of the 

document production process. Canon’s device management tools offer centralised control across entire fleets. Devices can 

be updated, inactive units can be remotely turned off, meter readings can be captured, and address books and printer 

drivers can be managed accordingly. The devices are also easily integrated with Canon’s optional uniFLOW software.

Canon Australia Pty Ltd

www.canon.com.au
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2-IN-1 LAPTOP

The Dell Inspiron 3000 Series 

2-in-1 laptop is an entry-level, 

portable device, combining the 

performance of a laptop and 

versatility of a tablet.

Powered by an Intel Pentium 

Processor N3700 (2M Cache, 

up to 2.40 GHz), the 11.6″ edge-edge PC runs off the Windows 10 Home operating system and comes with 

4 GB of memory and a 128 GB solid-state drive. A vibrant HD resolution (1366 x 768) display provides crisp, 

bright images on-screen and is simple to position for clear viewing. The laptop’s USB 3.0 port and Micro SD 

media card reader ensure easy management of the user’s digital library.

Weighing only 1.39 kg, the 2-in-1 device flips seamlessly from tablet to laptop by the 360° hinge and by auto-

matically detecting whether a keyboard is attached. With Continuum, the menus and taskbars also automatically 

adjust for a smooth experience. It also features an HD webcam (720p), two speakers tuned with MaxxAudio by 

Waves for sharp audio and up to 11 h battery life with Battery Saver for power conservation.

Dell Software Pty Ltd

www.dell.com

http://brenclosures.com.au
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F R O M  T H E
F R O N T L I N E

On the right foot
Getting the right infrastructure fit

Jonathan Nally

We profile three companies and examine the IT solutions and providers 

they have chosen to help them make their businesses work a lot smarter.

A
s we move into the second 

half of this decade, businesses 

large and small find themselves 

with tools and solutions at 

their fingertips that would have been the 

stuff of dreams in earlier decades. The 

online world, virtualisation, mobility and 

many other innovations are changing the 

way businesses operate, communicate 

internally and externally, and maintain 

continuity when things go wrong.

For this issue’s From the Frontline, we 

spoke with leaders from three very dif-

ferent companies to find out how diverse 

solutions are helping their businesses.

A flash alternative
Canberra-based managed service provider 

The Business Doctor was established in 

2005 and currently supports more than 

150 small and medium-sized enterprises 

across Australia and New Zealand. The 

company operates the backend IT infra-

structure and services for its customers, 

which are primarily in professional service 

industries like legal, finance, medical and 

government.

“We keep the IT wheels turning and the 

engines running so our customers can 

focus on their own businesses and servic-

ing their clients,” said Caleb George, the 

company’s founder and director. “For the 

first eight years we were growing slowly 

and steadily, but the last two years have 

been huge for us. We’ve seen a real hockey 

stick-style upswing. People are becoming 

more aware of the cloud and its uses, and 

are becoming less scared of it from a data 

security perspective.”

By late 2014 the company’s disk-based 

storage system was close to breaking 

point and was preventing it from taking 

on new business. George and his team 

were constantly trying to juggle existing 

workloads and there was no redundancy 

or fall-back position in case of a disk 
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failure and no capability to add more 

services or solutions.

“It was overly complex and had no capabil-

ity. We were facing severe latency issues. Our 

storage would go over 10 to 12 milliseconds 

in latency, which doesn’t sound like a lot 

but in storage it really hurts,” said George. 

As the equipment became unreliable and 

unable to perform as advertised, “I knew at 

that moment that I was done with spinning 

disks; we needed to go with a flash-based 

solution,” he said.

George said he wanted a solution that was 

high speed, easy to use, easy to manage and 

offered all the features and capabilities of 

a virtual SAN, such as reporting, QoS and 

the ability to replicate, snapshot and restore. 

A solution from Tintri was chosen. “You 

can fire up a new host and have it up and 

running on the Tintri system in about five 

minutes flat. You can’t do that with any 

other SAN storage. It is literally the fast-

est storage I have ever used,” said George.

With the new storage system in place, 

the company has been able to effortlessly 

increase its virtual workloads and more 

efficiently manage its resources, saving 

time and money. “We no longer need to 

juggle workloads and worry about storage 

capability. Storage used to be one of our 

biggest pain points [but] now it is literally 

the last thing on my mind,” said George.

One feature that George loves about Tintri 

is the restore function, which he says has 

rescued him from difficult situations in 

recent months. “Recently some users have 

found their way to a malicious link or an 

email harbouring a zero-day variant of the 

cryptolocker virus,” said George. “Thanks 

to Tintri, we can just roll [the customer] 

back one hour and they are completely up 

and running again — only a few minutes 

of downtime and no remnants of the 

threat, and all within minutes of detection.”

Caleb George, Founder and Director, 

The Business Doctor

Mike Knapp, co-Founder and co-CEO, 

Shoes of Prey

Andrew Ross, CIO, Blundstone
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Step by step
Australian start-up Shoes of Prey has be-

come an international success story, with 

sales of bespoke shoes all around the world. 

Now headquartered in Los Angeles, the 

company has come to rely on Dropbox to 

share information between colleagues and 

with customers across the globe.

“Before we took everything digital, people 

would sometimes recycle and use the backs 

of papers to print orders. But when it was 

unclear which side held the real order, we’d 

often end up making the wrong shoes. It 

was a mess,” said Mike Knapp, co-founder 

and co-CEO of the company and formerly 

a Google engineer.

But with Dropbox Business, when a new 

order comes in, the Shoes of Prey online store 

website automatically places the request in a 

designated Dropbox folder. When shoes are 

ready to be shipped, a photo of them gets 

saved into another Dropbox folder. From 

there, the website uploads the photo into the 

customer’s online account, simultaneously 

generating an email so the recipient can 

see her shoes before they arrive.

Aside from fixing the ordering “mess”, 

the use of Dropbox is improving business 

processes in many other ways.

“We have people working everywhere from 

Tokyo to Manila to New York to LA. Mobile 

file access is so important, especially if we 

accidentally forget a presentation or need 

a file on the fly,” said Knapp. “It has been 

great support for PR activities too. Instead 

of having to try to email and attach high-

resolution images, we can just put them 

into a folder and share the link. It’s so 

much easier.

“Dropbox Business also makes life easy for 

our software engineers because of its API. We 

don’t have to build special collection points 

for files to get routed properly — Dropbox 

does it for us,” said Knapp. “Plus, when 

you’re in start-up mode you want to save 

costs and Dropbox is a good way of saving 

money and solving all those problems.”

Paying dividends
Another iconic Australian footwear manu-

facturer, Blundstone, has its headquarters in 

Hobart, warehouses in Melbourne, Auckland 

and New Jersey, USA, and distributors 

worldwide. The company’s internal data 

centre is located in Hobart, with a mirror 

centre across Bass Strait in Melbourne.

According to the company’s CIO, Andrew 

Ross, as part of a semi-decadal review of 

its IT requirements, Blundstone chose to 

move away from a traditional server-based 

environment to a hyperconverged platform 

supplied by SimpliVity, which provides not 

only scalability but also improved disaster 

recovery functionality.

Blundstone takes its backup and disaster 

recovery plans seriously indeed. When it 

moved into a new building in 2013, it in-

stalled a backup power supply in the form 

of a diesel generator. That, combined with 

the SimpliVity system, gives the company 

peace of mind. “If we had an absolute 

disaster here in Hobart, it would take us 

less than 24 hours — if that — to fire 

up the servers and the replication that we 

have over in Melbourne, so that we could 

continue to distribute product and run the 

business,” said Ross.

The SimpliVity platform has brought 

many day-to-day benefits too. “We have 

less downtime with our ERP system. We 

run Microsoft Dynamix AX, and we’ve had 

fewer issues with any glitches with keeping 

that up and running, or needing to reboot 

the servers or anything like that,” he said. “In 

terms of the IT team, they seem to spend 

less time having to maintain the servers. 

The older servers, even though they were 

less than 5–6 years old, seemed to every 

now and then just hang. We haven’t had 

those sorts of issues since we moved to 

the SimpliVity operation.”

And the process of implementation was 

very easy. “As someone sitting at the high 

end of this, it seemed to be fairly seamless; 

it did not seem to take a lot of my IT team’s 

capabilities or time to get this implemented 

and up and running; it seemed to be very, 

very smooth,” said Ross. “If I hadn’t told 

the rest of the business we were doing it, 

they wouldn’t have noticed.”

So how would he sum up the move away 

from traditional servers?

“I’m the CFO as well as the CIO, so we 

often talking about things like return on 

investment. The one comment I would 

make is that financially, [the SimpliVity 

solution] certainly has paid dividends for 

us in terms of ensuring that our systems 

are always up,” Ross added. “It’s very hard 

to put dollar figures on that sort of thing, 

but if your system’s down, you’re always 

playing catch-up after that, and that always 

has a cost, both tangible and intangible.

“IT systems are probably one the biggest 

risk factors within business. And I think 

that it doesn’t matter what size business you 

are, you need to pay very careful attention 

to your IT infrastructure and not see it as 

a cost to the business, but rather see it as 

a key component of business success.”

"S torage used to be one of  our biggest  pain points  [but ] 

now i t  i s  l i teral ly  the las t  th ing on my mind. "  Caleb George
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Managed services for classrooms 
of the future

P
eter Moyes Anglican Community School educates 

more than 1600 students at its campus north of Perth. 

Development of the school’s ICT environment is seen 

as critical to helping enhance learning and forms part 

of its ongoing strategy.

Philip Cartwright, the school’s business manager, said the 

effective integration of technology was critical to academic 

development. “We believe that better technology provides a 

better overall learning experience for students and teachers. It 

is critical that we provide and maintain solutions that help our 

school meet our broader strategic goals,” he said.

Civica became the school’s managed service provider in 2012 

and has worked closely with it to develop a five-year strategy to 

propel Peter Moyes to the front of ICT in the education sector. 

Supporting an ‘always connected’ learning environment is a huge 

undertaking. Civica has four full-time staff working at Peter 

Moyes as part of its managed services solution. They oversee an 

environment that includes more than 1300 laptops and desktop 

PCs, 25 virtual servers, three ESX hosts and two 50-terabyte iSCSI 

capable storage area network (SAN) storage devices.

More recently, Civica has worked with the school to develop 

a unified wireless and wired network to provide connectivity to 

students, teachers and visitors throughout classrooms, offices and 

school grounds across an area of more than 100,000 square metres.

One of the challenges was improving connection speeds in 

a very ‘noisy’ wireless environment. Interference from a nearby 

radio transmission tower meant that connections would routinely 

drop to around 1 MBps and sometimes drop out. To solve this, 

Civica configured and deployed dual-band connection points in 

new locations. The school uses more than 100 Cisco 3700 series 

Access Point devices, as well as two Cisco 5508 wireless high-

availability LAN controllers. The noise mitigation techniques 

and network deployments have seen data transfer rates of up 

to 40 MBps.

Another significant project has been the provisioning and 

maintenance of student, teacher and school devices. Peter 

Moyes currently offers personal laptops for Years 4, 5, 8, 9 and 

10, and will roll them out to Years 5, 6, 11 and 12 in 2017–18. 

The start of each school year sees more than 500 new devices 

purchased and configured for students and, every third year, 100 

replacement staff devices.

According to Richard Cackett, the school’s ICT coordinator, 

equipping so many students and teachers with the right technology 

is no easy task. “We need durable technology solutions that 

enhance the learning experience as well as provide a high level 

of performance. Picking and maintaining these devices is a 

time-consuming but important role, as students and teachers 

are heavily reliant on them,” he said.

Civica’s on-school team is responsible for providing ongoing 

technology support including maintaining updates, security 

software and repairs. The help desk deals with 3000–4000 

requests per year.

With the deployed Maze and Civica iWise school management 

systems, parents are able to access the online portal for services 

such as checking up on homework requirements, paying tuition 

fees and receiving updates about school events. Maze also assists 

Peter Moyes in efficiently managing all back-office processes 

in one integrated system. Civica iWise is a web-based student 

information system with a rich set of administration tools. It 

also integrates with a range of school management systems, 

including Maze, and a number of third-party packages such as 

timetabling packages and learning management systems.
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Can IT work alongside
an increasingly tech-savvy marketing department?

M a r k e t i n g  d e p a r t m e n t s  i n 

organisations around Australia are 

asking for web-based tools as a way 

of engaging with customers, running 

analytics on those customers and 

delivering better qualified leads to 

their sales teams. 

T
his appetite for tech among mar-

keters can lead to tensions with 

the IT department — marketers 

want tools now, while IT must 

worry about security, control and support. 

With both departments having something 

at stake, the question is: who owns — and 

has responsibility for — the customer 

experience? The CIO and CMO of Open 

Colleges outlined their experiences of this 

issue during a recent panel discussion held 

during a Citrix event. 

Consulting services company Accenture 

has claimed that “every business is a digital 

business”. In making this comment the 

firm was referring to, among other things, 

the continued proliferation of mobile 

devices, the increasing numbers of people 

constantly connected to the internet and 

the integration of digital technologies into 

business processes.

Tomás Rodríguez, a senior product manager 

at Accenture Mexico, reckons that the “right 

combination of the different elements of a 

business with new digital technologies” can 

help organisations make better decisions 

in real time, and make more extensive and 

accurate use of information.
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that particular domain, since its staff will 

be using the solution in question?

The marketing department
One example of digital business creating 

ambiguities of this sort comes from the 

marketing department, and its use of web-

based tools to engage with customers.

Some marketing departments are embracing 

new webinar and web-based collaboration 

tools to enhance the customer experience. 

While the specifics of implementations 

differ from organisation to organisation, 

the broad idea is that these tools allow the 

marketing department to hold information 

sessions with customers via the web. These 

sessions can, depending on the tool used, 

be broadcast to hundreds of individual 

customers at once. These tools typically 

allow for interactive sessions — on top of 

merely disseminating product information, 

marketers can change session content and 

answer customer questions on the fly, share 

their desktop in real time and also collect 

data about these customers.

This last point — the collection of customer 

data — is particularly important to many 

marketers, and core to the idea of digital 

business. In some tools, marketers can require 

that customers provide specific information 

— for example, their names, contact details 

and job titles — if they want to attend a 

session. Some tools will also allow marketers 

to determine which customers were most 

engaged during the information session. So, 

not only can the marketing team pass on 

potential leads to the sales team, they can 

pass on a list of those leads that are more 

likely to result in a sale.

And with an increasingly tech-savvy work-

force, more and more marketers have an 

awareness of these tools. These sorts of 

functionalities are highly sought after by 

many marketers, who want to provide a 

nicer customer experience or have access 

to better leads. As a result, more marketing 

departments are asking for greater access to 

these tools and greater control over customer 

data — things that once would have been 

the sole domain of the IT department.

This desire from marketers for better tools 

can lead to tension between the IT and 

marketing departments. The marketing team 

would like quick and unfettered access to 

such functionality, but the IT department 

must ask whether ceding control of a par-

ticular technology would make it harder to 

secure and support.

This leaves both the IT department and the 

marketing department wondering: which 

department has control — and responsibil-

ity — over the use of these tools? In other 

words: who owns the customer experience?

A case study
Open Colleges is one organisation that 

has taken steps to address this question of 

departmental ownership. The company pro-

vides online learning services, with around 

66,000 active students currently. Founded in 

1910, the company has, in the last five years, 

undergone a transition from a traditional 

correspondence school to a totally online 

learning provider.

At a recent Citrix executive breakfast held in 

Melbourne, Open Colleges’ chief information 

officer, Trevor McDougall, and chief market-

ing officer, Kevin Lynch, discussed how their 

organisation tackles the issues that can arise 

with ownership of the customer experience. 

The lines are apparently clearly demarcated: 

Lynch and his marketing department own the 

relationship from lead generation through to 

a student’s enrolment, while McDougall and 

his IT department manage the experience 

from enrolment to graduation.

Lynch outlined several key ideas that help 

the organisation’s marketing and IT func-

tions work together.

This digitisation of business processes 

means that technology is becoming an 

integral part of business operations, in-

stead of a mere enabler or supporter of 

those processes. For example, where once 

different business units turned to the IT 

department for analytics, line-of-business 

staff now have business intelligence tools 

at their fingertips.

And while these anticipated benefits are 

driving technology into other parts of the 

organisation, this digitisation of business 

processes can also create challenges for the 

unwary. It can cause departments to clash 

over who has control over and responsibility 

for — or ‘owns’ — different processes of the 

business. Does the IT department now own 

the process that has been digitised, since that 

process now relies so heavily and utterly 

on a technological solution? Or does the 

original department retain ownership over 
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First, the CMO identified regular com-

munication as critical to keeping the two 

departments in alignment. Lynch said that 

he and McDougall meet over lunch once a 

week to discuss any recent developments, 

and quickly resolve any issues. This helps 

the IT department to better understand 

the marketing department’s goals.

“CIOs must develop a strong understand-

ing of what the marketing teams are 

trying to achieve and develop a strong 

understanding on the commercial side of 

things. It really helps when CIOs know the 

business and know what you are aiming 

for,” Lynch said.

Secondly, Lynch nominated the use of 

common tools across the departments, a 

point that’s important given the marketing 

department is responsible for managing its 

own technology. It’s especially important in 

areas where responsibilities cross over, like 

student communication, he said.

Using common key performance indica-

tors (KPIs) across the IT and marketing 

departments is also helpful. “We try to 

encourage as much collaboration as pos-

sible with shared learning for both teams. 

If you don’t have buy-in at the executive 

level, it is never going to happen at the 

next level down,” Lynch said.

The way that Open Colleges manages data 

is also important to establishing harmony 

between the two departments, according 

to Lynch. The CMO explained that, like 

all departments within Open Colleges, the 

marketing department is responsible for 

managing its own data. However, while data 

is managed on a departmental level, it is 

not siloed within each function; it is housed 

in one area, which allows the company to 

have a single view of its customers.

“And we are probably one of the few 

education organisations in Australia — or 

globally — who has that full view from 

start to finish,” Lynch said.

The CMO discussed the importance of 

being agile for technology teams in the 

future, saying that such agility would 

be critical in enabling organisations to 

rapidly deal with new challenges and 

capitalise on opportunities. And he said 

that collaboration is the key to ensuring 

this sort of agility.

“The future CIO and future tech teams will 

need to be as agile as possible, because the 

marketplace and the competition changes 

so quickly in today’s world; if you don’t 

move quickly you are going to be left 

behind,” Lynch said.

Overall, Open Colleges’ CMO and CIO 

said that there was no single executive 

or department that claims ownership 

over or responsibility for the customer 

experience. Instead, the organisation 

divides the customer experience into 

constituent parts and allots responsibil-

ity for each of those parts to different 

departments. This division is done on 

the basis of stages in a sequence, with 

each stage handed to whichever depart-

ment is deemed most appropriate to 

handle that stage.

As businesses further digitise workflows, it 

is clear that IT management will increas-

ingly share responsibility for technology 

solutions with other departments within 

the business. IT Management finding 

themselves in this situation should:

1. Identify departments within your or-

ganisation where adoption of new 

technologies is raising the question of 

ownership of and responsibility for 

business operations.

2. Organise regular catch-up meetings with 

the leaders of those departments to en-

sure that any issues related to ownership 

and overlap are correctly identified and 

resolved quickly.

3. Make sure you understand what the 

leaders of these other departments are 

trying to achieve. Where appropriate, 

try to make sure the goals of your team 

and theirs are aligned. If alignment is 

not possible, help the other department 

leaders understand why.

4. When there is some degree of shared 

ownership of operations or organisa-

tional overlap, standardising on com-

mon tools, practices and KPIs across 

the departments involved may help the 

disparate teams understand what others 

are working on more easily.

5. A more agile stance in the IT department 

may help your organisation respond 

more quickly to a rapidly changing 

marketplace, and the rapidly shifting 

needs of customers. 

www.citrix.com
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Making the move into cloud services

H
aving started out in 1992 as a pure-play IT reseller, 

Brisbane-based SureBridge IT has diversified 

its business to develop its own cloud services 

platform, largely on the back of demand from 

its customer base.

“Some of our clients wanted us to provide either on-site 

or hosted services,” said SureBridge IT Managing Director 

and CEO Rick Brown. “The cloud is certainly getting an 

accelerated degree of attention and a lot more acceptance. We 

typically found that during the course of discussion with our 

customers that if we offered cloud services, the CEO would 

be supportive of it, provided it was not for core services and 

it did not cost more than what they were already doing.”

Data management scenarios vary from one customer to 

another, which is where SureBridge IT comes into its own as 

it can tailor its offering to meet individual customers’ needs.

To ensure its ability to deliver optimised, individualised 

services to customer infrastructures, SureBridge IT turned 

to a converged cloud solution from Hitachi Data Systems 

(HDS), which comprises a Hitachi Compute Blade 500 (CB 

500) chassis, fully populated and supported by Hitachi Unified 

Storage 130.

“We can get far more virtual servers inside the CB 500s 

than we can on anyone else’s platform,” said Brown. “We also 

got excellent performance, tremendous throughput, a lot more 

compaction of virtual servers on the HDS infrastructure, and 

it’s also the most reliable in the world.”

Another key benefit of the HDS partnership is the pay-

as-you-use pricing model, which involves no upfront costs for 

SureBridge IT’s customers. “HDS offers its hardware platform 

as a service to us and we pay according to our customer 

usage. We have a multitiered storage platform and a compute 

platform which our customers consume, and we are then 

billed by HDS for that usage on a monthly basis,” said Brown.

HDS has enabled SureBridge IT to enter the cloud services 

market and make a significant impact in the space. SureBridge 

IT’s customers can now outsource all of their cloud services 

to the company, with the resilience, reliability and density of 

a cloud platform supporting them.

SureBridge IT has experienced 15% growth in its business over 

the past 12 months as a direct result of adding cloud solutions 

to its services portfolio. After little more than a year, around 

40% of SureBridge IT’s business is now services based. These 

offerings will soon be the largest proportion of the business, with 

infrastructure-as-a-service and ‘talent on demand’ completing 

the suite of offerings.

“The services arm is growing rapidly, but we will always 

have an infrastructure component as not everyone will want to 

use the cloud. But this will soon be a very small proportion of 

our overall business, with cloud services continuing to ramp up 

dramatically,” said Brown.

“Anyone in our field who doesn’t offer managed services 

and cloud service these days won’t be around for long unless 

they have a particular niche they operate in. It is absolutely the 

way of the future, and the future is here,” he said.

© Nmedia/Dollar Photo Club
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start provisioning VMs. You should be 

able to get from power-on to provision-

ing in minutes.

3. Mobility. To scale with ease, data 

needs to be fluid. A hyper-converged 

solution should adapt to allow data to 

flow to different storage tiers to meet 

SLA requirements. Data also needs to be 

able to move to new systems to handle 

things such as system failures and new 

technology adoption.

4. Agnosticism. To enable data to move, 

an infrastructure should be built with 

agnostic components to open up the 

ability to integrate different hardware 

form factors, media, hypervisors and 

open source technologies. This enables 

you to change your mind, your business 

and your resourcing.

5. Availability. It’s the little things that 

can sometimes cause the biggest problems, 

and downtime is not an option. Continual 

availability requires a look under the bon-

net to see how the components handle 

failure. Is there striping across the disks 

and systems? What’s the reliability level 

and is it proven? And is there component 

redundancy?

6. Protection. While infrastructure is 

designed for business continuity, it doesn’t 

guard against human errors, surprise au-

dits, natural disasters and ever-changing 

policies. Look for features such as RAID 

or mirroring, replication at the site level 

and between sites, and automated workflow 

to support disaster recovery to cover the 

Alan Hyde is Vice President and General 
Manager, Enterprise Group, Hewlett Packard 
Enterprise South Pacific.

Joining the hyper-
converged worldKEY

W O R D S 

C
hances are you’re one of the 

many IT leaders looking 

into how hyperconvergence 

can help you better manage 

your data centre infrastructure. But before 

you jump on the bandwagon, you need 

to understand that hyperconvergence is 

not for everybody — while it’s a great 

solution for some use cases, there are 

probably better alternatives for others. The 

point of hyperconvergence is to remove 

complexity and cost. So as you evaluate 

options from different vendors, there are 

six things you should consider.

1. Scalability. A hyper-converged solution 

should provide simplicity in two areas. 

First, it should give you the flexibility to 

handle growth and the agility to ramp 

new applications or services quickly. In 

traditional IT, scaling can be a major event. 

In a hyper-converged environment, scaling 

should be a feature that is just another 

part of day-to-day operations. Scaling isn’t 

just about data or user growth, it’s about 

growing the business as well. To keep up 

with competition and customer demands, 

deploying new services must be quick and 

painless or the business suffers.

2. Simplicity. It’s becoming more and 

more difficult and costly to find and retain 

IT resources with specialised knowledge 

of specific systems and solutions. Hyper-

converged appliances enable you to take 

more of a generalist approach, with the 

best solutions being simple enough to look 

something like this: unbox the appliance, 

mount it in a rack, plug it in, power it on, 

execute a simple deployment wizard and 

bases of short- and long-term data protec-

tion. Doing so means you can retrieve a 

lost file, replace a corrupt database, keep 

continuity in case of device failure, or spin 

up a new site in case of disaster.
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YO U R  D E ST I N AT I O N  F O R
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COLOUR MFDs

Sharp Corporation of Australia has launched a series of colour MFDs, 

the Advanced Colour Model and the Business Colour Model, designed to 

increase office workflow efficiency. The Advanced Colour Models enable users 

to easily set up and execute workflow tasks. The devices use Sharp OSA tech-

nology for easy integration with network applications and cloud services and 

feature a 10.1″ colour touch-screen display, which uses simple icons for an intuitive 

user interface, such as Easy Copy and Easy Scan. They also come with Sharp’s multilayered security 

features, which protect intellectual property and personal information. Offering speeds of 40, 35 or 30 ppm, 

the models can scan up to 200 opm (on the MX-4070N/3570N/3070N).

The Business Colour Model (MX-3050N) is built on the same engine platform and offers out-of-the-box copying, 

network printing and scanning at speeds of 30 ppm. A 100-sheet RSPF (reversing single pass feeder) feeds in 

either one- or two-sided originals with a scanning speed of up to 80 opm (one-sided). The range can handle 

various paper types in sizes up to SRA3, in weights up to 300 g/m2 and up to 1300 mm. The layout can also 

be customised for each user and features a print preview screen.

The colour MFDs warm up in under 10 s and feature a motion sensor to detect approaching users to wake 

the machine from sleep mode. Other functionality includes: a print release function, which lets users send docu-

ments to a central MFD; printing/scanning with USB drives; Microsoft Office direct printing from cloud services, 

mobile devices, USB or servers; and a Sharpdesk Mobile print/scan application.

Sharp Corporation of Australia

www.sharp.net.au

http://www.technologydecisions.com.au/subscribe
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T E C H N I C A L LY 
S P E A K I N G

The one 
skill 
every IT pro needs

Kong Yang, Head Geek, SolarWinds

Only one thing can turn the 

tables on the angst that comes 

with continuous integration and 

delivery of ITaaS. G
iven the numerous and 

growing possibilities of-

fered by cloud, data and 

more connected devices, 

you can understand the many reactions 

IT pros have, including sheer panic. The 

broad adoption of IT-as-a-service (ITaaS) 

has put the onus squarely on those pro-

fessionals more than ever. Add to this 

the technology debt — such as multiple 

layers of legacy infrastructure with their 

associated processes — and technology 

inertia from the ground floor of the data 

centre to the executive suite, as well as 

the dollars already invested into people, 

process and technology.

As a result, IT pros might be excused 

for sticking their heads in the sand and 

following the same well-trodden path of 

doing more with less, while blindly inte-

grating more variables into the data centre 

ecosystem. This is a recipe for disaster.

Fortunately, there is a more productive 

alternative, based on a singular skill that 
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can turn the tables on the angst that 

comes with continuous integration and 

delivery of ITaaS. And that’s monitoring 

as a discipline.

Fundamentally sound is 
cool
IT monitoring is generally considered a 

pretty low-level, unglamorous skill. Most 

IT pros got their start in IT monitoring 

systems — in other words, in a role 

where they couldn’t break anything. The 

value-add differentiator is when it’s done 

as a discipline.

Today’s hybrid IT environments give 

monitoring as a discipline new significance. 

As ITaaS continues its march from hype 

to reality, IT pros are responsible for 

the quality and responsiveness of end-

to-end services. And often, they don’t 

have as much direct control over the 

underlying infrastructure services. Public 

cloud services are a great example, where 

those pros have relatively little influence 

over availability of the underlying cloud 

infrastructure. So when an outage occurs, 

guess who’s in the hot seat?

Monitoring as a discipline allows IT pros to 

manage quality of service, even for hybrid 

IT environments, where cloud service level 

agreements fall outside their purview. It is 

also fundamentally agnostic — it can be 

applied as a methodology to any technol-

ogy, system, network, endpoint or vendor 

service that’s integrated and delivered into 

the organisation.

Enterprise mobility and BYOD, for exam-

ple, typically cause grief and angst because 

of the variety and permutations of devices, 

software, customisations, updates and 

identity access management. However, pare 

back the layers and all you have are more 

devices connected to your network. The 

same fundamental monitoring principles 

and security protocols apply to smart 

hybrid IT makes infrastructure environ-

ments more complex, with new people, 

processes and technologies, monitoring as 

a discipline becomes critical to enabling 

successful business outcomes.

Keep DART and SOAR on
What makes an effective monitoring-

with-discipline strategy? When facing the 

complexity and highly elastic and dynamic 

workloads and services of hybrid IT, tech-

nology professionals need to focus on the 

fundamentals of two interlinked skills 

frameworks — DART and SOAR. With 

DART, the focus is on building a solid foun-

dation to quickly surface the single point 

of truth in a sea of unknowns and silos:

1. Discovery: Let me see what’s going on.

2. Alerting: Let me know when something 

is about to break or broken.

3. Remediation: Let me fix it fast and 

bring services back online.

4. Troubleshooting: Let me root-cause the 

Combining these two frameworks is the 

most effective means to bridge into hybrid 

IT with its IoT, clouds and endless devices. 

These are skills that pros should have been 

using all their working lives. In the world 

of hybrid IT, the DART/SOAR approach 

can help them tackle some of the top 

challenges that extend beyond technical 

constructs, since these skills frameworks 

enable a person to adapt to continuous 

integration and delivery of any services.

Monitoring as a discipline shouldn’t be 

the only skill pros have on their CV. They 

need to cultivate new, complementary 

competencies. Knowing how to consume 

APIs allows for seamless integration of 

multiple services, making for easier au-

tomation and optimisation. And vendor 

management skills are extremely im-

portant when it comes to ensuring that 

quality of service from providers meets 

service level agreements and terms and 

conditions. 

devices and the Internet of Things as 

they do to standard corporate networks.

Monitoring as a discipline is a set of skills 

that all IT pros should already have in 

some shape or form on their CVs. While 

additional disciplines such as service-

orientated architecture and application 

migration will come in useful for address-

ing specific challenges, they won’t have a 

practical impact if IT can’t integrate and 

deliver infrastructure while root-causing 

and remediating problems in real time. 

Monitoring with discipline should already 

be core to any IT professional’s work. As 

problem to find a solution that can be 

turned into a best practice.

After gaining seasoning and experience 

with the DART framework, it’s time to 

expand into new IT frontiers and truly 

SOAR.

1. Security: Don’t get breached.

2. Optimisation: Do more with less ef-

ficiently and effectively.

3. Automation: Scale IT.

4. Reporting: Present IT and executive 

leadership teams with what they need 

to make decisions.

“IT pros have relat ively l i t t le inf luence over avai labi l i ty  of the 

under ly ing c loud inf ras t ructure.  So when an outage occurs, 

guess who’s in the hot  seat?”
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Cat and mouse
Keeping one step ahead of the hackers

Alex Manea, Director,  
Blackberry Security

There are simple steps you can 

take to prevent yourself and your 

business from falling prey to rooting 

and jailbreaking. O
ne of  the most con-

troversial topics when it 

comes to mobile devices 

is the idea of  rooting 

and jailbreaking. Although rooting and 

jailbreaking are different processes on 

different platforms, the end goal is the 

same — to gain higher-level privileges 

and access to sensitive functionality that 

isn’t normally available.

For simplicity, we’ll use the word ‘rooting’ 

to refer to both. Let’s look at the pros and 

cons of rooting and examine how and why 

we need to protect against it.

Rooting is a technical process driven by 

practical and philosophical desires. The 

practical aspect is that rooting lets you 

install apps that you wouldn’t otherwise be 

able to use, either because the platform is 

locked to a single app store (iOS) or because 

the app requires access to sensitive internal 

functionality (Android and iOS).

Philosophically, some technically minded 

people (including most white hat hack-

ers) want the ability to access everything 

on their smartphones, which is why many 

Android smartphones come with unlocked 

bootloaders.

But rooting is also complex for most people 

and can cause issues with system stability, 

software updates, warranties and, most of 

all, security.
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The root of the problem
The main advantage of rooting is also its 

biggest drawback: the fact that it unlocks ac-

cess to sensitive areas of the device. Rooting 

is a huge risk to the privacy and security 

of the platform; a rooted device makes you 

more susceptible to malware and many 

enterprises refuse to allow rooted devices 

on their networks.

Some types of malware specifically exploit 

jailbroken phones, while others attempt to 

directly root the phone themselves. These 

apps are extremely dangerous because they 

can hide from antivirus programs and be-

come nearly impossible to remove.

Preventing and detecting rooting is one 

of the most difficult games of cat and 

mouse in the security world. Hackers are 

constantly looking for new vulnerabilities 

and many devices are rooted before they’re 

even released.

A well-designed piece of malware with 

super user permissions can easily hide itself 

from a simple root-detection app that’s 

just looking for flags typically associated 

with rooting. 

The most effective way to detect rooting is 

to use a hardware root of trust to integrate 

the solution across the hardware, OS and 

app layers.

Protect yourself and your 
business
Many devices can be rooted without your 

knowledge, either by malware installed on 

the device or in some cases even remotely.

Whether you’re an individual consumer or 

an IT administrator tasked with protecting 

thousands of devices, there are some simple 

steps you can take to protect yourself and 

your business:

•	 When possible, use devices with built-

in rooting protections; look for features 

like hardware root of trust and integrity 

detection. If all else fails, Google ‘how 

to root/jailbreak <insert device name>’. 

If you find lots of websites with simple 

instructions on how to root the latest OS, 

that’s usually not a good sign.

•	 Download apps from trusted sources. 

Native app stores like Google Play and 

BlackBerry World have built-in app vet-

ting systems that protect against malicious 

apps. Third-party app stores are hit-or-

miss, with many lacking the resources 

to implement robust malware detection.

•	 Be careful with free apps that request 

unnecessary sets of permissions. If a 

flashlight app needs access to your system 

settings, it’ll probably be doing more 

than enabling the flash on your camera.

•	 As an IT administrator, deploy enterprise 

mobility management solutions that de-

tect and protect against rooted devices. 

Make sure you’re able to remotely track 

those devices and quarantine them from 

your enterprise network.

Mobile security tips
Here are some other simple ways to keep 

your valuable information safe and make 

sure you don’t become the next victim of 

cybercrime:

•	 Use a device password that’s hard to 

guess. We often think of ‘strong’ pass-

words as being long and having lots of 

strange numbers and symbols, but some 

smartphones automatically wipe after 10 

incorrect attempts, so even a short, simple 

password like ‘exoq’ is often enough. 

Here’s a simple rule of thumb: if your 

partner or closest friend can’t guess it 

in 10 tries, you’re probably pretty safe.

•	 If you use your smartphone for work, use 

‘containers’ or other partitioning tech-

nologies to separate work and personal 

content. This keeps your personal data 

private and lets you download apps and 

play games. Meanwhile, your company 

knows that the apps that you download 

can’t access their corporate data or 

network, which protects them as well.

•	 When you’re on an insecure network 

(eg, public Wi-Fi at Starbucks), make 

sure the data that you send and receive 

is encrypted. You can do this by looking 

for the lock icon on your browser or 

‘https://’ at the start of the URL and by 

using secure email services like Gmail, 

Yahoo and Outlook.com.

•	 Be careful when you let someone else use 

your phone. An experienced hacker can 

install spyware in a matter of seconds 

and start tracking all of your emails, 

texts and even phone calls. Try to keep 

an eye on the screen and never let the 

phone out of your sight. 
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T E C H N I C A L LY 
S P E A K I N G

The big 
switch
Game-changing 
tech  for utilities 
companies

Maarten van der Zeyden, Solutions 
Director, Utilities & Enterprise Asset 
Management, Certus Solutions

Digital disruption will vastly improve 

customer experience for Australian 

energy and water suppliers. T
he utilities sector is a seasoned 

veteran at coping with disruptive 

influences. Over time, these have 

included rapid demand growth, 

industry deregulation and environmental 

challenges. The current revolution is 

primarily being driven both by consumer 

expectations and by emerging technologies 

that have significant potential to reduce 

the utilisation of traditional networks and 

generation capacity. In today’s time-poor, 

everything-digital-and-mobile society, 

consumers are demanding better, cheaper, 

more portable services with the ability to 

personalise what they receive from their 

chosen service provider.

For energy companies, this digital trans-

formation means greater customer contest-

ability and the need to differentiate service 

levels through a range of value-added 

deliverables in addition to competitive 

energy rates. Success in such a challenging 

environment requires a combination of ef-

ficient, customer-focused business models 

supported by agile technology platforms.

However, many utilities firms have found 

it difficult to adapt and improve their 

customer offerings as quickly as many 

consumers want. Conventional (business 

as usual) thinking and legacy business 

solutions have contributed to the inertia. 

The more innovative ones, generally those 

with a growing millennial workforce, are 

winning the hearts and minds of consum-

ers and are becoming more competitive 

and efficient by embracing both new 



41

w w w . t e c h n o l o g y d e c i s i o n s . c o m . a u

business concepts and adaptive technol-

ogy solutions.

The following are the five key elements of 

digital transformation that have brought 

about positive changes for utilities companies 

and their customers.

Internet of Things
Everyone is talking about the Internet of 

Things (IoT), but for the utilities sector in 

particular, it represents a new reality. The 

IoT offers powerful tools, enabling granular 

visibility into energy usage, remote manage-

ment of network equipment and distribution 

automation. The vast amount of data that 

can be collected from internet-connected 

devices — such as sensors for monitoring 

the reliability of poles, cables and pipelines 

— can be used to enhance productivity and 

to improve efficiency.

Smart meters
Smart meters are helping to improve real-

time decision-making, solving critical prob-

lems and enabling utilities firms to develop 

new services and innovative experiences for 

customers. There has been a significant 

increase in the number of smart meters 

installed in Australia, enabling real-time 

communication of energy data between 

customers and their service providers. Nearly 

1.1 billion smart meters will be installed by 

2023 worldwide, according to a report by 

Navigant Research. In Victoria, the major-

ity of its targeted 2.8 million meters have 

been installed.

The reduced cost of automated meter read-

ing has effectively lowered the remaining 

barrier to customer switching and, hence, 

the contestable market.

While smart meters are becoming more 

widespread, the use of dynamic pricing, 

which matches supply and demand through 

real-time price changes, is not as prevalent. 

However, some utilities are emerging as lead-

ers in applying dynamic pricing to engage 

their customers and ensure system reliability.

Smart grids
Due to increasing global power consumption, 

coupled with challenges in the production of 

electricity, utility providers are expected to 

increasingly shift toward smart grid systems 

and associated analytics-driven optimisation 

solutions in the coming years. Smart grid 

technology, coupled with deep dive analyt-

ics, will continue to open up new product 

options that provide customer value as well 

as optimising utility performance.

Savvy utilities will seek out network efficien-

cies and automation across the production 

and delivery spectrum, and beyond into the 

customer demand side.

Big data analytics
There is a proliferation of data, but being 

smart with data analytics and ensuring the 

data itself is of high enough quality is the 

challenge for utilities. Managing large streams 

of energy or water consumption data is 

fundamental to the future of the grid, as 

well as for helping consumers reduce their 

energy and water consumption.

By introducing sophisticated analytics, the 

more innovative utilities companies are 

able to use the valuable insights garnered 

to develop new processes that will improve 

their services and competitiveness and make 

them more efficient.

Managing demand response 
for renewable energy
Fundamental changes in the power grid’s 

supply and demand profile are requiring 

utilities to think creatively about how to 

manage this transition. On the supply 

side, significant investment in utility-scale 

renewable energy sources are bringing into 

question the intermittency of these sources. 

On the demand side, the rising demand 

for electric cars, the most energy-sapping 

machines of all time, could put substantial 

pressure on the grid at certain times of 

the day.

Summary
In isolation, none of these disruptive ele-

ments or the associated technologies are 

new to the utilities sector. The powerful 

message for the sector is the need to invest in 

a portfolio of solutions aimed at delivering 

outcomes in terms of business efficiency, 

asset productivity and demonstrable cus-

tomer value that ensures uptake. Process 

optimisation without analytics, analytics 

without quality data and incomplete or 

obsolete data will all compromise progress.

Increasingly, we are seeing vendors in-

novating around families of solutions and 

technologies that provide a framework for 

solutions rather than technology compo-

nents. We envisage that these new enterprise 

optimisation applications will grow into the 

business operations and performance space 

between the existing financial, client care 

and asset management solutions.

It is also becoming clear that company 

directors and boards are increasingly 

controlling ICT purchasing, particularly 

in customer engagement and operational 

management, which are the more dynamic 

aspects of business change used to cope 

with disruption.

While this focuses the role of technology in 

enabling better business, there is a risk that 

the architectural and life cycle management 

guidance from ICT will be underrepresented 

in these decisions.

Other decisions on technologies such 

as mobility, cloud-based solutions and 

insight-driven decision optimisation will 

require strong business and ICT direction 

to avoid the costly and time-consuming 

mistakes of the last generation of ERP and 

IT investments. 
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T E C H N I C A L LY 
S P E A K I N G

The changing face 
of networking

Scott Robertson, Vice President 
Asia Pacific and Japan, Zscaler

Direct-to-cloud enables access from 

anywhere, while guarding against 

threats and enforcing user policies. A
s the internet continues to 

change virtually every facet of 

business life, old models and 

strategies are being challenged 

in almost every sector. Retail, services and 

the media have all experienced massive 

shifts in recent years and, by all indications, 

the pace will only increase.

This wave of internet-related change has 

been strengthened by other technological 

developments. The rise of cloud-based 

platforms and services, together with the 

evolution of mobility, has put further 

pressure on established business processes. 

Organisations need to find ways to evolve 

or risk losing out to competitors who do.

Network evolution
One area of technology that is ripe for 

change is network architecture. Tradition-

ally, organisations have tended to store 

critical business data in a central place 

and then allowed remote offices and 

users to access it via a ‘hub-and-spoke’ 

architected network.

Historically, many remote offices have 

tended to be connected to an organisa-

tion’s central office via dedicated connec-

tions such as frame relay circuits. Under 

this architecture, the remote offices had 

no means of reaching networks outside 

the central office, which provided the 

organisation with complete control over 
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the monitoring, security and management 

of communications.

However, today, with growing numbers of 

organisations hosting data and business 

applications on cloud platforms, such 

an architecture no longer makes sense. 

Pressure is also building as more users 

access data using mobile devices from 

almost any location.

Indeed, the idea of channelling all network 

traffic to a central point only to then send 

it out to the cloud and to remote offices 

and mobile users is extremely inefficient. 

As in other forms of communication, the 

shortest distance between two points is 

always a straight line.

The direct-to-cloud network
With the shift to cloud adoption by busi-

ness showing no sign of slowing, a new 

network architecture is required that can 

effectively support remote and mobile users 

while also taking advantage of the growing 

range of cloud platforms.

The answer is a direct-to-cloud network 

(DCN). This network architecture allows 

remote and mobile users to access cloud-

based applications and data by going directly 

to the internet. There is no longer a require-

ment for all traffic to be routed back to a 

central location, saving time and money 

and improving overall network efficiencies.

While DCNs deliver flexibility, they can 

also provide security, visibility and control 

for network administrators. They can al-

low the enforcement of corporate policy 

and provide administrators with real-time 

visibility of user traffic.

DCNs act as global check posts in the cloud. 

They inspect all end-user traffic, including 

SSL encrypted traffic, bidirectionally and 

regardless of location or device.

This approach enables remote users and 

offices to access the data and applica-

tions they require from anywhere, and 

from any device, while ensuring security 

against current and emerging threats and 

enforcing user policies.

The DCN advantage
Deployment of a DCN architecture can 

deliver significant and wide-reaching 

benefits. They include:

•	 Advanced security: By operating between 

the users and the internet, a DCN can 

scan all traffic, match it against millions 

of signatures and heuristics in real time, 

and create a risk index to determine 

whether to let it through or send it for 

further analysis.

•	 Enable the mobile workforce: With the 

increasing computing power of mobile 

devices, and the ‘bring your own device’ 

movement, corporate IT has been tasked 

with supporting a plethora of user-owned 

devices and platforms. Mobile devices 

can enhance productivity but they also 

represent a new threat vector, especially 

with the ubiquitous usage of mobile apps.

•	 Delivery of cost savings: A DCN removes 

the need to pay for costly infrastructure 

and traffic charges to route traffic back 

to a central point and then back out to 

the internet. This can result in significant 

financial savings.

•	 Reduced disruption: By sending traffic 

directly to the cloud, a DCN reduces the 

potential for service disruptions. Histori-

cally, the business impact of such disrup-

tions has been the most costly aspect of 

maintaining hub-and-spoke networks.

•	 Real-time visibility and control: A DCN 

can provide complete control over the 

setting of user policies at a granular user 

level and their application to all devices 

on the network.

•	 Superior end-user experience: A DCN 

can free users from the need to use 

cumbersome VPNs to connect with the 

resources they require. Authentication 

can be seamless, and performance fast 

and reliable.

A well-provisioned DCN can also free 

up resources within a corporate IT team 

through the consolidation of management 

and the elimination of costly hardware. This 

can result in more time being available for 

strategic planning and activities that add 

value to the business.

Just as hub-and-spoke networks added 

significant value to businesses when they 

were first deployed, a DCN will ensure 

they are well placed to take advantage 

of the technologies and opportunities of 

the future.
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Future IT Infrastructure Fo-
rum 2016
30 August – 1 September (Melbourne)
Focusses on options to update, replace 
or better utilise current IT infrastructure 
to prepare for the next age of digital 
organisations.
questevents.com.au/future-it-infra-
structure-forum-2016

Oceania CACS Conference 
2016
11–13 September (Gold Coast)
An event for information systems 
governance, security and assurance 
professionals to learn the latest in 
audit, control an security.
oceaniacacs2016.org

ICTech Roadshow 2016
13–24 October (various)
The inaugural Roadshow will offer 
an exhibition and education program 

IT Conference Calendar

centred on delivering production skills, 
hardware knowledge and technical 
training to IT professionals.
ictechroadshow.com.au

Work 2.0 Expo and Conference 
2016
24–26 October (Sydney)
Trade show and conference designed 
for business leaders and managers 
wanting to get the most out of their 
people at work.
work2.com.au

vForum Sydney 2016
9–10 November (Sydney)
vForum 2016 is for infrastructure and 
data centre managers, desktop manag-
ers, directors, application managers, 
and developers interested in virtuali-
sation, cloud and mobility solutions.
vmw.re/1SYaJE6

Comms Connect Melbourne 
2016
22–24 November (Melbourne)
The number one meeting place for 
Australasia’s critical communications 
users and industry, with more than 80 
expert speakers, 100+ exhibitors and 
over 1400 professional delegates.
melbourne.comms-connect.com.au

National FutureSchools Expo 
& Conference 2016
23–24 March 2017 (Melbourne)
A central exhibition and five paral-
lel conferences expected to attract 
over 80 exhibitors and around 2400 
education professionals.
futureschools.com.au

For further information regarding speaking or sponsorship at Comms Connect events in 2016 please call or email
Paul Davis or Narelle Granger +61 2 9487 2700 | pdavis@wfmedia.com.au | ngranger@wfmedia.com.au 

Utilities     |     Government     |     Enterprise     |     Transportation     |     Resources     |     Public Safety

http://www.electronex.com.au
http://www.comms-connect.com.au
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For further information regarding speaking or sponsorship at Comms Connect events in 2016 please call or email
Paul Davis or Narelle Granger +61 2 9487 2700 | pdavis@wfmedia.com.au | ngranger@wfmedia.com.au 

In conjunction with ARCIA, Comms Connect will  
be returning to Adelaide for the one-day  
conference series.

A series of case studies and technical presentations 
will be followed by training workshops, networking 
drinks and ARCIA’s networking industry dinner.

Tickets for the ARCIA networking dinner can be booked 
via ARCIA.org.au or as part of a package when you 
book your conference package.

In association with: Magazine partner: Organised by:

What can you expect?
Case studies — mining, public safety, local councils 

Technical presentations

Half-day training workshops 

Networking drinks

ARCIA networking industry dinner

Adelaide registration now open 
adelaide.comms-connect.com.au 

to reserve your space

www.comms-connect.com.au

IMPORTANTDATE FOR YOUR DIARY

MELBOURNE
22-24 November 2016
Melbourne Convention  
& Exhibition Centre
National Conference and Exhibition

Events for  
Critical Communications 
Users and Industry

2016

Utilities     |     Government     |     Enterprise     |     Transportation     |     Resources     |     Public Safety

ADELAIDE 
22 September 2016
National Wine Centre  
of Australia
One day conference

http://www.comms-connect.com.au
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Taking the migraine 
out of DC migration

O F F  T H E 
CUFF

Simon Cooper directs NEXTDC’s data centre 
design, construction, operations and business 
framework functions. He has extensive 
leadership experience in the international IT 
and telecoms industry, and was previously 
based in Singapore as Senior Vice President 
at Tata Communications, responsible for 
strategic network development in support of 
the company’s global portfolio.

O
utsourcing a data centre 

service to a purpose-

built facility offers greater 

efficiency, reliability and 

security. It also opens up new opportunities to 

connect with an ecosystem of other relevant 

service providers. If your business is looking 

to make the switch, this five-step guide to 

planning your move will help minimise 

business disruption.

Evaluate business goals. You need to be clear 

on why you’re making the move to an external 

data centre. Significant operational benefits 

include lower power bills, but outsourcing 

will also free up your business to focus on 

its core strengths and long-term goals. Before 

you plan a migration, be clear about your 

broader business goals and how they’ll be 

supported by your outsourcing strategy.

Map out risks. Large-scale data migra-

tion is a complex project and even with 

detailed planning there will be unforeseen 

circumstances to deal with. Listing every 

potential risk, whether it’s great or small, 

gives you the opportunity to put plans in 

place. This might involve having temporary 

equipment on standby, shifting workflows 

elsewhere or deciding how you’ll manage 

unplanned downtime. You want the move 

to have minimal impact on customers and 

employees, so identify high-risk applications 

and crucial systems that need to be kept up 

and running.

Communicate with stakeholders. Deter-

mine how the move will affect customers, 

staff, business partners and any other 

internal or external stakeholders so you 

can communicate potential issues well in 

advance. This gives them the opportunity 

to do their own planning and make sure 

they’re not negatively affected by any nasty 

surprises. When moving critical infrastruc-

ture and applications, it’s important that 

all stakeholders are well informed about 

the process, expected time frames and 

contingency plans. You should also plan to 

get rapid support from suppliers.

Consider logistics. Moving internal infra-

structure to a new data centre is a significant 

project, so you need to be prepared for 

the logistics involved. This could mean 

ensuring equipment is packed properly to 

avoid damage or labelling it clearly. Make 

sure you’re aware of the layout of the new 

data centre and find out if it offers any 

support services that will help you migrate. 

For example, does it provide space to test 

your equipment once on-site or installation 

services that will get your infrastructure 

into the data hall?

Design for improvement. There’s no 

point shifting to an external data centre if 

everything is set up the same way. Decide 

on the improvements you want to gain, 

whether it’s reduced rack space or better 

interconnection. Design the new set-up to 

achieve these goals, bearing in mind any 

future capability or flexibility you need.

Migrating to a co-location data centre will 

deliver significant benefits, but it can be a 

high-risk and challenging project if not 

planned effectively. To ensure a successful 

move, plan everything well in advance from 

physically moving infrastructure to com-

municating with providers and customers.



The magazine is available FREE to IT and business professionals. 
Go to the website now and complete the simple registration form.

w w w. t e c h n o l o g y d e c i s i o n s . c o m . a u / s u b s c r i b e

You can choose to receive the print magazine and/or the eMag. To ensure you are updated with key 
information between issues, sign up for the twice weekly eNewsletter too!

QUALIFY
for Technology Decisions and we will deliver you 
6 information-packed editions FREE.

FREE
all year

SUBSCRIBE
(non-IT professionals) to Technology Decisions 
and you will pay
* within Australia.  Please apply for International rates.

$60.00*
a year>>

>>>

A.B.N. 22 152 305 336
www.wfmedia.com.au

All material published in this magazine is published in good 
faith and every care is taken to accurately relay information 
provided to us. Readers are advised by the publishers to ensure 
that all necessary safety devices and precautions are installed 
and safe working procedures adopted before the use of any 
equipment found or purchased through the information we 
provide. Further, all performance criteria was provided by the 
representative company concerned and any dispute should 
be referred to them. Information indicating that products are 
made in Australia or New Zealand is supplied by the source 
company. Westwick-Farrow Pty Ltd does not quantify the 
amount of local content or the accuracy of the statement made 
by the source.
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