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It’s always interesting to speculate 
on what the year ahead might hold. 
The ICT world moves so far, so 
quickly, that seemingly educated 
predictions can often seem to be 
the result of looking into a murky 
crystal ball. But I think it’s fair to say 
that some themes will continue to 
dominate in 2018.

Data security and privacy concerns will no doubt be 
headline items next year, as will the implementation and 
ramifications from Australia’s new data breach legislation and 
Europe’s GDPR. Cloud will become completely mainstream in 
2018, and the term itself will soon become obsolete when all 
storage becomes cloud in one sense or another. Blockchain 
will continue its quickening surge, as will the inexorable rise of 
artificial intelligence, the spread of the Internet of Things and 
the slow but steady development of smart city concepts.

And of course, I suppose we will continue to be either 
thrilled or underwhelmed by the latest smartphones and other 
gadgets that promise to make our lives better. Time will tell 
whether they do or not.
Jonathan Nally, Editor
jonathan@technologydecisions.com.au
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Spatial solutions

OUR
INTERCONNECTED, 
SPATIAL FUTURE

Deborah Bunker, University of Sydney

PUBLIC AND PRIVATE 
SECTORS MUST 
CAPITALISE ON SPATIAL 
TECHNOLOGIES TO 
FORGE A FUTURE OF 
INCLUSIVENESS FOR 
INDIVIDUALS AND 
SOCIETIES.
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We live in a time 

of growing 

dependence on 

technological 

inter-

connectedness. Smartphones and 

embedded computing devices in 

homes, cars and offices; information, 

software, networking and 

communication providers such as 

Google, Facebook and Twitter; and 

product and service providers such 

as Amazon and Uber all contribute 

to how we are defining our ‘virtual 

selves’ and how we relate to each 

other in an increasingly informed 

virtual world.

Our smartphones are becoming 

our window to the world, not only 

providing us with a huge and diverse 

amount of information, but also 

enabling us to know where we are at 

any given time in relation to the people 

and things around us, ie, spatially.

Such developments in personal 

information technology platforms 

have profoundly changed the way 

we use and view information. They 

have also directly contributed to 

consumer, institutional and economic 

transformation in the form of the 

sharing economy, and our view of the 

products and services that we buy, 

the organisations in which we work 

and how we estimate our value to the 

societies in which we live.

But it is a two-way information 

process, in which commerce and 

government can profile and share our 

virtual selves and increasingly and 

more accurately know and share our 

whereabouts, potentially in real time.

COHERENT AND COHESIVE

It is predicted that by 2019 more than 

five billion people will have mobile 

phones, with roughl y 50% of them 

being smartphones. Potentially, this 

will have an enormous influence on 

the ability of government agencies, 

private organisations, communities 

and individuals to work together 

to achieve the best outcomes and 

solutions for the social cohesion and 

inclusiveness that we all seek.

Current and future developments 

in the creation and use of spatial 

information and new spatial 

information systems will, however, 

determine our ability to provide a 

future of ‘interconnectedness with 

inclusiveness’, a topic that was high 

on the agenda at the Spatial Futures 

Forum at the University of Sydney in 

September 2017.

According to the Cooperative 

Research Centre for Spatial Information, 

spatial information is the “digital 

connection between location, people 

and activities. This information can 

graphically illustrate what is happening 

(where, how and why) to show the 

insight and impact of the past, the 

present and the (likely) future.”

Spatial information systems have 

largely been developed as discrete and 

unconnected system ‘islands’. Although 

this system isolation has been lately 

disrupted by the likes of Google Maps, 

there are still limits to the effective use 

of spatial information in real time in an 

interconnected and inclusive way to 

deal with emerging current and future 

scenarios faced by society.

Urban planning, crisis management, 

transport management, and product 

and service delivery could all be 

better integrated and improved 

by a more coherent and cohesive 

approach to spatial information system 

development and use — for instance, 

the potential for a drone to deliver a 

pizza to your door or medicine to a sick 

child in a remote location.

But future information systems — say, 

3D GPS — must be able to continuously 

and accurately provide data to the drone 

regarding its location in relation to other 

people and things (we don’t want it to 

collide with another drone, building, 

person, car and so on) and then marry 

these complex relationships via a path 

of movement, to provide an accurate 

destination address.

This will not be an easy operation 

until the data the drone is seeking can 

be accessed from other non-compatible 

or unconnected spatial information 

systems at real-time speeds.

DATA ON DEMAND

Discussion at the Spatial Futures 

Forum canvassed a wide variety of 

technologies, scenarios and solutions 

focusing on the needs of communities 

over the coming years, and the 

solutions to those needs.

One such need is consistency in 

location addressing standards and 

location data collection. This will be 

essential to improve the effective 

delivery of public and private products 

and services, such as the dispatch of 

ambulances and police, faster delivery 

of goods, and better coordination and 

provision of transport services. These 

will all rely on accurate and complete 

addressing data, including, say, the 

present position of a caller.

Another focus of discussion was 

the strategic alignment of spatial data 

management strategies with business 

IT initiatives across government and 

the private sector and an eventual 

end to spatial digital islands. 

Increasingly, interconnectedness 

with inclusiveness will come to rely 

on our ability to bring spatial data 

together — accurately, quickly and 

comprehensively — from disparate 

sources. For instance, the ability to >>
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virtual and physical worlds and facilitate 

relationships of individuals, group and 

organisations within them?

The functional capabilities of 

smartphones — combined with the 

Internet of Things and the range 

and reach of large information 

platform providers such as Google 

— will mean that users have an 

unprecedented ability to network, 

communicate and share information 

to achieve interconnectedness with 

inclusiveness. For instance, the NSW 

Rural Fire Service has developed the 

Fires Near Me application to supply 

spatial data to inform the public 

of imminent danger from bushfire. 

This application has changed public 

expectations — giving you a better 

effectively plan our cities will rely on 

integration of accurate data supplied 

by state governments, councils, 

housing developers, geographers 

and local communities to provide 

complete 3D interactive models of 

current and future developments, in 

order to improve land use and reduce 

development costs.

There is also a need to develop 

spatial information systems using a data 

‘on demand’ model. How might this 

approach affect our current thinking on 

real-time spatial system integration? Can 

disparate systems be better utilised to 

supply spatial data in new configurations 

as required for advances in autonomous 

systems, virtual services and digital 

personal communications?

integrate the ‘virtual self ’, which itself 

comprises islands of information? 

For example, what changes in law 

are required to deal with traffic in 

an era of autonomous cars? What 

are the ethical issues surrounding 

the definition and rights of a virtual 

individual? Do we need to develop 

different legal frameworks to give 

recognition and legitimacy to the 

virtual self? And what constitutes the 

rights, trusts, relationships, contracts 

and communications between virtual 

individuals and between virtual and 

physical representations of individuals?

And there are risks associated with 

spatial information systems integration. 

As access to spatial information 

becomes more readily available — for 

Spatial solutions

The skills required for jobs of the 

future is of prime concern. If successful 

and effective spatial data modelling 

and analysis, system development, 

integration techniques and systems use 

are contingent on advanced science, 

technology, engineering and maths 

knowledge in the future, how should we 

be training students now? For instance, 

is geospatial data analytics an important 

and critical future skill for our building 

engineers and architects?

LIVING IN A VIRTUAL WORLD

There are also ethical issues 

surrounding the ‘virtual individuals’ 

who ‘inhabit’ the spatial environment. 

As we develop technical solutions to 

better integrate spatial information and 

systems, how should we effectively 

instance, as spatial information models 

and the sensors supplying the data 

become more integrated — what sort of 

risks does this pose to our infrastructure, 

eg, terrorism and cybercrime? Cohesive 

spatial data models and shareable 

locational information are essential 

for the safe and effective operation of 

digital technologies, but this situation 

may in turn present vulnerabilities (ie, 

an ‘all our eggs in one basket’ scenario) 

that will need to be closely managed.

There’s also the issue of defining the 

demarcation or integration of real and 

virtual worlds. As more integrated spatial 

information underpins the development 

of augmented reality systems that 

combine real and virtual experiences 

(such as Pokemon Go), how can we 

meaningfully navigate and relate the 

Increasingly, ‘interconnectedness with 
inclusiveness’ will come to rely on our ability to 
bring spatial data together — accurately, quickly 
and comprehensively — from disparate sources.

understanding of the fire danger near 

to you.

The Spatial Futures Forum highlighted 

issues that governments, organisations, 

academics and spatial systems research 

and development groups should 

carefully consider as they work towards a 

future that provides interconnectedness 

with inclusiveness for individuals and the 

societies in which they live.

Deborah Bunker is a Professor of Business 
Information Systems at the University 
of Sydney Business School, a member 
of the NSW Office of Environment and 
Heritage-funded Human Health and Social 
Impacts Node hosted at the University of 
Sydney, as well as Chair and Convener 
of the Interoperability in Extreme Events 
Research Group.



http://www.veeam.com


8 | TECHNOLOGY DECISIONS DECEMBER 2017 WWW.TECHNOLOGYDECISIONS.COM.AU 

SAVVY LEADERS BRIDGE THE 
TECH GOVERNANCE GAP

A STRONGER ALIGNMENT 
IS NEEDED BETWEEN 

BUSINESS GOALS AND I.T. 

based financial products and services 
organisation Tyro Payments, governance 
is already paying off. “Business decisions 
at Tyro are aligned with technology-based 
solutions, leveraging technological and 
governance components to improve Tyro’s 
overall resilience and confidence in its 
technology and product stack,” according 
to Sascha Hess, director of operations at 
Tyro Payments Ltd. “Aligning business and 
technology decisions has created a culture 
where leaders and team members alike 
have already clearly seen advancements 
toward our overall business results.”

According to Hess, board directors 
at Tyro represent a very good mix of 
technology savvy and domain expertise. 
The entire board embraces technology and 
views technology as a business enabler.

Organisations with tech-savvy 
leadership are well positioned to pursue 
the strategic investments in equipment, 
training and other resources needed 
to successfully innovate. In businesses 
lacking that governance leadership, IT is 
driving investment decisions and buying 
products and services that may not fit with 
the overarching business strategy.

An IT investment strategy needs to be 
in collaboration with and in support of the 
organisation’s enterprise goals. Conversely, 
business leaders should not completely 
drive technology investment decisions 
without input from the organisation’s 
technology and security experts.

Directors and top executives hold the 
ultimate responsibility for overseeing 
cybersecurity and risk management, but 
must also set the right tone and culture 
throughout the organisation.

Opinion

Jo Stewart-Rattray heads ISACA’s 
SheLeadsTech program, and chairs 
the Branch Executive Committee of the 
Australian Computer Society. She is also 
director of information security and IT 
assurance at BRM Holdich, and past chair 
of ISACA’s Audit Committee, Leadership 
Development Committee and Security 
Management Committee.

Another day, another cyber attack. 
Australia has certainly not been immune 
from the hacks and data breaches that 
have affected more than just the share 
prices of many businesses worldwide. With 
IT and business interwoven so tightly in 
today’s digital economy, board members 
and senior executives cannot separate 
themselves from the governance of 
technology and the oversight of areas such 
as cybersecurity and risk management.

In global business technology 
association ISACA’s newly released 
Better Tech Governance is Better for 
Business research, establishing a clearer 
connection between business and IT 
goals was overwhelmingly (69%) the 
top priority that respondents identified 
senior leaders should pursue to achieve 
stronger business outcomes and increased 
agility. That becomes a much smoother 
proposition when organisations prioritise 
technology savviness on the board of 
directors.

Enterprise leaders must do more to 
emphasise the governance of technology. 
Only 21% of senior leadership and boards 
report they are briefed on risk topics at 
every leadership meeting, and only one-
third of organisations assess risk related 
to technology use on a monthly or more 
frequent basis.

Research respondents were also asked 
to name organisations whose boards they 
perceive to be doing an exemplary job 
of business technology governance. Of 
the more than 150 organisations noted, 
Microsoft, Google and IBM were most 
often cited as leading by example.

Locally, for companies such as Sydney-
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Nick Southcombe joined 
Frontier Software in 2007 as 
general manager for Australia 
and was recently appointed 
CEO. During his tenure, the 
company has grown from 200 
staff to over 320 in Australia 
and around 500 globally, and 
has diversified the company 
from software and sales 
support to providing a range 
of additional delivery and 
service options, including 
hosted/cloud solutions and full 
BPO services.

NICK SOUTHCOMBE
CEO, FRONTIER SOFTWARE

LEADERS
IN TECHNOLOGY 

2018

WHICH TECHNOLOGIES DO YOU THINK WILL BE GAME 

CHANGERS IN 2018?

Following the hype over the last few years, we’ll see exponential 

growth of AI applications on our smartphones and corporate 

websites. Both governments and businesses will use AI and 

machine learning to support chat bots, the automation of 

functions and tasks, and for driving headcount reduction. 2018 

will see a dramatic increase in the availability and adoption of 

blockchain technology, not just for financial transactions but also 

privacy management and application security. And technology 

such as the Apple Home app and Google Home will start feeding 

big data repositories in the cloud. Over time, our smart assistants 

will extract insights to help us manage our daily lives.

WHAT ARE YOUR CUSTOMERS MOST CONCERNED ABOUT 

FOR THE YEAR AHEAD?

Because our software applications hold personal data and 

manage financial transactions, our customers are most concerned 

about cyber threats. We allocate considerable resources to the 

continual maintenance and enhancement of our applications 

and infrastructure security. Blockchain technology will start to 

play a part in the challenge of dealing with cyber threats. Our 

customers are just now starting to become aware of and asking 

about AI, machine learning and robotic process automation (RPA), 

and exploring how they might enable automation to achieve 

greater throughput, greater accuracy and higher levels of service 

consistency for their employees and customers.

The search for and retention of talent remains a challenge 

for all types and sizes of organisations. Automation of staff 

recruitment is interesting as it poses both an opportunity and 

a threat to our customers. It is now possible to run your search 

results through AI-driven tools, such as CV parsing, to generate 

quality short lists. The problem with technology-based automated 

staff recruitment is that your own employees can become 

targets for other organisations, simply because they may have a 

presence on LinkedIn. Employees who are not actively looking 

for a new role are now much easier to find.

WHAT WILL BE THE BIGGEST GROWTH OPPORTUNITIES FOR 

YOUR COMPANY AND YOUR CUSTOMERS IN 2018?

Mobility, mobility and more mobility. On any device. Organisations 

want to free their workforce from their workstations and to offer 

access to applications when and where they want, 24 hours a day, 

7 days a week. The demand for user-friendly mobile applications 

is almost insatiable.

Integrated systems remain a high priority for our customers, 

too. Systems without interface requirements, which eliminate 

data redundancy, and which provide a single source of truth and 

support a full human capital management (HCM) lifecycle are in 

big demand. Looking beyond 2018, a well-implemented, fully 

integrated HCM lifecycle system will enable organisations to 

build their own repository of big data. The business intelligence 

that can be unlocked from these repositories has the potential to 

deliver competitive advantage.

WHAT’S ON YOUR TECH WISH LIST FROM INDUSTRY, 

REGULATORS AND INNOVATORS FOR 2018?

Firstly, faster internet within Australia and from Australia to the rest 

of the world. Australia is ranked 50th worldwide for the average 

speed of its fixed internet connections, and our connections to 

the rest of the world are also bothersome. Not only does the 

nbn need to deliver on its promise, regulators have to create an 

enabling framework that encourages and rewards innovators to 

chase down this gap. And secondly, the nirvana of development 

tools is one that would allow us to easily produce software — 

apps or browser-based — for all types of desktops, tablets and 

smartphones, and their associated operating systems, from a 

single set of code.
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Helen Masters is responsible 
for Infor’s business 
development and promotion 
of global corporate products 
and seamless customer 
experience to augment 
market presence in the Pacific 
and ASEAN regions. She 
maintains new product lines 
with a focus on customer and 
partnership management 
and strategy setting to grow 
business in Infor’s key micro-
verticals in the South Asia 
region.

HELEN MASTERS
VP & MD, INFOR ASEAN AND PACIFIC

LEADERS
IN TECHNOLOGY 

2018

WHICH TECHNOLOGIES OR INNOVATIONS DO YOU 

THINK WILL BE GAME CHANGERS IN 2018?

Next year we expect to see blockchain really come into 

its own. Organisations tend to build closed data silos 

and information-management protocols that protect the 

information by restricting access. Blockchain has the 

potential to remove the risk of unauthorised changes to data 

and thereby enable multiple departments and organisations 

to access records simultaneously. We are interested in 

blockchain as we explore new product offerings, and 

believe that identity management will play an important role 

in any new applications that Infor develops.

HOW ARE AI, ROBOTICS AND CYBER THREATS 

CHANGING YOUR INDUSTRY SECTOR? WHAT ARE YOUR 

CUSTOMERS TELLING/ASKING YOU ABOUT THEM?

Our customers’ businesses are focused on client 

engagement as their primary metric for measuring success. 

AI and automation will have tremendous impact on 

businesses unless it is poorly adopted and prevents direct 

engagement from happening. Replacing human effort 

with machine learning makes sense, as individuals can 

engage through appropriate channels and are not trapped 

in automated customer service methods. Industry-specific 

software solutions built to simplify the process of managing 

the business, and addressing customers’ concerns quickly, 

will improve planning and reporting, and maximise both 

revenue and capital investments.

WHICH ICT INNOVATIONS OR DISRUPTIONS ARE YOUR 

CUSTOMERS MOST CONCERNED ABOUT IN THE YEAR 

AHEAD?

We are seeing a shift towards cloud-based services across 

all industries. Cloud platforms enable the delivery of 

seamless systems across departments while eliminating 

information silos. The increased digital adoption by 

business functions delivers efficient services for Australians. 

Secondly, by shifting towards cloud services, organisations 

can focus on service delivery while technical partners 

oversee the complexity of systems management. We 

believe in providing a tailored user experience and deliver 

social business capabilities that empower organisations 

to communicate and collaborate efficiently. Working with 

industry-specific technology teams, we develop the most 

appropriate application of technology to meet the needs of 

the department.

WHAT WILL BE THE BIGGEST GROWTH OPPORTUNITIES 

FOR YOUR COMPANY AND YOUR CUSTOMERS IN 2018?

Australian organisations across a multitude of industries are 

increasingly looking for multichannel client engagement 

supported by an efficient, optimised backend. We use 

machine intelligence, networked analytics and robust 

interoperability to prevent the backend functions from being 

overwhelmed, while facilitating the delivery of consistent 

engagements across all points of contact. An integrated, 

multichannel client engagement approach cuts the time and 

cost of individual engagements while providing a single, 

clear service to all.
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DISSATISFIED 
CUSTOMERS
Dylan Bushell-Embling

DESPITE SIGNIFICANT 
INVESTMENT IN DIGITAL 
TRANSFORMATION, 
MANY AUSTRALIANS 
REMAIN UNHAPPY WITH 
THE PUBLIC SECTOR’S 
DIGITAL SERVICE 
OFFERINGS.

More than half (56%) 

of Australians 

are dissatisfied 

with the quality of 

public sector digital 

services on offer today, according to 

research from Riverbed.

A survey of Australian adults found 

that 9% believe the public sector are 

failing completely with their digital 

services and 47% feel they are not as 

good as expected.

Despite the federal government’s 

ongoing digital transformation initiatives, 

the survey found that Australians use 

digital services from local councils (70%) 

and state governments (49%) significantly 

more than federal departments (41%).

The most common services being 

accessed include transport, libraries, 

rubbish collection and other local 

services (84%), health services (69%), 

social services (61%) and education 

services (48%).

The survey also found that only 55% 

of Australians feel confident when using 

government digital services, although 

this is slightly higher among 18- to 

34-year-olds (60%) than 55-year-olds or 

older (40%).

Nearly one in three (31%) 

respondents said they have stopped 

using an online service because of 

slow response times, with younger 

generations more likely to abandon a 

service for this reason.
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Among users of government digital 

services, half (51%) use them at least 

once every three months, with 30% 

engaging with them fortnightly.

Despite the mixed reception, 

the survey found that two-thirds of 

Australians who use online government 

services have recommended online 

services to others. Australians are most 

likely to recommend local services (68%) 

and social services (46%) to others, but 

are less warm on health services (34%) 

and education services (33%).

Likewise, the survey suggests 

that many Australians don’t believe 

the private sector is any better at 

delivering satisfying digital services, 

with half of respondents ranking the 

public and private sector equally for the 

experiences provided. But 36% felt the 

public service does provide superior 

services, compared to just 12% who 

named government services as better.

Australians who believe the public 

sector to be behind cited difficulty in 

finding information (59%), as well as 

a more limited range of technology 

available to access information 

(56%) and variety of communication 

channels (54%).

NOT ALL BAD NEWS

One crucial area where the public sector 

is thought to outperform business is 

security. The report found that 13% of 

Australians are happy for the public 

sector to hold their personal information, 

and while this is low it towers above 

the 5% who are confident in the public 

sector holding their information.

In addition, 42% of Australians are 

happy to open an online account with a 

government agency to access sensitive 

information including tax or medical 

documents.

Australians are also more more 

willing to share personal data in 

exchange for streamlined public sector 

rather than private sector engagements, 

with 40% saying they would be 

comfortable providing this information. 

But more than a quarter (27%) are turned 

off from using online services by the 

need to input too much background 

information.

As a result there is a strong demand 

for single-sign on capability (66%), with 

the ability to pay bills online (64%) and 

receiving updates via email or SMS 

(54%) being other key features citizens 

expect from digital services.

In the future, two-thirds of 

respondents (64%) indicated that 

they would be happy for the public 

sector to incorporate biometric 

authentication or health analysis into 

their digital offerings. More than half 

(53%) also want to see the government 

share information between different 

departments to avoid the need for 

duplicate forms.

The services Australians least want 

to see offered include having drones 

deliver passports (52%), driverless 

ambulances (52%) and having judges 

use videoconferencing in court (35%). 

Bucking the global trend, Australians 

are also less likely to want to interact 

with location-based services, robotic 

assistants or through Facebook as a 

communications platform.

Nearly half (46%) of respondents 

felt public sector agencies should 

be looking towards the banking and 

building society sector for inspiration 

while improving their digital services. 

Other strong digital performers 

nominated include telecommunications 

(28%), utility providers (27%) and 

retailers (25%).

PRIORITISING THE EXPERIENCE

“At a time when Australians are more 

connected to their devices than 

ever before, their perceptions of and 

confidence in government is directly 

tied to the quality of the digital services 

being offered,” Riverbed Technology 

VP for Australia and New Zealand Keith 

Buckley said.

“The public sector has made notable 

strides and significant investment in 

digital over the last few years, from the 

New South Wales’ digital transformation 

Bill, to the initiative to add South 

Australian drivers’ licences to a 

smartphone app. But it’s clear that long-

term success requires more than simply 

delivering the right service. It demands 

an urgent need to prioritise delivering a 

great digital experience.”

He said this will also mean investing 

in the IT and networking infrastructure 

capable of delivering the experiences 

demanded.

“Australia is amidst a monumental 

shift in upgrading our network 

capabilities, but the reality is the second 

we create more bandwidth, we are 

going to consume it — especially as all 

industries and sectors continue down 

the path of delivering richer applications 

and services,” he said.

“Delivering great experiences to 

citizens will require more than just 

building bigger pipes. It requires 

an increased focus on building 

infrastructure that enables public sector 

institutions to optimise and control 

applications and services, and provides 

deeper insights into citizen and 

employee experiences.

“Empowering the public sector 

to prioritise performance of the new 

experiences will foster a positive 

cycle of satisfaction, confidence and 

advocacy.”

42% of Australians are happy to open an online 
account with a government agency to access 
sensitive information.
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SELF-SERVICE
SOLUTION

Digital delivery

A ‘CITIZEN SELF-SERVICE’ APPROACH CAN HELP 
AUSTRALIAN GOVERNMENTS SAVE MILLIONS OF 
DOLLARS PER YEAR.

A ntiquated computer 

systems can be a 

burden to government 

departments wanting 

to provide citizens 

with the services they require. Ignoring 

legacy modernisation leads to insecure 

frameworks and libraries and costs 

governments millions of dollars in 

maintenance every year.

Digital First, part of the Australian 

government’s National Digital Economy 

agenda, hopes to modernise many of 

the country’s legacy systems. By the 

end of 2017, government agencies 

will provide citizens with user-friendly 

access to various digital services, 

without the need for multiple logins 

when accessing services across 

different federal agencies. It is hoped 

that the initiative will eventually trickle 

down to the state level too.

One good example of single-

platform digital services is myGov, an 

online portal that provides citizens with 

access to federal government services 

online such as Medicare, Centrelink and 

the ATO. There are now plans to invest 

$50 million on an overhaul project 

that will enable mobile optimisation 

of myGov, allowing citizens to access 

services directly from smartphones 

or tablets and providing direct access 

to individual services from one single 

login. The suggested changes have 

been inspired, in part, by OneGov, the 

NSW Government’s online portal that 

provides quick access to services such 

as health care, disability support, health 

and safety, and charities.

Even the Department of Defence 

is undergoing digital change. Up to $2 

billion has been earmarked for a new 

enterprise resource planning system 

— the largest of its kind in Australia — 

that will incorporate military-enabling 

services and make it easier for the 

Department to make decisions.

Still, there are obstacles to this 

type of digital transformation. Budget 

constraints might prevent government 

from investing in the right solutions, 

for example. In addition, many of the 

problems associated with legacy systems 

will remain; unless there is a complete 

overhaul of legacy IT, infrastructure 

will still break down, data centres will 

still overload and software will still lag 

— directly affecting those citizens who 

access government services.

Finally, legacy systems often 

lack security patches and are 

seldom updated, leading to security 

vulnerabilities. 

THE IMPACT OF NEW TECHNOLOGY

A number of new technologies are 

helping the federal government to 

offer better citizen services. For 

instance, Energy Safe Victoria (ESV) 

— a regulator that ensures the safe 

supply of electricity — now automates 

many of its operations through 

customer engagement platform 

Pegasystems. ESV has an online 

self-service function that lets users 

register a profile and manage their 

own information. The implementation 

process was overseen by SMS 

Management & Technology (SMS), 

which developed a speedy software 

transition strategy.

Similarly, Public Transport Victoria 

(PTV) — the statutory authority that 

manages public transportation — 

wanted to optimise its services and 

improve its supporting systems. PTV 

asked SMS to develop strategies 

for implementation, which were 

administered through the Pegasystems 

platform. SMS has suggested ways for 

PTV to save money, become less reliant 

on IT and simplify payment and contract 

management processes.

New solutions such as these not 

only save governments money, but 

optimise efficiency and streamline many 

of the administrative tasks associated 

with public service. In fact, legacy 

modernisation also reduces the workload 

of government officials, as citizens are 

able to do things (such as a change of 

address or a tax return) without being 

assisted by a public servant.

Government agencies that want to 

be more citizen-centric must invest in 

new technologies that facilitate better 

decisions and solve problems.

Benjamin Cowling, Industry Director, Government, SMS Management & Technology
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Glen Johnston is Director 
of Marketing at AFL 
Telecommunications, a 
leading manufacturer and 
designer of fibre-optic 
products and associated 
equipment worldwide. He has 
spent 30 years in the industry 
and has been involved in 
many of the largest and most 
demanding cabling efforts in 
Australia.

GLEN JOHNSTON
DIRECTOR OF MARKETING, 
AFL TELECOMMUNICATIONS

LEADERS
IN TECHNOLOGY 

2018

WHICH TECHNOLOGIES OR INNOVATIONS DO YOU 

THINK WILL BE GAME CHANGERS IN 2018?

Cabling is one of those non-glamorous, behind-the-

scenes technologies that often seems forgotten, yet it is 

nonetheless of vital importance for our entire technological 

society. Multimode fibre-optic cable (such as the newest 

OM5) is predominantly used in enterprise applications 

and has been making big waves for quite a while now, as it 

enables large data throughput.

But ironically, we’re seeing a resurgence in singlemode 

cable applications within networks and data centres, as 

the cost of the active equipment at either end of the fibres 

continues to fall. As for copper cabling, Category 8 could 

end up being another Category 4, ie, no life span. Why 

wouldn’t people use fibre-optic if they genuinely want to run 

40 gigabits per second?

WHICH ICT INNOVATIONS OR DISRUPTIONS ARE 

YOUR CUSTOMERS TELLING YOU THEY ARE MOST 

INTERESTED IN FOR THE YEAR AHEAD?

The negatives are that OM5 is more expensive, and clients 

have to ask themselves if it is really needed for their 

applications. Some people are moving to singlemode more 

and more because the active equipment needed to drive 

it is coming down in price. So the question is, do we even 

need a better multimode fibre over those enterprise-level 

distances?

Multimode fibre is backwards compatible, that’s 

one positive thing. It is also much more forgiving than 

singlemode; with singlemode, the active equipment 

to transmit the light has to be much more precise and 

it is therefore more costly. But more and more people 

are putting singlemode fibre in because the cost of the 

active equipment is dropping to the point that it is more 

economically feasible.

WHAT WILL BE THE BIGGEST GROWTH OPPORTUNITIES 

FOR YOUR COMPANY IN 2018?

Defence is a large growth area for us, with the military’s 

growing need for better and more robust communication 

solutions that can be deployed in the field, run over by 

tanks, used inside aircraft and submarines and so on, and 

yet still work when needed. And if it’s good enough for 

Defence, it’s good enough for anyone really. With data 

centres and storage area networks, we’re seeing more 

and more larger companies using data centres, so that’s a 

huge growth area for us as well. The centralising of network 

processing (ie, government departments’ use of data 

centres) is another sector that’s booming.

ASIDE FROM YOUR OWN, WHICH ICT COMPANIES WILL 

BE THE ONES TO WATCH IN 2018 AND WHY?

The big tech giants such as Google and Amazon are 

creating more data centres in Australia and the region, and 

that’s great for business. They’re the ones that have so 

much of the world’s data going through their centres. The 

search engine traffic driven by Google is just mind-boggling. 

And Amazon is growing every day. And those companies 

are needing more and more fibre all the time, as are newer 

entrants who are taking on the tech giants.
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MARKETING I.T. TO A 
SCEPTICAL AUDIENCE

ACCOMPLISHING 
CHANGE IN I.T. REQUIRES 

TAKING PEOPLE ALONG 
ON THE JOURNEY… BUT 

THAT’S OFTEN EASIER 
SAID THAN DONE.

As digital government agendas continue 
to gather pace, the gulf between rhetoric 
and reality is beginning to create real 
concerns. Many CIOs have noted in 
interviews with Ovum that solid gains can 
go unappreciated, while shortcomings 
can become amplified. For a technology 
industry trained in methodologies and 
processes for getting the job done, 
internal marketing can often sit awkwardly 
on the list of management priorities.

NEGLECT INTERNAL MARKETING AT 
YOUR PERIL
In times of change, internal marketing 
inevitably becomes a crucial activity. It 
is easy to forget that driving change is 
all about people. People are analogue 
entities. They are not digital, and the laws 
of logic do not always apply. People think 
and they feel, they love and they hate, they 
get angry and they get frustrated.

People can draw on incredible reserves 
of creativity and ingenuity. They can 
drive successful outcomes even if these 
outcomes may logically appear to be 
impossible. But there is a downside. 
People can also draw on incredible 
reserves of passive resistance, and can 
scuttle even the most logical and well-
argued initiatives. Successful internal 
marketing is all about concurrently dealing 
with the realities of these digital and 
analogue worlds.

There are four tough internal marketing 
realities that need to be addressed in a 
very pragmatic way.

1. NOBODY CARES HOW HARD YOU 
WORK
Of course, successful project management 
is all about marshalling resources, and 
reporting on effort expended. This is a 
core skill for IT managers, but it counts for 
very little when marketing to the rest of the 
organisation. Outcomes matter. Successful 
outcomes are measured in the eyes of 
the recipient, not by the effort required to 
make it happen.

It is all about working smarter. Agile 
methodologies and common platforms 
are good news for the savvy manager, 
because they can each deliver solid 
outcomes while conserving effort.

But this is just the start. A focus on 
outcomes can lead to a very different 
approach to IT planning.

Here is a quick exercise. Take out your 
IT workplan for 2018 and sort each of the 
tasks based on just one criterion: “Who 
is going to thank you for undertaking 
this task?”. The tasks at the top of the list 
should, for example, be candidates for an 
internal award from the Secretary of the 
Department. Tasks at the bottom of the list 
might be greeted with the silence of one 
hand clapping!

The next questions are obvious:
•	 Why should IT be undertaking any of the 

tasks at the bottom of the list?
•	 Should these projects be marketed in a 

different way, or is the project a dud?
Surprisingly, some government 

agencies that tried this method found 
almost everything was at the bottom of 

Opinion

Kevin Noonan, Chief Analyst, and Practice 
Leader for Public Sector, Ovum
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the list. The underlying cause for their 
internal marketing problem was no longer 
a mystery!

2. DEALING WITH ‘MISSION 
IMPROBABLE’
Most organisations still have some sort of 
mission and vision statement, and most of 
these make some reference to delighting 
their customers, or to delivering a 
superior level of service. These are 
excellent tools for aligning and focusing 
the efforts of internal IT staff, but can 
easily be met with cynicism or perhaps 
even derision when exposed to the rest 

of the organisation. Stretch goals are best 
used internally.

The big challenge is to find a clear 
message that resonates well from a client 
perspective, and then reinforce that 
message through clear actions. It might 
be about building a reliable and functional 
infrastructure, or it might be about 
enabling better productivity, or it might be 
about driving change. Getting the words 
exactly right is less important than having 
solid use cases to back up the message. 
It is a lot easier to link clear outcomes 
to an underlying message, even if that 
message is vaguely defined, than it is to 

have a wordy message, and then scratch 
around looking for justifications to support 
the message. Actions speak louder than 
words, and they hold a lot more credibility.

3. PEOPLE HAVE LONG MEMORIES
There is something about human 
psychology that causes people to clearly 
remember their first impressions. These 
memories can significantly skew the 
marketing of IT.

In some organisations, the challenge 
can become diabolical. Some appear to 
be hardwired to remember and celebrate 
past failures, even if they were overtaken 
by later successes. In a number of recent 
Ovum interviews, business managers 
have reported the poor performance 
of the internal IT function, based on 
early problems with the delivery of their 
personal laptop, even if the big strategic IT 
deliverables worked perfectly.

Armed with this knowledge, there is a 
lot that CIOs can do to better target their 
marketing of IT:
•	 Case studies carry a lot of weight. If a 

project works well, it is a good idea to 
get an external organisation to write it 
up and have the case study published.

•	 Personal accounts on social networks 
(both internal and external networks) 
carry much more weight than stories an 
organisation tells about itself.

4. GOOD CUSTOMERS DRIVE GOOD 
OUTCOMES
While much has been written about 
the challenges of IT becoming a good 
service provider, very little attention is 
paid to creating good customers. Unlike 
commercial services, government CIOs 
have very little control over choosing their 
client mix, as this is typically closely linked 
to the business and policy requirements of 
each government agency.

However, within that mix, not all clients 
are equal. Some clients are also looking for 
good partners and are willing to tell everyone 
about their successes. Treat these clients like 
gold! When it comes time to hand around 
the praise, make sure IT is included.

“In some organisations, 
the challenge can become 
diabolical. Some appear to 
be hardwired to remember 
and celebrate past failures.”
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IoT: New Ways to Drive  
Profit Through Data

www.informationbuilders.com.au
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Michael Corcoran is the 
Chief Marketing Officer for 
Information Builders. He 
brings more than 20 years’ 
experience in the software 
industry to his role, and works 
with the executive team to 
develop and communicate 
corporate messaging and 
product strategy. He has 
played key roles in the 
development and acquisition 

of major technologies and served as a key spokesperson for 
the company.

MICHAEL CORCORAN
CMO, INFORMATION BUILDERS

LEADERS
IN TECHNOLOGY 

2018

WHICH TECHNOLOGIES DO YOU THINK WILL BE GAME 

CHANGERS IN 2018?

Analytics will continue to be a leading technology initiative for 

all organisations. More importantly, analytics is playing a very 

direct role in other important game-changing initiatives including 

AI, IoT and blockchain. The important trend is that the industry is 

rapidly shifting its focus from technology discussions to important 

business use cases. IoT, for example, is defining the use cases 

for technologies like big data and streaming analytics. So instead 

of talking about Hadoop and storage, the focus is now on how 

we leverage machine-generated data for optimal preventive 

maintenance. Embedding analytics and AI with IoT and blockchain 

implementations will definitely provide game-changing results.

HOW ARE AI AND ROBOTICS CHANGING YOUR INDUSTRY 

SECTOR?

AI represents a broad category of technologies including 

machine learning, natural language processing, intelligent search, 

recommendation engines and more. Information Builders is using 

AI to help users better leverage existing analytic content, so they 

reduce redundant efforts and information discrepancies. We 

are also taking a machine learning approach for scoring analytic 

content and data quality to help users make the best possible 

decisions. Robotics and Virtual Twins create tremendous new 

opportunities across manufacturing, retail, logistics and more.

WHAT ARE YOUR CUSTOMERS TELLING YOU THEY ARE 

MOST CONCERNED ABOUT FOR THE YEAR AHEAD?

Cyber threats are always a top concern. We will continue to see 

regulatory efforts such as GDPR in Europe emerge to protect 

customer information from these vulnerabilities. It is also the 

motivation for adoption of blockchain. We are also witnessing a 

more feverish pace of cloud adoption. However, we are seeing 

a great number of hybrid cloud/on-premise implementations, 

so these add new requirements for data management, user 

monitoring and security.

WHAT WILL BE THE BIGGEST OPPORTUNITIES FOR YOUR 

COMPANY AND YOUR CUSTOMERS IN 2018?

Information Builders has tremendous advantages in our data 

management and analytics platforms to enable large user bases 

to cost-effectively access large amounts of data. We are seeing 

increased demand from organisations that want to deliver a 

data-driven experience to their customers. Information Builders 

drives many of the largest customer- and partner-facing analytic 

applications around the world; many of them have millions of 

users. We are also taking an early lead in data integration and 

analytic solutions around IoT. Machine-driven data needs to be 

merged with location data and traditional systems to give greater 

context and meaning. Analytics is providing the necessary 

monitoring, alerting and reporting to derive insights from that data. 

These two trends are driving many of our newest opportunities.

WHAT’S ON YOUR TECH WISH LIST FOR 2018?

Anything that can simplify both my business and personal life. I 

am fascinated by the capabilities and opportunities created by IoT 

technologies, wearables and digital assistants. I am continually 

acquiring new technologies to better automate and simplify our 

business and my home. I want more automation, analytics and 

notification from my bank, power company, cable company, 

airlines, etc.

ASIDE FROM YOUR OWN, WHICH ICT COMPANIES WILL BE 

THE ONES TO WATCH IN 2018?

It is always interesting to see where Google, Amazon, Apple and 

Microsoft will go next. We will see whether IBM can make Watson 

technology more mainstream. And I think Teradata has done a 

very good job of refocusing the company to battle the threat of 

Hadoop.
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ENSURING SERVICE PROVISION  
IN TIMES OF DATA DISASTER

KEEPING 
GOVERNMENT ALIVE

Nathan Steiner, Head of Systems Engineering, ANZ, Veeam Software

DESTRUCTIVE HURRICANES IN THE US HAVE SHONE A LIGHT 
ON THE NEED FOR AUSTRALIANS TO ALSO BE MINDFUL OF 
THE NEED FOR DISASTER RECOVERY PLANS.

I n a world where storms, 

floods and data breaches are 

becoming more widespread, 

it is more important than ever 

to ensure emergency services 

departments stay online during national 

disasters. Whereas a commercial 

operator might sell a few less widgets, 

government data availability enables 

Australians to maintain their livable 

baseline.

It is easy for us to feel somewhat 

complacent when witnessing the 

devastating effects of three tropical 

cyclones across the US in as many 

months — Hurricanes Harvey across 

Texas, Irma across Florida and Jose 

across the eastern USA and the 

Bahamas.

Australia is a large, sparsely populated 

and geologically stable country with 

few population centres threatened by 

Disaster recovery

regular natural disasters. The nation’s 

data centres are mostly out of harm’s way. 

Yet keeping essential and government 

services up and running through times 

of crisis is still very important, and can be 

difficult. After all, we have far-flung urban 

centres with vulnerable data links running 

between them.

When residents of the NSW Blue 

Mountains lost 500 buildings and $94 

million in property damage in October 



 TECHNOLOGY DECISIONS DECEMBER 2017 | 25WWW.TECHNOLOGYDECISIONS.COM.AU 

2013, and when the 2009 Black Saturday 

bushfires across Victoria resulted in over 

3500 buildings and 173 lives lost, the 

ability to coordinate and direct emergency 

services was paramount. The last thing 

the SES and first responders would have 

wanted was a loss of data or signal.

And catastrophe can strike anywhere 

at any time. The residents of Newcastle 

probably felt quite safe on the morning 

of 28 December 1989 before the huge 

earthquake struck, killing 13 and causing 

$4 billion damage.

When lives or livelihoods are 

threatened, nobody wants to worry 

about data storage or transmission 

systems. But when so many people 

rely on the communication and data 

deployment technologies used by 

police forces, the military or even 

civiliian agencies such as Centrelink, 

there is a lot at stake.

Disaster recovery (DR) is not about 

tempting fate or expecting the worst — 

rather, it is about getting up and running 

again as quickly and as smoothly as 

possible so that attention can be given 

to far more pressing concerns.

Although government data storage 

and transmission systems are, thankfully, 

robust in a developed nation like 

Australia, the market that supplies both 

government and industry is not nearly 

as expansive as those of the US, Asia 

or Europe. This makes data availability 

and a DR plan even more critical — with 

fewer nodes available to rely on, it is 

even more critical to deploy backed-up 

data at another location.

For example, Newcastle is home 

to at least two data centres — facilities 

which, were they to experience an 

earthquake measuring 5.6, such as the 

one in 1989, would almost certainly be 

damaged or destroyed.

So it is important to plan for disasters, 

rather than waiting for them.

If an essential service must stay 

on regardless of the circumstances, 

then the provider’s data availability 

plan needs to be made ironclad 

ahead of time — and that includes 

the human element. When danger 

approaches, staff need to evacuate 

with the confidence that processes, 

transactions or records will be 

transferred to another IT environment 

without missing a beat.

Today, the live backup of data to 

a location dozens, if not hundreds of 

kilometres away, should be pivotal to 

a DR plan, something made easy by 

cloud computing for the smallest and 

largest organisations alike. Many of 

the federal services people rely on 

benefit from being run concurrently 

in several regional zones in case one 

goes offline.

With Hurricanes Harvey and Irma, 

the paths of destruction encompassed 

entire cities, making on-site backup 

regimes ineffective.

However, it is not enough just to have 

a DR plan — it must be vigorously tested. 

Veeam has experienced countless 

instances of government agencies that 

have had errors in data that prevented 

recovery. The time to discover an error 

in the system is not when the operation 

of the department depends on it, so it is 

important to formalise the regular testing 

and scheduling of DR, backup and 

recovery to ensure all will be right when 

the time comes.

And organisations also need 

to look further than just their own 

perimeter. They pay good money for 

access, storage and processing from 

external providers, so they should be 

asking them hard questions about 

their DR plans. Do they adhere to the 

same backup DR regime? Do they 

maintain several live copies of client 

data, including at least one remotely? 

Do they have an emergency power 

system? Fire control?

Many accredited standards exist 

for provision of government services, 

and department or agency CTOs might 

have outlines that already cover data 

availability. If not, they should embark on 

an urgent review to create them.

Datacentermap.com lists 75 data 

centres in Australia, any one of which 

might end up in the path of a natural 

disaster when it is least expected. 

Just as Australian households and 

businesses prepare for bushfires 

every summer, so too should 

governments make provision for data 

disaster recovery.
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Seamless Expo
13 - 14 March 2018, International Convention Centre, Sydney
This is the Australian leg of a global series of conferences and trade 
shows focusing on changes within retail, eCommerce, payments and 
fintech. Featuring 150 international and Australian speakers, 1-to-1 
business-matching meetings, 1000’s of attendees, and multiple 
networking functions around a lively trade exhibition.
SAVE 10% USE PROMO CODE: SEAMLESS25

www.seamless-expo.com.au

EduTECH International Congress & Expo 
6 – 8 June 2018, International Convention Centre, Sydney 
The 3rd largest education expo and conference in the world…and  
the biggest in Australasia, this international-style education event is  
attended by more than 10,000 educators and solution providers.  
Aimed at the complete learning life-cycle, from pre-school, school, 
TAFE, Higher Education, adult education and workplace learning.  
Up to 300 exhibitors make this Australia’s largest annual ICT expo.
SAVE 10% USE PROMO CODE: EDUTECH25

www.edutech.net.au 

K12 ICT Management Congress @ EduTECH
6 – 8 June 2018, International Convention Centre, Sydney
One of 12 parallel conferences running at EduTECH, this event is 
designed as a ‘guide for school ICT buyers’ and is aimed specifically at 
school IT Managers, ICT Systems Administrators, BYOD Coordinators, 
CIOs, Asset and Infrastructure Managers, and IT Support Staff. Topics 
include Wi-Fi, Network Management, Managing BYOD, Information 
Security, Access & Authentication, Disruptive Technologies, Data  
Management, IT funding & outsourcing, Business Intelligence &  
Analytics, Process Automation and Document Management 
SAVE 10% USE PROMO CODE: ICTMAN25

www.edutech.net.au
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National FutureSchools Expo
20 - 22 March 2018, Melbourne Convention & Exhibition Centre
Featuring world renowned creativity expert, Sir Ken Robinson,  
this is Australia’s largest K-12 Schools exhibition featuring  
an interactive exhibition with makers’ space, 100 exhibitors,  
5 conferences, 6 masterclasses, 120 speakers, peer-to-peer  
PD round tables and gala dinner. Attended by over 3,000 
educators (already nearly SOLD OUT). With a big focus on new 
technology, exhibitors include ICT vendors, eLearning, WiFi, cyber 
security and safety, electronic teaching aids and much more. 
SAVE 10% USE PROMO CODE: NFS25

www.futureschools.com.au

EduBUILD
6 – 8 June 2018, International Convention Centre, Sydney
EduBUILD is Australia’s largest education buildings and  
infrastructure conference and trade show for education leaders and 
property developers involved in design, construction, renovation, 
maintenance, operation and management of buildings for schools, 
colleges and universities. This two day forum is co-located with 
Australasia’s largest annual education meetup – EduTECH – and 
features three senior-level congress, peer-to-peer round tables, 
1-to-1 buyer meetings and a large exhibition ….perfect for  
gathering information about the latest education building projects, 
technology specifications and requirements, discussing new  
tenders, forging partnerships and doing business. Exhibitors  
include ICT solution providers, comms and data, WiFi, network  
and broadband infrastructure
SAVE 10% USE PROMO CODE: EDUBUILD25

www.edubuild.net.au

12th annual  
Technology in Government Expo
7 - 8 August 2018, National Convention Centre, Canberra
Australia’s longest running, best known and LARGEST technology 
trade show for federal and state government. This is the trusted 
and proven annual meeting place for government CIOs and IT 
teams to meet with Australia’s leading ICT solution providers, 
consultants and expert practitioners. Featuring 3000 qualified  
and senior-level attendees, 150 trade-show exhibitors, 1-to-1 
meetings and dozens of peer-to-peer round tables. 
SAVE 10% USE PROMO CODE: TIG25

www.techingov.com.au

Digital ID Show
7 - 8 August 2018, National Convention Centre, Canberra
The Digital ID Show is focused on proving ‘trust’. Expert  
speakers from government and enterprise are hand-picked  
from around the world to talk about new digital ID technologies 
and frameworks, biometrics, e-passports, new drivers  
licences, access and authentication, eCommerce and improved 
service delivery.
SAVE 10% USE PROMO CODE: ID25

www.idshow.com.au

Cyber Security in Government Expo
7 - 8 August 2018, National Convention Centre, Canberra
Running alongside the annual Technology in Government 
Expo, this is Australia’s only large-scale cyber/information 
security event focused exclusively on government.
SAVE 10% USE PROMO CODE: CYBER25

www.cyberingov.com.au



We apologise for 
this disruption.
Actually, we don’t.

 www.epson.com.au/workforce-enterprise/

We’re not sorry. In fact, we’re proud to disrupt your day with our new 
Workforce Enterprise range. These game-changing printers are faster, 
smarter and cheaper to run than anything you’ve used before. And 
greener. Now that’s disruptive.

Call us today to find out how Epson can give you a winning edge in 
business, by saving you time, money, and even the planet.

http://www.epson.com.au/workforce-enterprise/
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A law graduate with a finance 
background, Bruno Turcato is 
Managing Director of Epson 
Australia. Having joined Epson 
in 1990 as financial controller, 
Bruno was appointed as the 
first non-Japanese managing 
director in the Seiko Epson 
Group in 2003, seen as a 
testament to the confidence 
the parent organisation 
had in his leadership and 
management abilities.

BRUNO TURCATO
MD, EPSON AUSTRALIA
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WHICH TECHNOLOGIES DO YOU THINK WILL BE GAME 

CHANGERS IN 2018?

Absolute game-changing technologies will unquestionably 

be linehead inkjet and continuous ink systems. Current inkjet 

technology now allows you to print faster, at better quality, 

for lower costs and ‘cleaner’, with much less impact on the 

environment than inkjet ever did before. And continuous ink 

systems simply give you the freedom to print as much as you 

want at reduced costs.

WHICH INNOVATIONS ARE YOUR CUSTOMERS TELLING 

YOU THEY ARE MOST ENTHUSIASTIC ABOUT FOR THE 

YEAR AHEAD?

Our customers are excited about the incredible progression 

in projectors and projection technology, particularly in the 

education sector. Recent research showed that more than 

50% of students found content displayed on 70″ screens 

was difficult to read, with more than half writing down at least 

one item incorrectly. But current projectors and projection 

technology means you can now have crystal clear images 

well over 100″ in size for a fraction of what a flat panel display 

of that size will cost. Smartglasses, too, are now very much 

mainstream and key to a wide variety of applications, including 

drones, aerial photography, medicine, AR learning, emergency 

services operations, urban planning and much more.

WHAT WILL BE THE BIGGEST GROWTH OPPORTUNITIES 

FOR YOUR SECTOR IN 2018?

Without question the adoption of the newest linehead inkjet 

technology across the board in commercial, professional and 

office printing and production, and printers that use continuous 

ink systems. Inkjet for the office has grown up. It is inherently 

superior to the incumbent technology in almost every respect, 

especially speed, cost and energy efficiency. Moreover, it 

has a lot of potential for further refinement in the future. The 

other key growth area is in digital label printing, where you 

can now do a short run of very high-quality labels at extremely 

competitive prices.

WHAT’S ON YOUR TECH WISH LIST FOR 2018?

Epson is committed to promoting a zero-waste society, so it 

would be great to see more products such as the PaperLab 

A-8000, which is the first office papermaking system to employ 

a dry process to securely destroy used documents and 

produce new sheets of paper. Epson’s dry fibre technology 

enables paper to be produced without the huge volumes of 

water that ordinary papermaking requires. Since no plumbing 

is needed, it can be installed in a back office or anywhere else 

with available space to upcycle used paper.

ASIDE FROM YOUR OWN, WHICH ICT COMPANIES WILL BE 

THE ONES TO WATCH IN 2018 AND WHY?

It’s not hard to see that the companies that will continue to 

dominate in 2018 will be the ones that see the opportunities 

in ICT, create the infrastructure to support these opportunities 

and the software and hardware that will make them a reality 

for everyday consumers and the business world. My personal 

prediction would be to watch what comes out of Google, 

Apple, Facebook, Samsung and Microsoft, to name just a few. 

It will be the ones who can take, combine and integrate the 

worlds of AI, AR and mobile technologies that will truly lead the 

way next year.



Let TOSHIBA take care of  
all your office technology needs.

UPDATING ?
EXPANDING ?
MOVING OFFICE ?

From desktop computers and multi-function printers to network setup 
and IP telephone systems. Toshiba is the only supplier to offer  
a complete technology fit out, quickly and efficiently. 

One supplier, one contract, one easy monthly payment.

As your technology partner, we’ll take the time to understand your 
Government Department at every level. We call this Toshiba One.

Contact Toshiba to plan your next move today.

1300 794 202

www.toshiba-business.com.au 

Wireless Connectivity

PCs & Notebooks

Cloud Integration

Servers

Digital Signage

Telephony

Document Management

Software & Solutions

Point-of-Sale Terminals

Multi-Function Printers

Barcode Printers

Desktop Printers

GN0716

http://www.toshiba-business.com.au
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Prior to becoming general 
manager of the Electronic 
Imaging Division & Managed 
Services, Bret Davies was 
instrumental in setting up 
Toshiba’s Direct Business 
in Sydney and became the 
head of its Direct Operation, 
responsible for sales, service 
and administration. Before 
that he had spent 10 years 
as general manager of one 
of Sydney’s leading office 
equipment dealers.

BRET DAVIES
GENERAL MANAGER - AUSTRALIA, NEW 
ZEALAND & PACIFIC ISLANDS
ELECTRONIC IMAGING DIVISION & TOSHIBA 
MANAGED SERVICES 

LEADERS
IN TECHNOLOGY 

2018

HOW ARE AI, ROBOTICS AND CYBER THREATS 

CHANGING YOUR INDUSTRY SECTOR?

Artificial intelligence is at the forefront of the cutting-edge 

services we offer to our clients, as smart platforms dominate 

the space of process automation. As clients are continually 

searching for more efficient and cost-effective methods 

to operate their businesses, so artificial intelligence offers 

a way to take burden of the repetitive decision-making 

processes and data input away from staff. Robot Process 

Automation frees staff from these tasks, enabling them 

to concentrate on other, possibly revenue-generating, 

activities.

But with the continual digitisation of corporate data, 

cybersecurity threats are a growing concern. Efficiency 

cannot be gained at the expense of data loss or security, 

and the Mandatory Data Breach Notification Laws, due next 

year, will likely have a significant impact on businesses large 

and small.

WHAT WILL BE THE BIGGEST GROWTH OPPORTUNITIES 

FOR YOUR COMPANY AND YOUR CUSTOMERS IN 2018?

As our customers continue to look for opportunities to 

reduce their ICT capital expenditure, naturally virtualising 

their IT infrastructure in the cloud continues to look an 

attractive option. For our customers in particular, this is also 

an opportunity to take a holistic view of their business. This 

enables us to optimise and streamline their operations and 

generate exponential savings, as opposed to just a ‘lift and 

shift’ IT migration. By looking at the business as a whole, 

and not just the IT side, we’re able to help clients invest in 

the right levels of infrastructure, data protection, security 

and process workflows to help them achieve their growth 

potential.

WHAT INNOVATIONS/DISRUPTIONS ARE YOUR 

CUSTOMERS TELLING US THEY ARE MOST EXCITED 

ABOUT?

We have had a lot of excitement from customers about 

our world’s only printer with erasable toner. Toshiba has 

recognised that organisations and their staff are more 

environmentally conscious, but with productivity pressures, 

they need to be able to print quickly and effortlessly 

without the need to be away from their desks for too long. 

Combining the erasable printing technology into one 

device makes this unique technology more accessible 

to businesses and gives users time-saving benefits, 

particularly in smaller offices that often have space 

constraints. The erasable print technology enables staff 

to re-use the same sheet of paper up to five times, thus 

saving significantly on not only paper usage and cost but 

ultimately decreasing carbon footprint. The latest iteration 

of this Toshiba technology allows for printing using both 

the erasable and the more traditional non-erasable print 

process to provide customers with the choice.
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AUSTRALIA’S SMART 
COMMUNITIES FUTURE

Laurie Patton, CEO, ASCA*

AUSTRALIAN 
COMMUNITIES WILL 
BECOME BETTER 
AND SMARTER BY 
HARNESSING PEOPLE 
AND TECHNOLOGY.

E
ach November, more than 

17,000 people from 700 

cities gather in Barcelona 

to consider how to make 

people’s lives better 

by combining new ideas and new 

technologies. The Smart City Expo 

World Congress, as its name suggests, 

is the most signifi cant global event of 

its kind. Australia is one of the countries 

that sent a delegation again this year. 

We are also one of the countries poised 

to become global thought leaders in this 

fast-emerging fi eld. Adelaide, Ipswich 

and the Sunshine Coast featured in 

the Smart21 Communities of 2018 list 

recently released in New York at the 

Intelligent Cities Forum conference.

Australia has always been an 

innovation nation. We made the 

breakthrough that led to Wi-Fi, after all. 

We also invented the heart pacemaker 

and the ‘black box’ fl ight recorder. So 

it is more than reasonable to expect 

we will also be at the forefront of 

the evolution of what are known as 

‘smart cities’, or ‘smart communities’ 

as the Australian Smart Communities 

Association (ASCA) prefers to call them.

ASCA was formed originally as the 

Broadband Alliance by people primarily 

involved in local government. Over time 

it became clear that technology alone 

was not the answer. It has to be about 

people and what they see as relevant 

to improving their lives. At the heart of 

our vision is a belief in the importance 

of putting people fi rst — viewing things 

from a local perspective while also 

drawing on international experience.

Our aim for 2018 and beyond is 

to grow the organisation, broaden its 

focus and enhance our role as a sector 

leader by engaging with a wide range 

of stakeholders, including federal, state 

and territory governments — all for the 

purpose of making our communities 

more livable, more sustainable and 

more technologically empowered. In 

May 2018, ASCA will hold Australia’s 

biggest ever smart communities 

conference in Melbourne.

ASCA is focused on smart 

communities, rather than smart cities, 

for a good reason. Communities can 

encompass regional areas which 

include more than one city. Conversely, 

large cities invariably contain discrete 

and identifi able communities.

IT’S TIME

The recently released Greater Sydney 

Commission 40-year strategy aims to 

produce more livable communities within 

the existing city footprint, according to 

its authors. Sydney will morph into a 

“tripartite metropolis” — with distinctly 

separate eastern, central and western 

cities. The core of the idea is that people 

will be able to commute between home, 

work and other key locations within 30 

minutes. However, critics of the plan point 

to the need to create a huge number of 

extremely high-rise apartment buildings, 

which may or may not be how people 

wish to live.

In addition to making existing large 

cities more user-friendly, there’s scope for 

Future cities
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creating bigger communities in regional 

areas — and thereby releasing the growth 

pressure on our already overcrowded 

capitals. Forty years ago the Whitlam 

government launched the Albury-

Wodonga Development Zone, which was 

arguably one of the world’s fi rst attempts 

at creating a smart community.

There are a number of reasons why 

this decentralisation experiment failed. 

For one thing, we didn’t even have fax 

machines back then, so communicating 

with the rest of the country was by 

phone or the postal service. It’s a long 

way from Albury-Wodonga to Melbourne 

and even further to Sydney. In an era 

when meetings were held face to face, 

this was an insurmountable hurdle.

Subsequent governments haven’t 

shared the Whitlam vision and 

haven’t followed through with the 

policies required to encourage such 

developments. However, perhaps now 

is the time?

THE ULTIMATE UNITY TICKET

A fundamental question is, how do 

we move further along the pathway 

to smart communities? Clearly there’s 

a case for professionally managed 

community engagement — something 

that’s increasingly being adopted by 

government and industry. Who knows 

better what matters than the people 

who’ll live and work in tomorrow’s smart 

communities?

Connectivity is the cornerstone. 

Innovation cannot occur without it, 

and innovation is key to creating more 

intelligent cities and enriching their 

communities. It will be the smart use of 

technology that will make the di� erence. 

As we learned from the so-called ‘dot 

com’ era, creating new products is 

pointless if they fail to satisfy a genuine 

need and nobody uses them.

The US Centre for Data Innovation 

has called on national governments 

to provide assistance to communities 

via grants, collaboration networks 

and other forms of aid. It argues that 

most cities fi nd their budgets lacking 

when deploying advanced smart city 

technologies. Its report states that 

government assistance will make it 

faster, cheaper and less risky for cities to 

invest in smart infrastructure and ensure 

that smart city projects are interoperable 

so that they contribute data and 

knowledge to those in other places.

While there’s already a good 

deal of energy in Australia at local 

government level, we’ll need our states, 

territories and Canberra all on board if 

we are to become world leaders. The 

federal government’s initiatives led by 

Angus Taylor are providing additional 

momentum, and the Opposition, too, is 

developing new policies.

What’s required amounts to 

the ultimate ‘unity ticket’. We need 

politicians from all parties and 

from every level of government to 

come together. We need innovative 

companies with new technologies. And 

we need people to be at the centre 

of the decision-making about how we 

create smart communities.

Connectivity is the cornerstone. Innovation 
cannot occur without it, and innovation is key 
to creating more intelligent cities and enriching 
their communities.

*Laurie Patton was CEO/Executive 
Director of Internet Australia from 2014 
to 2017. In October 2017 he became the 
inaugural CEO of the Australian Smart 
Communities Association.



High speed,   
low downtime. 
Now at your 
 regional office   
or problem site.

macquarietelecom.com/sd-wan/introducing-sd-wan/

Why should your regional offices or hard-to-access  sites 
struggle with slow network speeds and frequent downtime? 

Your head office doesn’t.

Macquarie Telecom SD-WAN introduces clever Multi-Path 
technology to combine two or more standard internet links into 
 a high-speed, high-uptime data pipe. Which means? Glitch-free 

VoIP calls, clear video conferences that don’t drop out, and 
consistently fast performance for business-critical apps like 

 Office 365, SharePoint and Azure.
 

High speeds are only as good as the uptime that delivers them. 
Macquarie Telecom SD-WAN brings productivity-crippling 

downtime close to zero. And because we’re the only SD-WAN 
company offering true carrier diversity, you can relax knowing 
that if one link fails completely, another independent link  will 

instantly keep your people productive.

Call us on 1800 004 943 to find out how 
 we’re making networks work.

http://www.macquarietelecom.com/sd-wan/introducing-sd-wan/
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Luke Clifton is the Group 
Executive for Macquarie 
Telecom, a business of 
Macquarie Telecom Group, an 
Australian data centre, cloud, 
cybersecurity and telecom 
company for mid-to-large 
business and government 
customers. He is an 
information communications 
and telecoms leader with 
more than 20 years’ industry 
experience.

LUKE CLIFTON
GROUP EXECUTIVE, MACQUARIE TELECOM
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WHICH TECHNOLOGIES OR INNOVATIONS DO YOU 

THINK WILL BE GAME CHANGERS OR REACH MATURITY 

IN 2018?

It’s no major surprise, but investment in cloud services will 

soar in 2018, particularly among mid-to-large Australian 

businesses, which to date have been slower to adopt. We’re 

on a hybrid cloud journey, and hybrid networks are now 

following — hence why we’ll also see further investment in 

SD-WAN to create an all-round hybrid set-up. We’ve placed 

these growth areas firmly into our business plans — our 

recently launched SD-WAN services are being used by 

more than 150 customers across Australia and we’re adding 

to that every week. We’ll also build or buy additional data 

centre capacity in 2018 to help customers develop cloud 

strategies, and our new ASD accreditation for PROTECTED 

Government cloud services will provide an effective outlet 

for government organisations to manage highly sensitive 

cloud workloads.

WHICH ICT INNOVATIONS OR DISRUPTIONS ARE YOUR 

CUSTOMERS TELLING YOU THEY’RE MOST CONCERNED 

ABOUT IN THE YEAR AHEAD?

Cloud really ticks both of those boxes — our customers 

are gravitating to more and more cloud services to create 

new digital services that improve their own customer and 

staff experience. We’re investing in our cloud business to 

cater for that. With cloud, however, comes new risks around 

security and compliance — Australian businesses need to 

be conscious of these risks and work with providers who 

can help them navigate them and keep data and mission-

critical applications secure at all times.

WHAT WILL BE THE BIGGEST GROWTH OPPORTUNITIES 

FOR YOUR COMPANY AND YOUR CUSTOMERS IN 2018, 

AND WHY?

Next year we’re going to double down on our #SoUnTelco 

campaign, which focuses on humanising our business, 

separating ourselves from our competitors, delivering better 

and people-orientated customer service, and hiring locally. 

It’s been a major factor in growing our business consistently 

over a number of years and having our net promoter score 

(NPS) rise to almost +70. Driving this campaign further, 

continued investment in new services such as SD-WAN and 

our new ASD accreditation for PROTECTED Government 

cloud services represent our biggest opportunities to 

continue growth in the year ahead.

WHAT’S ON YOUR TECH WISH LIST FROM INDUSTRY, 

REGULATORS AND INNOVATORS IN 2018?

We’d like to see more investment in Australian jobs and 

Australian people. The country is facing a real brain drain 

in terms of our tech and telecoms talent pool, and these 

are areas where there is huge potential for growth and 

becoming a world leader. We’ve made the conscious 

decision to keep our contact centre and engineering 

support teams on-site right here in Australia. We’re also 

partnering with Australian universities to try and harness 

this talent and give young students the chance to develop 

successful careers.

It’s important to recognise that much of this undiscovered 

or underutilised pool of talent comprises women. We need 

to do more to support women in technology from childhood 

all the way through their careers. We’re partnering with 

LiveHire, an Australian hiring platform aiming to create 

a community of 100,000 women countrywide who are 

interested in technology, but might not have the right skills, 

and help to bridge that gap.
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IS YOUR DATA
DRIVING 
CLIMATE 
CHANGE?

Glenn McPherson, NetApp

GREEN, EFFICIENT AND CLEAN 
STORAGE WILL BUILD OUR 
PARTNERSHIP WITH THE PLANET, 
NOT RUIN IT.

I .T. can save the world. Okay, 

maybe that sounds a bit 

ambitious, but just hear me out. 

You might be surprised to hear 

that despite recently committing 

to the 2020 target of reducing 

greenhouse gas emissions, Australia’s 

energy emissions have recently pushed 

to a record high. While we only generate 

about 1.5% of global emissions, we 

remain one of the world’s largest 

Environment

emitters of greenhouse gases on a per 

person basis.

If we’re going to meet our 

commitment, we need to look at the 

sources of the emissions and how 

to cut back. While initiatives such as 

Adelaide’s push to be the world’s first 

carbon-neutral city are a big step in 

the right direction, it’s only the start. 

IT may not be a typical CO2 villain, 

but there is still plenty of room for 

improvement in the industry, starting 

with the data centre.

CLIMATE CHANGE THROUGH DATA

Data centres require significant energy 

to operate and, in most cases, they are 

powered on at full capacity, around 

the clock. Because of this, they tend 

to overheat and need a continuous, 

intensive cooling system, wasting up to 

90% of the power they actually need. 
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Currently, data centres consume only 

3% of the global electricity supply, but 

this is growing at a rate of 12% per year 

— putting an enormous strain on energy 

supplies and threatening efforts to 

contain global warming.

As the volume of data grows and 

demands on IT systems increase, the 

industry needs to become conscious of 

controlling its carbon footprint. Annual 

global IP traffic is expected to reach 

two zettabytes per year by 2019, when 

global internet traffic will be 66 times 

that of 2005. At this rate, it won’t be long 

before IT hardware, particularly storage, 

emerges as the new threat in climate 

change discussions. Enterprises should 

be evaluating these climate risks and 

adopting a strategic approach to green 

IT and sustainability now, in order to 

remain competitive in the future.

REVOLUTIONARY

Will storage deliver the next green 

innovation? My contention is that it 

should. While the carbon footprint of the 

IT industry is part of a bigger ‘greener 

ICT’ strategy, data growth and storage 

have a direct correlation. As the volume 

of data goes up, so does the need to 

store all this data and, consequently, the 

demand for data storage systems.

The good news is the industry is 

already thinking along these lines. 

Green data storage is a priority for many 

businesses, albeit for the deeply practical 

aim of saving money. Measures to reduce 

the use of hazardous materials, maximise 

energy efficiency, enable better product 

life cycle management and increase the 

use biodegradable components are all 

helping IT go green. Organisations are 

also more closely adhering to energy 

standards when procuring new IT, and 

are at least considering renewable 

and cleaner sources to power their 

infrastructure.

But in addition, there are a few 

storage-specific measures that can 

have a deep impact on minimising 

environment impact:

•	 Reducing data redundancy: 

Today, companies store data 

(and multiple copies of this data) 

in various formats. This may be 

necessary from a compliance and 

business continuity point of view, 

but it multiplies the cost (and energy 

consumption) manifold. Finding 

ways to secure the data such that 

fewer copies need to stored, and in 

efficient formats, will go a long way 

in minimising storage needs.

•	 Avoiding overprovisioning: With 

planning cycles being fairly long, 

most organisations generally over-

anticipate requirements and invest 

in storage even before the actual 

need arises. As a result, they end 

up incurring substantial energy 

costs for hardware that is just sitting 

idle. Technologies that allow for a 

‘grow as you need’ approach — eg, 

virtualisation, cloud— can help 

resolve this issue.

•	 More efficient technology: Newer 

data storage technologies offer 

the most efficient way to store 

data, often without the need for 

any compression or de-duplication 

technologies. And the good news 

is that they become more cost/

energy-efficient as the volume of 

data goes up.

Tech innovations have dramatically 

improved our day-to-day life, but they 

have also placed ecological and social 

burdens on the planet. With businesses 

and consumers producing more data 

than ever before, the next decade will 

be all about storage. If we focus on 

ensuring that our systems are green, 

efficient and clean, we can grow our 

businesses in partnership with the 

planet, not at its expense.

Currently, data centres consume only 3% of 
the global electricity supply, but this is growing 
at a rate of 12% per year.
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http://www.logmeinremotesupport.com
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Lindsay Brown joined LogMeIn 
in January 2014, leading 
the business to become 
the fastest growing region 
globally for 2015. He brings 
more than 19 years of sales 
and executive management 
experience to the company, 
with a successful track record 
in growing and scaling both 
emerging and established 
multinational technology 
firms.

LINDSAY BROWN
VP, ASIA PACIFIC, LOGMEIN
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WHICH TECHNOLOGIES OR INNOVATIONS DO YOU THINK 

WILL BE GAME CHANGERS OR REACH MATURITY IN 2018?

Artificial intelligence has taken the technology industry by 

storm this year and will be taking its next big step in adoption 

and technology maturity in 2018. In customer engagement, for 

example, we’re seeing more companies launching successful 

AI projects that will provide a clearer path to success for other 

companies to jump on board. From a technology perspective, 

we’ll see reactive automation move to proactive use cases that 

will help turn service engagements into sales opportunities 

and see deeper contact centre integrations.

At LogMeIn, we recognised the impact AI would have 

on customer engagement, and for that reason acquired an 

innovative AI and digital customer service company, Nanorep, 

earlier in 2017. Now part of our Customer Engagement and 

Support portfolio, Nanorep harnesses AI and patented natural 

language processing technologies to create solutions that 

make self-service — across engagement channels — more 

personalised and intuitive.

HOW ARE AI, ROBOTICS AND CYBER THREATS CHANGING 

YOUR INDUSTRY SECTOR?

Cyber threats aren’t slowing down and our customers are 

looking for every way possible to ensure their organisations 

and customers are protected. The devastation caused by 

global cybersecurity incidents, particularly ransomware 

attacks, has led to widespread concern and the establishment 

of legislation, such as Australia’s incoming Notifiable Data 

Breaches Act, to encourage companies to be more transparent 

with the safety of business data and to beef up their security 

practices.

As human factors and passwords are the weakest links 

in the cybersecurity chain, password management tools are 

increasingly sought after as a fundamental first line of defence 

against cyber threats. LastPass’ recent Password Expose 

research revealed that the average 250-employee company 

manages around 47,750 passwords across their organisation, 

correlating to the same number of possible breach points 

that must be secured. Aligned with this reality, our customers 

have also expressed a desire for new ways to authenticate 

themselves and further protect their passwords and other 

valuable information.

WHICH ICT INNOVATIONS OR DISRUPTIONS ARE YOUR 

CUSTOMERS TELLING YOU THEY ARE MOST WORRIED 

OR ENTHUSIASTIC ABOUT IN THE YEAR AHEAD?

Particularly in the customer engagement landscape, our 

customers are excited about all the possibilities AI can bring 

to their business, including the ability to provide exceptional 

support at scale without overburdening the contact centre 

or shattering budgets. As with any new technology, there 

are always questions about onboarding and ROI, but 

modern AI technologies, like Nanorep, can get up and 

running and provide real results in weeks, rather than years. 

We have a number of customers in a range of industries, 

from retail to travel to financial services, using AI to help 

make their customer experience better and more efficient.

And for those worried about AI eliminating jobs, don’t be. 

Exceptional customer engagement depends on delivering 

the right balance of people, process and technology. There 

will always be a need for human-to-human interactions, 

though roles may change and become more challenging. 

For many companies, AI is taking the burden of repetitive 

queries taken off the plates of customer service agents, who 

are then freed up to concentrate on higher value customer 

interactions.
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UNDER ATTACK
Dylan Bushell-Embling

CANBERRA WANTS 
BUSINESSES TO 
REPORT CYBER 
ATTACKS TO HELP WITH 
EFFORTS TO COUNTER 
THE PROBLEM.

In the wake of new research 

showing that cybercrime 

impacting Australians is 

becoming more common 

and alarmingly sophisticated, 

the federal government has urged 

businesses to speak up when they are 

targeted.

The Australian Cyber Security 

Centre’s (ACSC) 2017 Threat Report 

found that cybersecurity incidents 

identified by the centre grew 15% in the 

past 12 months to 47,000. More than half 

of these were online scams or fraud, and 

such attacks grew more than 22%.

One type of online scam alone 

— CEO fraud or business email 

compromise — cost Australian 

businesses a combined $20 million 

during the 2017 financial year, up from 

$8.6 million the prior year.

Meanwhile, during the financial 

year the ACSC reported 7283 

cybersecurity incidents affecting major 

security businesses, 734 affecting 

critical infrastructure providers and 

671 incidents affecting government 

Cybersecurity

networks considered serious enough to 

warrant an operational response.

Cybercriminals are also widening 

their nets and setting their sights on a 

wider range of potential victims. The 

report found that attacks on non-

traditional targets — such as businesses 

in the automotive, accommodation and 

hospitality sectors — grew by around 

50% last financial year.

But despite the growing prevalence 

of attacks, Minister Assisting the 

Prime Minister on Cyber Security Dan 

Tehan said cybercrime remains an 

underreported problem, with many 

crimes flying under the public radar.

In an address to the National Press 

Club, Tehan urged victims of cybercrime 

to come forward, stating that business, 

government and the public must work 

together to tackle the mounting threat.

“When your house or car is broken 

into, you report it to the police. We must 

have the same mindset when it comes 

to cybercrime,” he said.

“Of the reported incidents that 

impacted business, fewer than 60% 

came forward to report what had 

happened. For the other 40%, the 

incidents were identified by the ACSC… 

The fear of public reaction to being a 

victim of a cybercrime is something that 

all businesses can understand [but] 

in the public eye, honesty is a better 

approach than a cover-up.”

The headline-grabbing cyber attacks 

of recent months, such as the WannaCry 

and Petya ransomware outbreaks, also 

show that criminals are increasingly 

exploiting known vulnerabilities, Tehan 

said. This means that even detecting 

and plugging security holes is not 

enough, businesses and individuals 

must be brought on board and 

convinced to apply the fixes.

A coordinated response is particularly 

important in light of the growing 

sophistication of the cybercrime business. 

Tehan noted that attackers have become 

so successful that they have started to 

adopt franchise models, including by 

selling exploit kits and attack applications 

to others without the technical skill to 

create them on their own. Others are 

offering ransomware, data theft and 

spyware as a service on the dark web.

“As the 2017 Threat Report shows, 

each day, there are Australian 

businesses that are being robbed, held 

to ransom or shut down. In the next 

12 months, there will be more globally 
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signifi cant attacks. There are new 

cyber threats on the horizon, such as 

cyberterrorism,” Tehan said.

“They all pose a danger of 

financial and social damage. It is why 

cybersecurity must become second 

nature to all Australians. It is why we 

must follow the simple steps to keep 

ourselves safe online. It is why we 

must report when we are hit. In the 

end it is up to all of us — government, 

business and individuals — to take the 

fight to criminals online and keep all 

Australians safe.”

Sense of Security COO and 

co-founder Murray Goldschmidt 

agreed that Australian businesses 

and organisations need to step up 

their security game in response to the 

growing scale and sophistication of the 

cyber threat.

“The problem is, we’ve become 

cybersecurity box tickers. For example, 

penetration testing, which is crucial to 

identifying holes in an organisation’s 

security, has become commoditised 

and now more frequently used simply 

to ensure risk audit checkboxes are 

met. This means each year, businesses 

conduct the same test and receive the 

same results,” he said.

“This narrow-minded approach is 

leaving businesses open to all kinds 

of new social engineering techniques. 

We need to think more broadly about 

cybersecurity and look at going beyond 

ticking boxes to see where the business 

is susceptible to attack, whether through 

social engineering, physical breaches or 

digital attacks.”

Webroot Senior Information Security 

Analyst Dan Slattery said the company’s 

own research indicates that a cyber 

attack on an Australian business with 

between 100 and 499 employees costs 

an average of nearly $1.9 million.

“The [ACSC] report’s fi ndings 

demonstrate that simply relying on threat 

lists, virus signatures and simplistic rules 

for protection is wholly insu�  cient. Proven, 

real-time machine learning-based analysis 

that includes an understanding of threat 

behaviour and context is necessary for 

accurate decision-making and protection 

from today’s threats,” he said.

As the 2017 Threat Report shows, each day, 
there are Australian businesses that are 
being robbed, held to ransom or shut down.
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With over 16 years’ experience 
in the ICT industry, Deutsch 
is responsible for the overall 
performance and expansion of 
Equinix’s business and opera-
tions in Australia.
Prior to Equinix, Deutsch was 
General Manager Products at 
Unwired, managing product 
strategy, alliance partnerships 
and user experience delivery.
Deutsch holds a Bachelor of 

Economics and Information Systems from the University of New 
South Wales.

JEREMY DEUTSCH
MANAGING DIRECTOR, EQUINIX AUSTRALIA

LEADERS
IN TECHNOLOGY 

2018

WHICH TECHNOLOGIES OR INNOVATIONS DO YOU THINK 

WILL BE GAME CHANGERS OR REACH MATURITY IN 2018?

The rise of digital payment applications will continue to evolve 

the payments landscape. Technologies that are easing P2P 

transactions and enabling mobile wallets are providing new ways 

for businesses, banks and consumers to move money and pay for 

goods and services. Although the traditional debit/credit and cash 

options still prevail in some markets, the ecosystem that uses them 

has vastly expanded due to mobile technologies and open APIs.

The Internet of Things (IoT) has continued to grow and develop 

since its inception, and new technologies and deployments will 

be embedded across all industries. Smart Cities and the Industrial 

Internet will need IoT technologies to come to fruition while IoT 

plays a key part in creating and collecting our ever-expanding 

world of data.

For businesses to access, analyse and protect the IoT data 

explosion, real-time, direct and secure interconnection is required.

WHICH ICT INNOVATIONS OR DISRUPTIONS ARE YOUR 

CUSTOMERS TELLING YOU THEY ARE MOST WORRIED OR 

ENTHUSIASTIC ABOUT IN THE YEAR AHEAD?

Over the last couple of years, businesses have been going 

through digital transformation and were looking at where they 

needed to be now but also where they would need to be in the 

future. In Australia we are seeing increased uptake of hybrid 

and multi-cloud as companies connect to multiple networks to 

accelerate their business processes and innovation.

Equinix provides interconnection with cloud exchange services 

to allow customers to connect with other cloud providers, such 

as Amazon and Microsoft, in one location. It is important for 

companies to think about how they build their architecture now 

so they can then replicate it in other markets and set themselves 

up to accelerate innovation. This will dramatically increase 

their opportunities to capture more market and drive business 

productivity.

WHAT WILL BE THE BIGGEST GROWTH OPPORTUNITIES 

FOR YOUR COMPANY AND YOUR CUSTOMERS IN 2018, 

AND WHY?

The growth of IoT, cloud, AI, security, and mobile trends is 

creating a proliferation of data and the need for interconnection. 

Businesses are trying to integrate and manage multi-cloud 

environments, application development tools, distributed data 

sources and new dynamic data types with workflow and data 

analytics engines to increase productivity and reveal business 

insights faster, all of which can prove to be a challenge. Enterprises 

are looking to outsource to solve their multi-cloud management 

problems.

The Asia–Pacific region expects to see more than four-fold 

growth in interconnection by 2020 as digital business embraces 

the ability to share private data and conduct scalable business. 

Interconnection enables new opportunities for businesses to 

leverage new technologies and spur greater innovation.

WHAT’S ON YOUR TECH WISH LIST FROM INDUSTRY, 

REGULATORS AND INNOVATORS IN 2018?

•	 As the workforce is now well and truly steeped in digital 

technologies, we need to enable the ability to interconnect so 

businesses can accelerate their productivity and innovation 

abilities.

•	 The deployment of new submarine cables in 2017 has been 

exciting for Equinix as we support the landing points for these 

connections that enable companies to share data between 

different countries, as well as implementation of additional 

submarine cables.

•	 Equinix hopes companies changing their IT architecture will 

really consider the locations they need upfront and choose the 

most cost-effective and secure environment to gain access 

to the many platforms and services required for business 

efficiency and accelerated innovation. For businesses to 

become leading companies in their industries they need to 

think and leverage interconnection.
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YOUR  
DISASTER PLAN’S 
MISSING LINK

Energy security

John Atherton, General Manager, Power Quality ANZ, Eaton

ELECTRICAL 
INTERRUPTIONS CAN 
SPELL DISASTER FOR 
YOUR BUSINESS, SO IT 
PAYS TO NOT OVERLOOK 
THE IMPORTANCE 
OF POWER SUPPLY 
CONTINUITY.

T
he exponential growth in 

workplace digital devices 

means that having a 

disaster recovery plan for 

IT systems is critical for 

any business that wants to succeed. Yet 

the way we talk about disaster recovery 

is outmoded; discussion tends to focus 

on backing up as much data as possible 

(through cloud or physical storage) and 

minimising recovery time.

No-one disputes the importance of 

this process, but there is another key 

factor that’s often overlooked — namely, 

the power supply.

The ability to monitor and control 

power so that you can spot potential 

issues and resolve them, before they 

have a chance to escalate, is becoming 

an increasingly important tool, particularly 

in Australia’s current energy climate.

Research from Pricewaterhouse 

Coopers suggests that power outages 

can have widespread ongoing 

consequences for IT systems — more 

than 33% of companies take more than 

a day to recover and it can take up to 48 

hours to reconfigure a network.

More disturbingly, 90% of companies 

that experience a computer disaster 

and don’t have a survival plan go out of 

business within 18 months.

With this in mind, there are two 

key considerations small to medium 

businesses (SMBs) should keep in mind 

when preparing their own IT system 

disaster recovery plan.

POWER DISRUPTIONS

Power disruptions are on the rise in 

Australia, with 2016 seeing a 46% 

increase in reported power outages 

around the country compared with 

the year before. There are multiple 

contributing factors — a growing 

population and an increased reliance on 
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technology among them — but perhaps 

the most critical factor is the current 

transitional state of the energy market.

As providers look to incorporate 

more renewable options alongside 

traditional fossil fuels, teething problems 

are inevitable. Though most are likely 

to be resolved in the long term, it still 

presents SMBs with power disruption 

challenges in the present.

Maintaining a continuous power 

supply becomes especially important for 

businesses that use large-scale physical 

storage, such as data towers. Some 

kind of cloud storage in addition to 

physical media is always advisable, but 

many businesses understandably value 

the relative convenience and speed 

that towers can provide when rapid 

restoration is required.

Power disruptions typically last 10 

seconds or less, which doesn’t sound 

like a major issue in and of itself. But 

even these short gaps are enough 

to cause resets, restarts or damage 

to electronic equipment. Suddenly, a 

10-second interruption can turn into 

20 to 30 minutes of workday loss as 

systems are rebooted and devices 

restarted — and that’s assuming none 

of them were damaged by the power 

disruption in the first place.

This doesn’t even account for the 

potential data loss that can occur when 

systems are abruptly switched off; 

recreating lost work may take hours, or 

even days.

Of course, power outages are 

unpredictable. But an uninterruptible 

power supply (UPS) can help maintain 

the performance of devices and the 

security of stored data. In many cases 

they can actually help avoid the issue 

in the first place by maintaining a 

continuous supply, minimising the 

likelihood of an outage and enabling 

you to conduct business uninterrupted.

POWER FORECASTING

When SMBs look at expansion, future 

power needs are often low on the list of 

considerations. Many businesses simply 

don’t think about it, with the possible 

exception of the potential impact on 

bills. But to better secure the future of 

your business, you need to guarantee 

supply and factor in room for growth.

This applies even more so if 

the business is set to move to new 

premises. Power supplies across the 

country are not necessarily created 

equal, and there’s not always a 

guarantee that a new location will be 

able to provide all of your power needs.

So, prior to undertaking any steps 

towards growth, power considerations 

should also be closely considered — 

not just for the immediate future, but 

projected for the next two years. With 

these calculations in mind, it’ll be much 

easier to ensure power problems are 

much less likely.

The good news is that innovative 

solutions are on the way. One of the 

more interesting possibilities is power 

storage. We’re all familiar with it at a 

personal level through household 

batteries, and backup generators 

have been standard procedure for 

some industries for decades (eg, 

hospitals) — but modern power storage 

looks to replicate such technologies 

on an industrial scale, and in a more 

convenient and intuitive fashion. It’s 

likely to become more prominent in 

coming years.

LOOKING FORWARD

Ultimately, IT managers and CIOs 

are responsible for the efficacy of 

any disaster recovery plan their 

organisation undertakes. The real-

world implications for overlooking the 

power supply can be catastrophic, 

costing time, money and potentially 

even the lifespan of the business itself 

— it’s tantamount to ignoring something 

as basic as antivirus protection.

With Australia’s energy situation 

and ongoing supply currently in 

something of a flux — yet prices still 

steadily rising — it has rarely been 

more important to ensure a steady 

power supply for your business.

Power isn’t just a convenience; 

it’s vital to the ongoing survival of 

businesses and the wider economy. If 

you don’t have power, you don’t have 

connectivity. Investing now may save 

your business in the near future.

Power isn’t just a convenience; it’s vital to 
the ongoing survival of businesses and the 
wider economy.
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frame relay and E1/T1? The answer is: not 
really, or at least not yet.

While technology is changing faster 
than ever in today’s app-centred culture, 
businesses aren’t able to just ditch 
what they have and invest in every new 
technology that comes their way. MPLS 
may have more or less killed off its 
predecessors, but not overnight.

It’s also important to remember that 
MPLS is still a very relevant technology 
— Australia’s CBD, metro areas and data 
centres have access to fibre-abundant 
infrastructure. This availability of 
low-latency, high-quality links reduces 
the potential improvements SD-WAN 
can provide if there is less importance 
placed on the visibility and control of 
applications.

The flipside of this is remote locations, 
where SD-WAN will make its biggest 
impact in this early development stage. 
Many regions in Australia are still starved 
of fast and effective connectivity, severely 
hampering business development. 
SD-WAN can optimise any network, and 
this can go a long way to mitigating 
that disconnect without large upfront 
expenditure in network infrastructure.

We’re in a crossover or ‘hybrid 
networking’ state at the moment. SD-
WAN will continue to grow and threaten 
MPLS for a long time, but the legacy 
technology will remain. So it’s important 
that providers offer solutions that enable 
businesses to use a mix of networking 
technologies that work for them and 
support the bottom line.

Opinion

Nathan Hill, Head of SD-WAN Sales and 
Technical Consulting, Macquarie Telecom.

There’s been a lot of buzz in the SD-WAN 
space lately, with telcos of all shapes 
and sizes getting in on the action and 
launching SD-WAN services for their 
customers. The growing popularity 
and hype around it naturally makes us 
question what it means for the current 
technology, multiprotocol label switching 
— or MPLS, as it is better known.

The name might not resonate with 
everyone, but MPLS technology has been 
at the core of all networks in Australia for 
a long time, meaning it’s been essential 
to everything from internet connectivity 
to voice and video calls, emails and 
many more essential applications that 
businesses use daily.

MPLS forged the ability for businesses 
to centralise applications away from 
main branches into data centres of all 
shapes and sizes, and ensured that 
services such as VoIP could exist and 
provide better communication and real 
business benefits.

SD-WAN can now do all of that and 
more, without the need for dedicated 
— and often complicated — MPLS 
links. This speeds up the deployment 
procedure and pushes routing and 
other important networking decisions 
to an application level through never-
before-seen smart and speedy software. 
Crucially, it improves visibility, automation 
and prioritisation of the types of data 
businesses support and use every day.

So, does this evolution in networking 
technology spell the end for MPLS, just 
as MPLS and Ethernet did for the likes of 

WHAT SD-WAN 
WILL MEAN FOR 
NETWORKS

Opinion

WE’VE LONG LIVED 
IN AN MPLS WORLD, 

BUT SD-WAN IS 
NOW BREATHING 
DOWN ITS NECK.
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Smart energy 
meters

SATEC’s meters are feature rich encompassing time of use (TOU) tariff 

functions, demand capabilities, communications for automatic meter 

reading (AMR), import and export of power, data logging capabilities, 

real-time clock (RTC), disconnect/reconnect capability, read and write in 

registers for remote control, communications for the internet of things (IoT) 

as well as reprogramming and analysis of data for forensic investigation.

SATEC’s EM133-AR with four-quadrant measurement and interval data 

logs meters record energy or other electrical measurements at 15, 30 or 60 

min intervals, or other defined intervals of time, providing date/time stamp 

of recorded data. The meters incorporate event logs providing additional 

information and date/time stamping for analysis in the event of problems such 

as voltage outages or reprogramming by unauthorised personnel. It complies 

with both NMI and NEM market metering requirements ensuring fit for purpose 

for Type 2, 3, 4 installations and Type 5 and 6 installations upon request. 

Communications include RS485/Modbus as standard, with optional Ethernet 

TCP/IP module which can be added in the field for future communication (IoT).

SATEC (Australia) Pty Ltd

www.satec-global.com.au

Recruitment system
Recstra’s Certified Recruiter system connects clients with recruiters 

who work at an hourly rate, from anywhere in Australia. Certified 

Recruiters take a fully detailed job brief and follow the Recstra 

Recruitment Quality Assurance Process with complete transparency 

every step of the way. The Recruiter and their work is quality 

guaranteed, can save clients up to 80% on traditional fees and 

provides a fully itemised weekly invoice. Clients can stop the 

process whenever they like, and if it they’re not satisfied with the 

work they get a full credit.

Recstra

www.recstra.com
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