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 Insider
turning adversity into advantage
Finding ways to overcome data security problems presents a golden 
opportunity for Australian technologists to turn risk into gain.

So, the Notifiable Data Breach era is finally here. As of the time of writing,there 
had been only a handful of reports of notifiable breaches occurring  — a good thing, 
surely. But why so few? Is it simply the calm before the storm? Perhaps enterprises 
have beefed up their security and given their staff extra training in vigilance? Or 
have hackers now decided that there’s more money to be made from cryptojacking 
and coinmining? Whatever the reason, it’s a more-than-fair bet that the peace and 
quiet won’t last long — there’s really no reason to think that the incessant major 
(and minor) breaches to which we’ve become accustomed are going to go away 
anytime soon.

The threat of punitive action if the NDB legislation is contravened is one way 
in which enterprises can be encouraged to improve their security systems. But 
what else can be done? Given some of the I-wouldn’t-believe-it-if-it-weren’t-
true lapses that have led to recent huge data breaches (eg, Equifax), it would 
seem that the most basic of security measures are too hard for even some of 
the largest data-holders on the planet to manage.

Could blockchain be the answer? Many researchers are saying that 
distributed ledger technology holds the promise of ushering in a new era of 
almost-impossible-to-compromise secure identity systems. Perhaps when it can 
be combined with the long-awaited arrival of quantum computing, blockchain-
like technology could largely solve the security issues associated with system 
intrusion, identity theft and data loss once and for all.

Both private enterprise and the public sector are taking blockchain very 
seriously — witness the recent visit to Sydney of a delegation of around 50 
high-level Chinese government and industry experts, all of them keen to learn 
from Sydney FinTech start-ups and share their knowledge. Australia already has 
great expertise in this sector, and stands to gain a lot from this field, turning the 
challenge of adversity into an opportunity for advantage.
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Data's D-Day 
has DawneD

witH AustRAliA's 
notiFiABle dAtA 
BReACH legislAtion 
now in FoRCe, wHAt 
sHould you do to 
Avoid A $1.8M Fine?

a ustralia’s Notifiable 

Data Breach (NDB) 

legislation is now 

in effect, but many 

organisations remain 

unprepared to deal with the new 

mandatory reporting rules and will need 

to make wide-reaching changes to their 

security policies and practices.

The NDB scheme applies to all 

Australian government agencies as well as 

all businesses and non-profit organisations 

governed by the Privacy Act.

These include all organisations 

with an annual turnover of more than 

$3 million, plus a number of smaller 

businesses including health service 

providers, businesses that buy or sell 

dylan Bushell-embling

Data security
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personal information, credit reporting 

bodies and government-contracted 

service providers.

Failure to comply with the new 

legislation will put companies at 

risk of fines of up to $1.8 million for 

organisations and $360,000 for 

individuals, which could be crippling to a 

smaller company.

Any data breach that involves the 

exposure of personal information 

likely to result in serious harm must 

be disclosed to both the Office of 

the Information Commissioner and to 

affected individuals.

The scheme also requires 

organisations to make a “reasonable 

and expeditious” assessment of any 

suspected data breaches within 30 

days of becoming aware of a potential 

incident.

The impact of the scheme could 

be wide ranging — research from 

Forcepoint published last year found 

that more than 90% of ASX-listed 

businesses, government departments 

and large NGOs were exposed to a data 

breach in 2016.

Are you reAdy?

The NDB scheme passed the Senate in 

May after being introduced in 2016. The 

previous government had attempted to 

pass its own version of the scheme in 

2013, but it failed to pass the Senate.

But while the NDB legislation 

has been a long time coming, many 

Australian organisations remain 

ill-prepared. Recent research from 

Canon Australia found that three in five 

businesses that will be governed by 

the new legislation are unaware of the 

scheme and what it means for them. 

This increases to four in five for small 

businesses.

A CyberArk survey from December 

found that 50% of organisations did 

not fully disclose data breaches to 

customers, 44% are only partly prepared 

to meet the guidance timings for a 

breach investigation and notification, 

and 41% of Australian business leaders 

report not having sufficient knowledge 

about security policies.

Similar research from consultancy 

MinterEllison indicates that just 40% of 

Australian organisations have prepared 

for the NDB scheme by reviewing their 

policies, data breach response plans 

and security controls. In addition, only 

54% of organisations have a cyber risk 

response plan in place, although uptake 

of cyber insurance has grown from 39% 

in 2016 to 62% in 2017.

“Our findings show that while most 

Australian organisations are well aware 

of cyber risk and the need to address 

it, much remains to be done to increase 

their resilience to meet requirements of 

the NDB Scheme,” said Paul Kallenbach, 

MinterEllison partner and head of cyber 

security.

“Our firm recommends organisations 

focus on understanding and 

documenting their data and information 

flows; prepare, test and update their 

incident response plans; and provide 

regular training to staff at all levels. It’s 

vital they do this, as cyber attacks are 

here to stay and pose a serious risk 

issue for government and business.”

Chris Hockings, IBM Security master 

inventor, said many organisations will 

struggle to find the skills needed to 

detect and respond to data breaches.

“With the increased accountability 

of boards to cybersecurity incidents, an 

organisation requires a proactive security 

approach. To meet the obligation of 

the Privacy Act and to meet customers’ 

expectations, acting with speed and 

precision are essential,” he said.

“The introduction of Australia’s 

Notifiable Data Breach scheme is a 

welcome addition to our ongoing fight 

against cybercrime, and for it to be 

a success requires all businesses to 

take a renewed approach to managing 

their security defences, to ensure that 

personal information is adequately 

protected. IBM recommends businesses 

in Australia build a risk-based approach 

to cybersecurity around three pillars — 

detect, protect, respond.”

AlwAys prepAred

Splunk area VP for ANZ Simon Eid 

added that the scheme should serve as 

a reminder that organisations should 

constantly be reviewing their security 

infrastructure. >>
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“Now is the time for the C-suite to 

consider whether they need to shift their 

approach to security within the business 

as a whole, in order to comply. By taking 

steps now to ensure data is secured and 

managed appropriately, organisations 

can decrease the likelihood of a data 

breach,” he said.

“Having access to and analysing 

all data is integral to detecting where 

a data breach may have occurred. 

The next step is implementing a clear 

data breach response plan so the 

right people can take steps to mitigate 

the situation, which includes notifying 

individuals whose data has been 

exposed.”

According to Centrify senior director 

for APAC sales Niall King, a response 

plan should be guided by the answers 

to six questions, the first of which are 

who is responsible for the potential 

corporate impact of a data breach and 

who is responsible for preventing data 

breaches.

Other pertinent questions are 

whether passwords being used by 

employees are strong enough, what 

happens when IT security is breached, 

what happens to security credentials 

when an employee leaves a company 

and how prepared an organisation is for 

the NDB scheme.

Even those organisations that are 

making efforts to improve their security 

posture may be focused on the wrong 

areas. A survey from Fortinet indicates 

that poor security hygiene is the root 

cause of a substantial portion of data 

breaches, with respondents stating that 

31% of breaches experienced in the 

last two years were the result of social 

engineering, ransomware and email 

phishing.

But only 15% of Australian IT 

decision-makers (ITDMs) ranked 

employee training as their top 

cybersecurity investment priority, and 

just 20% nominated implementing 

security policies and processes.

“ITDMs continue to prioritise the 

maintenance and upgrade of their 

cybersecurity solutions in an attempt 

to combat today’s cybersecurity 

adversaries. Although important, other 

security best practices within their 

broader cyber and technology strategy 

are still missed opportunities,” said 

Patrice Perche, Fortinet senior executive 

vice president for worldwide sales and 

support.

“In particular, the urgency to prioritise 

security hygiene, educate with broader 

awareness or implement security 

approaches that leverage automation, 

integration and strategic segmentation 

is critical to defend against the highly 

damaging internet attacks possible in 

our near future.”

risk profile

Australian millennials in particular 

display an alarmingly laissez-faire 

approach to security in the workplace, 

Forcepoint research suggests.

A survey from the company found 

that 72% of young Australian adults 

have connected to public Wi-Fi at 

coffee shops and airports, 37% shared 

passwords with non-family members, 

63% click on links even if they aren’t 

sure the source of the link is legitimate 

and 56% of tablet owners do not secure 

their device with a password.

“Compliance with the NDB scheme 

is only the beginning. The true success 

of this new law will be judged on the 

behavioural and cultural shifts that it 

seeks to drive within our organisations,” 

said Guy Eilon, Forcepoint Australia 

country manager.

“The blending of our work and 

personal data on mobile devices, 

growth of cloud services and carefree 

data protection attitudes that permeate 

our workforce have seen traditional 

network perimeters dissolve and data 

visibility diminish. At best, this moment 

of legislative history should spark a step-

change in the way we secure data — 

moving from a threat-centric to a human-

centric approach; one that protects data 

at the human point — the intersection of 

users, data and networks.”

Another concern for Australian 

businesses needing to comply with 

the scheme is overlooking the need 

to ensure security of their information 

stored on third-party cloud services. 

The recent news of Tesla’s Amazon 

Web Services account being hacked 

and used to mine cryptocurrency 

shows that companies are at increasing 

risk of being hacked through third-party 

cloud providers.

“Cloud systems tend not to be 

covered in risk audits because the 

providers fall outside of the company’s 

network, but more often than not, this 

is how hackers manage to infiltrate 

businesses. Furthermore, in cloud 

deployments, there is always a shared 

responsibility model. That is, what 

are you responsible for, and what is 

the provider responsible for in terms 

of security,” Sense of Security COO 

Murray Goldschmidt said.

“The fixes to these problems 

are normally very simple — they 

are just configurations that need 

to be improved to more secure 

settings. Starting from this Thursday, 

organisations will need to place greater 

effort in conducting more ongoing 

automated scanning and testing to 

determine if they are prone to attacks.”

Finally, Adam O'Neil, Y Soft 

managing director for Australia, noted 

that even Australian organisations not 

covered by the Privacy Act may need 

to get more serious about privacy, with 

Europe’s far-reaching General Data 

Protection Regulation (GDPR) due to 

come into effect in May.

“While the Australian regulation 

generally applies mainly to 

organisations covered under the 

Privacy Act, the GDPR requires all 

organisations that do business with 

any European entity to comply. 

That means an Australian business 

that’s not covered by the Australian 

regulations may still be subject to the 

European legislation, according to the 

Office of the Australian Information 

Commissioner,” he said.

Data security
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Internet of Things

Leveraging iot’s 
promise for 
profit
FiRMs Must Be Agile enougH to FoReCAst tHeiR CustoMeRs’ needs 
BeFoRe tHey even Know it.

a cross every boardroom 

globally, at least one 

executive has asked 

the question, “How 

can we capitalise on 

the emergence of the Internet of Things 

market within our organisation?”

The development of IoT technology 

— from smartphones and mobile wallets, 

to virtual assistants and smart household 

appliances — has created an incredible 

array of opportunities for companies to 

produce new services offerings.

Leveraged in the right way, IoT can 

propel businesses towards achieving 

some of their loftier goals.

Over the next four years in Australia, 

the IoT is expected to grow significantly, 

with an expected jump in market value 

from $634 million to $4.7 billion by 2021. 

IoT in the home and business will be an 

integral part of enterprise, vendor and 

retail success in 2018.

The question is, which companies 

will be savvy enough to capitalise 

on these opportunities, and in what 

capacity? The following four key >>

Julian dennis*
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messages will help crystallise your 

organisation’s strategy in 2018.

1. Customer propositions must include 

seamless usage across key devices, 

mobile, hubs and gateways as one 

service.

Core connected devices (smart hubs, 

hybrid gateways and smartphones) 

will facilitate a broader adaption of 

IoT-at-home applications. With a current 

market penetration of 2.1 per household, 

the smartphone will continue to be the 

entryway to IoT device adaptation.

However, smart hubs (or speakers) 

are the centre of the connected home. 

The smart hub connects ancillary 

devices such as sensors, power plugs 

and lightbulbs, making it easier to 

control from a central point.

Creating a market proposition that 

combines usage across all devices 

from a fixed and wireless network 

technology perspective will drive 

customer satisfaction, meaning a single 

customised service fee covers the entire 

home or business.

2. IoT benefits can be fully realised 

with advantageous partnerships.

Service industries are now using 

IoT to reduce risk and costs. With a 

connected home base such as Google 

Home, Amazon Alexa or Apple Home 

Kit adding security measures to a 

connected home, it’s easy to receive 

back-end discounts.

Consumers have shown they prefer 

low-price/high-value devices, with the 

most popular IoT-at-home devices being 

lightbulbs (69%), video cameras (58%) 

and locks (56%).

To drive a connected home strategy 

in 2018, enterprises should be forming 

as many partnerships as possible in the 

security, electricity and utilities spaces, 

creating the best ROI scenarios for their 

customers.

3. Driving hardware as a service 

(HaaS) to create an extremely sticky 

customer experience.

Consumers are moving away from the 

idea of ownership, as it no longer makes 

economic sense. Just as ownership 

models are being challenged by leasing 

in mobile hardware, connected devices 

that provide a function in the home (like 

security) are instead being offered as 

part of a service.

In a connected world, when a 

piece hardware becomes redundant a 

replacement can simply be dispatched 

and installed without interference for 

the customer. The HaaS concept takes 

a single transaction and converts it 

into a lasting contract, redefining the 

relationship between vendors and 

consumers.

Vendors should reduce ownership 

of legacy items like modems, and look 

instead to bundle them as part of the 

service offerings.

4. In an ever-connected world, 

consumers are hard pressed to find a 

simplified customer experience.

We live in an increasingly connected 

world where consumer electronics 

and telecommunications services are 

merging, and where more than two-

thirds of consumers believe that Wi-Fi is 

crucial to successfully implementing IoT 

in the home.

The different standards and 

technologies for these services are 

used in a diverse array of applications. 

For example, homes and offices utilise 

Bluetooth and ZigBee to connect to 

smart lights and security cameras. Low-

power wide-area (LPWA) technologies 

such as NB-IoT and Cat-M1 are used 

in smart meters and high-data-rate IoT 

services such as 4G and 5G.

As the market matures, customers 

are more likely to stick with a provider 

that delivers the simplest point of 

entry to the many IoT connectivity 

technologies, from Wi-Fi to the 

upcoming introduction of 5G.

By creating a truly seamless network 

experience that treats wireless as 

the standard and offloads to a fixed 

connection when required, vendors 

will empower a forever-connected 

experience.

It cannot be denied that IoT is 

making the future better, bigger and 

brighter. Though IoT is revolutionary in 

terms of what it stands for, to be able 

to make a sustainable impact vendors 

must be agile enough to forecast their 

customers’ needs, before they even 

know them themselves.

Internet of Things

*Julian Dennis is Director of Advisory 
Services at Brightstar, a device service 
management firm.
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Government security

new south 
waLes' security 
scorecarD

t he NSW Government 

lacks a whole-of-

government capability 

to respond effectively to 

cybersecurity incidents, 

with coordination stymied by “very 

limited” sharing of information on 

incidents among agencies.

This is the key finding of a report 

from the Auditor-General of New South 

Wales into the state government’s 

ability to detect and respond to security 

breaches.

The audit stated that the NSW 

public sector’s ability to detect and 

respond to incidents “needs to improve 

significantly and quickly” in light of the 

findings.

“I am concerned that incidents will 

go undetected longer than they should, 

and opportunities to contain and restrict 

the damage will be lost,” Auditor-

General Margaret Crawford said.

“'The NSW Government needs to 

establish a clear whole-of-government 

responsibility for cybersecurity that 

is appropriately resourced to ensure 

agencies report incidents, information 

on threats is shared and the public 

sector responds in a coordinated way.”

No cleAr cApAbility

The audit focused on the role of the 

Department of Finance, Services and 

Innovation (DFSI), which oversees the 

state’s Information Security Community 

of Practice, the Information Security 

Event Reporting Protocol and the Digital 

Information Security Policy (DISP).

It found that the DFSI does not have 

a clear capability to ensure effective 

detection and response of cybersecurity 

incidents across the public sector. 

While the DISP sets out a range of 

requirements for agencies regarding 

detection and response, there is a lack 

of adherence by agencies and the DFSI 

lacks a clear mandate to enforce the 

requirements.

In addition, the department has no 

mandate to assess whether agencies 

have an acceptable detection and 

response capability, or to ensure 

agencies report incidents to enable 

effective sharing of information across 

the public sector.

The DFSI has not allocated resources 

to gather or process incoming threat 

intelligence and disseminate it across 

government, but has started to build this 

capacity, the audit found.

dylan Bushell-embling

AuditoR-geneRAl sAys tHe stAte’s ABility 
to deteCt And ResPond to CyBeRseCuRity 
inCidents needs to iMPRove quiCKly.
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Among 10 case study agencies 

evaluated for the audit, only two 

have good detection and response 

processes, and a further four have a 

low capability to detect and respond to 

incidents in a timely manner.

Most agencies have an automated 

security information and event 

management tool in place for detecting 

and alerting IT administrators to a 

suspected incident, but in some 

agencies only a few IT systems are 

covered by this tool. The agencies that 

lack such a tool are relying on periodical 

or ad hoc monitoring of logs to detect 

incidences.

procedures lAckiNg

Some agencies, meanwhile, have no 

incident response procedures at all, and 

others lack clear and proper guidance 

on who to notify and when in the event 

of an incident. Eight of the 10 agencies 

have also not tested their procedures, 

representing a significant risk that those 

procedures may not work well during a 

real cyber incident.

Two of the agencies covered did not 

report incidents to the DFSI at all despite 

this being a requirement, and none of 

the agencies’ procedures include a 

requirement to report incidents to the 

department.

This is partly the fault of the DFSI, as 

its guidelines contain poor information 

on which incidents should be reported 

and when, and lack a reporting template 

to help agencies report incidents in a 

consistent and timely way, the audit 

found.

When incidents have been reported 

to the DFSI, it has not provided agencies 

with dedicated resources to guide them 

and coordinate a whole-of-government 

response. As a result, agencies consider 

that there is little benefit in reporting 

incidents to the department.

Compounding this issue, there are 

no requirements for the DFSI to respond >>
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to incidents impacting multiple agencies 

and no guidance on a central response 

coordination in the event of such 

incidents. There is also little to no post-

incident review into security breaches.

Only two of the 10 agencies had 

contractual requirements with their IT 

service providers obliging the providers 

to report incidents in a timely manner, 

and only one of these had a contractual 

requirement to report significant incidents 

within two days of resolution.

Finally, the audit found that the 10 case 

study agencies are providing only limited 

cybersecurity training to their staff — most 

indicated that their key staff had been 

trained in incident procedures, but only 

one was able to provide training records 

to support its claims.

Few agencies undertake regular 

awareness training to reduce the risk 

of incidents such as opening fraudulent 

websites or emails, and the agencies 

could provide little documentation on the 

role requirements and responsibilities 

of their staff in terms of detection and 

incident response.

recommeNdAtioNs

The Auditor-General has made a series 

of recommendations for the DFSI in 

response to the findings.

The first priority should be the 

development of whole-of-government 

procedures, protocols and support 

systems to share information on reported 

threats and respond to security incidents 

impacting multiple agencies. These 

procedures should include post-incident 

reviews, and lessons learned from these 

reviews should be communicated to 

agencies.

The DFSI should also help agencies 

improve their detection and response 

with better practice guidelines for incident 

detection, response and reporting, 

training and awareness programs, set 

role requirements and responsibilities for 

cybersecurity across government and a 

support model for agencies with limited 

detection and response capabilities.

The audit also recommends that the 

DISP and Event Reporting Protocol be 

revised to clarify what security incidents 

must be reported to the DFSI. Mandatory 

reporting requirements should also be 

extended to agencies not covered by the 

existing policies, including state-owned 

companies.

Finally, the DFSI should develop a 

means such as a secure online template 

for agencies to report incidents in a 

more effective measure; enhance 

NSW public sector threat intelligence 

gathering and sharing; direct agencies 

to include clauses in contracts requiring 

all IT service providers to report security 

incidents in a reasonable time frame; and 

review a sample of agencies’ incident 

reporting procedures each year.

NSW Minister for Finance, Services 

and Property Victor Dominello 

welcomed the findings of the audit and 

said the government acknowledges 

that more must be done to protect the 

state’s systems and ensure they are fit 

for purpose for the digital age.

“Cybersecurity is an evolving threat, 

which is why we created the position 

of Government Chief Information 

Security Officer (GCISO) to improve 

cybersecurity coordination and support 

across government. The GCISO is also 

working with federal bodies including 

the Australian Cyber Security Centre to 

share information and best practice,” 

he said.

University of Canberra adjunct 

professor and former AUSTRAC CIO 

and CISO Dr Maria Milosavljevic was 

appointed as the state’s first GCISO in 

March last year.

The government has also injected 

$11.4 million into a partnership 

agreement with the CSIRO’s Data61 to 

Government security

help tackle state technology challenges 

including security and in February 

announced a $2 million investment into 

a planned new NSW Cyber Security 

Network of scientists and engineers 

from across seven of the state’s 

universities.

AheAd of the curve

Macquarie Government Managing 

Director Aidan Tudehope said the report 

highlights the need for governments 

worldwide to improve coordinated 

detection and reporting of cybersecurity 

events.

“Sadly, this report, while deeply 

disturbing, is not a surprise. Governments 

everywhere are struggling to come to 

terms with the huge, ever-changing 

and growing task of dealing with 

cybersecurity risks and attacks,” he said.

“The NSW Government is actually 

arguably ahead of the curve because 

it has at least systematically tried to 

investigate and report on the depth of its 

problems.”

Tudehope also praised the Auditor’s 

decision to benchmark the performance 

of NSW agencies against the Information 

Security Manual standards developed 

by the Australian Signals Directorate for 

federal government agencies.

“The Directorate is the leading source 

of expertise in government cybersecurity 

standards and practices in Australia,” he 

said.

“Requiring state agencies to operate 

against these standards that the ASD has 

developed for the federal government 

over many years is the quickest, most 

effective way to bring consistency 

to all the public-sector services that 

citizens rely on — no matter which tier of 

government is responsible.”

Some agencies ... have no incident response 
procedures at all, and others lack guidance 
on who to notify and when in the event of an 
incident.



 TECHNOLOGY DECISIONS MARCH 2018 | 17www.teCHnologydeCisions.CoM.Au 

e nterprises in the 

traditionally conservative 

financial services sector 

have spent the last few 

years re-imagining how 

they deliver services to differentiate 

themselves in a competitive market. 

Powerful mobile devices and 

fast cellular networks have made 

convenience the consumer preference, 

and newer online-only banks and fintech 

start-ups have created alternatives to 

mainstream institutions with an ability to 

develop and launch new services very 

quickly.

Subsequently, frontline banking 

executives, who wear the blame for poor 

experiences, are often left frustrated 

with the speed of innovation in the core 

banking systems they rely on to perform 

their roles.

In many cases, these solutions have 

been in place for more than a decade. 

They resemble rigid, on-premises and 

largely closed environments, with some 

of the assets stretched beyond end-of-

life.

On the other hand, more agile 

fintech start-ups — unencumbered by 

technical debt — are pushing out entire 

new services in a fraction of the time. 

Less restrained by ‘business as usual’ 

IT, they are introducing architectures 

and approaches that provide continued 

innovation to customers.

In a report published last year, 

McKinsey&Company advised that 

business as usual IT strategies are 

unsurprisingly unsuitable for capitalising 

on the evolving consumer landscape 

— they inhibit organisations’ ability to 

adapt at the rate of the market and, 

more importantly, consumer demand. 

Enterprises should instead build 

services quickly and improve them while 

they are ‘live’.

Several Australian organisations 

have undergone major transformations 

to operate more dynamically and 

empower their employees with up-

to-date applications to create better 

experiences for their consumers.

Teachers Mutual Bank (TMB), for 

example, conducted a significant 

overhaul of its backend to further 

improve the services it provides to 

its customers. Having anticipated the 

mobile surge, the bank began looking 

at best-of-breed applications from 

third-party developers that it could 

embed into its environment to create an 

effective omnichannel experience.

Through a strategic and systematic 

approach, TMB implemented a cloud 

strategy that would incorporate various 

new resources and technologies into 

a streamlined environment, making 

employees more productive and 

delivering innovative solutions to 

customers faster.

Central to the cloud strategy was 

the adoption of integration platform-as-

a-service (iPaaS) technology to rapidly 

connect cloud-based and on-premises 

apps and data.

Not only has this enabled a concise, 

unified environment where staff have 

visibility into the information they need, 

but it has also provided the capacity 

to quickly absorb and connect new 

fintech offerings, such as Spriggy and 

MoneyBrilliant.

For a lot of financial institutions, the 

transition to more flexible IT ecosystems 

does have challenges. In a highly 

regulated business environment, 

institutions are trying to balance the 

advantages of various approaches 

such as private cloud, public cloud or 

hybrid cloud, while maintaining the 

highest levels of service availability, 

and the strictest of security and privacy 

considerations.

It will be interesting to see which 

organisations opt to be versatile, 

managing their risks while not shying 

away from change, to challenge the 

existing balance in such a contested 

market.

Cloud services
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the benefits 
of versatiLity 
for financiaL 
services
Agile enteRPRises in tHe FinAnCe 
seCtoR ARe Re-iMAgining How tHey 
deliveR seRviCes in A CoMPetitive 
MARKet.

Michael evans, Managing director APJ, dell Boomi



18 | TECHNOLOGY DECISIONS MARCH 2018 www.teCHnologydeCisions.CoM.Au 

Smarter cities

DeveLoping a

21st-century 
government
sMARt City iMPleMentAtion woRKs Best in Cities tHAt develoP And 
AdoPt A tAiloRed, winnABle APPRoACH.

w hen you hear the 

term ‘smart cities,’ 

what does it mean 

to you? If you ask 

your colleague 

down the hall or around the corner, do 

you think they will come up with the 

same answer?

They probably won’t — and that is one 

measure of the power of the concept that 

has recently taken city governments and 

their private sector partners by storm. As 

cloud computing and Internet of Things 

(IoT) technologies transform every aspect 

of municipal management, communities 

across the country are realising they can 

optimise their operations, deliver value 

for money, and squeeze more impact and 

value out of every scarce tax dollar they 

collect.

Around the world, more than 600 

cities now have at least one smart 

city project underway in a field that is 

expected to reach $400 billion in value 

by 2020. And the different applications 

for smart city technology and concepts 

are becoming as varied and diverse as 

the menu of services a city provides.

Communities are infusing smart city 

principles into their approaches to urban 

planning, local transportation systems, 

environmental services and emissions 

reductions. They are relying on smart 

technologies to optimise electricity grids 

and other infrastructure, deliver public 

internet access and optimise public 

safety, human resources management, 

financial planning and inventory control.

Across all of these portfolios and 

many more, timely data is becoming 

the cornerstone of intelligent decision 

support, enabling municipal managers 

to understand public concerns, 

streamline budgeting and program 

planning, maximise operational 

Bob Benstead, vice President, 
Public sector, infor
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efficiencies, attract business investment 

and tourism, and improve citizens’ 

quality of life.

It is a wide-ranging focus, but most 

smart city applications rely on the 

same mix of inputs — factors such as 

progressive local planning, a smart 

strategy for technology investments, a 

focus on environmental sustainability 

alongside economic enablement, a 

commitment to transparency and public 

access, and effective use of social media.

The smart city concept works 

because it incorporates citizen input 

while offering a palette of self-service 

tools for business, fully integrates 

management activities in challenging 

areas such as water, transportation and 

land management, and relies heavily on 

continuous data-gathering, monitoring 

and analysis.

smArt cities iN prActice

It sounds great in principle. But what 

does it look like on the ground, where 

city staff spend their days scrambling 

to meet high expectations and deliver 

seamless customer service at the level 

of government that is closest to citizens’ 

day-to-day lives?

For a water authority, it might mean 

deploying technology to analyse sensor 

data from pumps, combining it with time-

of-use charges from the local electrical 

utility, and saving money by running 

systems when power rates are low.

Water managers can also use 

advanced analytics to track revenue 

streams, spot trends for slow customer 

payments or bad debt, and adapt rate 

structures to match.

Enforcement officers can map and 

analyse the timing, frequency and 

locations of infringement incidents, then 

organise neighbourhood sweeps to 

reduce or prevent graffiti and noise.

Planning and development offices can 

streamline permitting and cut precious 

days off the approvals process, using 

a modern engagement platform that is 

more convenient for developers and more 

accessible for citizen advocates.

And those examples are just the 

start. Wherever there is scope in a large, 

complex municipal administration to 

simplify processes, cut costs, boost 

stakeholder engagement or reinforce 

citizens’ and employees’ level of 

satisfaction with their city government, 

there’s a good chance that someone has 

dreamed up a smart city app for it.

And if they haven’t, if you are the first 

to identify the need, the right technology 

partner can probably help you address it.

briNgiNg it dowN to eArth

For communities that have been hearing 

about the drive towards smart cities 

and are considering first steps, the 

sheer breadth of the opportunity is a 

blessing and a curse. It is so wide-ranging 

that there are not very many things a 

municipality cannot do differently or better 

by adopting a tech-enabled, smart city 

strategy.

But to tap into that potential, it is 

important to narrow-cast, by focusing on 

key priorities and picking the tools and 

options that meet the most pressing local 

needs.

Smart city adoption works best in 

cities that develop and adopt a tailored, 

winnable approach, rather than trying to 

‘boil the ocean’.

The program has to have top-to-

bottom support. Elected officials and 

senior management must understand 

what the city is trying to achieve and buy 

into the vision. Stakeholders and citizens 

must have a clear picture of how they 

benefit… of what is in it for them.

A strong, effective governance 

model is the cornerstone of any smart 

city initiative, ensuring that decisions 

and strategic investments are targeted, 

effective and transparent.

Initial budgeting must be carried out 

with the longer term in mind. Smart city 

investments deliver multiple returns, 

from the financial to the social, but they 

do not pay off overnight. If citizens and 

stakeholders share the vision for a local 

smart city program, it will be easier for city 

representatives to make a case for the 

initial spending.

Smart city technology lends itself 

to projects that break down silos and 

allow multiple players to bring their 

unique strengths to the table. So, the 

best smart city initiatives are cooperative 

efforts, bringing together programs and 

departments within a single jurisdiction 

and looking for synergies across multiples 

cities or counties.

With all of those ingredients in place, 

many municipalities are finding they can 

get strong, visionary smart city initiatives 

off the ground, even with limited or 

lukewarm support from senior levels of 

government. Eventually, nothing succeeds 

like success — so once your program 

begins proving its worth, you will be in a 

much better position to reach out for state 

or federal support.

If you are considering or actively 

planning a smart city program, you should 

be on the lookout for a technology 

partner with the experience to help you 

set priorities and find the most efficient, 

coherent path to meeting your objectives.

For more information, visit the 

Infor Smart cities website at http://

usalvwcmspss1.infor.com/viewpoints/

smart-cities/.
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websites 
behaving 
baDLy

Accessibility

liz Mclean, Ceo, Butterfly

FedeRAl goveRnMent weBsites ARe 
FAiling to ACHieve ACCessiBility 
tARgets. wHAt CAn Be done?

a 
recent report 

commissioned by The 

Accessibility Centre 

found the majority of 

government websites 

are underperforming, with the best 

(treasury.gov.au) scoring just 4.6 out 

of 10 — a failing grade. This would be 

unacceptable in the corporate world, 

likely resulting in a ‘crisis control’ 

situation. A similar response is warranted 

for government website administrators, 

especially given the essential nature of 

the services that are provided.

There are some basic things 

government agencies can do to ensure 

they are providing the highest level of 

accessibility and usability.

improve Accessibility

There are 4 million Australians with 

disabilities — including 2 million who 

are colour-blind — and 3.5 million 

Australians over 65, whose chance of 

disability or other impairment increases 

as they age. There are numerous others 

who have repetitive motion injuries, 

such as carpal tunnel syndrome or 

tendonitis.

Government websites need to cater to 

the needs of all Australians, starting with 

an accessibility audit to ensure the website 

is WCAG 2.0 compliant. Gov.uk provides 

an excellent example of high-quality user 

accessibility. The site is highly awarded for 

being accessible, easy to navigate and rich 

in information.

coNteNt mANAgemeNt systems

Broken links, error pages, buttons that 

don’t work — these are tell-tale signs that 

a website has not been updated. For 

example, The Accessibility Centre’s report 

found “66 per cent of documents failed an 

accessibility check”. This could be due to 

simple technical errors, or it could be due 

to the absence of a streamlined content 

management system (CMS).

A CMS empowers non-technical staff 

to quickly update and upload content to 

a website, without a master’s degree in 

website development. Fewer problems 

will arise if it’s easy for staff to make 

such changes easily, but making simple 

changes without a CMS becomes an 

expensive and frustrating exercise.

Furthermore, without a CMS, support 

for mobile and tablet devices might also be 

limited, resulting in a slow, poorly designed 

experience, which would benefit from 

website optimisation.

optimisAtioN

One of the biggest mistakes government 

organisations can make is to let the 

website stay stagnant for 2 to 5 years, until 

the backend is a minefield ready to blow 

and the design is outdated. This is a major 

problem for two reasons.

Firstly, a backend that is cluttered and 

unorganised will invariably lead to slow 

load times, poor multidevice compatibility 

and inevitable service interruptions — a 

luxury no website, let alone government 

services, can afford.

Website administrators can avoid this 

ticking time bomb by scheduling regular 

backend audits, which should happen 

during off-peak times, typically between 

2.00 and 4.00 am.

Secondly, an outdated design isn’t 

just an eyesore, but will make navigating 

the website difficult and time consuming. 

This will have serious implications for user 

accessibility, as users may require further 

assistance to complete applications, 

download forms and find necessary 

information.

Government website administrators 

need to take a proactive approach to 

website management. Ensuring the staff 

responsible for content have a streamlined 

CMS that enables them to make updates 

whenever necessary is the best place to 

start. Auditing the website for technical 

issues and confirming the website is 

WCAG 2.0 compliant will turn the website 

into a viable and accessible resource for 

all Australians.
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the backbone of 
DigitaL poLicing
tHe lAtest digitAl MoBility teCHnology is giving soutH AustRAliA’s 
PoliCe oFFiCeRs MoRe PResenCe in tHe Field.

s outh Australia Police 

(SAPOL) has pioneered 

many innovations in 

police work, and its 

use of technology is no 

exception. Its vision for modern digital 

policing enables officers to complete 

all of their paperwork from anywhere in 

the field; carry technology directly to the 

scene of an incident for tasks, such as 

capturing statements; spend more time 

in the field; and apply a host of forward-

thinking technologies to carry out their 

duties.

Mobile Performance Management 

Software from NetMotion and local 

solution provider Advanced Mobile 

IT (AMIT) is providing the essential 

foundation for that vision.

AN office oN the beAt

SAPOL’s Mobile Rugged Tablet project 

is expanding the service’s mobility 

strategy, providing technology that 

meets the needs of an agile, responsive 

police service moving into a modern 

digital age. To supply essential 

technology for the project, SAPOL 

turned to AMIT.

“Their goal was to do away 

with officers carrying paper-based 

notebooks for recording notes and 

capturing statements, then having to 

go back to the station and type it all 

up,” said AMIT Business Development 

Manager Nicholas Cizauskas.

Digital mobility
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Providing officers with an ‘office away 

from the office’ enables them to take 

the device directly to the scene, capture 

statements, search for and access any 

data required, write the report, and if 

necessary, finish it up in the car between 

shifts.

Time that had been spent typing 

in the stations is instead spent doing 

policing work in the community.

uNAcceptAble risks

SAPOL quickly found that its existing 

VPN solution could not satisfy all 

scenarios.

“They had created multiple edge 

cases,” said Cizauskas. “Removing the 

device from the car, connecting it to the 

cellular network, putting it in a hardwired 

dock. When the device switched 

between networks, applications lost 

their handshake with the back-end 

system.”

Most critically, there was no 

notification to the officers in the car or 

the staff in the communications centre 

that they had lost the ability to exchange 

messages. To SAPOL, that level of risk 

was simply unacceptable.

Cizauskas and AMIT advised them 

to try NetMotion. “We provided them 

a trial licence and helped them set up 

the pilot,” he recalled. “After testing it 

through all their scenarios, they told us, 

‘That’s it! This is going to hit it.’”

A world of New techNologies

SAPOL found that with NetMotion 

providing a reliable network layer, 

it could evolve its devices to better 

service the frontline by opening up 

an ecosystem of new applications. 

The application suite comprises the 

entire office suite, as well as access to 

back-end systems and to the intranet. 

The latter enables officers to look up 

general orders and standard operating 

procedures, and download standard 

templates for forms.

This in turn opened up many new 

efficiencies. For example, the building 

access card for the SAPOL offices 

includes a printer access code. This 

facilitated a pilot program where officers 

securely access printing functions using 

the mobile rugged tablet while on the 

road, then go to the office and use their 

card to collect their printing.

Having NetMotion in place also 

allows SAPOL to pursue new initiatives. 

“They’re looking into signature capture, 

and integrating body-worn video with 

the tablets,” said Cizauskas. “With 

NetMotion in place, that provides the 

backbone for all the new technologies.”

Next steps

SAPOL has eight different types of 

patrol vehicles in the fleet. “All of them 

are equipped with mobile devices 

running NetMotion,” said Cizauskas. 

“That includes four-wheel drive vehicles 

for the remote areas. The helicopter 

has a rugged tablet with an extendable 

touchscreen.

“We’re furnishing executives and 

senior officers with enterprise-class 

tablets. They’ll all be running NetMotion 

because the leadership knows the 

product is so reliable.”

SAPOL is also taking advantage of 

NetMotion’s data-gathering capabilities. 

Dashboards with indicators show if a 

device is truly being used in a mobile 

manner or just sitting in an office, or 

whether it isn’t being turned on at all.

Coverage maps have also proved 

invaluable, as in the example of 

one user who had having trouble 

getting connectivity at home. The 

maps revealed that he was in an area 

that showed absolutely red, with no 

coverage at all. “Without the data, the 

SAPOL technical staff would have had to 

commit all sorts of effort and resources,” 

declared Cizauskas. “As a solution 

provider, it’s great when we can deliver 

a product that can pay for itself.”

seNior support

How does a public agency justify the 

expense, especially when there’s an 

extant product in place? The key is 

a successful trial and a compelling 

business case. The SAPOL team took 

the product and device to the frontline 

officers, while keeping senior staff in the 

loop. Knowing that the frontline officers 

were happy with the product made the 

superintendent, CIO and CTO happy with 

it as well.

To build the business case, the 

SAPOL product manager confirmed the 

results of the trial in writing, and also 

presented a matrix that covered the 

various usage scenarios and how the 

previous solution and the new NetMotion 

satisfied them. Only NetMotion covered 

them all. Then it was simply a matter of 

formalising the approval in a proposal to 

the commissioner for sign-off.

The pay-off has been more police 

presence in the field. SAPOL had 

conservatively estimated saving 15 

minutes per officer per shift. “In reality, 

they’ve told me it’s as much as two 

hours,” said Cizauskas.

“Thanks to NetMotion and the other 

products we have furnished, we are able 

to facilitate SAPOL’s mobility strategy. It 

gives their officers more presence in the 

field, out in the public, using the latest 

technology.”

“After testing it through all their scenarios, they 
told us, ‘That’s it! This is going to hit it.’” 
— Nicholas Cizauskas, AMIT
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Case study

T
oowoomba Regional 

Council has become 

the first organisation 

in Australia to launch 

digital bill delivery from 

Australian bank-agnostic payments and 

billing app Sniip.

The new m-billing function will alert 

ratepayers of pending council rates 

and water bills via push notifications to 

their smartphones.

The end-to-end paperless solution 

is expected to allow the council to 

drastically reduce overheads and cut its 

carbon footprint, shorten bill payment 

times and simplify bill payments for 

ratepayers.

In addition, the council’s 

deployment follows calls by the 

Treasury to stop banks, energy 

providers and telcos charging 

punitive fees to negatively coerce 

consumers away from paper billing, 

and demonstrates that the effect 

can be achieved through positive 

reinforcement instead.

The council was the first to pioneer 

Sniip's “scan to pay” functionality in 

2015, which allows bill recipients to 

scan a QR code and pay via the app but 

continue to receive paper bills. Now the 

council is moving towards a fully digital 

solution.

“Like any Australian council, we are 

dedicated to serving the needs of our 

residents, and are constantly seeking 

out new ways to improve their lives, 

including using innovation to create 

more options for making payments,” 

Toowoomba Regional Council General 

Manager for Finance and Business 

Strategy Arun Pratap said.

“We understand that keeping on 

top of bill payments can be stressful for 

many Australians, who want to pay on 

time, but who often have so much else 

going on in their lives that sometimes 

things slip through the cracks. We 

fully believe we’re making their lives 

easier by offering m-billing, while also 

helping the environment and reducing 

ratepayer-funded council overheads.”

Sniip CEO Damien Vasta added 

that mobile push notifications 

address many of the shortcomings of 

previous attempts to address billing 

and payments problems through the 

introduction of online solutions.

“The confusion for customers 

mistaking email bills for junk mail or 

spam has actually increased numbers 

of late payments, while payers typically 

still need to open a PDF, go to a di� erent 

website to pay and repeatedly input 

large amounts of information,” he said.

“M-billing eliminates every one of 

these issues. Push notifications are 

seen instantly and can be actioned 

in seconds. There’s no need to input 

further information after the app is set 

up, data is stored with bank-grade 

security that can’t be hacked and all 

payment history is stored for future 

reference. The key is to seamlessly 

integrate the bill-receiving and bill-

payment functions.”

Sniip was founded in 2013 as 

Australia’s first completely integrated 

and bank-agnostic payments and billing 

solution provider. The Brisbane-based 

company has also seen its scan-to-

pay functionality adopted by Gympie 

Regional Council, Brisbane City Council 

and Queensland Urban Utilities.

For enhanced security, no payment 

information is stored on any database 

or server. Credit or debit card data is 

instead encrypted and securely stored 

on a user’s mobile device, as with 

Apple Pay and Google Pay.

GOING PAPERLESS 
FOR RATES AND 
WATER BILLS
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Distributed data

taking 
bLockchain 
to the 
masses

the popularity of 

cryptocurrencies has 

catapulted blockchain 

into the spotlight. But like 

many so-called ‘disruptive’ 

technologies, there’s still a great deal 

of unfamiliarity around what it is, what it 

does, and — perhaps most importantly 

— its potential to transform everyday life. 

However, as projects based on blockchain 

establish momentum worldwide, we are 

beginning to see that its greatest use 

cases extend well beyond its initial crypto 

domain.

IDC defines blockchain as “a data store 

that is distributed across a network among 

participants that are able to come to 

consensus on the validity of transactions, 

without the need for a central authority 

to mediate or authenticate”. It isn’t a new 

technology; organisations have been 

leveraging its promise of immutability for 

a few years now, with much of its early 

adoption confined to the financial sector. 

With the technology on the rise, the IDC 

expects blockchain investment to reach 

US$2.1 billion by the end of 2018. Some 

of the projects I have seen recently are 

testament to this growth.

Take Dubai for example, which wanted 

to measure its citizens’ experiences with 

businesses and other entities in order to 

make decisions to further boost quality of 

everyday life. With this objective in mind, 

Avaya developed a proof-of-concept 

to showcase how blockchain could be 

used to measure these experiences — a 

Happiness Index. The concept would 

provide an incorruptible, secure data 

source where all commercial, retail and 

government entities could securely and 

anonymously add their data and also 

consume the aggregated insights from it.

A more typical example comes in the 

way of everyday customer engagement 

between retail brands and consumers. 

Think of the protocol when contacting a 

bank, telco or a utilities provider — the 

need for customers to identify themselves 

repeatedly when interacting with those 

organisations is tedious, offers a less-than-

acceptable experience and only hinders 

‘first time resolutions’. Additionally, the 

process is error prone, triggering either 

security breaches or causing organisations 

to reject legitimate communications.

Another example is the recent recall 

of Takata airbags. Some manufacturers 

claimed they did not know how to contact 

the owners of many affected vehicles as 

their records only show original buyers. 

In this context, data from insurers and 

government bodies, securely stored within 

a blockchain, could have been referenced 

to mitigate this dilemma.

So what will blockchain’s impact be 

on the technology industry? With the 

Notifiable Data Breach scheme now 

in place in Australia, and the European 

Union’s General Data Protection 

Regulation laws affecting companies 

across the globe, the need to secure 

identification data may result in significant 

outlay on identification management and 

fraud counter-measures.

With the introduction of blockchain 

for identification-as-a-service scenarios, 

perhaps on a pay-per-authentication 

model, and the continued shift of 

identification work into the cloud, the 

industry could work towards generating 

significant savings as the number of 

users increases. Furthermore, blockchain 

could boost a company’s adherence 

to compliance standards, and most 

importantly, improve the customer 

experience as it becomes 

easier for them to 

authenticate and manage 

their own identities.

Anthony Brown, Corporate Consulting 
engineer, Avaya Australia

Anthony Brown, Corporate 
Consulting Engineer, Avaya 
Australia
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Case study

T
oowoomba Regional 

Council has become 

the first organisation 

in Australia to launch 

digital bill delivery from 

Australian bank-agnostic payments and 

billing app Sniip.

The new m-billing function will alert 

ratepayers of pending council rates 

and water bills via push notifications to 

their smartphones.

The end-to-end paperless solution 

is expected to allow the council to 

drastically reduce overheads and cut its 

carbon footprint, shorten bill payment 

times and simplify bill payments for 

ratepayers.

In addition, the council’s 

deployment follows calls by the 

Treasury to stop banks, energy 

providers and telcos charging 

punitive fees to negatively coerce 

consumers away from paper billing, 

and demonstrates that the effect 

can be achieved through positive 

reinforcement instead.

The council was the first to pioneer 

Sniip's “scan to pay” functionality in 

2015, which allows bill recipients to 

scan a QR code and pay via the app but 

continue to receive paper bills. Now the 

council is moving towards a fully digital 

solution.

“Like any Australian council, we are 

dedicated to serving the needs of our 

residents, and are constantly seeking 

out new ways to improve their lives, 

including using innovation to create 

more options for making payments,” 

Toowoomba Regional Council General 

Manager for Finance and Business 

Strategy Arun Pratap said.

“We understand that keeping on 

top of bill payments can be stressful for 

many Australians, who want to pay on 

time, but who often have so much else 

going on in their lives that sometimes 

things slip through the cracks. We 

fully believe we’re making their lives 

easier by offering m-billing, while also 

helping the environment and reducing 

ratepayer-funded council overheads.”

Sniip CEO Damien Vasta added 

that mobile push notifications 

address many of the shortcomings of 

previous attempts to address billing 

and payments problems through the 

introduction of online solutions.

“The confusion for customers 

mistaking email bills for junk mail or 

spam has actually increased numbers 

of late payments, while payers typically 

still need to open a PDF, go to a di� erent 

website to pay and repeatedly input 

large amounts of information,” he said.

“M-billing eliminates every one of 

these issues. Push notifications are 

seen instantly and can be actioned 

in seconds. There’s no need to input 

further information after the app is set 

up, data is stored with bank-grade 

security that can’t be hacked and all 

payment history is stored for future 

reference. The key is to seamlessly 

integrate the bill-receiving and bill-

payment functions.”

Sniip was founded in 2013 as 

Australia’s first completely integrated 

and bank-agnostic payments and billing 

solution provider. The Brisbane-based 

company has also seen its scan-to-

pay functionality adopted by Gympie 

Regional Council, Brisbane City Council 

and Queensland Urban Utilities.

For enhanced security, no payment 

information is stored on any database 

or server. Credit or debit card data is 

instead encrypted and securely stored 

on a user’s mobile device, as with 

Apple Pay and Google Pay.

GOING PAPERLESS 
FOR RATES AND 
WATER BILLS
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P ublic sector entities 

across Australia are 

at di� erent levels of 

program maturity when 

it comes to the digital 

transformation journey. Most have 

embraced digital and understood 

the impact it will have on their 

organisations, recognising that ongoing 

technological advances mean the 

demands and expectations of citizens 

are continuously evolving. To keep up 

with all of this, government agencies 

and departments are increasingly 

looking at strategic partnerships and 

collaborations with external entities to 

accomplish successful transformation.

To get an outside perspective on 

how governments are achieving this 

and coping with the challenges of digital 

transformation, GTR spoke with Richard 

Fiddis, Managing Director of Civica 

International, a software and IT services 

company that works closely with public 

sector agencies all around the world.

GTR: How readily have governments 

accepted digital transformation as a 

necessity?

Richard Fiddis: Digital transformation 

has a top place on governments’ 

agendas. In the past few years, public 

sector agencies have shifted from 

the automation of low-level tasks to 

more strategic initiatives. However, 

not all digital adoptions have been 

successful. UTS and Civica have 

been tracking the state of digital 

transformation within Australia’s 

public sector through our Changing 

Landscape research series. According 

to the survey, some organisations lack 

clear digital strategies and are still not 

focused on emerging technologies 

and their potential for greater citizen 

engagement.

More than 30% of respondents 

believe their organisations only 

talk about implementing digital 

technologies, while some admitted 

to not being able to successfully 

implement digital initiatives. On 

the other hand, many see digital 

transformation as an opportunity and 

have clear strategies.

On a more global level, there is still 

a gap between digital transformation 

of government in Australia and New 

Zealand compared to where we see 

customers moving in other parts of the 

world, particularly in the UK.

GTR: Where are they getting it right, 

and where are they getting it wrong?

RF: Successful organisations have 

strong leadership with a clear vision. 

This, backed by a sound strategy, 

communication practices and an 

organisational culture that drives 

change, is closely associated with 

success. Our survey revealed that more 

than 70% of respondents believe their 

leadership has a clearly established 

strategy to become a digitally enabled 

organisation.

Sound leadership does not 

necessarily mean mastering every 

digital and technological innovation. It 

stands more for ‘digital congruence’, 

a strategy that aligns cultures, people, 

tasks and structures to deliver 

transformation. Strong leaders are 

digital enablers; they are agents of 

change that guide an organisation 

and community through massive 

technological changes.

There are a number of reasons 

why organisations fail to transform. 

According to our research, limited 

working budgets and organisational 

culture are key factors for lagging 

behind. In order to transform they need 

to learn from the success (and failures) 

of others that are undergoing similar 

processes. An aversion to digital change 

is dangerous as it can lead to the loss of 

high-performing sta�  and higher costs of 

service delivery.

GTR: What role can the private sector 

play in guiding these e� orts?

RF: At Civica, we believe that a 

successful digital transformation project 

is best achieved via partnerships 

between the private and public sector. 

Private sector’s experience is invaluable 

to the public sector as there are strong 

parallels between the two. Our research 

participants have also identifi ed that 

partnering with other public sector 

organisations and engaging external 

consultancy fi rms and other private 

companies is the best way to progress 

digitally. Our global digital experience 

has continuously shown that vendors 

can assist in guiding e� orts to transform.

GTR: Will the digital transformation 

journey ever be complete?

RF: The process of digital transformation 

is an ongoing one — digital 

transformation is a journey rather than 

a race. It faces challenges such as 

technological advances, pressures on 

service delivery, citizen expectations 

and a competition for resources.

Technologies are evolving rapidly 

and government departments are 

adapting to these continuous changes. 

The industry is now talking about AI, 

blockchain, VR and AR and robotics. 

However, it will take time for the public 

sector to implement these technologies.

According to our research, the public 

sector looks at digital transformation 

as means to achieve more with less, 

meet customer expectations and 

achieve optimal service through 

partnerships and collaborations. Many 

strategic digital transformation plans 

are focusing on automation, analytics 

and other initiatives. What started as 

cost-saving initiatives have evolved to 

become ambitious large-scale digital 

transformations such as smart cities.

GTR: What’s the next step?

RF: Customer experience will be the 

focus for the public sector. For smart 

towns and cities to reach their full 

potential, they need to focus on the 

citizens living in them, not just the 

technology. Future governments will 

look at combining the best aspects of 

technology infrastructure and latest 

technology such as IoT, AI and machine 

learning, VR and AR to enable greater 

collaboration with its citizens.

Data privacy is and will continue to 

be a priority. Government entities will 

also try to leverage the power of linked 

data and APIs. However, for this to 

happen, they will need to rely on strong 

data and business analytics. So in the 

next few years big data and analytics 

will be an area of focus for most public 

sector organisations and AI in analytics 

will gain prominence.

GTR: How is Civica working with 

governments on their outcomes?

RF: There are a large number of 

projects across the public sector 

where we have helped local and state 

governments achieve greater e�  ciency 

and outcomes. We enable better 

teaching and learning environments 

by managing workfl ow and operations 

through teacher tools and portals. We 

have innovated alongside local and 

state governments to ensure e�  cient 

allocation of resources by deploying 

self-serve technologies, and o� ering 

systems that comply with regulations 

and automate key tasks. We work 

with Lake Macquarie City Council, 

Maribyrnong City Council, Department 

of Education Western Australia, City 

of Canning, City of Rockingham and 

others to help them achieve their 

transformation agenda.

Digital transformation

Richard Fiddis, Managing Director, Civica 
International

Jonathan NallyJonathan Nally

THE 
TRANSFORMATIONAL 
JOURNEY
PUBLIC SECTOR DIGITAL TRANSFORMATION SHOULD BE SEEN AS A JOURNEY 
RATHER THAN A RACE, SAYS CIVICA’S RICHARD FIDDIS.
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P ublic sector entities 

across Australia are 

at di� erent levels of 

program maturity when 

it comes to the digital 

transformation journey. Most have 

embraced digital and understood 

the impact it will have on their 

organisations, recognising that ongoing 

technological advances mean the 

demands and expectations of citizens 

are continuously evolving. To keep up 

with all of this, government agencies 

and departments are increasingly 

looking at strategic partnerships and 

collaborations with external entities to 

accomplish successful transformation.

To get an outside perspective on 

how governments are achieving this 

and coping with the challenges of digital 

transformation, GTR spoke with Richard 

Fiddis, Managing Director of Civica 

International, a software and IT services 

company that works closely with public 

sector agencies all around the world.

GTR: How readily have governments 

accepted digital transformation as a 

necessity?

Richard Fiddis: Digital transformation 

has a top place on governments’ 

agendas. In the past few years, public 

sector agencies have shifted from 

the automation of low-level tasks to 

more strategic initiatives. However, 

not all digital adoptions have been 

successful. UTS and Civica have 

been tracking the state of digital 

transformation within Australia’s 

public sector through our Changing 

Landscape research series. According 

to the survey, some organisations lack 

clear digital strategies and are still not 

focused on emerging technologies 

and their potential for greater citizen 

engagement.

More than 30% of respondents 

believe their organisations only 

talk about implementing digital 

technologies, while some admitted 

to not being able to successfully 

implement digital initiatives. On 

the other hand, many see digital 

transformation as an opportunity and 

have clear strategies.

On a more global level, there is still 

a gap between digital transformation 

of government in Australia and New 

Zealand compared to where we see 

customers moving in other parts of the 

world, particularly in the UK.

GTR: Where are they getting it right, 

and where are they getting it wrong?

RF: Successful organisations have 

strong leadership with a clear vision. 

This, backed by a sound strategy, 

communication practices and an 

organisational culture that drives 

change, is closely associated with 

success. Our survey revealed that more 

than 70% of respondents believe their 

leadership has a clearly established 

strategy to become a digitally enabled 

organisation.

Sound leadership does not 

necessarily mean mastering every 

digital and technological innovation. It 

stands more for ‘digital congruence’, 

a strategy that aligns cultures, people, 

tasks and structures to deliver 

transformation. Strong leaders are 

digital enablers; they are agents of 

change that guide an organisation 

and community through massive 

technological changes.

There are a number of reasons 

why organisations fail to transform. 

According to our research, limited 

working budgets and organisational 

culture are key factors for lagging 

behind. In order to transform they need 

to learn from the success (and failures) 

of others that are undergoing similar 

processes. An aversion to digital change 

is dangerous as it can lead to the loss of 

high-performing sta�  and higher costs of 

service delivery.

GTR: What role can the private sector 

play in guiding these e� orts?

RF: At Civica, we believe that a 

successful digital transformation project 

is best achieved via partnerships 

between the private and public sector. 

Private sector’s experience is invaluable 

to the public sector as there are strong 

parallels between the two. Our research 

participants have also identifi ed that 

partnering with other public sector 

organisations and engaging external 

consultancy fi rms and other private 

companies is the best way to progress 

digitally. Our global digital experience 

has continuously shown that vendors 

can assist in guiding e� orts to transform.

GTR: Will the digital transformation 

journey ever be complete?

RF: The process of digital transformation 

is an ongoing one — digital 

transformation is a journey rather than 

a race. It faces challenges such as 

technological advances, pressures on 

service delivery, citizen expectations 

and a competition for resources.

Technologies are evolving rapidly 

and government departments are 

adapting to these continuous changes. 

The industry is now talking about AI, 

blockchain, VR and AR and robotics. 

However, it will take time for the public 

sector to implement these technologies.

According to our research, the public 

sector looks at digital transformation 

as means to achieve more with less, 

meet customer expectations and 

achieve optimal service through 

partnerships and collaborations. Many 

strategic digital transformation plans 

are focusing on automation, analytics 

and other initiatives. What started as 

cost-saving initiatives have evolved to 

become ambitious large-scale digital 

transformations such as smart cities.

GTR: What’s the next step?

RF: Customer experience will be the 

focus for the public sector. For smart 

towns and cities to reach their full 

potential, they need to focus on the 

citizens living in them, not just the 

technology. Future governments will 

look at combining the best aspects of 

technology infrastructure and latest 

technology such as IoT, AI and machine 

learning, VR and AR to enable greater 

collaboration with its citizens.

Data privacy is and will continue to 

be a priority. Government entities will 

also try to leverage the power of linked 

data and APIs. However, for this to 

happen, they will need to rely on strong 

data and business analytics. So in the 

next few years big data and analytics 

will be an area of focus for most public 

sector organisations and AI in analytics 

will gain prominence.

GTR: How is Civica working with 

governments on their outcomes?

RF: There are a large number of 

projects across the public sector 

where we have helped local and state 

governments achieve greater e�  ciency 

and outcomes. We enable better 

teaching and learning environments 

by managing workfl ow and operations 

through teacher tools and portals. We 

have innovated alongside local and 

state governments to ensure e�  cient 

allocation of resources by deploying 

self-serve technologies, and o� ering 

systems that comply with regulations 

and automate key tasks. We work 

with Lake Macquarie City Council, 

Maribyrnong City Council, Department 

of Education Western Australia, City 

of Canning, City of Rockingham and 

others to help them achieve their 

transformation agenda.

Digital transformation

Richard Fiddis, Managing Director, Civica 
International

Jonathan NallyJonathan Nally

THE 
TRANSFORMATIONAL 
JOURNEY
PUBLIC SECTOR DIGITAL TRANSFORMATION SHOULD BE SEEN AS A JOURNEY 
RATHER THAN A RACE, SAYS CIVICA’S RICHARD FIDDIS.
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open source for 
the pubLic sector

Transparency

Hugh darvall*

inCReAsed PuBliC CAlls FoR tRAnsPARenCy MeAn PuBliC seCtoR Cios 
sHould stRongly ConsideR oPen souRCe APPliCAtions.
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m ost algorithms 

and programs 

do not operate 

in the open. The 

technology that 

controls many aspects of our lives is 

often a black box, with internal workings 

known only to programmers. With AI, 

these algorithms are shrouded in even 

more mystery. Applications that affect 

life and death, the future of governments 

and individual freedoms are controlled 

by software more and more every day.

With this greater reliance on 

technology, there has come an 

increased call for openness and 

transparency in these systems in order 

to improve public trust.

The public expects elections to be 

fairly counted, that forensic tools used 

by police will give accurate readings, 

that the bidding process for selecting 

vendors’ bids will provide the most 

public value.

The risks presented by these 

systems run from classic vulnerabilities 

that can be used to alter votes, interfere 

with legal evidence or change bids after 

the fact; all the way to concerns that the 

algorithms selected may not be correct, 

or are biased for a certain vendor or 

resolution.

This will become an even larger 

concern as machine learning creates 

algorithms based on training data. 

Without proper controls, the outcome 

of these models may be influenced 

by the invisible choices of an unseen 

developer.

To combat this, many governments 

ask for applications to be provided 

under an open source licence, or at 

least be provided with its source code 

for review. Public and technical experts 

are then able to review the code of 

these applications for security issues as 

well as algorithmic biases or mistakes.

crAckiNg the code

In Australia, there have recently been 

calls for increased transparency of 

the algorithms used by the police in 

New South Wales. Academics are 

demanding police explain their use 

of an opaque predictive algorithm in 

their efforts to prevent crime, which 

the academics believe is leading to 

the harassment of young people, 

particularly Indigenous youths. The 

algorithm helps police calculate a 

person’s future risk of offending, 

categorising them as either extreme, 

high, medium or low risk. According 

to the researchers, the algorithm 

is ‘disproportionately’ applied to 

Indigenous people under the age of 18.

With algorithms making these 

decisions, how can we be sure those 

decisions are ethical and fair? With a 

closed code, it is impossible to assess 

if racial prejudice is built in. If it is, it calls 

into question the use of these sorts 

of technologies and whether they will 

reinforce societal inequalities.

The natural response to these 

concerns is to push for open source. 

Companies that make software 

packages that support the public sector 

should expect either to have to open a 

previously closed software package or 

make new packages that are open from 

the beginning.

prepAriNg for reviews

Public sector customers should 

consider vendors that are working on 

strategies that enable them to define 

existing products either as open source 

projects or as proprietary packages 

whose sources will be reviewed by 

outside experts. This process typically 

comprises two main areas of focus:

Intellectual property/open source 

clearance. The existing application is 

reviewed to confirm that all open source 

and commercial software components 

are properly licensed and listed in a 

disclosure document. Any component 

whose obligations aren’t currently being 

fulfilled is reviewed and remedied, 

or the component and source will be 

removed and its functionality replaced. 

Outdated versions of software packages 

will be discovered and upgraded to 

remove any known vulnerabilities.

If the product is to be open sourced, 

the final licence of the package will be 

used to determine which other open 

source or commercial components are 

compatible with the licence ecosystem 

selected for it.

Security review. Review comes after 

the initial clearance and is used to 

discover vulnerabilities in the product’s 

source code or weaknesses in the 

security model for the entire application. 

Problems discovered will need to be 

reconciled.

Public sector customers would do 

well to work with vendors that are taking 

action to prepare applications for open 

sourcing and private review, as these 

are the ones likely to be staying on the 

front foot. Those vendors should be 

encouraged to consult outside experts 

who can provide technical guidance on 

the process and provide expertise in 

navigating the open source community’s 

expectations.

It’s best to undertake this process 

on your own timetable, rather than have 

one imposed. Remediation of security 

or licensing issues can take weeks to 

months and is best done through a 

well-planned process — as opposed to 

a reaction — to put yourself in the best 

position to be ready for transparency.

*Hugh Darvall is Sales Director for Flexera, 
Australia and New Zealand.
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the key to 
unLocking iot
Robert linsdell*

edge CoMPuting is tHe PeRFeCt solution FoR AustRAliAn FiRMs looKing 
to CAPitAlise on tHe iot Revolution.

Edge computing

t here has been plenty 

of talk lately on edge 

computing, but despite its 

prevalence there is still a 

lot of confusion over what 

it means, and an even larger disparity 

between what benefits it can actually 

bring to businesses.

We conducted research across Asia 

Pacific and found that almost one-third 

of respondents were not fully aware of 

edge computing. Only 40% feel they 

have a comprehensive understanding 

of the technology, and just a third have 

infrastructure in place to manage edge 

requirements.

The edge represents entry points 

into enterprise or service provider core 

networks. This traditionally included 

routers, routing switches, desktop 

computers and so on. In recent years, 

the edge has exploded as we’ve 

added tablets, laptops, smartphones, 

wearables and more to the equation.

The long-anticipated and rapidly 

developing Internet of Things (IoT) 

landscape means we’re creating more 

and more data than ever before from 

edge devices. Processing that data 

doesn’t happen by accident or without 

putting infrastructure in place to manage it.

The reality is that we don’t have the 

networks and bandwidth in place to ship 

that volume of data through the cloud or 

into large core data centres to process 

it. Even if we did, it’s not a pragmatic or 

cost-effective way to do it. It’s far more 

efficient to process the lion’s share of 

that data on the edge of the network, at 

or close to where it’s generated, through 

smaller ‘edge data centres’.

AustrAliA poised for edge

Australia needs to develop its edge 

infrastructure faster than most. Our 

dispersed population and vast distances 

between remote areas where data 

is being created and the nearest 

‘traditional means of processing it’ 

(larger data centres in populated areas) 

mean we must create a network of 

edge infrastructure as part of a hybrid IT 

strategy to keep pace with our ambitious 

plans for IoT.
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Think about the use of facial 

recognition at an event such as a grand 

final. Hundreds, potentially thousands, 

of cameras are scanning the faces of 

everyone in attendance to provide 

vital aid to public safety organisations, 

track how people are using services 

and facilities to provide useful data to 

retailers, and a host of other reasons.

At this point, I don’t need to tell you 

that it’s not possible, nor logical, to filter 

all that data through to any kind of data 

centre in a different location. The best 

approach is an edge data centre in the 

stadium processing the majority of data 

and trickling small amounts through the 

network as needed.

beNefitiNg from the edge

We’re already working with a number 

of customers here in Australia who are 

benefiting from edge technology.

In Sydney’s Barangaroo, Fitness First 

opened its first ever dedicated mind 

and body studio, The Space Studio. It 

features 90-minute hot yoga classes at 

35°C using specialty heat pads on the 

ceiling and side walls of the studio. This 

takes place right beside where the IT 

infrastructure sits.

It goes without saying, but data 

centres typically prefer cooler climates 

and are not built to withstand this kind 

of temperature without assistance. 

Traditional cooling fans could help, but 

their noise level would disrupt the yoga 

classes.

Vertiv deployed its SmartCabinet, a 

fully integrated single-rack data centre 

that contains power protection, power 

distribution, cooling, monitoring and 

infrastructure management, to keep 

both the IT management and ambience 

of the classes in shape, and provide 

the studio with a simple scalable 

infrastructure to develop new digital 

and potentially IoT-related services over 

time.

In Melbourne, financial advisory firm 

Vesparum Capital recently engaged 

Vertiv, alongside its partner Intuit 

Technologies, to provide its Smart 

Max and help the company leverage 

data analytics, machine learning and 

increased security through simpler and 

more scalable IT infrastructure.

The company’s earlier IT 

environment was a ‘white box’ set-up, 

with different pieces of infrastructure in 

different parts of the office. Over time, 

this created an imbalance between its 

IT environment and the technological 

capability Vesparum required to provide 

best-in-class advice to its clients.

The SmartMax sits neatly in 

Vesparum’s offices and houses the 

Dell EMC XC Series powered by 

Nutanix Enterprise Cloud OS software. 

The complete solution can scale 

with Vesparum; allows it to meet its 

infrastructure needs without having to 

invest in a large, expensive data centre 

room; and is enabling its IT department 

to develop new innovative services over 

time.

edge ANd the bottom liNe

One of the key business considerations 

in any IT-related decision is its potential 

impact on the bottom line. Traditionally, 

IT was considered to be a cost centre, 

but the increasing importance of digital 

services and automation of tedious 

‘firefighting’ tasks have meant that, if 

done the right way, it can be a profit 

centre.

Our research has found that 

businesses could save upwards of 50% 

on data centre spend over five years.

This is down to a number of 

factors. Space is a key one — 

edge data centres don’t require 

organisations to spend hundreds 

of thousands, or possibly millions, 

of dollars to design and construct a 

dedicated room.

Reducing power is another major 

factor. We estimate data centres 

consume almost 5% of power in 

Australia. While there are ways to 

optimise efficiency in any data centre, 

modern edge data centres carry a 

minimum carbon footprint and are hard 

to beat in terms of energy.

Another key consideration with the 

edge is the vendor consolidation it 

can bring. Data centres usually contain 

a healthy mix of different vendors’ 

solutions. Dealing with such an array of 

different companies can mean multiple 

quote requests, purchasing agreements 

and payment terms — all of which is 

time-consuming and unnecessarily 

complex.

Because of this, CFOs and 

procurement departments are 

increasingly favouring vendor 

consolidation. Moving to the edge 

simplifies that process and means there 

is only one go-to company if anything 

goes wrong.

Perhaps most importantly, the 

edge has the power to fulfil the long-

awaited promise IT has made to make 

our business lives easier. No more 

firefighting for the IT department, and 

easy-to-manage applications and digital 

services that help achieve business 

goals for the entire organisation.

The edge is ripe for development 

in Australia. Businesses that recognise 

the simplicity, digital enablement and 

cost benefits attached to it will gain a 

competitive advantage and be in pole 

position to be an industry leader in the 

uncertain new world of IoT.

*Robert Linsdell is Managing Director 
Australia and New Zealand for Vertiv, 
a critical infrastructure specialist. He 
will be speaking at the Australian Smart 
Communities Conference in Melbourne in 
May on opportunities for edge technology 
and IoT.
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Power protection

Downtime 
equaLs 
Disaster

Downtime carries an 

enormous price tag, so 

it is critical to minimise 

interruption to your 

operations and to your 

customers’ businesses. That’s why it’s 

so important to ensure continuity of 

electric power supply, and that means 

having suitable and capable backup 

uninterruptible power supplies (UPSs). 

But it’s not enough to buy a UPS, stick it 

in the corner and hope that it works when 

needed — preventive maintenance is 

crucial to achieve optimal performance.

Systematic inspections, testing 

and cleaning by trained technicians 

will ensure the various electronic and 

mechanical components of a UPS 

are functioning to their maximum 

potential. When problems are detected 

and repaired before they evolve into 

significant — and often costly — issues, 

your UPS will be able to deliver the level 

of performance you expect.

Lost or corrupted files, hardware 

malfunctions and the inability to 

access the critical systems. All of these 

unpleasant circumstances, and more, can 

significantly impact the ability to conduct 

business. Add to that the potential for lost 

revenue and damaged reputation in the 

event that customer service mechanisms 

such as online ordering, phone systems 

or other sales tools are unavailable to 

customers. In many instances, there is 

very little lag time between 

system downtime and 

financial disaster.

The most common 

causes of UPS failure are 

faulty batteries, fans and 

transient power spikes. 

Other possibilities 

include lightning 

strikes, clogged air 

filters and disrupted 

connections (caused 

by vibrations from the 

building or machinery 

close to the UPS).

Consider a case 

where an older UPS that 

had a component failure 

and switched to bypass 

was unable to protect the 

critical load. If unnoticed, 

everything could appear to be 

in working order for months until a 

fault happened with the utility supply 

and there was a load loss. Customers 

subscribing to remote monitoring mitigate 

this risk, as monitoring technicians can instantly 

receive an alarm and dispatch a service technician.

preveNtioN pAys

Analysis of millions of operating hours for thousands of UPSs has 

shown that mean time between failures for UPSs that receive preventive 

maintenance twice a year is more than 20 times better than for UPSs that do not 

receive preventive maintenance. Increase the frequency of preventive maintenance to 

quarterly, even monthly, and UPS reliability and service life just keep getting better.

Alexander Hanoumis, 
large systems Product Marketing & support Manager, eaton
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Customers who do 

not get that attention or 

do not have access to 

the original equipment 

manufacturer service 

organisation face 

significant risks. Based 

on Eaton service 

records, more than 

25% of preventive 

maintenance visits 

result in follow-up 

service to perform 

corrective actions or 

upgrades. This shows 

that proper maintenance 

enables risks to be 

identified and resolved 

proactively before putting 

the business at risk.

For many businesses, 

measuring the return on 

investment (ROI) of a preventive 

maintenance plan is simple, since a 

single downtime event can cost more 

than the entire expense of the UPS and 

service plan.

In a recent Ponemon Institute study of 41 

data centres (‘Cost of Data Center Outages’) it was 

calculated that the average downtime duration was 1.7 

hours, with an average cost per event of US$505,502 or US$4911 

per minute.

Eaton’s Downtime Cost Calculator can estimate costs related to loss of sales 

revenues, loss of employee productivity, mission-critical data loss and other 

intangibles such as the impact to brand or service level agreement penalties.

When measuring ROI, the challenge is 

to maximise protection while minimising 

cost. An effective preventive maintenance 

plan will help you accomplish both.

Within an effective maintenance 

strategy are a number of functional tests 

and component checks that should be 

conducted regularly. Specifically, an 

operational test or major preventive 

maintenance event, which cycles the UPS 

through its various change-of-state modes, 

should be conducted while monitoring 

key operating parameters such as voltage, 

frequency, current and temperature.

coNclusioN

Every UPS contains high-wear 

consumable components that must be 

replaced according to the manufacturer’s 

specifications. To ensure these parts are 

properly cared for and replaced when 

needed, regular maintenance is critical.

An effective preventive maintenance 

strategy can be one of the most cost-

effective measures you can take to 

ensure the ongoing health of both your 

critical equipment and overall business. 

Because regular maintenance practices 

so dramatically improve UPS reliability 

and performance, while notably deterring 

downtime, preventive maintenance is an 

essential component of an end-to-end 

solution to keep your critical networks 

operating at peak performance in the face 

of multiple risks.
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Cloud and analytics

cLouD is the 
Destination

c loud is the heartbeat 

of the smart city. To 

embed AI, IoT, machine 

learning and analytics in 

public sector processes 

— and to deliver exceptional citizen 

experiences — a scalable, flexible, 

secure cloud platform is essential.

There’s a recognition of the value of 

cloud to the public sector. Governments 

at national, state and local levels are 

keen to modernise and futureproof their 

technological infrastructure, as existing 

systems can often be decades old.

Ageing IT infrastructure is not 

only susceptible to cyber attack and 

often incapable of delivering the 

performance and functionality the 

public sector requires, it’s also difficult 

and expensive to maintain. Many of 

those with the skills to update, repair 

and maintain legacy IT systems are 

now reaching retirement age — if they 

haven’t retired already.

Modernisation is an imperative, for 

five good reasons.

resilieNce

Public sector services must remain 

active in the event of any incident 

— be it a case of natural disaster, 

terrorist attack or any other unforeseen 

occurrence. On-premises hardware 

can be a weak link, with physical 

infrastructure susceptible to damage 

in the event of any major incident. 

The cloud delivers the durability and 

recoverability cities need to bring 

essential services back online in the 

event of disaster.

IoT sensors can be used to detect 

issues, and respond with greater 

precision and timeliness — as seen 

with Buenos Aires’ pioneering flood 

defence system. Machine learning, 

meanwhile, is capable of mining data 

insights to predict when and if such an 

event might occur.

witH tHe RigHt Cloud stRAtegy, PuBliC seCtoR 
oRgAnisAtions CAn BeCoMe MoRe eFFiCient, 
Resilient And ResPonsive.

susan o’Connor, global director, 
Public sector industry solutions 
Marketing, oracle

Buenos Aires, Puerto Madero at Night



 TECHNOLOGY DECISIONS MARCH 2018 | 35www.teCHnologydeCisions.CoM.Au 

futureproofiNg

The complexity of legacy public sector 

IT systems can make modernisation a 

major challenge. However, by moving to 

the cloud, governments can significantly 

reduce the cost and administrative 

burden of maintaining legacy hardware, 

and adopt futureproof IT that can scale 

with their needs.

Moving to the cloud will help to 

ensure the protection of citizen data in a 

future that’s both increasingly connected 

and increasingly under threat. For the 

public sector, back-office agility will 

enable front-end innovation, helping 

deliver exceptional citizen experiences.

In addition, machine learning presents 

an opportunity for fast, affordable, 

continuous IT improvement — identifying 

performance inefficiencies and 

addressing them without the need for 

human intervention.

more from less

Governments and public sector 

organisations must increasingly achieve 

more with less. Digital transformation 

through cloud adoption helps to deliver 

cheaper, more efficient ways to serve 

the public and keep services running 

smoothly.

Often, the very processes that save 

the public sector money also deliver new 

and improved citizen experiences. For 

example, a chatbot capable of answering 

queries about refuse collection, recycling 

or public transportation would give 

citizens the answers they need quickly 

and intuitively, while saving government 

employees valuable time.

Automating these mundane, 

repetitive tasks can save a lot of money, 

and improve workforce efficiency.

competitioN

To attract businesses, tourists and 

residents, destinations need to 

modernise and provide great citizen 

experiences. To do this, governments 

at national, state and local levels must 

embrace digital technologies.

For example, Las Vegas is delivering 

digital citizen services using Oracle 

Mobile Application Framework. 

Citizens and visitors now have a simple, 

compelling way to interact with the city 

using their mobile devices, while city 

employees can experience enhanced 

productivity and reduced call-centre 

costs.

Intuitive, reliable, cloud-enabled, 

self-service apps will help to make 

public sector interactions quick and 

easy, while automation will ensure that 

the needs and concerns of citizens and 

businesses are addressed as rapidly as 

possible. Automation also provides the 

transparency needed to foster trust and 

accountability between the private sector 

and government.

For individuals, integrating a new 

generation of connected citizens 

with existing processes will allow 

for personalised engagement and 

near real-time insights — helping to 

make countries, states and cities safe, 

enjoyable places to live and visit. Cloud 

gives the public sector the opportunity 

to reduce the cost of engagement 

— and deliver enhanced constituent 

experiences.

“For the first time, most consumers 

have access to better technology 

than employees from public sector 

organisations… digital natives are 

growing less tolerant of ‘old technology’ 

experiences,” Joel Cherkis, Oracle’s 

global vice president for infrastructure, 

government, education and health.

predictive iNtelligeNce

IoT sensors create huge quantities 

of data. The ability to analyse this 

data effectively is of enormous value 

to the public sector. The insights 

gleaned through data analysis will help 

governments predict events such as 

traffic jams, human and IT resource 

shortages, and natural disaster threats, 

and anticipate or respond to them in a 

timely, efficient manner.

The time has come for the public 

sector to embrace the flexibility, 

scalability and security of the cloud. The 

benefits are clear — cloud helps public 

sector organisations prepare for an 

uncertain future, become more resilient 

and cost efficient, and deliver exceptional 

citizen and business experiences to 

compete with other geographies.

With the right cloud strategy in place, 

public sector organisations can face the 

challenges of tomorrow with confidence.

To learn more about how your 

organisation can benefit from 

modernisation to cloud and SaaS 

solutions register for Oracle CloudWorld

www.oracle.com/au/cloudworld/sydney

©
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c eBIT Australia returns 

to Sydney in May, with 

300 leading technology 

suppliers on the 

exhibition floor and a 

new conference program that features 

more than 50 expert speakers across 

four dedicated streams. The event 

will take place from 15–17 May at the 

International Convention Centre, Darling 

Harbour.

The four curated programs will 

showcase digital case studies from the 

world’s largest corporations across 

eGovernment, big data and analytics, 

cloud and cybersecurity.

The comprehensive program will 

see five international thought leaders 

speak, including Tom Read, Chief Digital 

and Information Officer at the Ministry 

of Justice, UK; Johnson Poh, Head of 

Data Science at DBS Bank; Winston 

Chew, Director, Regional Information 

Security Officer at GSK Singapore; Binoo 

Joseph, Head of Technology at Tesco 

PLC; and keynote speaker Greg Clark, 

Chief Executive Officer, Symantec, who 

will speak in a dedicated Cyber Security 

presentation.

Read will argue that digital 

transformation is a vital part of 

government services in 2018. “I look 

forward to sharing at CeBIT Australia 

how the UK Ministry of Justice is 

transforming an 800-year-old justice 

system, bringing agile digital service 

delivery to prisons, courts and tribunals, 

while questioning how this changes the 

very nature of justice,” he said.

Niall Blair, NSW Minister for Trade 

and Industry, said CeBIT Australia 

and its conference program will be 

an opportunity to learn from the latest 

business technology trends and study 

some of the best innovation examples 

from around the world.

“Digital technology continues to 

grow in importance and the NSW 

Government is committed to supporting 

a prosperous, dynamic and agile digital 

economy that can grow our role as 

Australia’s ICT capital and create new 

businesses and jobs,” he said.

“I’m very pleased to welcome some 

of the world’s leading technology minds 

and case studies to Sydney to take part 

in CeBIT Australia. The 2018 conference 

program promises to deliver a keen 

focus on the fast-evolving areas of data 

and analytics, cloud, cybersecurity 

and eGovernment to help take our 

technology sector forward.”

The full international keynote 

speaker line-up can be found at cebit.

com.au/program/, but speakers already 

confirmed alongside Clark, are: Rob 

Wainwright, Executive Director, Europol; 

Tamara McCleary, Founder and CEO, 

Thulium; Hiroshi Saijou, CEO and 

Managing Director, Yamaha Motor 

Ventures & Laboratory Silicon Valley; 

and Liesl Yearsley, CEO, Akin.

Other speakers will include Jacqui 

McNamara, Head of Security Services, 

Telstra; Maria Milosavljevic, NSW 

Department of Finance, Services and 

Innovation; Joe Franzi, First Assistant 

Secretary, Intelligence and Capability 

Group, Identity and Biometrics Division, 

Department of Immigration and Border 

Protection; Alastair MacGibbon, Head 

of the Australian Cyber Security Centre, 

Special Adviser to the Prime Minister on 

Cyber Security and Deputy Secretary, 

Department of the Prime Minister and 

Cabinet; and Kshira Saagar, Head of 

Data Science and Analytics, The Iconic.

Across the three days, attendees 

will have the opportunity to interact 

first-hand with the latest innovations, 

speak with over 300 exhibitors and 

100 disruptive start-up innovators, and 

connect with thousands of visitors from 

Australia’s top companies.

CeBIT Australia is supported by 

the NSW Government and continues 

valuable partnerships in 2018, including 

Vodafone as Strategic Partner, Amadeus 

and Norton by Symantec as Diamond 

Sponsors; and City of Sydney and nbn 

as Supporting Partners. 

Visit cebit.com.au for full details.

Event

DigitaL DeveLopments 
on show at cebit
loCAl And inteRnAtionAl digitAl leAdeRs will sHARe tHeiR 
wisdoM At CeBit in sydney.
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buiLDing a 
network 
of security 
champions
Brad Arkin, vP and Chief security officer, Adobe

A seCuRity CHAMPion PRogRAM will FosteR 
An oPen CultuRe Mindset And BeneFit youR 
entiRe oRgAnisAtion.

many security 

practitioners have 

traditionally struggled 

with how to get key 

stakeholders to take 

security seriously. In recent years, security 

discussions have come to the forefront, 

and, more likely than not, you may have 

found yourself struggling to meet growing 

security demands with limited resources.

That’s why it’s imperative for central 

security teams to look beyond their 

immediate team and build an internal 

network of security champions to expand 

their reach into various parts of the 

organisation.

Having a security champion program 

is essential to any thriving organisation 

as it helps to create a constant, virtual 

representation of security throughout the 

business. Taking this unique approach, 

security champions are embedded 

within the various product engineering 

teams, and effectively form a channel 

of communication between the product 

teams and the central security team.

It’s also a great way to build strong 

relationships outside your central security 

team and a crucial step in maintaining 

a security-aware culture. These 

ambassadors can help demonstrate the 

value and benefits of security by working 

with cross-functional product engineering 

teams and their respective management 

to assign security priorities across key 

functions.

It is important for security champions 

outside of the central security team 

to build close relationships with the 

leadership across your organisation. Take 

peers to lunch. Join planning meetings in 

groups such as sales, PR, marketing, legal 

and executive leadership — claim a seat 

at the table. This will provide an avenue 

to implement security best practices 

amongst respective teams.

Make sure they understand that 

you are there to help, not make their 

lives difficult. If you have those existing 

relationships and buy-in from the top, it 

will be much easier to get the rest of the 

organisation on your side.

It is also critical for the central security 

team to align with its security champions 

across the organisation as this helps open 

the lines of communication.

For example, if the central security 

team is not brought into product 

development conversations early on, how 

can they weigh in on what improvements 

could be made to product revisions?

It’s a lot easier to get buy-in if a security 

champion, embedded in the product 

engineering team, can help the central 

security team prioritise and establish open 

dialogue with key stakeholders.

Extending beyond the central 

security team’s typical comfort zone, 

security champions know their audience 

and speak the right language. The 

central security team should work 

with the security champions to deliver 

collaborative, prioritised, data-driven 

arguments that outline what priorities 

should be addressed.

Since the security champions sit on the 

product engineering teams, they know 

the products, and they also understand 

where security needs to fit within product 

priorities. Security, reliability, performance 

and enhanced features are all ways to 

measure a product release’s success.

If your organisation does not have 

a security champion program in place, 

there is no better time than the present 

to get one organised. Once you have a 

program in place and execute it well, your 

central security team will be viewed as an 

invaluable asset to the organisation.

Security champions are a critical part of 

maintaining a strong central security team. 

Your team will thrive with an open culture 

mindset and operate as an essential 

business partner across the organisation. 

This ultimately benefits the entire business 

— a win-win for all parties involved.

Teamwork
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Android-
based smart 
network 
tester
The Netscout Systems 
LinkRunner G2 Android-
based smart network tester 
is designed for organisations 
challenged by the rapid 
growth of network-connected 
devices.

This next-generation 
Ethernet test tool enables IT 
professionals to accelerate 
deployments and speed 
problem identification, 
improving the efficiency and 
effectiveness of network 
operations.

LinkRunner G2 improves 
the effectiveness of network 
operations by automating 
manual processes and 
combining enhanced copper 
and fibre Ethernet testing with 
the use of mobile apps in a 
single device.

LinkRunner G2 includes 
wired Ethernet capabilities 
and hardened Android OS. 
The combination of using 
vendor-specific mobile apps 
and LinkRunner’s custom 
hardware means network 
professionals can execute 
their entire workflow on 
a single device. They can 
receive a trouble ticket, 
review documentation, test 
loaded PoE and network 
services, automatically 
document the results, 
and configure and triage 

connected devices.

NetScout

www.enterprise.netscout.com

Governance, risk, 
compliance and quality 
management
Service Improvement Manager (SIM) is a scalable 
solution that can be used by individual teams and 
workgroups, or across departments to deliver 
enterprise-wide governance, risk, compliance and 
quality (GRC+Q) management. SIM helps users quickly 
and easily overcome process and functional silos to 
achieve enhanced collaboration and integration across 
an organisation.

SIM is designed to help the user: deliver integrated governance, risk, 
compliance and quality across organisational boundaries; leverage best practice 
frameworks and standards to improve enterprise performance; quickly and 
easily identify and manage any compliance, capability and maturity gaps; rapidly 
build improvement plans, complete with costs, savings and benefits reporting; 
dynamically score compliance, risk and quality based on operational control 
effectiveness.

SIM is used by public and private sector organisations to achieve integrated 

assurance across many aspects of their business.

Solisma Pty Ltd

www.solisma.com

Scalable platform 
server boards
Advantech’s ASMB server boards, 
powered by Intel Xeon Scalable 
processors with up to 28 cores, provide 
at least a 1.5-fold increase in computing 
power compared to previous Xeon 
processor generations. Suitable for 
diverse industrial applications, they 
are designed to provide turnkey solutions that accelerate deployment, ease 
management and enhance virtualisation to facilitate cloud computing.

The ASMB series comprises dual-processor and uniprocessor boards in a 
variety of form factors, including ATX, EATX and proprietary versions. The series 
is suitable for applications such as computationally intensive imaging or VDI 
involving multiple GPU cards. They also offer a substantial improvement in memory 
capacity, supporting not only DDR4 RDIMM but also LRDIMM, for a total capacity 
of up to 1.5 TB for specific models. They also feature a PCI expansion slot with 
support for legacy I/O cards, such as a frame grabber or motion control card, to 

facilitate vertical applications.

Advantech Australia Pty Ltd

www.advantech.net.au 

Hot products



One ticket - four industry leading forums

15 -17 May 2018, ICC Sydney, Darling Harbour

KATE CURRUTHERS
Chief Data Officer, 

UNSW

TOM READ
Chief Digital and 

Information Officer, 
Ministry of Justice (UK)

JACQUI MCNAMARA
Head of Security 
Services, Telstra

DR MARIA 
MILOSAVLJEVIC

NSW Government CISO, 
NSW Department of 
Finance, Services & 

Innovation

GEMMA VAN 
HALDEREN
First Assistant 

Secretary, Open Data 
Efficiencies - Data 

Sharing, Collection & 
Integration, DPM&C

JOHNSON POH
Head of Data Science / 
Practice Lead Big Data 

Analytics, DBS Bank 
(Singapore)

BINOO JOSEPH
Head of Technology, 

Tesco PLC (Singapore)

GREG CLARK
CEO, Symantec

Register your 3 Day Conference Pass and gain access to CeBIT’s leading 2018 conferences including Big 
Data & Analytics, Cloud, eGovernment and Cyber Security. Register with the promo code WWF18 to save 
$100 on any conference pass.

Register at cebit.com.au/conference-registration/

HEAR THE PIONEERS OF DIGITAL BUSINESS

Register @ cebit.com.au

http://www.cebit.com.au


42 | TECHNOLOGY DECISIONS MARCH 2018 www.teCHnologydeCisions.CoM.Au 

Innovation

D igital transformation 

and the application 

of big data to internal 

processes, is a key 

driver for governments 

of all sizes, but particularly so for 

Australia’s federal government. And 

that drive is being led right from the 

top — the Department of Prime Minister 

and Cabinet (PM&C) — with the Prime 

Minister himself being one of the 

most vocal advocates for positive 

technological change.

Duncan McIntyre is Assistant 

Secretary–Data and Digital in the PM&C, 

tasked with heading up a whole-of-

government approach. In a presentation 

at the Public Sector Innovation Show 

(www.publicsectornetwork.com.au) 

in Canberra, McIntyre outlined the 

government’s digital vision.

“My role is to work across 

government to help us all get better 

value out of data and digital for the 

government and to assist it to help the 

community,” said McIntyre.

“Three things are really on my 

mind at the moment. The first is how 

government digital projects can be 

a better experience for Australian 

citizens interacting with government, 

and how to assist the Digital 

Transformation Agency in their work to 

work across government to get those 

projects working better,” he said.

“The second is working on the 

Data Integration Partnership for 

Australia, which is a collaboration 

between 10 departments across 14 

projects to make better use of existing 

government data to make better policy 

decisions and to help ministers and 

the cabinet better direct government 

work.”

“And the third thing is, we’re 

looking at developing a better data 

system for the Commonwealth so we 

can make better use of our data, but 

also liberate that data to be better 

used for the rest of the economy,” he 

added.

According to McIntyre, the 

opportunity is “just enormous”.

“Data is increasingly the key 

resource that we have that we 

could make better use of to improve 

outcomes for citizens,” he said.

“There are a lot of different projects 

across different parts of government, 

and we’re starting to see those results 

from putting big data sets together 

carefully in appropriately anonymised 

ways in secure facilities [and] using 

that data to provide better results for 

citizens,” he said.

shAriNg results

McIntyre also shared some of the 

lessons he and his team have learned, 

speaking “about some of the things 

we’ve learned… and some ideas we 

have about how to make it a little bit 

easier for departments to successfully 

work together to drive shared 

outcomes,” he said.

“Over the past year we’ve been 

working for the first time on trying to join 

up data across government more… to 

solve joint policy problems,” he added. 

“And we’ve learned a lot about what 

works and a lot more about what doesn’t 

work when departments are trying to 

work together.

The Public Sector Innovation Show 

was an opportunity for people to get 

a sense for what’s going on around 

government, and get some fresh ideas 

from other people that can help them 

in their work. McIntyre said he hoped 

people had learned “a little bit more about 

what we’re seeing and how they can get 

involved in it, so they can take that away 

into their work and do a better job.”

DeLivering 
the DigitaL 
vision
BetteR dAtA integRAtion will 
leAd to BetteR PoliCy And 
BetteR outCoMes FoR All.
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