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In the Hitchhikers Guide to 

the Universe franchise, a gi-

ant supercomputer was put to 

work to determine the ultimate 

answer to the question of 

life, the universe and every-

thing. Called Deep Thought, 

it thought long and hard and 

finally revealed that the answer is 42. An even longer 

project was then begun to determine what the actual 

question is - a project that came to an untimely end 

when the Earth was destroyed.

It was the ultimate big data challenge. Fortunately, today’s 

human big data experts don’t have quite such a wide 

remit. But challenges abound, and one of them involves 

the experts themselves - are there enough of them?

In Andrew Collins’ article, Big data doom, we canvas 

concerns that there aren’t enough skilled big data analysts 

to go around, and ponder what this will mean for the IT 

industry. Some say we’re facing a crisis; others disagree.

Whichever way it goes, as an industry we need to 

ensure that we have the people with the right skills at 

the right time, otherwise progress will be held back. As 

Deep Thought sagely remarked, “Hmmm … tricky.” I 

couldn’t have put it better myself.

Jonathan Nally, Editor
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04 | Big data doom
Machine-generated data is beginning 

to outstrip human-generated data, 

and the availability of skilled big data 

experts to analyse it is not keeping 

up.

F E A T U R E S

20 | Networks under challenge
Network managers have access to fast 

and secure technology that would 

have been undreamed of only a few 

years ago. But potential bottlenecks 

are looming.
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34 | Culling the confusion 
Software defined storage promises 

benefits in architectural simplicity, 

scaling and mobility, but there are 

significant challenges as well.

14 | How the Internet of Things affects 
network administration
How many Internet of Things 

devices do you have under your con-

trol? If your answer is ‘none’, you’re 

probably wrong.
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Andrew Collins

Ma c h i n e - g e n e r a t e d  d a t a  i s 

beginning to outstrip human-

generated data, and the availability 

of skilled big data experts to analyse 

it is not keeping up.

Big data doom

F
or some time now, analysts 

have reported that Australian 

organisations are having prob-

lems getting big data projects 

off the ground because they can’t find 

staff with the skills that these big data 

projects require.

In February this year, Deloitte spoke of 

the “the skills gap left by underinvestment 

in data management capabilities”.

“Australian universities are doing their part 

[in developing data management skills] but 

simply do not have the resources to meet 

the scale of the challenge,” Deloitte consult-

ing partner Tim Nugent said at the time.

“In the current skills landscape, every 

company that is serious about using big 

data needs a plan to develop and access 

external data talent. Without this type of 

open engagement, Australian industry 

risks an encounter with critical shortages 

in data skills,” Nugent said.

Seven months on, the story seemed the 

same. In September, Gartner released 
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“I  th ink there is  a sk i l l s  shor tage. We’ve al ready got  a 

shor tage, and the problem is  going to get  worse before i t 

gets  bet ter.”

still an issue for them - and that’s or-

ganisational skills and IT skills.”

Kyle Evans, chief data officer at property 

information services business RP Data, 

agrees: “I think there is a skills shortage. 

We’ve already got a shortage, and the 

problem is going to get worse before 

it gets better.”

Evans pointed to the idea that the amount 

of machine-generated data - “things like 

web logs, sensor data, database logs” 

- will soon outstrip human-generated 

data, and after that point, that gap will 

continue to grow.

“More data - more work to be done, 

more analyses to be done. The produc-

tion of data is going to put even more 

and more demand on the skill set that 

can manage and harness the data,” and 

that skill set is already scarce, Evans said.

A brief history of big data
Dr Mukund Deshpande - who leads the 

analytics practice at Persistent Systems - 

said that to understand the reasons for 

the big data skills shortage, you need to 

look at the history of the technology.

Most computing technologies on the mar-

ket were developed by vendors to be sold 

as products to customers, he said. “But big 

data is special. Big data technologies came 

out of the e-commerce or the web world.”

The companies that developed them - 

like Google, Facebook, LinkedIn and 

Yahoo - “were not in the business of 

building software. They were offering 

digital services to the customer.”

Some of the technologies these businesses 

relied on were just not adequate for the 

jobs that were being asked of them. On 

top of that, the companies were offering 

their services at a very, very low cost, so 

they were forced to innovate, Deshpande 

said. Thus, they created the technologies 

behind what we call big data.

These companies were not in the software 

business, so they made their creations 

open source. As a result, “What you 

have is a technology … in these large 

organisations working 24/7 in extremely 

demanding conditions, and it’s available 

for free, so everybody thinks: ‘wow that’s 

great, I have a similar problem, can I 

just use the technology in an enterprise?’

“What people forget is that this technol-

ogy was built and run by folks who were 

technologists and computer scientists” 

who built the technology to suit their 

needs. “They really didn’t care about 

building it for a typical IT organisation. 

And that is the reason why you see that 

these technologies - even though they are 

available, and they are powerful - that 

there is a huge gap in making them us-

able by average IT professionals.

“A lot of companies are already using 

this and employing a lot of these peo-

ple,” Deshpande said. So if you’re not 

one of these companies, bringing those 

skills into your organisation may be very 

difficult indeed.

the results of its annual big data survey 

in a report titled ‘Survey Analysis: Big 

Data Investment Grows but Deployments 

Remain Scarce in 2014’.

According to Gartner’s figures, almost 

a third (31%) of organisations that had 

already invested in big data reported that 

“obtaining skills and capabilities needed” 

was one of their top challenges. A similar 

proportion (36%) of organisations that 

were in the big data planning phase also 

reported obtaining the required skills as 

one of their top problems.

In fact, Gartner found that skills and 

capabilities is the third biggest challenge 

organisations reported having with big 

data - and the problem has increased 

from last year, according to Gartner 

Managing VP Ian Bertram. “Skills are 
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Not just tech skills
But the skills shortage goes behind mere 

tech skills, according to Evans, who said 

that on top of being able to “program in 

whatever language or use whatever tool 

is required”, analysts “also need to have 

the commercial acumen and be able to 

engage with internal stakeholders. The 

combination of those three things is a 

very, very hard thing to find.

“It can be found,” Evans said, but often 

you’ll “pay a lot of money for them, and 

sometimes your business case doesn’t 

stack up”.

With technical skills, “anyone who is 

clever technically can learn to work 

in the environment you need them to 

work in. But it’s very hard to teach the 

business skills and the communication 

skills,” he said.

Bertram has a similar perspective on 

combinations of skills.

“I don’t think we’ve got a shortage in 

technology skills,” Bertram said. “The big 

shortage is the combination of business 

and technology skills. That’s where some 

of the big data analysts - or the big data 

business analysts, or the data scientists - 

that’s where they’re coming from.

“You don’t have to have a double PhD 

to be a data scientist. You really have to 

have a good understanding of business 

problems, a good way of being creative 

and expressing those problems and a 

good understanding of the data itself. So 

it’s a combination of the three,” he said.

An industry-level approach
Evans thinks ‘sandwich course’ workplace 

placement programs - which involve 

students “going out from the university 

and spending time with a commercial 

organisation and actually seeing how 

their technical skills translate into the 

real world and start to deliver real world 

solutions” - can help address skills gaps.

His organisation, RP Data, is affiliated 

with Sydney’s Macquarie University.

“Within their management graduate 

school they have a program where PhD 

and Honours students can come in on 

a rotational basis. We have an agreement 

in place with them where we’ll actually 

receive some of their students. That’s one 

of the ways that we’re looking to address 

this issue,” Evans said.

However, he did note that universities 

are lagging when it comes to offering 

data science degrees.

“As much as the industry has moved 

to a need for data scientists, you can’t 

actually go and do that degree just yet.”

So the answer lies in “a combination of 

these things - doing the sandwich courses, 

and having commercial businesses align-

ing with educational institutions to make 

sure that you can help craft people as 

they go through their process of becom-

ing educated”.

And while certification programs are a 

feature of some spaces in IT - like those 

from networking and OS vendors and 

industry groups - Bertram doesn’t think 

this will happen in the big data space.

This is, in part, because “big data is head-

ing towards the drop of disillusionment 

in [Gartner’s] hype cycle - it will likely 

in the next 12 months hit that drop”.

This means that “the likelihood of things 

being just ‘big data’ related is going to 

lessen, and we’re going to start to just talk 

about how do we manage all of the varied 

sources of data that are available to us”.

Having a great variety of sources means 

the handling of information is still com-

plex, even though you may not have ‘big’ 

volumes of it. “We’re going to start to talk 

about just data,” Bertram said.

As such, “I think we’re going to continue 

to invest in statistical analysis - but what 

we’re going to start to see is more rounded 

courses being offered from a base level. 

Business acumen, business management, 

philosophical skills, artistic skills, com-

munication skills, along with some of 

those IT skills,” he said.

What you can do
On a more local, immediate level, if 

you’re struggling to find skilled data staff, 

Bertram recommends searching your own 

company. “There are already many of 

these people within organisations - we 

just call them something different. We 

call them a financial analyst, a business 

analyst, a data analyst.”

These staff already have a good deal of 

the skills required for big data work. “We 
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just need to supplement and continue 

to invest in their development” by iden-

tifying the gaps in their skill sets and 

investing in filling those gaps, he said.

“Look at the people that you’ve got in 

your organisations today, and identify 

where some of those gaps are across 

the multiple characteristics that you’re 

looking for. You’re looking for: com-

munications skills, business acumen, 

business process skills, technology skills, 

statistical skills,” he said.

If  you can define the characteristics 

you’re looking for and develop a gap 

and I want to work hard and get to the 

data,” Evans said.

Your ideal candidates have business skills 

- they “have a sense of what commercial 

outputs you can get from data” - as well 

as communications skills.

“The technical skills are important - you 

need to at least prove that you know how 

to do things technically - but those other 

skill sets are more important. As we go 

through our recruitment process, we have 

a technical test: go and see if you can 

program in this language or that language 

or whatever the requirement might be.”

population, in each average room there’s 

whatever, and extrapolate out, just to 

show some level of rational and consid-

ered thinking to a seemingly impossible 

question. It’s not about getting the right 

answer - it’s about having an approach.”

Managerial 
misunderstanding
And while there’s a lack of big data skills 

on the ground - in the IT or analyst 

staff - there’s also a corresponding lack 

of big data capabilities throughout dif-

ferent levels of management. This can 

manifest in misunderstanding what big 

data actually is, or how to get the most 

out of a big data project.

“When everyone’s on the same page 

of what big data actually is, then you 

tend to have a better understanding 

of what then potentially the outcomes 

should be. If the executives think big 

data is one thing and the IT staff thinks 

it’s another thing, that just creates the 

conflict,” Bertram said.

Evans agreed that there’s frequently a 

misunderstanding about big data at 

a senior executive level. He said that 

quite often, big data is the answer, “but 

no-one really understands what the 

question is yet”.

“And so there’s this perception that 

‘we’ve got to be good at it, we’ve got to 

have all the answers, and we’ve got all 

this data, let’s try and get the answers’.” 

But you must be aware of what business 

question you’re trying to answer with 

big data, Evans said.

Well done examples of big data projects 

must involve “an articulation of the 

problem you’re trying to solve, data 

that you think can help support that 

and then a process to actually deliver 

that”, he said.

“You real ly  have to have a good unders tanding of  bus iness 

problems, a good way of being creat ive and express ing those 

problems and a good unders tanding of  the data i t se l f.”

analysis, you may find that by investing 

in one area, you don’t need to recruit 

new staff.

“Alternatively, you can try and fill those 

gaps by different sourcing methodolo-

gies. Many of the vendors today offer 

some of  those skills as a practice,” 

Bertram said.

Evans has a similar approach to up-

skilling. RP Data focuses on identify-

ing junior staff with potential, and on 

developing their skills to a level the 

business desires.

“As we take in graduates, we look to try 

and focus on people that we think can 

get to the level we want. They obviously 

don’t have to be there at [recruitment], 

but they need to have, more than any-

thing, a passion for the data. You want 

to see people that go, yes, I’m hungry 

But Evans actually places more emphasis 

on scenario testing, which he described 

as a way to get candidates to demonstrate 

how they think.

“You might say to somebody: we’re a 

property information services business. 

What model do you think would be 

good to build for a business like ours? 

Who would you sell that to, and why 

do you think that’s of value to them? 

They are the sort of questions you try 

and explore,” he said.

Evans also uses scenarios that are more 

abstract, in order to get an understand-

ing of candidates’ critical thinking skills. 

For example, he may ask how many light 

bulbs there are in Australia.

“You know what? I’ve got no idea what 

the answer to that is. But I’d want 

someone to go: well there’s 23 million 
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SDN paves the way for 
enterprise mobility

Shailesh Kumar Davey is Vice President, 
Engineering, ManageEngine, and the 
Engineering Head and one of the co-founders 
of Zoho Corporation, where he is working 
on large-scale data handling problems and 
is involved in implementation of engineering 
processes across the organisation.

Software defined networking, SDN, 

is expected to transform networks in 

the same way virtualisation has done 

for the server and storage industry. T
he server and storage industry have 

undergone an enormous transfor-

mation in the last decade thanks 

to virtualisation. The networking 

industry is expected to undergo a similar 

transformation with the birth of an emerg-

ing paradigm - software defined networking 

(SDN). This approach to networking is 

expected to bring a lot of benefits.

SDN, in its simplest form, means disengag-

ing control from the hardware and engaging 

control with software running in ordinary 

virtualised servers. Such an approach has 

been embraced by some of the largest 

enterprises in the world, such as Google, 

Facebook and Amazon. Google is the largest 

network operator in terms of traffic, and 

its work in the SDN environment certainly 

signals the growth of SDN as an emerging 

trend for the enterprise space.

SDN is still in its early stages, but it has 

already proven useful in large-scale inter-

net data centres. Public and private cloud 

providers are expected to adopt SDN at an 

increasing pace. There are certain aspects of 

the SDN technology that can be useful to 

smaller enterprises immediately. An increase 

in cloud services has led to BYOD and 

enterprise mobility being seen as significant 

drivers for this SDN market.

The traditional networking industry is 

characterised by complexity, high price, 

high margins to the device vendor and 

a lack of flexibility and control to adapt 

to changing business requirements. Vir-

tualisation has provided benefits to the 

compute and storage layer, and the same 

principles are being tried in the network-

ing world too.

In the networking hardware gear there are 

two important functionalities:

•	 Data Plane - the real hardware of wires, 

ports and electrical signals.

•	 Control Plane - an embedded software that 

determines where the packets are sent. This 

embedded software runs inside the net-

working gear in custom-built processors.

In SDN, the data plane remains in the 

networking gear but the control plane 

becomes a piece of software that can run 

in any virtualised server. This provides a lot 

more control over forwarding and shaping 

the traffic in a cost-effective way. An easy 

way to visualise this would be to use the 

example of smartphones - for the same 

given hardware, a smartphone can provide 

new functionality with just a software update.

Cost-effectiveness comes from two angles:

•	 The control plane software can be run in 

any virtualised server.

•	 The network admin can control the 

network collectively via a software inter-

face instead of working with individual 

networking devices.

Moreover, once the server, storage and net-

working all become virtualised then a data 

centre becomes a software defined data centre 

(SDCC). In these cases, workloads can be 

easily moved between remote data centres, 

and network routing can be changed via 

software controls. This has been a key factor 

in SDN becoming a significant attraction 

for data centre operators.
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       work

Healthcare and privacy go together

M
ercy Health and Aged Care Central Queensland 

(MHAC) is a not-for-profit organisation 

committed to delivering the highest quality 

of  health and aged care to the community 

of  Central Queensland. It employs approximately 1400 

people throughout a number of towns, working in private 

hospitals, aged care facilities, retirement villages, respite and 

therapy centres, a surgery unit, linen and food services and 

a corporate office.

With various information security standards to adhere to, 

MHAC needed transparency into who was accessing its data, 

and what they were doing with it. In addition, with nearly 400 

workstations and a user base of 600, MHAC also needed an 

easier, holistic approach to control access to its data.

“As part of compliance with various legislatures, we needed 

a mechanism to provide visibility into who was accessing 

our data,” said Marcia Healy, information systems officer 

MHAC knew it needed to improve visibility, and control, 

of  users’ access rights. “We knew that certain groups had 

various access rights, through NFTS permissions,” said Healy. 

“However, this was exceptionally complicated as we did not 

have a holistic view. We needed transparency to be able to 

monitor who was accessing information and identify what 

they were doing to it.”

Due to the nature of the organisation, MHAC’s workforce 

includes a large percentage of shift workers further complicating 

users’ access permissions.

MHAC evaluated alternative solutions to audit and manage 

shared folders and files. However, it found that these other 

solutions, instead of retaining the NTFS permissions, were 

building an extra private access layer. This was an obvious 

risk should the system ever need to be uninstalled or stop 

functioning for any reason.

The solution was a system from Varonis - DatAdvantage 

and DataPrivilege - that ensured MHAC could meet these 

challenges.

The solution allows MHAC to identify who is accessing its 

information and what they are doing with it. With a complete 

audit trail, MHAC can prove policies are in place, and being 

adhered to, to satisfy compliance with various national and 

international information security standards.

“The solution automatically identifies who the likely 

data owners are and they are then empowered to assign the 

permissions for their information,” said Healy. “Anyone who 

needs access to files can raise a request which is directed to 

the relevant data owner automatically who provisions the 

request. It also allows us to remove access rights from groups, 

without having to go through them one by one, when someone 

terminates their employment, which previously was a huge job.”

An immediate benefit has been that, by removing the onus 

of this responsibility from IT, the process of provisioning 

users has become far more efficient as people are now 

dealing directly with managers who can action the request 

immediately. It also has strengthened security to sensitive 

data as the appropriate person is making the decision of who 

does and doesn’t have access. “This is great both morally and 

administratively,” concluded Healy.

for MHAC. “We were also conscious that our IT team were 

receiving, and provisioning, access requests which, although 

technically capable, they did not have adequate data context, 

value or other relevant insight on which to base these decisions.”
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How many Internet of  Things 

devices do you have under your 

control? If your answer is ‘none’, 

you’re probably wrong.

T
here’s a tremendous amount 

of buzz around the Internet 

of Things, or IoT: how it will 

revolutionise manufacturing, 

agriculture, medicine, and our daily lives; 

the novel capabilities it will support; the 

new era it will herald.

But the Internet of Things relies on net-

works, and networking technologies are 

deployed and managed by people - net-

work administrators, in particular. Yet in 

recent years network administrators have 

been asked to “do more with less” - less 

budget, a smaller staff.

I’ve spent some time thinking about the 

effect the Internet of Things will have 

on networks and network administration 

and I’ve developed some theories. Also, 

Infoblox recently commissioned a survey 

of networking professionals in the US 

and UK to test some of those theories. 

At the same time, Infoblox hosted two 

panel discussions with our customers on 

the Internet of Things in London and 

Santa Clara, California.

For the most part, the survey and these 

panels confirmed my suspicions. For 

example, I had spoken with many cus-

tomers who initially said they had no IoT 

devices whatsoever. When pressed, though, 

and given concrete examples (networked 

badge readers, surveillance systems, HVAC 

systems, cash registers, vending machines 

T E C H N I C A L LY 
S P E A K I N G

How the Internet of Things
affects network administration
Cricket Liu, Chief Infrastructure Officer, 
Infoblox
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with a list of those hundreds of Apple TVs 

to choose from.

Some Things are just designed poorly. A 

network administrator for a hospital chain 

described an MRI system that used the 

same set of hardcoded IP addresses for 

every machine, meaning that the network 

administrator had to set up NAT for each 

MRI machine to ensure it was accessible.

This same lack of capability extends to se-

curity features. Most Things don’t support 

strong authentication mechanisms such as 

802.1X, leaving network administrators to 

use their MAC addresses - or nothing - as a 

weak form of authentication. Consequently, 

securing IoT devices’ access to the network 

is difficult. Some organisations I spoke with 

used VLANs to isolate certain categories of 

Things, but dedicating one VLAN to each 

type of device certainly doesn’t scale.

Our survey reiterated the concerns of our 

panel participants: 63% of those surveyed 

are concerned about the security challenges 

posed by the Internet of Things.

I’ve come up with a short list of recom-

mendations for network administrators 

facing an Internet of Things deployment:

1. Work to get yourself a seat at the table 

early in IoT deployment planning. You 

should have input into the minimum 

network requirements of devices that 

you’ll have to deploy and support.

2. Those requirements should include sup-

port for 802.1X, DHCP, SNMP manage-

ment, remote upgradeability and IPv6.

3. Consider deployment of IPv6. As you 

probably know, IPv4 addresses have 

become much more difficult to get 

in the US, Canada, Europe and Asia. 

Some of your Things may require ac-

cess from the internet or from third 

parties’ networks. Don’t let your lack 

of routable IP address space hamper 

your IoT implementation.

and so on), most realised they already 

had at least a nascent IoT infrastructure.

Accordingly, 75% of respondents to our 

survey reported that they already had of-

fice equipment ‘Things’ on their network 

and 70% reported security ‘Things’ on 

their network.

I had also encountered very few IT organisa-

tions that had deployed any infrastructure 

specifically for IoT, from dedicated networks 

to management systems. Again, our survey 

supported the anecdotal evidence - only 

35% of respondents said they have deployed 

solutions specifically to support IoT.

Since, in most cases, no dedicated network 

infrastructure exists for IoT devices, most 

IT organisations relegate IoT devices 

to existing networks. Only 30% of the 

organisations surveyed planned to create 

a separate logical or physical network for 

Things, while 46% will attach them to the 

corporate network.

In our panel discussions, we found that 

most organisations simply dump IoT devices 

on existing guest wireless networks, which 

usually provide internet access (which many 

Things require).

However, guest wireless networks usually 

don’t allow access to internal resources (eg, 

domain controllers, database and file serv-

ers), which other IoT devices need, and they 

provide little or no authentication, unpre-

dictable performance and no prioritisation 

of traffic, all of which are required by some 

categories of these devices.

Despite the varied requirements of these 

IoT devices, many IT organisations I’ve 

met with described having Things that 

are ‘thrown over the wall’ for deployment, 

well after another business unit had made 

the purchasing decision. Our survey bears 

this out: 60% of the organisations surveyed 

reported being brought in to support IoT 

devices after another organisation acquired 

them and 63% reported that the subsequent 

deployment was more challenging than the 

acquirer believed it would be.

This difficulty in implementation isn’t sur-

prising. From our customers, we’ve learned 

that IoT devices aren’t that smart. Many 

lack a user interface, making configuration 

a challenge - and often the responsibility of 

a network administrator, setting up DHCP 

options.

Many are not easily upgradeable. Many are 

designed for consumer rather than enterprise 

deployment and lack tools and features 

required for enterprise use.

A university network administrator told me 

about dorm networks with hundreds of 

Apple TVs - making Apple’s Remote iOS 

app nearly useless, because it presents you 
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Catriona Walkerden, Marketing Lead, Females 
in IT and Telecommunications (FITT)

The IT industry deserves a workforce 

of diverse leadership and talent, 

regardless of  gender, age and 

specialisation.

FITT

When did IT 
become the cool industry?

M
y timing has always been off 

… so it’s no surprise that 

I joined the IT industry, 

fresh out of university in 

2001, yep, just after the dot.com crash. I 

had fallen into the technology industry and 

didn’t really have a clue what I was getting 

into, but what I grasped quite quickly is 

that for an industry that was meant to be 

cutting edge, it was not a cool place to be.

A lot has happened since 2001, and it turns 

out I wasn’t late to the party after all - the 

real party hadn’t even started yet. Somewhere 

among the arrival of smartphones, Facebook 

and a million different applications that 

infiltrate our home and work life, working 

in IT became cool.

We have a new batch of tech heroes to wor-

ship - the Bill Gates and Larry Ellisons of 

the world have stepped out of the limelight 

to make way for a new generation of house-

hold names: Mark Zuckerberg, Sergey Brin 

and Larry Page and, fortunately for FITT 

(Females in IT and Telecommunications), a 

new crop of female technology evangelists 

such as Sheryl Sandberg and Marissa Mayer.

IT is hot right now, and what that means 

for those of us already in the industry is an 

upgrade to the interesting end of the din-

ner party table as more cool people want 

to get involved. The best graduate talent 

from all disciplines are keen to join this 

exciting growth industry and importantly 

to FITT, the universal appeal of the new IT 

industry shakes off the image of IT being 

primarily male super-geeks. There is space 

for a diverse workforce, diverse leadership 

and the best of talent regardless of gender, 

age and specialisation.

Every year, FITT celebrates the latest buzz in 

the technology landscape at its high-profile 

ICT Trends event, where those in the industry 

get together to hear about the cutting-edge 

technologies that will change the way we 

live and work. Top of the pile at this year’s 

event is 3D printing and IBM’s Watson, 

the supercomputer that finally brings the 

dream to reality that a computer can think 

like a human and process natural language 

while constantly learning. Could we soon 

have a scenario like the one portrayed in 

Spike Jonze’s movie Her where emotional 

relationships with our computers become 

a reality? For some, this relationship has 

existed for some time.

Obviously there is a downside to the per-

vasiveness of technology and the issues this 

creates for security and privacy. You only 

need ask the hundred or so Hollywood 

starlets who had compromising photos 

of themselves hacked from their personal 

iCloud accounts. But the fact that people 

entrust their precious files to a virtual system 

whose national identity is virtually unknown 

highlights the trust we place in our devices.

Who knows where these technologies will 

take us but I hope the industry will continue 

to evolve and encourage innovation through 

a diverse workforce where our role models 

are both male and female, where the geeks 

and cool kids will stand side by side. Long 

may the party continue.

B O D Y
TA L K



Optimise your cash flow and efficiency with our scalable, 
flexible, and adaptable infrastructure solutions.

Because right-sized data centre  
infrastructure is good business strategy.
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Cooling: rack-, row-, and room-based 
cooling options, including new overhead 
InRow™ cooling units, for greater efficiency

Management: end-to-end monitoring and 
management software for greater efficiency 
and availability

Physical Security: a single-seat view for 
monitoring and surveillance across the facility

Power: modular power distribution and 
parallelling capabilities on UPS for loads from 
10 kW to 2 MW

Rack Systems: any-IT vendor-compatible 
rack enclosures and accessories for  
high densities
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The only right-sized data centre 
architecture engineered as a system

Introducing Next Generation Infrastructure architecture. 
Whether you just acquired a new company or must increase its ever-expanding customer 
or inventory database capacity, you’re most likely facing pressing demands on your 
company’s IT infrastructure. Your existing data centre infrastructure may not be able to 
handle these up-to-the-minute changes. That’s where Schneider Electric steps in with its 
proven, high-performance, scalable data centre infrastructure. As the industry’s one-of-a-
kind, truly modular, adaptable, and “on-demand” data centre system, only InfraStruxure™ 
architecture ensures that your data centre can adapt effectively, efficiently,  and — perhaps 
most important — adapt quickly to business changes.
 
InfraStruxure data centres mean business. 
A data centre means business when it is available 24/7/365 and performs at the highest 
level at all times, is able to adapt at breakneck speed, lets you add capacity without waiting 
on logistical delays (e.g., work orders), enables IT and facilities to keep pace with the 
business in a synchronised way, continues to achieve greater energy efficiency — from 
planning through operations — and is able to grow with the business itself. What’s more, 
our comprehensive life cycle services help InfraStruxure data centres retain business value at all 
times. 
 
Reap the rewards of our InfraStruxure deployment triple promise.  
InfraStruxure solutions fulfill our triple promise of superior quality, which ensures highest 
availability; speed, which ensures easy and quick alignment of IT to business needs; and 
cost savings based on energy efficiency. What better way to “mean business” than to 
enable quality, speed, and cost savings — all simultaneously?

Discover which physical infrastructure management 
tools you need to operate your data centre...
Download White Paper #104 “Classification of Data Centre 
Operations Technology (OT) Management Tools today and go 
in the draw to WIN a $500 Visa Gift Card!
Visit www.apc.com/promo  Key Code 54068K

©2014 Schneider Electric. All Rights Reserved. Schneider Electric, APC, InfraStruxure, and Business-wise, Future-driven are trademarks owned by Schneider Electric Industries SAS or its affiliated companies.
email: esupport@apc.com • 78 Waterloo Road, Macquarie Park NSW 2113 AUSTRALIA • Tel: 1800 652 725 • 998-5038_AU
*Authorised under NSW Permit No. LTPM/14/00469, ACT Permit No. TP14/01580. Promotion commences 1st July 2014 closes 31st December 2014. Full Terms and Conditions available online

Classification of Data 
Centre Operations 
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  > Executive summary 

APC™ by Schneider Electric™ is the pioneer of modular data centre infrastructure and innovative 
cooling technology. Its products and solutions, including InfraStruxure, are an integral part of the 
Schneider Electric IT portfolio.

Business-wise, Future-driven.™

http://www.apc.com/promo
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F R O M  T H E
F R O N T L I N E

Networks under 
challenge

Network managers have access to fast and secure technology that would have 

been undreamed of only a few years ago. But potential bottlenecks are looming.

Jonathan Nally
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port Engineering, Net-
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Frank Ruhl, 

Blue Ocean Networks

Neil Allison, Head of Network 

Planning & Design, Spark 

Connect

N
etworks. We all tend to take 

them for granted. They 

operate almost invisibly, 

seamlessly connecting us 

with colleagues and customers whether 

down the road or across the seas.

Yet although networks have come a long 

way over the past couple of decades, the 

boom in data means they will soon need 

to expand in capacity and capability to 

levels only dreamed of today.

For instance, a recent IDC Executive 

Brief showed that Australia’s big data 

market will expand at a 27.7% five-year 

compound annual growth rate between 

now and 2017. The resultant growth in 

traffic means far more bandwidth will 

be required.

IDC’s Future of Networks report suggests 

that, despite the rollout of the NBN, 

“only 43% of premises will have speeds 

of 25 Mbps or higher by 2016”, and 

that “Enterprises will continue to have 

to throw additional bandwidth at their 

networks, as well as to add intelligence 

to these networks - to be able to handle 

traffic flows, complex application and 

quality-of-service requirements and to 

ensure applications align with and are 

responsive to future business needs.”

To get a feel for the challenges network 

managers are anticipating in the near 

future, we spoke with four experts who 

represent a cross-section of the field.

Frank Ruhl was one of the originators 

of the global NFV movement when it 

was launched in Germany at the SDN & 

OpenFlow World Congress in October 

2012. At the time representing Telstra, 

he’s now an independent consultant 

with Blue Ocean Networks. He’s seen 

many changes over the years and sees 

more to come.

“Yes, networks are under challenge. For 

service providers this is due to the rapid 

increase in traffic requiring constant 

capacity upgrades, and the need to be 

able to innovate faster in new services 

to meet the competition coming from 

over-the-top (OTT) providers, like 

Google and NetFlix,” he says. “The static 

nature of the network and the fact that 

services are tightly linked to specialised 

infrastructure limits the ability to inno-

vate, compared to OTT providers who 

deliver their services from a cloud-based 

infrastructure.

“In addition, there is the uncertainty 

about future service requirements. Ser-

vices and business models are changing 

more rapidly than they used to in the 

age of TDM-based services,” adds Ruhl. 

“Hence, a more flexible and application 

aware infrastructure is required. This is 

also important in the enterprise world 

where business models can change and 

the IT infrastructure needs to have the 

flexibility to accommodate new business 

directions, just like the cloud does.”

Looking ahead, what does he foresee?

“The network needs to be more real-

time, subscriber and application aware. 

This requires changes in the network 

and the associated software systems, as 

well as the OSS/BSS,” says Ruhl. “If these 

things come together, and they are in the 

process [of doing so], then the outcome 

will be much more automated network 

solutions and the ability for service pro-

viders to offer much more personalised 

service offerings or enterprise networks 

to be able to deal more effectively with 

uncertainty and diversity, and to allocate 

limited resources more efficiently and 

where they are most needed.”

The rise of SDN and NFV
Across the Tasman, the man in the hot 

seat at telco Spark (formerly Telecom 

New Zealand) is Neil Allison, Head of 

Network Planning & Design in the Spark 

Connect team. What would he see if he 

could look into a crystal ball?

“I wish I had that crystal ball!” laughs 

Allison. “The technology and data revo-

lution we are living in is driving massive 

changes in demand. The amount of data 

being generated now is phenomenal. 
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Every day, it’s estimated that over 500 

million photos are uploaded and shared 

on the internet. According to estimates, 

by 2020 there could be over 50 billion 

devices in the world connecting to 

that data.

“I think we will see a fundamental shift 

in technology driven by SDN and NFV. 

This will also help drive a shift in net-

work engineering and the operational 

competencies that businesses require to 

meet the ever-changing needs of custom-

ers,” he adds. “Part of that will require 

businesses to have stronger end-to-end 

service level monitoring and assurance 

to replace the box-level monitoring and 

assurance of the past.

“In terms of networks, I think that the 

economics and elasticity of computing 

resources that have been achieved in 

IT need to play out in networks in the 

same way they have elsewhere in the 

technology ecosystem,” says Allison. “For 

telecommunications companies, they 

will need the enablers that SDN and 

NFV promise to more cost-effectively 

meet the needs of customers in a timely 

fashion.”

To that end, Spark has been making 

some strategic investments.

“We have made a number of  huge 

network changes in recent times,” says 

Allison. “These include the major rollout 

of the first phase of our 4G LTE network 

inside a year. We have also upgraded 

our core transport network to a 100GE 

optical transport network and overlaid 

a new Carrier Ethernet layer to enhance 

our network portfolio following the 

separation from the Chorus network 

late in 2012.”

Also across the pond is Grant Ardern, 

CTO of HealthShare New Zealand, which 

provides IT services to five health boards 

which, between them, cover a popula-

tion of around 780,000 people. He says 

bandwidth presently is not a problem, as 

it has become so inexpensive in recent 

years. But it’s not going to stay that way.

“The extended use of  video in the 

next two to three years should not be 

underestimated,” Ardern says. “Video 

technologies and standards have come 

leaps and bounds just in the last two 

or three years, and I think we’re going 

to start seeing a whole lot more video 

traffic - we already are with video on 

demand. But the use of videoconferenc-

ing telepresence is going to - my predic-

tion is that it’s going to increase - and 

it could end up making bandwidth the 

problem again.”

But in addition to that, “Network quality 

is going to become more of a factor than 

bandwidth,” says Ardern. “In fact, I’ve 

already seen it - it’s not just a prediction.”

Andrew Leong is General Manager, 

Transport Engineering in Telstra’s Trans-

port & Routing Engineering division. 

Like Ardern, he’s concerned about 

bandwidth, and also raises the issue 

of security.

“As the network is about the customers 

and their services, there is a fundamental 

challenge facing networks about privacy 

and security,” he says. “With personalisa-

tion increasing, people value a safe and 

secure environment. The other major 

challenge is driven by the exponential 

growth in bandwidth, which drives us 

to look at the opportunities around 

sustainability - both environmental 

and financial.

One of the biggest developments in net-

working has been the explosion of mobile 

devices. Smartphones have generated a 

new wave of personalisation and a strong 

sense of identity in the networked world, 

where people are generating lots of content 

(Facebook, Twitter, YouTube, Vimeo) and 

consuming significant amounts (OTT 

video, instant messaging, telecommuting).

This has been driven by the advancement 

in mobile technologies and the rapid 

evolution of core backhaul technologies 

- enabling massive amounts of data to 

be delivered to the customer efficiently 

and cost-effectively.

“In the optical space I look forward to 

Flexigrid in order to make the most 

of optical spectrum and truly flexible 

wavelength switches (CDCG ROADMS) 

to enable the optical transport to dy-

namically route,” says Leong. “Greater 

software control of the network will 

enable faster feature development and 

greater differentiation. Enhanced opera-

tional capabilities from the monitoring 

of the health of the optical link to mesh 

protection will reduce the chance of 

customer impacting events. Smart fault 

correlations and automated restoration 

processes will minimise any disruption.

“With the rapid change of technologies, 

supporting myriad technologies and 

faster development cycles is very chal-

lenging,” Leong says. “With bandwidth 

doubling every 18 months, you can no 

longer be satisfied with incremental 

improvements - you must find substan-

tial improvements. For example, a 10% 

improvement in bandwidth will only buy 

you a handful of months of capacity. 

We must search for long-term solutions.

“The key to facing this challenge is to 

take a strategic approach - understand 

the drivers and develop a key vision to 

work against. This gives you something 

to innovate against to find these signifi-

cant solutions.”



http://www.warrenandbrown.com.au
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The concept of the data lake is emerging as 
a popular way to organise and build the next 
generation of systems to master new big  

data challenges. 

An effective metadata layer is critical to the success 
of any data lake project. Organisations that fail to 
implement a metadata layer correctly risk their data 
lake turning into a ‘data swamp’.

A data lake refers to a repository of data that 
brings together the many different and varied types 
of data available, such as video, sound, structured 
data, documents and sensor data. It provides a way 
to store this data together in a single place at a low 
cost. Distributed file systems such as Hadoop often 
serve this purpose.

Many organisations are beginning to understand the 
benefits of a data lake. For example, companies can 
store a large amount of data in the data lake until they 
have time to explore its value and, should it prove to 
have value, to decide how best to incorporate it into 

the way they do business. A second benefit is that the 
data is still available if the need arises to re-examine a 
data source. This often occurs when a new analytical 
technology comes to market that facilitates previously 
intractable analyses, or a new algorithm is developed 
that extracts value from data more accurately.

However, there is some uncertainty as to how to 
initiate a data lake project. This is exacerbated by the 
requirement to demonstrate a return on investment in 
platforms like Hadoop.

Some companies have created Hadoop ‘sandpits’ to 
experiment with the technology. As a result, organisations 
tend to see Hadoop in one of two ways: either as 
a bespoke tool only for data scientists but not for 
mainstream users trying to make decisions; or as a 
data lake available to mainstream business users. 

Organisations that adopt a data lake may tend to 
build a ‘sandpit’ environment quickly, prove the concept 
and then implement it without further analysis. This 
can lead to failure just like any other IT project. The 

SPONSORED CONTENT

HOW TO MAKE SURE THE DATA LAKE 
DOESN’T TURN INTO A DATA SWAMP
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result is referred to as a data swamp. The usual cause 
is that internal resources are scarce, only a very few 
understand the technology and support services are 
virtually non-existent. 

Another cause of failure is that the data pumped 
into the data lake is not handled correctly. The data 
lake needs help to make the data worthwhile for the 
wider enterprise. This is where an effective metadata 
management layer is vital. 

The Hadoop platform excels at consuming data 
quickly, which is a strength of the platform. However, 
it can also turn data into an unmanageable mess just 
as quickly without an effective data management layer.

Teradata recently acquired an organisation called 
Revelytix. Its metadata management technology is called 
Loom. It is unique in that it employs a semantic approach 
to automatically determine the data and its contents. 
Loom is the only complete metadata management 
toolset for Hadoop in the market. It offers capabilities 
for data profiling, reporting and governance. There are 
four key components:

1.  Extensible metadata registry. The metadata layer 
must be flexible and extensible, customising to the 
organisation’s needs.

2.  Activescan. This technology automates much of the 
work of managing new data into the data lake. New 
data types can also be catered for as organisations 
grow their data lake.

3.  Data transformations and lineage. It lets analysts 
track the lineage of all transformations in Hadoop. 
Inputs and outputs of Hive processes executed 
through Loom are automatically recorded and users 
can report on data imports/exports and advanced 
analytics. 

4.  Open REST API. This provides integration into 
other platforms and tools into the enterprise. It 
lets businesses use the API to access and register 
metadata or use it for direct access to data in 
analytics or applications.

Data lakes and enterprise data warehouses
Big data was the impetus for the creation of data lakes. 
They were developed to complement enterprise data 
warehouses, working together to create a logical data 
warehouse.

A data lake provides a location for ‘extract-transform-
load’, the process of preparing data for analysis in a 
data warehouse. The data lake lets big data be distilled 

into a form that can be utilised more broadly via the 
data warehouse.

As companies create hybrid systems that combine 
data lakes and enterprise data warehouses, it is 
critical that the data be secure, access is controlled, 
compliance regulations are adhered to, activity is 
tracked with an audit trai l  and data is managed 
through a lifecycle. These hybrid, unified systems let 
users ask questions that can be answered by more 
data and more analytics with less effort.

In the long term it seems likely that the location 
of data and the analytics to answer questions will be 
hidden from end users, whose job is simply to ask 
questions of the data. The logical data warehouse, 
made up on an enterprise data warehouse, a data lake 
and a discovery platform to facilitate analytics across 
the architecture, will determine what data and what 
analytics to use to answer those questions.

How to build a data lake
Teradata believes there are four key stages to building 
a data lake:

1.  Handling data at scale. Understanding what kind 
of data the business deals with as well as how to 
acquire it and transform it at scale is essential. 
It may not be possible to conduct sophisticated 
analytics at this stage.

2.  Building transformation and analytics. Once the 
business understands how to handle data, it can 
begin to transform and analyse it. At this point 
organisations can start building applications and 
combining capabilities from the enterprise data 
warehouse and the data lake itself.

3.  Disseminating data and analytics. Now the business 
can begin making data and analytics available to 
more employees.

4.  Adding enterprise capabilities. Few companies 
have reached this level of maturity but it is the 
highest stage of the data lake. As big data grows, 
this level will become more common. 

To learn more about best practices for a 
data lake, download this guide -
http://bit.ly/datalake_report
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Identity access management you 
can bank on

I
NG DIRECT is one of the country’s largest banks, with over 

1.4 million customers. To ensure its operational environments 

are secure and robust and that it manages its IT risks 

effectively to achieve compliance, the bank partnered with 

First Point Global to deploy SailPoint’s next-generation identity 

governance solution, IdentityIQ.

“The main triggers for the project were satisfying our 

regulatory requirements and our own internal standards for 

access control, as well as improving the efficiency of managing 

appropriate access to our assets,” said Ann-Marie Bosco, manager, 

IT Risk Governance at ING DIRECT.

Historically, the bank assigned access rights to its applications 

and systems using a group and profile-based approach. However, 

a formal framework for the definition and maintenance of roles, 

groups and profiles had not been defined and documented. This 

affected the bank’s ability to readily assess the appropriateness 

of access rights to applications and systems based on users’ job 

functions and responsibilities.

and performed the necessary configurations to demonstrate 

functionality for a single, highly sensitive, custom application. 

Following the success of this proof of concept, IdentityIQ was 

expanded to 30 applications.

Critical to the success of the project was the mapping of 

users to positions and identifying appropriate profiles and 

permissions for each. During implementation, it became apparent 

that the detailed technical roles and policies previously defined 

by the bank were too restrictive and needed to be amended. 

As testimony to IdentityIQ’s flexibility and ease of use, the 

bank was able to revise them, with little external assistance, 

in under four weeks.

Once the bank had cleansed its data and automated key 

processes, it was able to further streamline the access certification 

process by enabling business managers to more efficiently 

perform user access reviews, enabling them to view the access 

people have and address remediation of access if need be with 

ease and consistency.

End users responsible for performing user access reviews 

have provided feedback that IdentityIQ is simple to use and 

that reviews can be undertaken quickly. In some cases, the 

information presented to the asset owner also helped to identify 

segregation of duty rules and subsequent application profile 

changes to clear the conflicts.

Within 90 days, ING DIRECT had set up core infrastructure 

and launched a fully automated user access certification process 

for 30 critical applications and 1200 active users. After completing 

the final phase of its project, the bank reported decreased risk, 

improved turnaround times and focus of responsibilities for 

IAM and IdentityIQ system operation to one internal role.

“In partnership with First Point Global and the introduction 

of Sailpoint IdentityIQ, we managed to get a large body of work 

done in record time, meeting the goals of our project,” said Bosco.

“We continue to have strong support for appropriate access 

control from our users, who now enjoy an improved end-user 

experience,” added Bosco. “We also continue to enjoy a strong 

working relationship with First Point Global, who not only offer 

support and advice when asked, but also keep us updated on 

relevant identity and access management developments across 

the industry.”

Previously, the bank addressed risk management and compliance 

around user access and certification through a manual access 

review process. This was extremely labour-intensive with each new 

application under review requiring additional effort to prepare 

and undertake. It was cumbersome for business users to work 

with, where managers were emailed a spreadsheet per application 

under review and where the data from each system might be 

presented differently and with varying degrees of granularity.

In the first phase of  the implementation, First Point 

Global installed IdentityIQ in one development environment 
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IT leaders believe all data has value

Only just over half of enterprises are 

storing all available business data, even 

though a large majority of IT leaders 

agree that all data has potential value, 

research suggests.

A survey commissioned by Western 

Digital’s HGST shows that 86% of CIOs 

and IT decision-makers agree that 

all data has value if it can be stored, 

analysed and accessed. But 48% of 

respondents admitted that they were not 

storing all available data.

One reason is a lack of access to the right tools, with 78% stating that 

better analytics tools and storage systems would improve business 

efficiency and 22% admitting that they don’t have the right mix of 

structured, unstructured and semi-structured data storage to properly 

analyse their data.

Due to the growing popularity of big data and advanced analytics, 

data storage is now the primary driver of 

IT investment in many markets.

“Data has become the currency of the 

new economy and the ability to extract 

value from data is the ultimate competitive 

edge,” HGST President Mike Cordano 

said. “Smart organisations are harnessing 

the power of data to gain understanding, 

drive predictions and offer new insights.”

The biggest concern when it comes 

to data centres is around security and 

governments, and enterprises are 

increasing investments in long-term storage and data protection to 

address these issues. Among respondents involved in a data centre 

project, the most important considerations include performance (41%) 

and cost or operational efficiency (25%).

Over 60% of IT decision-makers are investing in solid state drives 

(SSDs) to extend the life of hardware investments.

Image courtesy of Seattle Municipal Archives under CC

To achieve growth, Australian businesses can’t afford to be caught 
snoozing when it comes to a new way of working.
Late in 2013, Canon Australia commissioned a survey of 1,047 office 
workers from SMBs to large organisations to assess how much time was 
spent on manual processes. Read the survey results at canon.com.au/wakeup 
and see how your business rates against these results.

Call 1300 730 959 or visit canon.com.au/wakeup
Follow us on Twitter @CanonBusinessAU

Wake up to
WORK 3.0

WAKE UP TO WORK 3.0

*Research conducted by Tech Research Asia, 2013-14

Canon has three clever solutions that enable your staff to work 
in a more engaged, productive and mobile way.

DIGITISE
Go digital and 
paperless.

MOBILITY
Work from 
anywhere, anytime.

YOUR EMPLOYEES COULD BE WASTING 
UP TO $16,415* EACH, PER YEAR

AUTOMATE
How to automate your 
Accounts Payable Process.

Call today 
for exciting 
offers

http://www.canon.com.au/wakeup


Contact us: 1800 TE INFO (1800 83 4636)  |  email: infoanz@te.com

FREE Registration – spaces limited – book now at www.te.com/auroadshow

SYDNEY 
Tuesday 11th November 2014 
8.45am to 1.00pm 
Grace Hotel, Yurra-Marra-Kirralaa 
(Level 2), 77 York St, Sydney NSW

MELBOURNE 
Friday 14th November 2014 
8.45am to 1.00pm 
Melbourne Convention and Exhibition Ctre 
Clarendon Rooms A + B 
(Level 5), 1 Convention Centre Place,  
South Wharf VIC

BRISBANE 
Monday 17th November 2014 
8.45am to 1.00pm 
Mercure Brisbane, Leichhardt Room 
85-87 N Quay, Brisbane QLD

PERTH 
Wednesday 19th November 2014 
8.45am to 1.00pm 
Novotel Perth Langley, Riverside 
Ballroom North, 221 Adelaide Terrace 
Perth WA

The TE Connectivity 
“Knowledge is  
Power” Roadshow  
is about to arrive at  
a location near you.

The TE Knowledge is Power Roadshow is an engaging and informative morning where we you will hear 
about developments that are going to take network systems to new performance heights.

Featured Topics:
• Is 400 Gb/s the next evolution step for Ethernet?
• DCD Census: What are the concerns of DC customers in Australia?
• DAS: What it means and how it may contribute to your business

Featured Speakers:

Nick Parfitt
Chief Analyst,
DCD Intelligence Group,
DataCenterDynamics

Allan Nielsen 
ISO/IEC Standards Member,
Chairman European Data Center Standards

http://www.te.com/auroadshow
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Australian small businesses unaware of APTs

Aus t ra l ian smal l  bus inesses  are 

unprepared for - and unaware of - the 

new generation of cybersecurity threats, 

according to Trend Micro.

Research into the state of IT in Australian 

small businesses shows that just 22% are 

unaware of the risks posed by advanced 

persistent threats, the security vendor 

said.

Furthermore, just 38% have mobile device security mechanisms 

in place, even though 57% consider the ability to protect mobile 

devices and services as important or very important.

But among companies that have not yet deployed mobile device 

management technology, 37% plan to do so in the next year.

Perhaps more surprising in this day and age, only 82% of companies 

were aware of antivirus security technology and 75% had heard of 

anti-spam and email security technology.

Antivirus technology is deployed across 82% of small business 

respondents, the same percentage 

that were aware of the existence of the 

technology.

“Security threats are no longer solely the 

concern of large financial organisations 

as small businesses are increasingly 

targeted by cybercriminals,” said Mark 

Sinclair, director of small-medium sized 

business at Trend Micro ANZ.

Qualities small businesses are looking for in a security technology 

include high performance, reliability and product effectiveness, and 

minimal to no maintenance required by on-site IT staff.

Around 62% of Australian SMBs pay for security products from 

traditional annual licences, while many of the remainder use 

subscription-based pricing.

The study was conducted by Survey.com on behalf of Trend Micro 

and involved the participation of 300 Australian businesses with 

between five and 100 employees.

Image courtesy of Rocky Lubbers under CC

http://www.nimblestorage.com
http://www.te.com/auroadshow
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I
f you want your business to recover 

quickly following a data disaster, it’s not 

enough to simply have backups - you 

need a complete disaster recovery plan 

that is regularly tested and audited.

Global IT budgets have been rising roughly 

in line with inflation, but the volume of data 

that businesses have to manage continues to 

grow exponentially. In addition, technology 

leaders are no longer tasked with simply 

keeping systems running but are expected 

to use IT to drive the business forward.

The increasing reliance on technology in 

a global marketplace, which expects near-

infinite access to data, products and services, 

means that 24/7 access to information and 

applications has become critical. Having the 

right IT tools to support the ‘always-on’ busi-

ness is no longer an option but a necessity 

to remain competitive within the market.

Self-evidently, the implications of the always-

on business era, due to the increasing amount 

of data being produced by organisations, 

increasingly complex IT systems and the 

heightened risk of IT outages and potential 

data loss, means business continuity is more 

important than ever. If we are to bridge the 

availability gap between being always-on 

and the cost and complexity of delivering 

that outcome, we must evaluate a number 

of considerations.

Backup is often considered an afterthought 

in many projects and honestly, it can be 

boring - therefore, it needs to just work. 

And having a solid recovery strategy in 

many ways frees an organisation to be more 

daring with its technology portfolio. Data 

protection must be a priority.

The right skill set for executing backup and 

recovery is indispensable for the business 

that never sleeps. Apply the golden 3-2-1-0 

rule. That is, you should have 3 copies of 

data with one in production, on 2 different 

media and 1 stored off-site.

Having a backup plan will not suffice; it 

has to be completed with routine recovery 

testing. When putting together a plan, it is 

important to have a thorough understanding 

of the impact an outage will have. Before 

an actual outage occurs, you should have 

already predicted the specific workloads that 

can successfully be assigned as a priority. 

It is also critical to know the impact those 

workloads might have on surrounding 

infrastructure and plan for capacity shift. 

This planning will help determine which 

virtual workloads should be given priority.

Once you have enough knowledge to identify 

the effect of an outage, you must be ready 

to do an audit of events to identify user 

and system-generated changes, and analyse 

performance statistics. While outages are 

conventionally viewed as beyond business 

control, the use of monitoring tools and 

analysis of the IT environment can help 

mitigate risks of an IT failure.

Implementing a business continuity strategy 

requires more than employing a backup 

tool. It is about modernising the approach 

to data protection, through extensive plan-

ning and monitoring, while understanding 

the virtualised landscape of the business.

Charles Clarke is the Technical Director for 
Veeam Software in the Asia Pacific region, 
based in Sydney. He has over 20 years’ 
experience in the IT industry working with a 
wide range of technologies and organisations 
around the world. Clarke joined Veeam in 
2011, and previously held senior roles with 
Quest Software and QA.

Ensuring continuity 
in the age of ‘always-on’KEY
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Telstra expands partnerships with Cisco, Equinix

Telstra is expanding its enterprise services 

partnerships both domestically and 

overseas.

The company has announced plans to 

expand its data centre connectivity with 

international interconnection and data 

centre provider Equinix into Sydney and 

Melbourne.

Under the agreement, Telstra will provide 

content delivery and telecommunications 

services to customers co-located in the 

Equinix data centres.

The expansion will involve linking up with Equinix in the SY3 and 

ME1 data centres. The ME1 is Equinix’s first International Business 

Exchange (IBX) data centre in Melbourne. The company expects to 

complete first-phase construction of the facility in the fourth quarter.

Telstra said the agreement will give the company greater access to 

potential Asia-Pacific multinational customers and allow it to further 

support key IP/Ethernet traffic and cloud 

services to serve the Melbourne market.

Separately, Telstra revealed plans to 

extend its Cisco Intercloud platform to 

include Hong Kong and Singapore.

The companies teamed up earlier this year 

to combine Telstra’s cloud capabilities with 

Cisco’s OpenStack cloud infrastructure.

The Telstra Cisco Cloud Services platform 

in Australia is now live in trial mode for a 

select few customers and partners, and the 

two companies are preparing to extend 

the platform overseas.

Telstra Executive Director Cloud Erez Yarkoni said the Cisco 

partnership forms part of the operator’s efforts to “expand our cloud 

services portfolio to a global footprint ... We will continue to add 

market-leading and trusted cloud solutions to address the cloud 

requirements our customers have.”
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Australian business brings fibre to 
Asian homes

W
hen Vietnamese telco Viettel wanted to 

conduct a trial fibre-to-the-home (FTTH) 

project in the heart of  the Asian country, 

it turned to Australian specialist Warren & 

Brown Technologies.

Warren & Brown’s role included providing the initial 

consultation services such as network planning and design, plus 

detailed engineering and installation as well as training and 

product supply. The company was able to offer a customised 

solution that met the needs of the customer as well as taking 

total responsibility for the overall assignment.

The two companies then entered into an agreement in April 

2014 for a consultation service to roll out the proposed FTTH 

network, starting with Warren & Brown working with Viettel in 

the design of the optical distribution network (ODN) and in 

establishing which passive optical network (PON) architecture 

would be best suited to urban and rural areas.

The following month saw preparation of the design and 

construction guidelines for the ODN for the first pilot site, which 

would pass 600 homes and offer both IP and RF TV connectivity.

The project focused on rural medium-density applications 

as part of the initial FTTH rollout in Da Nang City, situated in 

the central part of Vietnam.

The IP connectivity includes internet, IP telephony 

and IP TV for customers wanting to connect 

broadband internet and digital TV. In addition, 

analog RF TV will also be offered for customers 

requiring only RF cable TV connectivity.

Construction was completed within a span of 

three weeks with all 600 homes passed within the 

network and a unique network architecture and 

configuration provided by the Australian company. 

The project saw the use of spider web ribbon fibre, 

along with various Warren & Brown indoor and 

outdoor optical fibre termination products.

In addition, the company provided detailed 

theory and practical training in all aspects of 

fibre-optic cable technology fundamentals, cable 

installation, termination and testing procedures 

for FTTH PON networks to all Viettel technical 

personnel throughout all of the Vietnam provinces.

According to Warren & Brown Managing Director 

Neil Domelow, the experience and expertise gained 

from the company’s previous involvements with 

the NBN as well as projects in Holland and the 

Philippines was an important factor in assuring Viettel of the 

company’s ability to complete the project as specified.

“We were able to draw on our knowledge gained from our 

internationally experienced group of engineers to come up with 

a system tailored for the conditions - which performed as soon 

as the ‘switch was flicked’,” Domelow said.

The project began to take shape in May 2013 when a 

contingent of Viettel executives visited Australia and met with 

management teams from NBN Co and Telstra. The Viettel team 

immediately recognised the value of the Australian NBN and 

entered into negotiations with Warren & Brown to develop a 

trial network in Vietnam.
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5000 delegates to gather in Melbourne for Convention 2014

Around 5000 delegates will gather in Melbourne 

later this year for the largest engineering event 

ever held in the Southern Hemisphere.

Convention 2014 (24-28 November 2014), 

organised by Engineers Australia, will see 

leaders of the engineering and science world 

meet to discuss energy generation, transport 

and infrastructure, innovation and sustainability, 

the future of Australia’s manufacturing sector, 

climate change and many other issues.

Keynote speakers will include Nobel Prize winner Rajendra K Pachauri, 

retired astronauts Andrew Thomas and Chris Hadfield, and International 

Space Station engineer Andrea Boyd.

In a session moderated by former journalist and 2013 Australian of 

the Year Ita Buttrose, keynote speakers John Howard (former prime 

minister) and Tim Fischer (former deputy prime minister) will discuss 

how the past has engineered our future.

“Delegates attending Convention 2014 will 

hear from the world’s leading thinkers in science, 

technology, engineering and math. People who 

are at the top of their profession, inspiring and 

challenging the way we live, work and interact,” 

said Engineers Australia CEO Stephen Durkin.

The convention will consist of six conferences 

covering climate change, applied mechanics, 

defence, complex projects, telecommunications 

and leadership, plus there will be a range of 

technical conferences and seminars, more than a dozen workshops, 

symposiums and forums, and site tours.

“Convention 2014 will be the most comprehensive event ever held 

for Australian engineers and it’s the first time that all disciplines of 

engineering will come together under the one roof,” said Durkin.

Registration packages and prices can be viewed at www.convention2014.

org.au. Discounts are available to Engineers Australia members.

Image courtesy NASA

http://www.datanywhere.com
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Culling the confusion 
from the SDS hype

O F F  T H E 
CUFF

S
oftware defined storage promises 

many benefits in architectural 

simplicity, scaling and mobility, 

but there are challenges as well.

There’s been a lot of buzz lately about soft-

ware defined storage (SDS). As with many 

new technologies, there is a fair amount of 

confusion to go along with the hype.

Just what constitutes SDS, sometimes called 

‘software-based storage’, ‘software-enabled 

storage’ and even ‘software-led storage’, has 

been open to interpretation. As hardware 

has become commoditised, box vendors 

have proven eager to brand their products 

as ‘software defined’.

The definition that most - if not all - agree 

on is that SDS is an architecture model 

that relies on software to deliver storage 

functionality in a hardware agnostic man-

ner. A more narrow definition is that SDS 

encompasses those architectures in which 

storage runs on the same node as server 

and application software.

SDS’s advantage is architectural simplicity, 

and the cost savings that often result from 

streamlining infrastructure. SDS also helps 

with scaling and mobility. Beyond that, there 

are particular use-cases that can benefit from 

leveraging existing compute resources to 

enhance storage system functionality.

The use-cases that will gain the great-

est benefits are remote offices, which are 

usually constrained by budget and space. 

And it will provide an advantage to small 

and medium-sized businesses, which often 

operate under similar limitations and are 

often looking for easy-to-deploy solutions.

SDS’s cost benefits are magnified in large 

web-scale operations such as Amazon’s 

Simple Storage Service and Google’s Cloud 

Storage. Amazon and Google have developed 

multipetabyte object storage repositories 

running internally developed software 

designed to run on commodity hardware.

SDS is not without its challenges. Chief 

among them are application and data avail-

ability. In a traditional storage system, high 

availability is achieved by the use of dual 

controllers. SDS requires triple mirroring 

and/or erasure coding techniques to arrive 

at the same level of availability. This creates 

significant system overhead and decreases 

the system’s responsiveness to applications.

SDS’s mobility and scalability advantages 

are somewhat compromised as nodes are 

added due to data co-locality issues. If the 

data being accessed is not local to the node, 

it can introduce performance degradations.

With SDS, storage software may need to be 

configured for a wide range of hardware 

devices and configurations, requiring IT to 

be aware of individual compatibility, support 

matrices and any underlying limitations.

Customers considering SDS need to carefully 

evaluate various factors, especially their need 

for performance, availability and scaling. It’s 

very likely that modern data centres will 

incorporate SDS into their environments 

alongside specialised storage solutions in 

the not-too-distant future.

Radhika Krishnan is the VP of product 
marketing and alliances at Nimble Storage. 
She has over 17 years of experience in product 
and solutions management/marketing, as 
well as strategic alliances and business 
development. Prior to Nimble, she was 
responsible for driving NetApp’s virtualisation 
solutions and GTM strategy, and held 
leadership roles at HP and Cisco.
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