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It was a phrase made famous 

during Bill Clinton’s presiden-

tial campaign in 1992 - “It’s the 

economy, stupid”. Well, that 

might be correct in politics 

but in IT, as we all know, 

it needs to be “It’s the data, 

stupid”. Big data in particular 

is the buzzword of the moment, but should we be more 

concerned about ‘little data’? Our Technically Speaking 

article in this issue ponders this very question.

A serious data problem that needs to be tackled head-on 

is the matter of employees using public-level services 

such as Dropbox to store or transfer work files. Who 

owns the Dropbox account, how is the data secured (if 

at all) and what happens if a business can’t get access to 

it - for instance, if an employee quits? Solutions include 

banning the use of such services, implementing strict 

policies (which are hard to police) or providing a dedi-

cated service. Which option will your business choose?

In this issue we’ve introduced Tech Insights, where we’ve 

asked industry leaders to give their views on the year 

to come. As IT is such a dynamic and ever-changing 

field, it’ll be interesting to see how their forecasts pan 

out 12 months from now.

Jonathan Nally, Editor
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Andrew Collins

Some experts say that banning Dropbox and similar online file exchange services is at best impossible and, at 

worst, can damage your business.

Ban the box
Should you drop Dropbox?
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“Whether it be security, compliance, control or knowledge retention - 

[consumer cloud storage tools] have dropped a big hand grenade inside 

your information management functions.”

devices often want to share those files 

with others - both internal and external. 

Email is often not flexible enough for this 

purpose and external-facing collaboration 

platforms are rare,” de Boer wrote.

Speaking to Technology Decisions, IBRS 

analyst Kevin McIsaac says that the 

convenience that tools such as Dropbox 

provide means their introduction into the 

workplace is “inevitable”.

“Typically this genie is already out of 

the bottle. Everybody’s using it,” he says.

Jason Ha, national manager security prac-

tice at Dimension Data, feels the same, 

saying the use of consumer cloud storage 

tools in the workplace is “quite rampant”.

McIsaac has observed this phenomenon 

emerge alongside the rise of the tablet PC, 

particularly the iPad. For example, someone 

would want to view a Word document 

while on a flight, so they’d pop it on their 

Dropbox and be able to read it when they 

were in the air.

The risks
While these consumer cloud storage tools 

may provide productivity gains to users, they 

introduce a variety of risks and problems 

to the organisation.

“Consumer-grade file sync and share (FSS) 

solutions are a risk to most organisations’ 

sensitive data,” wrote de Boer.

Data leakage is one potential risk. For 

example, if one of your product engineers 

has highly confidential prototype plans on 

their personal cloud storage account and 

their password is compromised, an attacker 

could easily log into the web interface of that 

storage tool and pilfer those plans.

According to McIsaac, there’s “another huge 

problem” with employees using their own 

Dropbox accounts. “That Dropbox account 

is not owned by the corporation. So if the 

employee is terminated, you can’t get that 

Dropbox account back. Even if they set it up 

and the company’s paying for it, it’s actually 

individually owned.”

These tools also create problems around 

the management of data, by keeping data 

in pockets or islands separate from the rest 

of the organisation. This is particularly prob-

lematic in the case of enterprise search - for 

example, if an organisation has to undergo 

some legal discovery operation to find files 

that contain certain words or phrases.

“If they’re all inside of my file share or 

Exchange, that’s great. But the moment 

those things live in DropBox, how do I do 

those compliance functions?” McIsaac asks.

“Whether it be security, compliance, con-

trol or knowledge retention - [consumer 

cloud storage tools] have dropped a big 

hand grenade inside of your information 

management functions,” he says.

Dimension Data’s Ha offers some examples 

of the havoc that these consumer cloud tools 

have created in organisations. The company 

offers a service to its clients called a ‘cloud 

security assessment’. Ha explains: “It’s really 

designed to help clients gain visibility of 

the types of cloud services that are actually 

running in their environment.”

A
cross organisations, employees 

are introducing consumer-

grade cloud storage tools on 

the sly - without the blessing 

of the IT department. Gartner analyst 

Mario de Boer addressed the issue in 

his report, ‘Enterprise File Synchroniza-

tion and Sharing: Thinking Through the 

Security Issues’.

“Users want to be confident that the in-

formation they access (on whatever device 

they decide to use) is always current and 

up to date. Users accessing these multiple 
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He says that in “probably 50%” 

of these assessments, they find 

that a large number of the cli-

ent’s developers are uploading 

source code to one of several 

online code development/

sharing websites, for a non-

malicious, practical purpose.

But often with these code 

sharing websites, any code 

uploaded becomes the prop-

erty of the site, creating intel-

lectual property headaches, 

Ha says. “They basically own 

your source code - that’s the 

underlying agreement as part of the terms 

of use [of the website].”

These consumer cloud storage tools can 

also provide a vector for malware. “Recent 

developments in malware research have 

shown how FSS solutions can be used as 

an effective way to transport malware to 

enterprise networks. Users being infected 

while not in the enterprise’s network can 

sync infected files with internal systems,” 

de Boer wrote.

“As demonstrated at Black Hat 2013, FSS’s 

bidirectional communication between 

external and internal systems can even be 

used as a command and control channel 

between an infected internal endpoint and 

external machines.”

To ban …
Some organisations react to these risks by 

simply banning the use of these consumer 

cloud storage tools. According to Ha, having 

a “no cloud storage” position of that sort 

is “becoming rarer”, but does still occur.

Such a ban could take the form of a com-

pany policy against their use.

“I’m always a big fan of using policy if I’ve 

got strong culture,” says IBRS’s McIsaac. 

“If your organisation has strong culture 

- like, say, you’re a legal firm - you might 

get away with it from a policy perspec-

tive. But the people are still going to hate 

your guts. Because you’re not providing 

the service - you’re providing a third-rate 

service if you don’t give them that kind 

of functionality.”

Dimension Data’s Ha says that if you have 

a hardline position against cloud storage 

tools, “The only way that you can enforce 

that position is if you actually have very 

good visibility capabilities, and then a way 

of shutting the services down.”

For visibility, you need “a full audit of 

all the services that are running in the 

organisation, so you can constantly identify 

when cloud services start getting used”. 

And to shut the services down, “you can 

use some of the existing capabilities in the 

organisation - like web content filtering 

solutions or firewalls to block access”.

With these tools combined, “You can go 

through a stage of enforcement where 

you can actually start locking down the 

services and then continuously monitor 

to see if people are using the services 

or not, then shut it down as you go,” 

Ha says.

In most organisations a se-

cure web gateway (SWG) 

controls the acceptable in-

ternet use policies, according 

to de Boer.

“SWGs are the infrastructure 

components best equipped 

to (selectively) block access 

to FSS solutions. However, it 

can be a challenge to figure 

out which FSS solutions to 

block. Gartner clients that 

have monitored network 

traffic to FSS solutions often 

report between 10 and 15 

different FSS solutions being used by 

employees,” de Boer wrote.

Mobile device users are also a challenge 

for blocking via SWGs. “Devices that 

are not centrally managed (and forced 

to use a SWG) or that are not used via 

the organisation’s network cannot have 

access blocked.”

… or not to ban
But according to IBRS’s McIsaac, intro-

ducing a technological solution to ban the 

use of cloud storage tools like Dropbox 

is itself problematic.

“If you put in technology, then you’ve got 

to have a bunch of people who spend their 

days dealing with that. And for everything 

[you] do to try and stop it, somebody 

finds a way around it. It creates all sorts 

of additional complexities around your 

information management,” McIsaac says.

And whether you go a pure policy route 

or use a technology solution to back it 

up, “you’re not popular and you gener-

ally end up making the environment even 

worse”, he adds.

Instead of banning these tools, McIsaac says 

you’re better off introducing a company-
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endorsed cloud storage tool - one with 

suitable security and management features.

“You’re not going to stop people doing this 

- you’ve got to provide them with a better 

alternative. The benefits that people get from 

a Dropbox-like experience are so compel-

ling to those folks that they’re going to do 

it anyway, no matter what you do. They’ll 

find a way - you can’t stop them. What you 

can do is you can provide an alternative that 

is good enough or as good as that experi-

ence, and then put in place drivers so that 

it’s easier for them to use your corporate 

solution than to use Dropbox,” McIsaac says.

“If people are really demanding this stuff, 

you’ve got to have a solution. It’s not enough 

to try and stick your head in the sand and 

pretend that that functionality is of no 

value,” he adds.

Gartner has very similar advice, with de 

Boer suggesting that you “Proactively provide 

users with a sync capability that is similar 

to Dropbox in its ease of use, rather than 

simply blocking access to a similar tool that’s 

evidently a necessity.”

Dimension Data’s Ha, however, is agnostic 

on the decision to ban or not to ban. “Be-

ing a provider of services, and an advisor 

of services, the policy decision comes down 

to the client. We can make some suggestions 

but we don’t judge if that’s what they want 

to do. We would just say: that’s fine, if that’s 

your policy position, we respect that, but 

this is what we suggest you would do then.”

A matter of control
If you decide to provide an enterprise-grade, 

company-sanctioned cloud storage tool to 

your employees, you may want to consider 

exactly what security features or controls 

you require from such a tool.

For example, you might decide you have 

no problems with somebody accessing the 

company’s cloud storage when they’re on a 

PC with an encrypted hard disk, but deny 

them access if they want to use it from a 

hotel browser, McIsaac suggests.

And if you are concerned about industrial 

espionage, you may decide to block employ-

ees from accessing your cloud storage when 

they travel overseas - particularly given recent 

news of threats such as Darkhotel. “You might 

say: when [an employee is] inside Australia, 

no problem. When they’re in China, no, they 

can’t get to it,” McIsaac says.

However, these particular controls “are very 

esoteric”, McIsaac adds. While controls like 

these are necessary for some organisations, 

the controls that are usually of interest are 

“really trivial”.

These more common controls can include: 

cutting off access to and remotely deleting 

data from a mobile device if it’s stolen; 

allowing or denying access based on the 

device being used, the network it’s being 

used from, or the time of day; or a ‘poison 

pill’ so data is deleted after a specific date.

“Really, really simple policy controls. And 

then it comes down to what makes the 

most sense for your organisation,” he says.

Dimension Data’s Ha adds that the necessity 

of specific security features “all really comes 

down to the policy perspective”.

“Encryption is generally a bit of a kneejerk 

reaction - these days, anyway - where some 

organisations will say: if we’re going to use 

[a cloud storage tool] we need to encrypt.”

Instead of assuming that encryption is a 

necessity, Ha suggests you ask: “Do you 

really need to encrypt the data? What’s the 

nature of the data? Because it is encrypted 

in transit - because it’s usually an SSL form 

of connection - and for the high security 

cloud services, it’s usually encrypted at rest 

as well on the cloud service provider. So 

what risk are you really managing against?”

Dimension Data asks its clients about privi-

leged access and data loss. “Are you more 

concerned about how people are actually 

using the service, who’s accessing the ser-

vice, what information are they putting up 

and down, and are there different types of 

information that you don’t actually want to 

go up and down?”

“So that becomes more of monitoring the 

usage of the service, as opposed to worrying 

about the heavy-duty encryption side of 

the service. Some of the visibility tools will 

give you that capability to actually help you 

understand how the services are being used 

and the type of information being exchanged 

on the services,” Ha says.

Whichever controls you decide are impor-

tant, you need to keep an eye on functionality 

and the user experience.

“For most users usability trumps security 

and control. Solutions that fail to meet us-

ability expectations will not be adopted, and 

users will fall back to consumer solutions,” 

Gartner’s de Boer wrote. Similarly, “Too 

much control that impedes user experience 

will [also] drive users back to consumer-

grade solutions.

“It is critical that any enterprise solution 

offers functionality that exceeds or is at least 

comparable to the solutions, that users can 

access free of charge as a consumer.”

“You’re not going to stop people [using Dropbox] - you’ve got to provide 

them with a better alternative. They’ll find a way - you can’t stop them.”
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What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
Organisations have a massive opportunity to look attractive to 

the new generation if only employers see what is in front of their 

faces. Adapting to the new generation means that organisations 

should start to “Value people on their potential, not their his-

tory” (Bo Bennett). The millennial (Gen Y) or digital native can 

show how they can reduce the six degrees of separation down 

to three degrees with social media and so on.

There are many ways that organisations can dream up ways 

to grow, but many of the answers already exist within your 

organisation: invest in and value employees; exploit all your 

technology/features; consolidate, as ICT development is heavily 

influenced by integration; and small acorns - smart people have 

smart ideas, so trust in them.

What are your customers demanding of 
you more today than five years ago, and 
how will you meet these requirements in 
2015?
Simplification of their operations. The barriers to simplification 

are increasing with customers experiencing pressure from budget 

cuts, cyberattacks, commercial diversification, information growth, 

increased supply chains, mobile working and internet-connected 

devices (IoT). The concern is that evolution is evolving faster 

than at any other time. Customers need to take a breath and try 

to go back to basics, rather than creating more complexity in an 

already complex ICT environment. Clearswift is doing exactly that 

with our Adaptive DLP solutions, by addressing the elements of 

DLP that waste resources and restrict business operations, whilst 

also mitigating many of the pressures from cyberattacks, insider 

threats, information sharing and increasing employees’ awareness 

of critical information protection in real time.

Do you expect to face an increasing burden 
from new legislation and regulations? How 
will your company tackle this?
Regulations in Australia are being introduced/updated, but 

more importantly there are more regulators being employed 

to address the new Web 2.0, mobile age and the digital genera-

tion. The new European General Data Protection Regulation, 

for example, requires an Australian organisation that accesses a 

European citizen’s personal information to prove they meet the 

new EUGDPR standard or face fines of up to 5% of worldwide 

revenue or €100 million.

Clearswift Adaptive DLP offerings protect organisations from 

intentional data breaches from within the organisation and 

also from external actors attempting to gain access to sensi-

tive information using malware. More importantly, we protect 

employee from themselves.

Aside from your own, which ICT 
companies will be the ones to watch in 
2015 and why?
Companies should keep a close eye on the big IT vendors as 

they start their breakups - notably HP and Symantec - into 

separate organisations, but there are also rumours that EMC, 

Cisco and Oracle are under pressure to transition their busi-

nesses to be (supposedly) more nimble. 

Organisations should also look at Australian start-ups both for 

innovation and economic benefits. A surprise flanking move-

ment could see end users leap-frog the incumbent vendors and 

invest in start-ups to gain real advantage in ICT execution.
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What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
As a conference organiser specialising in the use of technology 

in various industries, it seems to me that the first challenge of 

all companies in 2015 will be merely recognising and dealing 

with continual change.

There’s a tsunami of new, connected technologies flooding 

the market, which will only continue, and which raise a 

number of important questions that every business should 

ask of itself - How do suppliers and users keep up? How do 

they learn about new technologies? How do they know what 

they don’t know? How do they manage the skills gap? How 

should they manage the risk of change?

What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
There will be huge opportunities for companies involved in 

the Internet of Things (IoT) ecosystem. Unfortunately, the 

jury is still out on what this opportunity will look like. The 

winners will be creative (rather than ‘tech’) companies that start 

learning and planning now about the connected everything.

The other major growth area will be for companies that provide 

integrated ‘3rd Platform’ solutions - that is, the combination 

of social, mobile, analytics/big data and cloud (SMAC).

What are your customers demanding of 
you more today than five years ago, and 
how will you meet the requirements in 
2015?
Today’s employees and customers expect 100% reliable, seam-

less and secure 24/7 connection across their own device(s). 

Most companies are still lagging far behind in this expectation.

Do you expect to face an increasing 
burden from new legislation and 
regulations? How will your company 
tackle this?
Yes - we can expect to see more rigour and concern around 

online security. If  they’re not careful and don’t adopt a 

proactive approach, some companies could find themselves 

becoming bogged down with managing changes in legislation, 

regulation and risk mitigation.

Aside from your own, which ICT 
companies will be the ones to watch in 
2015, and why?
As far as international companies go, these will be the ones to 

use new technology to revolutionise entire global industries: 

Witricity (which develops wireless energy transfer technology) 

working together with Intel; Amazon Payments Inc (a wholly 

owned subsidiary of Amazon); and the Chinese giant, Alibaba.

In Australia, we feel these new, but fast growing, companies 

will use new technology to create competitive advantage, 

which in turn will force larger competitors to become more 

innovative in order to compete: Aussie Commerce and Kloud.
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Unifying comms in 
the cloud

A N A LY S E 
T H I S

T
here are many cloud-based uni-

fied communications solutions 

available, and each has its pros 

and cons.

Unified communications (UC) is the inte-

gration of multiple communication streams, 

such as telephony, instant messaging (IM), 

unified messaging and conferencing (audio, 

video and web) traditionally delivered 

through premises-based technology.

But recently, UC vendors have been aug-

menting their product portfolios with cloud 

delivery capabilities, referred to as unified 

communications as a service (UCaaS). 

While UC deployments continue to be 

driven by business interest in individual 

and workgroup productivity, as well as 

support for remote working and customer 

service, enterprises are often left wondering 

whether they should source UC from an 

on-premises core platform vendor, a UC 

cloud provider or a combination of both.

While the majority of UC solutions are still 

installed on-premises, hosted or facility-

managed services are increasing. IT lead-

ers who are contemplating a cloud-based 

solution should compare private cloud UC, 

hybrid UC and public cloud UC to determine 

which solution is best for their organisation.

While retaining many of the attributes of 

public cloud communications, private cloud 

has some distinct differences:

Service-based: The service is provided 

either by the organisation’s IT department 

or by an external managed service provider.

Scalable and elastic: Private cloud archi-

tecture takes advantage of virtualisation 

to build scale and flexibility for all user 

requirements.

Non-shared: The service supports multiple 

departments of a single organisation, but 

not any external organisations.

Metered by use: Organisations consume 

communications as a utility, based on the 

active number of users.

Uses internet technologies: The core of 

the service is IP-based but the connection 

to users and between organisations includes 

Multiprotocol Label Switching (MPLS), 

Ethernet, public internet and Session 

Initiation Protocol (SIP) trunking services.

Hybrid UC enables organisations to operate 

UC through blended cloud- and premises-

based deployment models. The hybrid 

split between the cloud and premises can 

be based on functionality, geography or 

utility/use cases. Hybrid UC is typically 

provided in one of three ways:

Functional hybrid provisioning: UC 

functions like audioconferencing or te-

lephony are delivered via the cloud while 

functions like videoconferencing and email 

are obtained via premises-based solutions.

Geographical hybrid provisioning: UC 

elements are delivered in different ways 

depending on the location of users. For 

example, in a branch office site, users could 

make telephone calls via the cloud, while 

users in a different site or geography, such 

as a head office, could use a premises-

based solution.

Utility or use-case hybrid provisioning: 

Selects cloud or premises UC delivery based 

on a volume threshold or meeting certain 

requirements for quality/reliability. For 

example, premises-based solutions could 

be used for internal audioconference calls 

for up to six people or informal ad hoc web 

conferencing, but if the conference grew 

beyond six users, then it would switch to 

cloud to meet the larger capacity demand.

Also known as unified communications 

as a service (UCaaS), public cloud UC 

provides communications over multiten-

ant or virtualised infrastructure that is 

owned, maintained and hosted by the 

service provider. Users pay a subscription-

based fee, typically per user, per month. 

Cloud UC supplies equivalent functions 

to premises-based services, and spans 

integrated IM and presence, telephony, 

messaging, conferencing and mobility.

In addition to the core cloud UC capabili-

ties outlined above, users are also interested 

in: mobility integration with smartphones 

and tablets; combined cloud UC and cloud 

contact centre functionality; and collabora-

tion functions such as shared workspaces 

and enterprise social networks.

Most cloud UC deployments are still for 

small or midsize businesses. However, with 

strong brands such as Microsoft, Google 

and Cisco offering mature platforms, 

demand from larger enterprises (up to 

5000 employees) is on the rise. Cloud 
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deployment best practices.

UC providers are increasingly expanding 

their support to multiple regions, which 

means we’re starting to see deployments 

spanning two or three regions, such as 

Australia and Asia.

How to decide which UC solution best fits 

your organisation? Private cloud services 

are best when there are limits to the quality 

and coverage of public cloud services or 

when the organisation is subject to regula-

tory and security issues that restrict use. 

It is also popular with IT organisations 

that want to outsource management of the 

application and infrastructure but believe 

public cloud services are insufficiently 

mature. Private cloud satisfies the CIO’s 

need for agility and cost optimisation while 

maintaining job security for IT managers 

responsible for communications. However, 

it does come at a cost, with private cloud 

services having a higher cost of ownership 

than public.

Organisations generally employ hybrid 

UC procurement for its flexibility and 

costs, and to meet business requirements 

and organisation structure. For example, 

an organisation can use an existing IP 

PBX with remaining useful life for voice 

functionality while getting conferencing 

capabilities via the cloud. Blended procure-

ment allows planners to leverage premises-

based infrastructure with existing useful 

life and can ensure compliance, security 

and regulatory requirements are fulfilled 

on the corporate journey to the cloud.

For example, email functions can be 

delivered through a premises-based solu-

tion to retain control of sensitive content, 

while communications with fewer security 

requirements (like conferencing) could 

be obtained through the cloud. However, 

the costs associated with integrating UC 

elements can be prohibitive and may add 

complexity to the management interface 

tools. Hybrid is a good interim path for 

those wanting to migrate fully into the 

cloud but who are not quite ready for a 

total move.

Public cloud satisfies the business manag-

ers because it helps organisations become 

more agile as they grow and supports 

disaster recovery with replicated data 

centres. Businesses that opt for public 

cloud believe it enables them to reduce 

costs, focus on core competencies and 

reallocate IT staff to focus on competitive 

differentiation.

For organisations with fewer than 100 

employees, the business case for public 

cloud UC is usually compelling, given 

their limited numbers of IT staff and the 

fixed costs of on-premises equipment. For 

midsize organisations, it relieves them of 

the complexity and expense of support-

ing remote sites and makes it easier to 

support mobile and telework use cases. 

While public cloud is still an option for 

larger companies, private cloud may be 

more cost effective and beneficial in the 

long run.

Each UC solution has its pros and cons. 

By better understanding the options, IT 

leaders can now determine which option 

best fits the needs of their organisation.



18

http://www.logmein.com/au


19

Andy Farquharson i s  the 
Vice President for LogMeIn 
Asia Pacific and one of the 
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What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
For our customers a key growth opportunity for 2015 is be-

ing able to constantly improve and enhance their customers’ 

experience. The fact that mobile web usage continues to rise 

is hardly news to most businesses, but few have mastered 

the ways this has changed the behaviour of consumers or 

the strategies to address multichannel customer engagement.

A recent global study by LogMeIn and the e-tailing group 

found that over half of mobile users engage businesses via 

their mobile devices. With the rise of mobile as a preferred 

channel, LogMeIn is continuing to focus our innovation 

efforts to help businesses to be more responsive and timely 

than ever by developing their customer engagement strategies, 

with a mobile first approach.

What emerging trends or developing 
technologies may influence or change the 
way the ICT industry will do business in 
2015, and why?
Most businesses are aware of the significant impact of the emerg-

ing Internet of Things (IoT). One principle driving expectations 

for the IoT market is its potential impact on the customer 

experience - the ability to improve customer experience and 

relationship management through creating intelligent services. 

The possibilities for businesses that utilise IoT are end-

less - fault detection, consumable replenishment, servicing, 

product enhancement, actionable intelligence, cross-selling 

and upselling to name a few.

By utilising ready-built networks, offering fast, secure and 

scalable connections alongside a range of tools designed to 

both manage this new class of devices and better engage the 

end users of those devices, businesses can concentrate their 

efforts on creating innovative connected products. And the 

cost model has lowered dramatically, making it available to 

smaller businesses, not just the big end of town.

What new and innovative technologies 
do you see emerging in your IT solution 
categories in 2015, and how will they 
help your customers?
One key finding for our region in a recent global study con-

ducted by Ovum is the continued rise in collaboration in the 

workplace, with an emphasis on ad hoc meetings. Mobility 

and consumerised IT environments - as well as highly con-

nected employees - are defining the modern business and 

changes in how workers collaborate. And for our customers 

they can gain significant advantages when they encourage the 

use of collaboration tools that their employees use day in day 

out, as well as styles of working for the modern worker and 

work environment.

In addition, the IoT will revolutionise business, allowing 

companies to improve their value propositions, engage with 

customers on a whole new level and build new revenue streams. 

In 2015, companies that manufacture products and want to 

better understand how customers are using them, and ensure 

that those products work properly and reliably, will increas-

ingly begin IoT-enabling their products. Simply connecting 

products to the internet is not enough - the true value of 

the IoT is in the data extracted from the device and what 

you do with it.

http://solutions.boldchat.com/2Q14/effective-mobile-engagement-report.html?lead=PressRelease
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What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
The single biggest challenge Veeam sees is how to provide 

availability that meets user demand without breaking the 

bank. As data volumes explode, caused by the rise of IoT, 

existing infrastructure will prove insufficient for increasingly 

demanding users. The expectation from users for businesses 

to be ‘always-on’ will put IT under pressure to deliver those 

services seamlessly and uninterrupted.

Another trend that is expected to create challenges is the 

growth of personal file-sharing usage for corporate data. 

There are plenty of providers in the market; however, they all 

create a dilemma, which is how to balance between conveni-

ence and data security.

What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
A key opportunity for 2015 is to look to disaster recovery 

and availability solutions through the cloud, as a service, 

with data being streamed to hosting providers offering fast 

and effective recoveries. This will enable end users to increase 

data availability and ensure the 3-2-1 rule of data protection.

As data grows exponentially due to ‘always-on’ business, storage 

will present a massive challenge. Therefore, there is also an 

opportunity to encourage organisations to create a strategy 

of data classification. In other words, what to keep in-house, 

what to discard and what is appropriate for cloud storage.

What emerging trends or developing 
technologies may influence or change the 
way the ICT industry will do business in 
2015, and why?
Next year we can expect to witness business users having 

even bigger requirements for uninterrupted access to applica-

tions and data than consumers, and this pressure will drive 

IT executives to re-think their availability models. Network 

agility and reliability will be given greater prominence as 

virtualisation continues to gather momentum, but availability 

will become a strategic concern to business leaders. No longer 

will recovery time or point objectives of hours or days be 

acceptable; instead, IT will be expected to deliver recovery 

in a matter of minutes.

What are your customers demanding of 
you more today than five years ago, and 
how will you meet these requirements in 
2015?
Customers demand solutions that bridge the availability gap: 

the divide between being ‘always-on’ and the cost required 

to ensure it. This is what Veeam has excelled at over the last 

five years and will continue to do in 2015 by adding features 

such as better hardware integration with partners like HP, 

NetApp and EMC, plus plenty of agentless recovery options.

As cloud services continue to mature and with the introduction 

of cloud platforms, such as Microsoft Azure in Australia, we 

will start to see greater adoption of cloud as an availability 

platform next year, evolving beyond test-and-dev. Veeam 

will strive to meet this increasing demand by enabling our 

ProPartners to offer innovative availability solutions for the 

cloud, such as backup-as-a-service. This will differentiate the 

partners and provide great recoverability for their customers.
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What emerging trends or developing 
technologies may influence or change the 
way the ICT industry will do business in 
2015, and why?
Enterprise software is no longer about packaged applications or 

one size fits all. It’s about taking existing applications, data that’s in 

the enterprise and new content to create personalised applications.

To thrive in this application economy, companies need to bring 

better products to market faster, have better intelligence and 

analytics, and be able to predict where the market is going. This 

is an area CA Technologies understands - it’s in our DNA. Our 

integrated suite of enterprise management, DevOps and security 

solutions give our customers the tools to win in 2015 and beyond.

What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
Mobility and customer service. Customers are more likely to 

interact via an application than through a person; therefore, 

companies must provide great applications that further relation-

ships and build trust and loyalty while delivering ease of use and 

accessibility across any device, anytime, anywhere.

CA Technologies commissioned research to understand the 

impact the application economy is having. The study shows 

that 72% of business leaders believe that custom-built applica-

tions are very strategically important or fundamental to the 

organisation’s success.

What new and innovative technologies 
do you see emerging in your IT solution 
categories in 2015, and how will they help 
your customers?
You’ll start to see innovation in areas that support the rapid 

development, delivery and support of applications. For exam-

ple, CA is enabling DevOps for mobile - looping in real-world 

feedback and analytics to drive application development, delivery 

and management. Through big data management we are also 

enabling customers to bring together data sets from multiple 

sources into one common view.

The gaps between IT and a lines of business will shrink. IT will need 

the tools to translate complex information into simplified visuals and 

reports so the information is relevant to all areas of the business.

Security and authentication will be redefined. For example, CA’s 

Session Share and Proximity Access solutions will make mobile 

connections ubiquitous, controlled and secure across any device, 

anytime, anywhere.

In 2015 we will see a world where temporal applications spin up 

automatically. Using APIs to assemble these applications will acceler-

ate ability to meet market demands and open new opportunities.

What are your customers demanding of you 
more today than five years ago, and how will 
you meet these requirements in 2015?
Our customers are not only looking for solutions to develop and 

deliver quality applications that engage customers and drive repeat 

usage, they also need to ensure these applications, and the systems 

running them, are always available. CA’s integrated suite of solutions 

across all platforms and infrastructure - from mobile to cloud to 

the data centre and the mainframe - are helping companies ensure 

their customers have applications that work effectively.

Another change is the growing demand for software-as-a-service. 

CA Technologies has a SaaS-first development strategy; we have 

seven cloud products including infrastructure management, security 

and product and portfolio management.
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Unified comms
The path to efficiency and savings

Companies can achieve significant savings and dramatically boost efficiency 

with a UC system.

Jonathan Nally
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A
ccording to IDC’s ‘Unified 

Communication & Collabora-

tion (UC&C) Market Analysis 

and Forecast, 2013-2018’ re-

port, organisations are beginning to adopt 

more UC&C features. “There has been 

tremendous innovation in UC&C solu-

tions resulting in products that are more 

affordable and easier to use, which will 

start to drive adoption,” said Siow-Meng 

Soh, research manager, IDC Australia. 

“We are seeing a rapid shift of demand 

from hardware-based, on-premise UC&C 

solutions to software-based and cloud-

based solutions as companies look for 

greater flexibility, cost efficiency and less 

technology to manage.”

IDC also believes there is potential for 

growth as companies deploy UC&C tools 

to gain competitive advantages - from 

offering better customer service through 

the use of multichannel contact centres, 

to improving speed to market by enabling 

staff and business partners to collaborate 

better.

It’s all about mobility
In Perth, the City of Nedlands council is 

reaping the benefits of having changed to 

a UC system. Council CEO Greg Trevaskis 

had a vision to bring the council into the 

21st century with its communications.

“The challenge for all councils is to con-

stantly look for efficiencies and improve 

services to the community. Technology can 

assist here. It doesn’t have to be expensive 

or difficult to implement. Our transfer to 

a cloud environment has opened up many 

opportunities and more flexibility for our 

operations,” said Trevaskis.

Mike Fletcher, manager of corporate 

strategy and systems, was the man given 

the job of turning the vision into reality. 

He implemented an Avaya cloud solution 

incorporating UC that would integrate 

with Microsoft Office and provide a virtual 

environment.

“From a staff  point of  view, it’s all 

about mobility; it’s about being able to 

work from anywhere at any time with 

any device,” said Fletcher. “I think we’re 

probably the first council in WA to go 

into the cloud. As a part of that process 

we’ve done away with the physical phone 

and PABX infrastructure, so the Avaya is 

purely a piece of software that sits in the 

cloud. My calculations indicated we are 

saving the council about 33% of its telco 

costs; we are projecting a future saving of 

around 44%.

“The strategy of going cloud is a strategy 

of reducing cost, becoming more efficient, 

providing staff with up-to-date tools to 

enable them to work anywhere they wish 

at any time, including the mobile office 

component,” adds Fletcher. “We now 

have building and pool inspectors out 

in the field with their iPads. Phone calls 

follow them to their iPads, so they’ve got 

a fully mobile office; they have a virtual 

connection back into the office and have 

access to all of their documents - Word 

and Excel and key systems.”

Becoming virtualised was a part of the 

council’s business continuity and risk 

management strategy. “If our administra-

tion building burned down, we’d just go 

hot-seat somewhere else and keep work-

ing,” said Fletcher. “We did have the local 

Telstra exchange die some months back, 

for 24 hours - it made no difference to 

our business whatsoever.”

Nedlands is now in dialogue with some 

rural councils to provision them with a 

pilot service, including the Avaya UC. 

“We anticipate the provision of service 

to provide positive outcomes for them,” 

said Fletcher. “For example, within the 

group all calls are free - you can make as 

many calls as you like and for as long as 

you like. Outside of the group, the shire 

councils only pay local call rates when 

calling Perth. They, too, can enjoy the 

UC experience, from virtual desktops to 

mobile devices and videoconferencing.”

Breaking the tyranny of 
distance
“When we had the opportunity to up-

date our system, we said, ‘Look, we need 

something that can do it all,’” said Andrew 

Andrew So, Infrastructure 

Manager, EzyPay

Gerard Hughes, National 

IT Manager, Peoplebank

Mike Fletcher, Manager, Cor-

porate Strategy and Systems, 

City of Nedlands
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So, infrastructure manager at EzyPay, a 

company that provides direct debit services 

to businesses.

“We’ve had an office in Malaysia for the 

last three years, and that’s predominantly 

been our software development centre,” 

said So. “We have a small call centre in 

Sydney, and we wanted the opportunity to 

create a bit of a blended environment, to 

be able to accept different kinds of calls, 

emails, talk to our remote users.

“So one of the big decisions when we spoke 

to ASE about the opportunity to update 

our system to unified comms was to allow 

all of our users to be on the same system,” 

said So. “And to have the ability to chat 

and Skype, videoconference, screenshare 

and talk to all our users. All through the 

one channel.”

“We’re not a large organisation, and we 

just wanted the ability for everyone to 

have a bit of flexibility in their lives and 

work life, but still be able to communicate 

with anyone in the organisation,” adds So.

The opportunity to go UC came when 

the company was moving offices. “We 

centralised all our server environments 

into a data centre and we don’t have any 

physical servers on location here in our 

Chatswood office any more,” said So. “The 

chat, teleconferencing, videoconferencing, 

desktop screen sharing, are all on virtual 

servers.”

What are some of the benefits he has seen 

with the UC system in place?

“There is the ability to create new call 

flows through the system for our inbound 

phone calls, and to distribute them to 

the right users,” said So. “It doesn’t mat-

ter where they are - you can distribute 

those calls into our Malaysian office, or 

someone who is working from home can 

still receive phone calls as if they were all 

sitting in our office.

“We’re doing more business in Malaysia 

and other Asian countries now, and we’ve 

been able to reduce the telco costs by not 

having to make overseas calls,” said So. 

“Vice versa, a lot of our support happens 

out of the Malaysian office - when they 

need to contact one of our customers, 

they’ll just dial an Australian number and 

it is an Australian phone call.”

The right solution
Peoplebank is Australia’s largest IT recruit-

ment company, headquartered in Sydney 

and with offices around Australia and 

Asia. With around $500 million annual 

turnover, it has approximately 2500 to 3000 

contractors out on-site, and hundreds of 

thousands of candidates on its database.

“Peoplebank has grown throughout the 

years through acquisitions. Maybe three 

to fours years ago we had quite a lot of 

companies and we had disparate phone 

systems, different suppliers, so we had dif-

ferent hardware that were not connected 

across the offices,” said Gerard Hughes, 

the company’s national IT manager. 

“They were ageing systems, they were 

expensive and difficult to maintain, and 

multiple platforms made it difficult for us 

to administer. But also there was no real 

connection across the business.

“So we wanted to go to a common plat-

form, and a modern platform that would 

enable us to do things like VoIP, SIP 

trunking, unified communications, and 

one that would bring the whole company 

together and be on one single platform,” 

said Hughes. The company chose a system 

from ShoreTel.

“The real savings came firstly from the 

telco side of things,” said Hughes. “Go-

ing to a built-from-the-ground-up VoIP 

and unified communications system, we 

were able to go from ISDN over to SIP 

trunking, which allowed us to negotiate 

with our telco a fixed-priced agreement 

where we don’t pay for local, national or 

calls to mobile. So we’ve seen a 40% sav-

ing across the board on our telco costs.”

A prime benefit for the company was a 

boost in collaboration across the business. 

Beforehand, many of the phone calls they’d 

make were expensive long-distance calls, 

which sometimes led to reluctance to 

make the call. “Now, we just run the voice 

across internet links, a VPN, between our 

offices in Asia into Australia, so even our 

international calls to our offices overseas 

are free as well,” said Hughes.

Peoplebank uses its system to do training 

and helpdesk functions across the busi-

nesses and offices, plus it makes use of 

instant messaging, point-to-point video, 

voicemail integration and click-to-dial.

“We didn’t anticipate how much we could 

share workloads across the business. So we’ve 

had instances where in Sydney we’ve had a 

spike in the workload, so we’ve got someone 

from our Singapore office to help us,” said 

Hughes. “Sometimes we do it between of-

fices in Australia; we didn’t anticipate that, 

but that’s been a real benefit.”

“A prime benefit for the company was a boost in collaboration across 

the business.”
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What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
Quality talent. IT relies heavily on the expertise and integrity of 

the team you’re working with. Studies show that the average cost 

of replacing someone is 2.5 times the cost of keeping them on 

the payroll. With staff generally being the single biggest cost on 

the P&L, why shouldn’t it be given the focus it deserves? Culture 

and values are everything. It’s easy to get someone who knows 

the technical side of your problem or products to impress your 

customers, but they need to uphold the core values of the busi-

ness and hopefully add or invest in your culture.

What emerging trends or developing 
technologies may influence or change the 
way the ICT industry will do business in 
2015, and why?
The term ‘Internet of Things’ (IoT) has been bandied around 

for 15 years, but is only becoming a reality now. 2014 saw some 

great innovation around NFC and some clients are already asking 

for this to be embedded with current mobility and BPO solu-

tions. M2M communications will be able to automate processes 

and efficiencies at a greater rate than ever before. The downside 

to all of this is the burden on businesses around security and 

big data. ICT providers will be required to upskill and provide 

sound plans around security.

I am hoping to see further innovation in the big data area, 

especially in the digital and online presence for the SME, and 

being able to use predictive analytics.

What new and innovative technologies 
do you see emerging in your IT solution 
categories in 2015, and how will they help 
your customers?
Mobility. This has been a core area in our service catalogue for 

years, but we truly can offer full mobility to a client with the 

assurance of reliability and security. With NFC technology, GPS, 

the IoT era upon us and releases of new mobility platforms, it 

really is an exciting time for our guys looking after it.

Offering hybrid cloud and IT as service broker is also another 

emerging area. With more businesses finally putting trust in the 

hosted (cloud) world, bringing together personal clouds and 

external private and public cloud services will also be essential 

to IT solutions. We are investing heavily in more infrastructure 

through 2015 to assist our clients manage cloud services ef-

ficiently with security in mind.

What are your customers demanding of 
you more today than five years ago, and 
how will you meet these requirements in 
2015?
Innovation. Customers are more educated and equipped with 

information than ever before. Years ago complacency could be 

hidden with a few ‘good ideas’ but I have seen salespeople be-

ing taught solutions by the client. Clients expect (and deserve) 

proactive, not reactive, management from their provider.

Good ICT businesses need to think like a start-up; they need to 

keep relevant with new ideas, expand their service catalogue and 

keep their customers ahead of the game. We constantly encourage 

our team to think outside the box and always collaborate with 

our ‘innovator’ and ‘early adopter’ clients.

http://www.forumit.com.au
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What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
Much attention is paid to the role of cybercriminals, but the far 

more common threat begins with well-intentioned employees. 

According to a new survey, 71% of employees believe they have 

access to company data they should not be able to see, and 

54% characterise that access as frequent or very frequent. Only 

22% of employees say their organisation is able to tell them 

what happened to lost data, files or emails, indicating a lack of 

internal monitoring.

The lack of detective controls and the failure of companies to 

create and enforce a least-privilege model for confidential or 

sensitive data will lead to highly publicised breaches and loss 

of critical data.

What emerging trends or developing 
technologies may influence or change the 
way the ICT industry will do business in 
2015, and why?
It’s best to assume that whatever network you’re on, there’s 

probably already something or someone present that represents 

a threat - but a threat to what? Once inside, do they have free 

reign to find the most sensitive information?

With automated controls, organisations can efficiently imple-

ment and maintain a least-privilege model, audit data access, 

spot abuse and identify stale data. In 2015, IT will be able to 

make an impact by putting stronger policies in place requiring 

continuous monitoring and stricter access controls.

What are your customers demanding of 
you more today than five years ago, and 
how will you meet these requirements in 
2015?
Forward-thinking customers are also starting to ask how they 

can get more value out of their unstructured, human-generated 

data. They want to be able to search it and analyse it more easily, 

as well as access it more flexibly.

Varonis can monitor, manage and protect human-generated data 

in critical file systems, email, intranets and file shares, while 

at the same time helping organisations get more value out of 

their data, increasing employee productivity and reducing costs, 

and we have proven that we can do it at scale.

Do you expect to face an increasing 
burden from new legislation and 
regulations? How will your company 
tackle this?
We see increased regulation as an opportunity for organisa-

tions to improve their capabilities to conduct business in the 

digital age. Early in 2014, after the Target breach, there was 

some support in the US Congress for a national law that would 

establish a single set of rules for alerting consumers when their 

personal information has been exposed.

Unfortunately, the idea has not advanced any further, but more 

progress has been made in Europe. The EU Data Protection 

Regulation (DPR) would require consumers to be promptly 

alerted. Will the DPR finally be approved in 2015? It’s still 

possible, although some of its tougher requirements - right 

to be forgotten and heavy fines for non-compliance - will 

likely be relaxed.

In any case, data-security laws are moving in the direction 

of greater consumer safeguards. The final results will have a 

strong influence on consumer confidence in global companies.
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W
hat sort of IT security de-

velopments should we ex-

pect to see in 2015? Here’s 

my top seven, starting off 

with privacy and security digging in for 

a long war. Encrypted traffic will increase 

and so will data breaches, while use of 

encryption will continue to increase to 

protect consumer privacy. Malware will 

increasingly hide behind encryption to 

evade detection by most enterprises that 

are struggling to balance employee privacy 

against those encryption-hidden attacks.

Big media will say NO to malvertising. 

Major media properties will increasingly 

display ads from partner networks that 

host malware. As the risks of infection by 

visitors to their web properties increase, 

these media companies will put more 

pressure on their ad partners to eliminate 

malvertising.

2015 will be the year of PUS. Potentially 

unwanted software (PUS) is picking up 

on mobile devices. Hidden deep down 

in end-user licensing agreements and 

frequently missed by users downloading 

free apps, PUS will increasingly be part 

of downloads to gather information about 

your web surfing, in order to ‘improve 

your browsing experience’, such as serv-

ing you more relevant advertisements. As 

PUS is increasingly added to free software 

by developers seeking to monetise their 

creations, it will slow down - and even 

destabilise - infected devices.

Unmarked bills or you’ll never see your 

data again. Ransomware hit a lot of peo-

ple in 2014. The next logical next step 

for ransomware creators is to say “how 

can I increase value from my victim?” 

Blue Coat predicts that the next real 

targets will be small businesses or small 

government organisations - entities 

with hundreds of thousands in their 

bank account. These attacks will involve 

conducting reconnaissance on target 

computers/systems - not just blindly 

encrypting all the documents. If attacks 

can access the network storage, attacks 

can demand higher ransoms.

Attackers will get social. Attack tools will 

increasingly leverage information from 

social networks to customise the attacks 

in a better way. Most targeted attacks have 

a social context, which increases efficacy 

and is easier to do now. Attackers will 

exploit their knowledge of target victims 

to gain access to critical systems and data.

Big Brother will absolutely be watching. 

While it was relatively low in volume in 

2014, expect an increase in surveillance 

software that is developed by security 

companies or nation states to monitor 

certain people. As international conflicts 

emerge, these tools will inevitably be used 

to keep track of what people are doing 

and whether they’re a security risk or not.

Heartbleed, Shellshock and Poodle, oh 

my. Expect more ‘common mode failure’ 

events, where a single defect causes failures 

to ripple through a system, like Heartbleed, 

Shellshock. Vulnerability seekers (research-

ers, attackers) have had their first taste 

of this, and there’s no going back now.

Dr Hugh Thompson is the Program Committee 
Chairman for the RSA Conference, and Senior 
Vice President and Chief Security Strategist 
of Blue Coat Systems.

Seven security trends 
to watch in 2015KEY
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       work

Data centre delivers solutions 
on solid ground

N
ew Zealand backup and business continuity services 

provider Plan B chose Schneider Electric to build 

its new independent connected data centre network 

under the sub-brand Southern Cross Data Centres 

(SXDC), designed to meet the needs of regional integrators and 

large enterprises.

The result provides customers with a new set of data centre 

colocation options in Auckland (two locations), Wellington and 

Christchurch. Each SXDC also includes integrated access to business 

continuity and disaster recovery solutions. Launched in August 2014, 

the custom-built data centre and business recovery facility in Tawa 

(Wellington) expanded footprint at the site by around 1000 m2.

“Design is always at the heart of any data centre plan and is 

critical to ensuring that every square metre of space is effectively 

utilised,” says Ian Forrester, Plan B’s managing director.

Careful planning and project management were required to map 

the power availability in the area and advanced electrical design tools 

were utilised to confirm appropriate power in the facility. Another 

challenge was energy efficiency, as energy costs continue to rise on 

average 10% each year in New Zealand.

Schneider Electric provided a complete power and cooling 

solution, which included 90 racks, power distribution units, an 

Eco aisle containment system and UPS. The hot-aisle containment 

and an in-row cooling configuration have given the facility a 30% 

energy saving in comparison to raised-floor cooling methods. The 

feature-rich racks are optimised for easy installation, managing 

cables, integrating power distribution and maximising airflow.

To increase performance and reliability,  a power protection 

MGE Galaxy 5500 was installed, with online technology fully isolating 

and protecting against power quality disturbances.

“Schneider Electric’s project management experience and 

consultative solutions meant that it could help us build an attractive 

and premium facility that is one of the most efficient in the local 

market,” said Scott Lawson, Plan B’s infrastructure manager.

The Tawa data centre has been built to tier 2+ capability to 

meet the typical needs of businesses and allow for decentralisation 

and spread of risk. The facility also hosts both multisubscriber 

and dedicated standby office facilities for clients who require it to 

manage risk and meet regulatory obligations.

Hosting options include:

•	 Production Equipment - host live services within the SXDC 

infrastructure;

•	 Hot Standby - host redundant equipment that is fully 

connected for use immediately if an outage occurs on a user’s 

production equipment;

•	 Warm Standby - host physically racked, preconfigured 

equipment that is on but not actively providing service but 

can be quickly activated and updated remotely; and

•	 Cold Standby - specialised or required equipment in shelf 

storage to guarantee that the equipment will be in an appropriate 

facility and ready for use during a disaster recovery.

The facility makes it easy for enterprise clients to access additional 

services such as backup and data protection (embedded into the 

design), standby offices and equipment, recovery assurance and 

consulting services. It is also one of the most energy efficient in 

the region with a power usage effectiveness of 1.6.

“Schneider Electric’s global experience and vast research and 

development knowledge were crucial to bringing the very latest 

in data centre technology and design experience to this project,” 

said Forrester.

It was also important that the facility was reliable and that it 

would not be significantly affected by seismic activity in the greater 

Wellington region. It is for this reason that the Tawa site was chosen 

as it sits on geotechnically solid ground, outside the high-risk 

earthquake zone. “I think we can confidently say we are the only 

business continuity services provider to have delivered with 100% 

success through five earthquakes,” said Forrester.
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What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
Around the world we are seeing organisations grapple with 

information overload. While busily collecting terabytes of data, 

they struggle to use this deluge in real time to make informed 

decisions. After all, without a way to show correlations, trends 

and outliers, it’s hard to truly understand all the sheer volume 

of information that organisations are generating, let alone turn 

it into actionable insights. Consequently, organisations without 

the right data analytics and business intelligence (BI) solutions 

in place will continue to struggle in the year ahead to reap true 

business benefits and ROI.

What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
One of the biggest growth opportunities for businesses will be 

leveraging the power of BI and analytic tools. BI solutions un-

ravel the terabytes of data that organisations are producing and 

present it in a relevant and contextual manner, enabling users to 

make quicker and better business decisions. Through the use of 

visualisation, organisations can see trends and correlations that 

they wouldn’t typically see with traditional reports and graphs.

In addition, we see an opportunity for self-service business intel-

ligence solutions to take off. Instead of BI tools being reserved 

for senior members of the team, increased availability of afford-

able and user-friendly self-service solutions will enable everyone 

within the organisation to access and take advantage of BI tools 

to support their roles or areas of business.

What new and innovative technologies 
do you see emerging in your IT solution 
categories in 2015, and how will they help 
your customers?
In 2015, we will continue to develop innovative technologies 

with the fundamental goal of enabling every knowledge worker 

to rapidly create visually rich analytics from any device to ex-

plore theories, prove hypotheses or discover new trends that can 

change the trajectory of business.

Working together with our partners, we will be in an excellent 

position to offer solutions that offer simple data integration, 

associative technology and powerful visualisations, and Direct 

Discovery. This will enable businesses to augment in-memory 

data with more detailed data stored in the Big Data system. 

The outcome will be that even non-technical users will be 

empowered to explore data - big or small, freely, with just 

a few clicks.

What are your customers demanding of 
you more today than five years ago, and 
how will you meet these requirements in 
2015?
Today’s data-centric economy has enticed organisations to 

look for easy-to-use solutions that allow the wider business 

to derive value from their data. At the same time, customers 

want the ability to manage this environment, making sure that 

the right people have access to the right types of data, and 

ultimately have control of when and where people access it.

Qlik will continue to connect customers to data by combin-

ing two forces of IT - governance and flexibility. Increasingly, 

the IT department will have control and governance over the 

environment, while users have the freedom and flexibility to 

work on any application of their choice.
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What do you see as the biggest challenge 
facing the ICT industry in the year ahead?
Cloud computing services represent a disruptive technology 

that is having a big impact on the ICT industry. As a result, 

ICT organisations need to keep pace with the new and emerg-

ing ways of doing things. Many won’t. 

They will assume that the skills that have been engaged to 

create successful on-premise solutions are the same as those 

required for the effective delivery of cloud services. While 

this is an education issue, it’s also something that requires 

the cultivation of a pro-change attitude amongst ICT industry 

professionals.

Fewer young people are joining the ICT industry compared to 

20 years ago. Those who have been around a while may have 

to adopt an ‘old dog learning new tricks’ strategy not only to 

survive but also to provide customers with the best outcomes.

What do you see as the two biggest 
growth opportunities for your customers 
in 2015 and why?
Social engagement and mobility solutions. The opportunity 

to create communities around your brand is unparalleled in 

social platforms. You can manage content, guide discussions, 

provide a Wikipedia of your organisation’s operations, culture 

and service Q&A, while receiving real-time market feedback on 

desires and behaviours relating to your product lines. Mobil-

ity is the other area of opportunity in 2015. The productivity 

gains, real time information sharing, and at-fingertips decision 

making have become expectations of staff and customers.

What are your customers demanding of 
you more today than five years ago, and 
how will you meet those requirements in 
2015?
Five years ago, selling project methodologies and a quality-first 

approach was a battle. I can recall countless conversations with 

would-be clients who would ask, “Why is project management 

included; surely this is a waste of time and money?” There 

has, thankfully, been a shift in maturity. Now clients want 

clear and detailed answers regarding our methodologies and 

the processes and governance models that are applied to our 

projects to manage risk and cost.

For Professional Advantage this is all part of our operational 

DNA, so we’ve simply shifted from selling quality-based pro-

ject approaches to sharing our experience and models with 

prospective customers.

Apart from your own, which ICT 
companies will be the ones to watch in 
2015 and why?
After attending Microsoft’s worldwide Partner Conference 

in Washington in July, I wrote a blog post where my general 

theme was that Microsoft is back and is here to stay. Microsoft 

CEO Satya Nadella is leading a tremendous revival, with the 

company remodelling its market and application approaches 

so that they are device-agnostic. In the same sense, it has 

produced excellent devices such as the Surface PRO 3 and 

some hardware resulting from the Nokia acquisition.

Almost every week, Microsoft’s cloud offering for SaaS, PaaS 

and IaaS is evolving with new and market-leading features 

and functions. The company is gaining market share in areas 

otherwise considered lost to competitors like VMware, Apple 

and others, and all the while remaining a profitable corporation.
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What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
If I can quote Yoda to a young Luke Skywalker, “You must un-

learn what you have learned!” In other words, things that have 

made companies successful in the past are often in their way 

of a successful future. Industry lines are blurring; digital-born 

innovations are disrupting markets and threatening to make 

companies - and industries - obsolete. Though there is a lot of 

discussion on why this matters and what the future will be like, 

I see very little emphasis on how to get there.

The biggest challenge facing the industry is to shift attention 

from the hype of technology innovation to the realities of use 

and sustained adoption at scale.

What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
Easily it’s digital, which is driving companies to improve every-

thing they do. This includes those who don’t see themselves as 

being in the software business, but who are becoming software 

builders to digitally transform themselves.

The biggest growth opportunities for our customers in 

2015 will be driven by this move. Their key to success with 

these opportunities will come from separating their digital 

transformation journey from the IT operations that support 

today’s business.

What emerging trends or developing 
technologies may influence or change the 
way the ICT industry will do business in 
2015, and why?
Data continues to be the 800-pound gorilla. Almost every ICT 

company and its technology or services should look at how the 

influx of data impacts and benefits their customers.

A closely related trend is mobile and beyond - the emergence 

of wearables and other new devices. ICT companies need to 

adapt quickly to build new experiences for their customers and 

end consumers, and not just build technologies to unleash the 

potential of these technologies.

Most importantly, the ICT industry will be influenced in 2015 

by how early movers or innovators start building software-driven 

businesses based on these developing technologies.

What are your customers demanding of 
you more today than five years ago, and 
how will you meet these requirements in 
2015?
Now and into 2015, more than ever before, we are seeing demand 

from companies that one would not associate with the business 

of software or technology.

The imperative to go digital is a call for every company in any 

industry to build software that drives their business. We did not 

see this five years ago, when most companies were focused on 

implementing and maintaining IT to support their business.

We see this demand driving our growth at Persistent Systems 

in 2015 and beyond. Our software product DNA, which distin-

guishes us from IT outsourcers or systems integrators, positions 

us strongly for this new customer demand. To meet this new 

demand, we are strengthening our partner ecosystem of tech-

nology platforms and we are helping customers bring speed to 

their digital transformation using a combination of technologies 

and approaches.
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Little data may become more 

valuable than big data. But how do 

you gather it efficiently and securely, 

and what should you do with it?

H
as big data had its day? A 

growing number of busi-

nesses and pundits alike 

are promoting the value 

of ‘little data’ - sets of information that 

are limited in scope to a specific person, 

organisation or device.

Some see it as a means by which to rapidly 

boost personal productivity; others, as 

delivering the same insights as big data 

but at a lesser (or, if you’re an optimist, 

‘more targeted’) scale. Both are right - to 

an extent.

What both viewpoints leave out is that 

little data is a subset of big data, rather 

than being a straight-up alternative. That 

means the same guiding principles for 

intelligent, efficient big data handling - 

automation, clear business goals and the 

twin gatekeepers of privacy and security 

- also apply to its smaller sibling.

In fact, many individuals and enterprises 

are already in a position to gather little 

data. The bigger question is whether and 

why they’d want to do so.

A trivial solution
The data that we need to monitor per-

formance and productivity is, in most 

circumstances, already available to us. 

Let’s say, for example, that you’re in a 

sales role and you want to figure out the 

efficiency of your cold-calling routine. As 

T E C H N I C A L LY 
S P E A K I N G

Don’t let little data 
become a big hassle
Lawrence Garvin and Thomas LaRock



43

and you have a data concoction which 

is both highly combustible and not par-

ticularly useful.

So is there a time when little data’s benefits 

might outweigh their costs?

Hacking your life
The answer is a definite maybe. For in-

dividuals looking to improve their own 

performance, analysing their own personal 

data stores can yield some extremely valu-

able insights. We collect more data about 

ourselves than ever before, and the rise of 

wearable devices like FitBit and Google 

Glass looks set to spur even more rapid 

growth in what we know about what we do.

Apps which can track and provide recom-

mendations based on this data will, we 

think, grow in number and popularity 

as more people take up ‘life-hacking’ as 

a discipline. You don’t even have to look 

at biometric or behavioural data, either: 

an app which can analyse your calendar 

schedule could easily allot you different 

tasks to complete, based on the amount 

of free time you have to get them done.

Again, security and privacy will be con-

cerns, but the big difference is that rather 

than a large organisation it’s the individual 

who has control - and who ultimately 

takes the blame for any breach. Little 

data is probably too big a risk for any 

organisation at this stage: better to stick 

with big data, particularly sets which are 

stripped of personal identifiers from the 

get-go (such as machine and sensor data), 

than risk the privacy quagmire of tracking 

employee ‘performance data’.

But as the amount of personal data contin-

ues to grow, it’s only a matter of time before 

people get wise to it - and hopefully turn 

little data into a force for self-betterment 

instead of a tool for more nefarious pur-

poses. Calorie-shaming, anyone?

with a big data strategy, you’d identify a 

hypothesis (perhaps that people stay on 

the line longer at certain times of the day) 

and figure out what data would prove or 

disprove it (the average length of your 

calls, segmented by hour).

But unlike with big data, this information 

is easily accessible: via, say, a VNQM (VoIP 

Network Quality Manager) tool to track 

packet traffic and performance.

These little data ‘platforms’ are embedded 

throughout the average enterprise IT set-

up. If you’re looking to track your most 

procrastination-likely hours, a network 

traffic analyser can track which apps you’re 

using at different times of the day; a user 

device tracker can find out how often you 

check your phone during those riveting 

all-hands meetings. So the information is 

there - it’s just a question how you analyse 

it, and why you would want to.

Little Brother is watching
This is where the privacy/security question 

rears its binary head, even more so than 

when discussing big data’s applications in 

the enterprise sphere. Because little data by 

definition covers very discrete data sets, and 

because its objectives are mostly related to 

individual performance, the potential for 

very targeted and very damaging breaches 

of confidentiality is extremely high. And 

while the systems mentioned above don’t 

collect the details of this personal infor-

mation - such as, for example, what you 

say on a VoIP call - they can still paint a 

potentially embarrassing or even libellous 

picture of individuals or organisations if 

given into the wrong hands.

There are numerous security and de-

identification methods which can reduce 

this threat, including many with which 

system and network admins will already 

be familiar. De-identification is already 

a major part of businesses working in 

sensitive areas, like the legal and financial 

services industries. But enterprises should 

be asking themselves: does the risk need 

to be taken?

Little data can, of course, also assist in 

improving areas like CRM analysis or 

internal process monitoring - but by this 

time, you’re starting to look at problems 

which demand big data or machine data 

solutions, where limiting your scope of 

analysis is also going to limit your ability 

to come up with effective solutions.

Any enterprise considering the use of little 

data to improve employees’ performance 

should think about the privacy trade-off 

very carefully. They should also mull over 

what we like to think of as the Rule of 

Online Forms: if someone suspects their 

privacy might be at risk, they’ll just falsify 

their data. Add to that the likelihood 

of individuals or groups ‘gaming’ their 

metrics to look better at appraisal time 

©
 iS

to
ck

ph
ot

o.
co

m
/4

X-
im

ag
e



44

http://www.clicksoftware.com


45

Currently the Senior Director for 
ANZ & SEA, George Chondros 
has been with ClickSoftware for 11 
years in a variety of roles ranging 
from professional services, key 
account management and sales. 
Working across various industry 
verticals throughout APAC has 
provided him with extensive 
knowledge across all facets of 
providing mobile workforce 
management solutions. Prior 
to ClickSoftware, George worked 
in various business and technical 
roles at Deloitte Consulting, 
Armaguard and 80-20 Software.

George Chondros
Senior Director for ANZ & SEA, 
ClickSoftware

TECH
I N S I G H T S 

2 0 1 5

Do you expect to face an increasing 
burden from new legislation and 
regulations? How will your company 
tackle this?
As a cloud company, the data sovereignty and privacy require-

ments are always paramount to our customers. Therefore, I 

expect (nay, hope) that new federal and state legislation and 

regulations will be adapted to be in line with the changing 

ICT landscape and the adoption of cloud by the enterprise and 

government organisations. Just recently the federal government 

has indicated that, where possible, cloud-based solutions are 

preferable for any new IT purchase.

Where our customers’ data sovereignty and privacy require-

ments do not meet the global industry standards, we are 

agile enough to accommodate, ensuring that we comply with 

requirements.

What new and innovative technologies 
do you see emerging in your IT solution 
categories in 2015, and how will they 
help your customers?
Wearable technology is still in its infancy, but the application 

of this technology is gaining traction; whether it is out in 

the field with engineers and the ability to monitor an engi-

neer’s vitals on a real-time basis and take actions based on 

this information, or left with clients in the home healthcare 

industry to streamline the home visit process. 

Couple this with announcements throughout 2014 from Apple 

(Health Kit), Samsung (Health) and Google (Fit) about their 

platforms, and I believe that we will see wearable technology 

take off in 2015 in the enterprise sector.

What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
ClickSoftware’s customers come from a wide range of industries 

(utilities, telecommunications, professional services, home 

healthcare, HVACC etc) and typically what is a growth op-

portunity in one industry is not relevant to another. However, 

one of the growth areas all our customers can benefit from 

is the Internet of Things (IoT) - the ability to connect with 

multiple devices and peripherals within the existing internet 

infrastructure. This will provide innumerable automation 

benefits for all our customers whether it be syncing with 

wearable devices to monitor the health of workers out in the 

field or providing schematics on infrastructure that is needed 

to fix the issue in a timely manner.

What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
With the pace of technological change at an unprecedented 

rate and consumer trends now filtering into the enterprise, 

one of the greatest challenge for vendors is selecting the right 

technology, whether it be hardware or software, to move their 

solutions forward with. 

Not only will this enable vendors to harness current and future 

trends in the market for the benefit of their customers, but 

it will also enable them to be more agile in light of changing 

needs and demands ensuring that their solutions are relevant 

for their target market.
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What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
Businesses have begun to recognise the valuable business insights 

that can be derived using data analytics technology and this 

trend is likely to continue to gain momentum.

The challenge, however, still remains in connecting business and 

IT in roles, responsibilities, governance and execution. Without 

careful management of these aspects, the growing availability 

of big data will become a burden instead of an asset for some 

organisations. To solve this, businesses must create a consistent 

framework that includes clear roles assigned to managing data. 

The key is to follow a repeatable process to ensure accurate 

insight into customers and business operations is achieved 

consistently and reliably.

What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
The growth of the ‘discovery zone’: There will be a continued 

growth in the trend towards creating a ‘discovery zone’ - a dedi-

cated area, integrated with the data warehouse, where a number 

of data analysts can load and test new data and analytic models.

Improved access to big data: It is critical for companies to have 

a business sponsor and a business driver for new analytics to 

ensure that accessibility is addressed.

The use of apps to gain customer insight: 2015 will see more 

companies understanding the importance of using apps to 

improve service and gain insight into individual behaviours.

What emerging trends or developing 
technologies may influence or change the 
way the ICT industry will do business in 
2015, and why?
One of the biggest trends for 2015 will be the increased use 

of connection analytics: how organisations can use technology 

to better understand customers’ interactions and act on that 

information.

Connection analytics discovers interrelated connections and influ-

ences between people, products and processes within a network to 

refine analytic results. It can provide answers to business questions 

such as identification and influence of thought leaders, impact 

of external events on issues such as risk, or analysis of network 

performance based on causal relationships between nodes.

What new and innovative technologies 
do you see emerging in your IT solution 
categories in 2015, and how will they help 
your customers?
Data lakes are already changing the way businesses store data. 

I think we will see data lakes further embedded in businesses’ 

ICT systems.

As organisations come to grips with how to handle big data 

more effectively, they will look to better redesign and rebuild 

some data ingestion and integration tasks. This is likely to result 

in an increased uptake of data integration optimisation services 

to remove some of the unnecessary overhead and costs of data 

replication and processes.

To gain further efficiencies, organisations will look beyond the 

one-size-fits-all approach to find data solutions capable of intel-

ligently storing and processing data on multiple media within 

one unified architecture, without the need for human interven-

tion. This will also further enable greater execution of real-time 

analytics within this same framework.
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What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
The balance between pricing and quality. Just as in other 

areas of ICT, each year customers expect lower prices but at 

the same quality level. This is forcing suppliers to develop 

innovate processes to meet this demand, while simultaneously 

implementing a permanent review of the entire life cycle of 

products and systems.

At the same time, non-compliant or low-cost products are 

entering the market, making it difficult for customers to easily 

see the difference in value for money.

What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
Public Wi-Fi, smart or green buildings, and smart connectiv-

ity. The future trend is big data and connected cities. More 

and more people and devices will become network ready and 

allow different applications. Smart connectivity is essential 

to support the IT management with information in order to 

handle the team tasks more efficiently.

Using cabling as an example, the systems will become intelligent 

and can provide information to the software management, 

so you can see what is connected, asset information and so 

on. What is coming next is the global standard for this, the 

AIM standard - and this will bring automated infrastructure 

management.

What emerging trends or developing 
technologies may influence or change the 
way the ICT industry will do business in 
2015, and why?
I see four things. The first is any kind of wireless technology. 

And when I say any kind, there are two technologies currently 

emerging - one is the 3G/4G technology and the other one is 

Wi-Fi. The second trend is the way in which online business 

will change the way we deal with customers.

The third is the information that we have to provide to our 

customers, which will definitely change that relationship. 

So, for example, 10 years ago a customer would ask for fact 

sheets - today they may want to have this in an editable 

content format.

The fourth sector is pre-terminated products, as they will 

reduce deployment times and cost - customers are looking 

for ways to reduce their Capex and Opex, but mainly Opex.

What new and innovative technologies 
do you see emerging in your IT solution 
categories in 2015, and how will they 
help your customers?
Meeting supply and demand requirements, and customer-

specific products. We meet this by local production, design 

and technical support, and warehousing. We have expanded our 

local capabilities and have a nationwide distribution network. 

Furthermore, we have offices in all major cities with sales and 

technical support. At the same time we participate actively 

in standards committees in Australia and around the world.

http://www.te.com/enterprise-au
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Storage array boosts college’s 
admin efficiency

S
ituated in Coorparoo, Queensland, Villanova College 

is an independent Catholic school that provides 

education for boys from years 5 to 12 and in 2014 

has an enrolment of over 1200 boys.

Villanova is justly proud of its information technology 

capability. It maintains a one-to-one laptop-to-student ratio for 

year 7 and up, and in years 5 and 6, there is at least one laptop 

for every two students.

But in mid-2013, Villanova’s disk-based storage solution 

was close to retirement and the ICT manager, Craig Smith, was 

keen to use the opportunity to improve the college’s storage 

capacity and efficiency.

“What we had back then was inefficient,” Smith admits. 

“Managing storage took too much time for little value-add. 

Managing backup processes was time-consuming. We didn’t 

have the tools to measure efficiency, plus we were outgrowing 

the storage capacity.”

Smith take a close look at the flash storage solutions offered by 

Nimble Storage.

“I had been looking at traditional storage options such 

as Dell and HP and had compared the capacity, performance, 

power consumption, cooling requirements and the rack space 

they required. After researching Nimble and learning about its 

smart compression and intelligent indexing system utilising 

SSDs for faster access, I believed this was the way forward for 

Villanova,” says Smith.

With Aryon’s help a Nimble Storage CS240G array with 24 

TB of raw capacity was installed at the college.

“Including four new hosts, we now use only a third of one 

server rack. Configuration took under 30 minutes. The system 

was operational for a week on its own prior to migrating several 

of our non-critical virtual machines across without incident. 

Over the next few weeks our entire production environment 

had been migrated to Nimble,” Smith says.

Using Nimble’s approach to compression, more than half 

of the new array’s total capacity is available for growth over 

the next three years. On MS Exchange for example, Villanova is 

achieving a compression rate of roughly 2.7, while the school’s 

TASS student administration and financial management system 

has gained around 450 input/output operations per second.

“Today the whole school runs on Nimble. The advanced 

methods employed by Nimble resulted in improvements in 

performance of our TASS system and we’ve certainly seen 

improvements in stability,” Smith asserts.

The time required to carry out storage-related administration 

has dropped from nearly half a day per week under the old 

system to just minutes per week.

The college has been able to completely switch off the older 

tape backup system by utilising Nimble’s snapshot capabilities 

and Microsoft DPM as a secondary backup-to-disk solution. 

The use of Nimble snapshots to backup Exchange and SQL 

Server has made the overall process faster, simpler to manage 

and more reliable.

Ultimately, Smith believes the storage deployment has 

reduced system administration demands and given his small IT 

team more time to focus on projects that assist teaching staff, 

enhance student learning and support administrative efficiencies.

While one option was to extend the warranty on their existing 

SAN storage, Smith didn’t believe this was the best path forward. 

So he turned to Villanova’s IT partner, Aryon, for advice. The 

IT support company has worked with the college for some years 

and has a deep understanding of its needs.

Aryon recognised that whatever solution was chosen, it 

would have to be easy to manage and, ideally, free up time for 

the IT team. After considering market offerings, Aryon suggested 
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Australian IT pros expect pay hike in '15

Six in 10 Australian IT professionals are expecting a pay rise in 

2015, suggesting that confidence in the career prospects of 

the occupation is returning, according to Robert Walters.

A survey conducted by the recruitment consultancy 

firm also found that 34% of IT professionals are 

expecting a bonus on top of their base salary.

This compares to just 43% of respondents 

reporting having received a salary increase in 

2014, and 23% who received a bonus.

Around a third of IT professionals are planning 

to leave their roles in the next three months - 

significantly below the average of all professionals of 45%. This 

suggests a higher level of satisfaction among IT experts for their 

chosen career path.

For the workers indicating a desire to leave, 41% expressed a 

desire to seek career development opportunities. This was the main 

motivator behind employee churn, followed by a pay rise, improved 

work-life balance and improved job security.

“The results show that the number of IT 

professionals expecting a salary increase in 

2015 is on par with the average candidate 

response,” Robert Walters Director of IT in 

Sydney Peter Bateson said.

“IT workers are most likely picking up on a 

general increase in business sentiment that 

we are currently witnessing in the Australian 

market, and expecting their remuneration 

to be increasing as a result.”

But expectations for those anticipating a pay rise are modest, with the 

largest proportion of respondents estimating that their salaries will 

increase between 4-6% and nearly as many expecting a 1-3% hike.

Workers expecting a bonus likewise typically believe it will be between 

1-10% of their base salaries, with the largest proportion expecting a 

6-10% bonus.
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Information Builders’ business intelligence (BI) & analytics, integrity, and integration 
solutions provide organisations with the tools needed to transform their data into value. 
We have helped hundreds of organisations to:

•  Analyse revenue opportunities to generate new business
•  Analyse customers to increase satisfaction and revenue
•  Make accurate, smart decisions to improve the bottom line
•  Optimise productivity, efficiency and the best methods of communication
 
Visit www.informationbuilders.com.au/insights to find out how.

http://www.informationbuilders.com.au/insights
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What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
The explosion and availability of data requires new thought as 

to how to govern it and how to make it available to various 

users within the organisation and externally. Companies rightly 

see their data as an asset and therefore need to ensure that it is 

secured and accurate.

Ensuring that data is integrated in a way that it can be accessed 

in real time from any device and multiple applications is key. 

The data must also be accurate, meaning that data quality and 

master data management should be in place to provide a ‘single 

view’ of data. In addition, data access should be flexible - man-

agers should be able to use dashboards, analysts’ data discovery 

tools, and operational employees’ and customers’ easy-to-use 

information apps.

What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
Our customers have been using their data internally for op-

erational decision-making and reporting, and some have also 

been leveraging their data for use externally. We see this trend 

continuing, in terms of customers utilising their data to realise 

new revenue streams.

The second trend is to provide self-service analytics to every-

one. We are going past analytics being used by managers and 

analysts/power users; front-line workers now also demand access 

to information, but these users do not want to learn complex 

tools, nor do they need to understand the underlying data model.

What emerging trends or developing 
technologies may influence or change the 
way the ICT industry will do business in 
2015, and why?
As mentioned above, the continued explosion data from sources 

such as the Internet of Things will continue to change how the 

ICT industry does business. More and more devices are being 

implemented with sensors - collecting data, sharing data, etc. 

All of this data will need to be incorporated into a proper data 

management infrastructure and will also need to be incorporated 

into analytics platforms and associated business processes. Again, 

new business opportunities also lie in this data.

What new and innovative technologies 
do you see emerging in your IT solution 
categories in 2015, and how will they help 
your customers?
Bringing data and analytics together is providing some great 

new technology trends: wearables at work - smartwatches, smart 

glasses, etc; DevOps - the blending of development and opera-

tions together within IT; and smart machines - the Internet of 

Things will continue to drive a new range of devices with sensors 

and also likely intelligence.

What are your customers demanding of 
you more today than five years ago, and 
how will you meet these requirements in 
2015?
Customers are demanding expertise on project implementation 

and improved ‘time to live’ with their projects; gone are the days 

of long project timelines with large resource pools. With the 

growing data volumes, customers are also expecting analytical 

products to have real depth, be able to connect to multiple data 

sources, be able to provide a strong level of data quality and 

to support the business’s real-time decision-making experience 

across multiple users.
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The foundation of business network uptime

APC by Schneider Electric Smart-UPS units protect 
24/7/365 network availability.

Intelligent battery backup
> Avoid costly power problems by keeping your 
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Safeguarding critical networking switches and routers
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more critical than ever. Known for their reliability for over 25 years, APC™ by Schneider 
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What do you see as the single biggest 
challenge facing the ICT industry in the 
year ahead, and why?
The biggest challenge facing the ICT industry next year is to 

understand the best possible solutions available - is it cloud, 

hybrid cloud or ‘legacy IT’? Businesses will need to define 

what applications or workloads should be moved to an out-

sourced model and which ones should remain ‘on premise’. 

While ICT consumers are struggling to transition to a pos-

sible new architecture, they also have the greatest opportunity 

to evaluate the benefits of each solution for their business.

What do you see as the two or three 
biggest growth opportunities for your 
customers in 2015, and why?
The opportunity for our partners is in assisting the end users 

to define and implement a hybrid IT solution that leverages 

all the available technologies. Delivering an integrated solution 

provides end users with a competitive advantage. Partners need 

to provide thought leadership and guidance, while ICT needs 

to be an enabler, and a point of differentiation for businesses.

In addition, customers are increasingly aware of their need to 

be energy-efficient due to social, environmental and financial 

reasons. Energy efficiency is not just about saving on the 

monthly electricity and other energy bills, but also about 

understanding how organisations can be more effective with 

their total energy. They need to measure productivity gains 

and be proactive with their energy programs in the future.

What new and innovative technologies 
do you see emerging in your IT solution 
categories in 2015, and how will they 
help your customers?
Prefabricated modular data centres will certainly grow in 

popularity over the next 12 to 24 months across many market 

segments. Consumers can take advantage of standardised, pre-

assembled and integrated data centre modules to leverage a 

30% cost reduction and 60% time-to-deployment reduction 

over traditional data centre infrastructure. 

This will help organisations to be more agile in their ICT 

deployments and significantly reduce risk associated with 

one-time engineered bricks and mortar solutions.

A prefab data centre is made up of at least one pre-engineered, 

factory-integrated and pre-tested assembly of subsystems 

that have traditionally been installed separately on-site and 

mounted on a skid or in an enclosure.

In addition, data centre infrastructure management (DCIM) 

software provides a complete picture of the health of a data 

centre and is designed to identify and resolve data centre 

issues. It increases understanding of capacity and utilisation 

in the environment through monitoring and controlling data 

centre physical infrastructure (DCPI) in real time and based 

on changing loads.

DCIM can also help identify unused or stranded capacity by 

coordinating assets more efficiently and conducting predictive 

analysis of what will happen to the physical infrastructure 

before loads are moved.
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Going paperless boosts the bottom line

S
uncorp Group - a provider of insurance, banking 

and wealth management - made the decision in early 

2011 to improve its content capture capability. “We 

had an incumbent technology and team that weren’t 

delivering the quality of service that our customers wanted,” said 

Glenn Mead, team leader, enterprise content capture team. After 

conducting a review, “We ended up making a recommendation 

to move company-wide towards using Kofax.”

Suncorp had a number of paper-intensive processes such as 

processing insurance claims, mortgage applications, customer 

onboarding and account maintenance. Handling all the paperwork 

required a small army of employees.

As well, the company sent tens of thousands of files every 

year to a storage provider, a cost that could be eliminated by 

converting to digital files. And storing documents off-site also 

made it difficult to retrieve information quickly.

are captured as faxes, email attachments or scans. The documents 

are imaged, categorised using OCR and validated with Kofax 

technology, and can be processed and validated from anywhere 

in the world, at any time.

Kofax’s foldering and batching capabilities improved efficiencies 

too. “You might have an envelope from a customer with three 

different documents in it. That would equate to three separate 

batches,” said Stephen Vickers, technical lead, enterprise content 

capture team. Each of these documents could go down its own 

processing path and each would need to be indexed separately. But 

now, he said, “If we have three documents coming in the door for 

a particular person, we only have to index them once at the folder 

level and effectively index all three documents at the same time.”

Monitoring and reporting were also important considerations. 

“The team now has a solid monitoring capability, finding and 

resolving most production issues before there is a business 

impact,” Mead said.

For legal reasons, the company redacts tax file numbers. “In 

the past, scanner operators would get ‘liquid paper’ or ‘white 

out’ and go through every single document looking for tax 

file numbers,” Vickers recalls. So he and his team introduced a 

‘format locator’ to find sensitive information and automatically 

remove it. They also employ keywords to reduce false positives. 

“Our hit rate is over 95%,” he said.

One of the biggest benefits of using Kofax is its ability to scale. 

Suncorp processes 40,000 to 60,000 mortgage applications every 

year. With the new paperless system, “We’re able to process more 

loans with the same fixed cost,” Nielsen said. “We’re processing 

mortgages faster - in many cases faster than our competitors.”

Scanning times in three mailrooms have been cut in half; 

for customer onboarding, the signature capture process has 

reduced wasted paper by 100,000 pages per year; and insurance 

claims have much higher pass-through rates with fewer manual 

exceptions. Suncorp expects to save hundreds of thousands of 

dollars each year in paper, printers and toners.

The new system has also improved the company’s fraud 

detection and responsiveness. “No longer do we have to order 

files back from a physical storage facility,” said Nielsen. “They 

are now instantly available online, with a full user audit trail, 

adding to the security of the transaction.”

For its first Kofax project, Suncorp chose mortgage application 

processing. The company knew that this would set a high standard 

and “put us in good stead for less complex transactions to follow,” 

said Stuart Nielsen, executive manager, mortgage services. It took 

about four months to go paperless for mortgage applications 

and from start to finish the team deployed the full solution in 

less than 12 months.

Loan applications, insurance claims and related documents 

such as bank and credit card statements, tax returns and paystubs 
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Telstra’s plans for government cloud

Telstra has announced plans to develop 

a cloud environment built specifically for 

federal, state and local government.

The company says the Government Cloud 

represents significant investment and a key 

milestone in the implementation of its long-

term cloud strategy, which is to offer customers 

scalable and flexible cloud services.

Scheduled to launch in the first half of 2015, 

it says the new environment will increase 

the ability of government organisations to access highly secure and 

compliant cloud services and help achieve their cloud first policy 

objectives across both unclassified- and protected-level data.

“Telstra has a long and successful history working with governments 

and we’re committed to ensuring our relationship continues to grow 

as technology requirements change and evolve,” said Erez Yarkoni, 

Executive Director Cloud, Telstra Global Enterprise and Services.

“As governments move into a new era of 

service delivery transformation to meet the 

current and future digital expectations of its 

citizens, the ability to use protected cloud 

services is as critical to their future plans as 

it is to the private sector - digital disruption 

is impacting everyone.”

The company says the Government Cloud 

will provide confidence that the data is safe 

and hosted in Australia, while helping enable 

the public sector to achieve greater efficiency and generate more 

value from its ICT investments.

“In line with our own cloud strategy to offer increased flexibility 

and choice, this new, highly secure cloud platform will help enable 

governments to be leaders in the use of cloud services and provide 

opportunities for continued innovation and collaboration,” said 

Yarkoni.
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professional IT challenges.
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It’s your information
so take ownership

O F F  T H E 
CUFF

U
nless you are a recluse living 

in a cave in the outback, 

you will have been swept up 

by the digital information 

revolution that’s influenced collaboration 

for individuals and businesses throughout 

the past decade. IDC states that by 2020 

the digital universe will contain nearly as 

many digital bits as there are stars in the 

real universe, doubling in size every two 

years, driven by our thirst for information.

However, the digital revolution has also 

brought with it the inappropriate, unau-

thorised and unintentional sharing of infor-

mation, forever haunting those deemed the 

information owners: ANZ Bank - disclosed 

‘cash profit’ details four days early; Dept. 

of Immigration - disclosed 10,000 asylum 

seeker details; Telstra - employee passed 

confidential documents to the CEPU; AFP 

- disclosed investigations, target subjects, 

interception activities.

These and many other examples demon-

strate the ease of access to information. 

Fines, imprisonment and reputational 

damage penalises those responsible, but 

such breaches will all happen again in 

Australia - such as with the Edward 

Snowden incident of sharing NSA secrets, 

where Australia’s intelligence efforts against 

Indonesia were divulged.

The recent amendment to the National 

Security Legislation Act 18(2) and Privacy 

Act 1988 continue to focus on the repercus-

sive effects instead of directly addressing the 

cause - the horse has already bolted, so let’s 

just put a bigger lock on the stable door 

rather than investigating how and why the 

horse bolted in the first place.

Ownership, control and enforcement are all 

part of our business core responsibilities. 

The IT department provides the mechanics, 

such as data loss prevention software that 

helps support the continuous communica-

tion of the information that differentiates 

you from your competitors. So why is the 

CIO/CISO in the cross hairs of the firing 

squad when a data breach occurs? Why not 

the HR director, when PII is removed? The 

product director, when IP is disclosed? The 

sales director, when client data is breached? 

The marketing director, when future launch 

dates are shared on social media? The finance 

director, when financial results are leaked? Or 

the CEO when organisational restructuring 

becomes visible before employees or the 

stock exchange know about it?

You, individually, know the value of your 

personal and business information, just 

as the IT department knows the value of 

laying the information out efficiently in a 

database. It is critical for business preserva-

tion, employee satisfaction and customer 

engagement that we all take ownership 

and personal responsibility for not only 

the collection of information but also the 

access, sharing, storage and appropriate 

classification for technologies such as data 

loss prevention.

You’ll only have yourself to blame if and 

when the information goes walkabout, 

whilst explaining to the powers that be 

why you didn’t accept the ownership you 

had at your fingertips.

Kevin Bailey is Head of Market Strategy at 
Clearswift and a renowned strategic marketing 
expert with over 20 years’ experience in 
information security and protection. Prior 
to joining Clearswift, Kevin was Research 
Director, European Security Software at IDC 
and Director of Global Market Analytics and 
Strategies at Symantec.
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