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Application
This unit describes the skills and knowledge required to securely authenticate and maintain cloud-based identity and access management (IAM) systems within organisations. It includes providing, implementing and reviewing cloud computing solutions.
The unit applies to those who may work in roles such as security engineers, cloud developers and architects, and information security officers. It also includes individuals who are responsible for managing operational concerns, including automation and maintaining cloud resources.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to manage cloud identity and access
	1.1 Confirm work brief, organisational policies and procedures relating to work tasks, and requirements
1.2 Discuss and confirm limitations of existing cloud-based IAM systems and applications with required personnel
1.3 Identify required protocols, platforms and networks in cloud-based infrastructure and confirm interoperability with organisational systems
1.4 Access organisational profile master according to organisational policies and procedures

	2. Configure cloud IAM
	2.1 Connect cloud-based IAM systems to directory services hosted on organisational network according to work brief
2.2 Authenticate cloud-based applications via IAM systems
2.3 Test user access to applications via cloud IAM systems
2.4 Automate user lifecycle management with user provisioning
2.5 Synchronise required users, groups and directories to organisational cloud according to work brief
2.6 Assign users, groups and directories according to organisational naming conventions

	3. Enforce security policies
	3.1 Secure required accounts with two-factor authentication system
3.2 Create and schedule forced password changes
3.3 Track members, activities and permissions in centralised location with audit logs
3.4 Review audit logs and document unusual activity

	4. Periodically review IAM systems
	4.1 Check for breakdowns in IAM system controls
4.2 Report control breakdowns to required personnel according to work brief
4.3 Address issues in existing IAM system as required according to organisational policies and procedures


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Organises, evaluates and critiques ideas and information from a range of complex texts

	Writing
	Prepares documentation using succinct language and logical structure

	Planning and organising
	Identifies the key factors that impact on decisions and their outcomes, drawing on experience, competing priorities, and decision-making strategies
Plans strategic priorities and outcomes within a flexible, efficient and effective context, in a diverse environment exposed to competing demands

	Self-management
	Develops and implements strategies that confirm organisational policies and procedures are being met


Unit Mapping Information
No equivalent unit. Newly created unit.
Links
Companion Volume Implementation Guide is found on VETNet - https://vetnet.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc69132546]Assessment Requirements for ICTCLD509 Manage cloud identity and access
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
manage cloud identity and access for at least five different users.

In the course of the above, the candidate must: 
review cybersecurity requirements
use cloud management consoles, software development kits or command line tools
apply required organisational policies and procedures.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
functions and features of identify and access management (IAM) systems
industry technology standards used in cloud computing solutions and services
applications of industry standard cloud-based software products
common design and migration principles for cloud applications
testing and debugging techniques, including techniques to avoid single point failures
tools and functions of security layers and security-focused content within cloud services
techniques to improve cloud security, reliability, scalability and lower costs
techniques and metrics to monitor cloud resource performance
types of protocols, platforms and networks in cloud-based infrastructure
methods to confirm interoperability of cloud-based applications and organisational systems
key organisational procedures for managing IAM systems, including:
authenticating cloud-based applications and profile masters
controlling user access to required applications
automating user lifecycle management with user provisioning
synchronising users, groups and directories to cloud-based applications
assigning intuitive organisational names to specified users, groups and directories
key functions and features of:
two-factor authentication systems
secure passwords
cloud audit logs
cloud-based ICT controls
organisational policies and procedures, and legislative requirements relating to work tasks.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
IAM systems and user accounts that may be managed
cloud-based applications, software and hardware
opportunities for interaction with others
work brief, and organisational policies and procedures required to demonstrate the performance evidence.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet - https://vetnet.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to configure, automate and review threat detection processes to confirm security within organisational cloud-based systems.
The unit applies to those who may work in roles such as security engineers, cloud developers and architects, and information security officers. It also includes individuals who are responsible for managing operational concerns, including automation and maintaining cloud resources.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Organise data sources and data collection methods
	1.1 Confirm work brief, organisational policies and procedures relating to work tasks, and requirements
1.2 Confirm organisational security strategy and cloud security requirements
1.3 Identify and review existing cloud security strategies
1.4 Identify and analyse data sources with highest value and cost-benefit ratios
1.5 Select required data collection methods according to analysis findings
1.6 Document selected methods and findings according to organisational policies and procedures

	2. Set up intrusion detection and prevention controls
	2.1 Identify required intrusion detection system (IDS) and intrusion prevention system (IPS)
2.2 Analyse vulnerabilities of existing IDS and IPS
2.3 Identify and select IDS and IPS improvements according to organisational policies and procedures
2.4 Adapt systems and cloud environment according to work brief
2.5 Deploy security sensors according to work brief

	3. Set up security features
	3.1 Collect required data from data sources according to work brief
3.2 Analyse event management, alerting processes, dashboards, graphs and tables specified in work brief
3.3 Configure required event management, and analysis and alerting processes according to work brief
3.4 Confirm functionality of event management, and analysis and alerting processes

	4. Automate threat detection processes
	4.1 Collect and monitor automated data collection according to work brief
4.2 Check triggering alerts based on specific patterns and anomalies according to work brief
4.3 Configure automated alert on required software according to work brief

	5. Monitor threat detection processes
	5.1 Test for unusual activity and events in threat detection system according to work brief
5.2 Document unusual activity where required, according to organisational policies and procedures
5.3 Provide summary document of test findings to required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Numeracy
	Analyses and synthesises highly embedded mathematical information in a broad range of tasks and texts

	Reading
	Organises, evaluates and critiques ideas and information from a range of complex texts

	Writing
	Prepares technical documentation detailing analysis, work performed and results using succinct language and logical structure

	Planning and organising
	Identifies the key factors that impact on decisions and their outcomes, drawing on experience, competing priorities, and decision-making strategies
Plans strategic priorities and outcomes within a flexible, efficient and effective context, in a diverse environment exposed to competing demands

	Self-management
	Develops and implements strategies that confirm organisational policies, procedures and regulatory requirements are being met

	Technology
	Demonstrates sophisticated knowledge of principles, concepts, language and practices associated with cloud computing and cloud-based threats


Unit Mapping Information
No equivalent unit. Newly created unit.
Links
Companion Volume Implementation Guide is found on VETNet - https://vetnet.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
manage at least two cloud threat detection systems.

In the course of the above, the candidate must:
use cloud management console, cloud software development kits and command line tools
collect and analyse data and adjust processes as required
produce repeatable and automated system deployments
apply required organisational policies and procedures.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
common threats within cloud-based organisations
key functions and features of data sources, including:
endpoint detection and response (EDR) tools
flow logs
data from intrusion detection and prevention tools
alerts from organisational systems
methods to set up data sources
methods for deploying required security sensors in cloud environments
procedures for displaying cloud-based outputs and data, including:
dashboards
graphs
tables
key functions and features of intrusion detection systems (IDS) and intrusion prevention systems (IPS), including:
network IDS and IPS
traffic mirroring
host-based IDS and IPS
key functions and features of security event management and analysis, including:
vulnerability scanning
event monitoring
alerting
correlation analysis
methods to monitor cloud threat events, including:
cloud trail logs
traffic mirroring
automated assessment services
cloud security audit software
types of automated cloud-based activities and events, including:
login and user security
virtual private cloud (VPC) configuration changes related to security groups, network access controls (NACs), network gateways and route tables
billing alarms
application programming interface (API) calls
organisational policies and procedures, and legislative requirements relating to work tasks.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
cloud-based systems that may be monitored for threats
required software and hardware to configure cloud threat detection systems
opportunities for interaction with others
work brief, security strategy, and organisational policies and procedures required to demonstrate the performance evidence.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet - https://vetnet.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to secure and defend cloud infrastructure and data integrity within organisations.
The unit applies to those who may work in roles such as security engineers, cloud developers and architects, and information security officers. It also includes individuals who are responsible for managing operational concerns, including automation and maintaining cloud resources.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Review cloud usage and risks
	1.1 Confirm work brief, organisational policies and procedures relating to work tasks, and requirements
1.2 Locate sensitive and regulated data
1.3 Assess data sensitivity, and internal and external data accessibility
1.4 Identify and assess shadow cloud-based information technology (IT) in consultation with required personnel
1.5 Audit configurations of infrastructure-as-a-service (IaaS) according to work brief
1.6 Detect any malicious user behaviour and report to required personnel according to organisational policies and procedures
1.7 Report identified shadow cloud-based IT and audit findings according to organisational policies and procedures

	2. Implement cloud infrastructure controls
	2.1 Encrypt sensitive data with required keys
2.2 Set data sharing limitations according to organisational policies and procedures
2.3 Prevent data migration to unmanaged and unknown devices according to work brief
2.4 Source advanced malware protection according to work brief
2.5 Apply advanced malware protection according to work brief
2.6 Configure privileged access according to organisational requirements

	3. Monitor compliance
	3.1 Conduct risk assessment of cloud-based risk factors
3.2 Conduct compliance assessment and identify any breaches of regulatory requirements
3.3 Document analysis and assessment findings
3.4 Assess infrastructure improvements according to findings
3.5 Amend cloud infrastructure according to findings

	4. Recommend updates to organisational policies and procedures
	4.1 Summarise required changes for organisational policies and procedures
4.2 Present summary to required personnel
4.3 Obtain approval from required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Organises, evaluates and critiques ideas and information from a range of complex texts

	Writing
	Prepares technical documentation detailing analysis, work performed and results using succinct language and logical structure

	Planning and organising
	Identifies the key factors that impact on decisions and their outcomes, drawing on experience, competing priorities, and decision-making strategies
Plans strategic priorities and outcomes within a flexible, efficient and effective context, in a diverse environment exposed to competing demands

	Self-management
	Develops and implements strategies that confirm organisational policies, procedures and regulatory requirements are being met

	Technology
	Demonstrates sophisticated knowledge of principles, concepts, language and practices associated with cloud computing and cloud-based threats


Unit Mapping Information
No equivalent unit. Newly created unit.
Links
Companion Volume Implementation Guide is found on VETNet - https://vetnet.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
configure at least two different types of cloud-based protection controls
secure at least one cloud-based dataset for an organisational or work area.

In the course of the above, the candidate must:
use cloud management console, cloud software development kits and command line tools
collect and analyse cloud data and adjust resources as required
consider procedural improvements to produce repeatable and automated deployments by reducing manual processes
report unusual cloud-based activities within required timeframes
apply required organisational policies and procedures.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
key characterises of sensitive and regulated data
types of data sensitivities
methods to audit configurations of infrastructure-as-a-service (IaaS)
methods to detect malicious user behaviour
strategies to limit data accessibility and sharing within organisations
methods to identify and assess shadow cloud-based information technology (IT)
functions and features of tools used for data encryption using keys
organisational risks of migrating data to unmanaged and unknown devices
applications of advanced malware protection to IaaS
types of visibility controls for cloud data and applications
functions and features of tools to grant privileged access
methods to conduct risk assessments and compliance assessments
organisational policies and procedures, and legislative requirements relating to work tasks.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
cloud infrastructure and data that may be protected
required software and hardware to configure cloud systems
opportunities for interaction with others
work brief, resources, and organisational policies and procedures required to demonstrate the performance evidence.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet - https://vetnet.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to respond to a range of cloud incidents, including establishing computer security incidents response capabilities and handling incidents efficiently and effectively.
The unit applies to those who may work in roles such as security engineers, cloud developers and architects, and information security officers. It also includes individuals who are responsible for managing operational concerns, including automation and maintaining cloud resources.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Inspect incident domains
	1.1 Confirm work brief, risk framework, organisational policies and procedures relating to work tasks, and requirements
1.2 Identify domains exposed to cloud incident according to work brief
1.3 Confirm cause and impact of cloud incident in consultation with required personnel
1.4 Document cloud incident findings in required format

	2. Determine incident response
	2.1 Consult with required stakeholders and determine goal of responding to incident
2.2 Create cloud incident plan according to work brief
2.3 Confirm cloud incident plan contains key dependencies, risk mitigation factors and goals according to organisational policies and procedures

	3. Implement cloud incident plan
	3.1 Collect and document required cloud incident evidence in secure location according to cloud incident plan
3.2 Make copy of required data and store in secure location according to cloud incident plan
3.3 Use tags, metadata and mechanisms, and enforce retention policies according to cloud incident plan
3.4 Apply redeployment mechanisms according to cloud incident plan
3.5 Build automated mechanisms for programmed cloud incident triage and response

	4. Finalise cloud incident response
	4.1 Document cloud incident response according to organisational policies and procedures
4.2 Store document in required location according to organisational policies and procedures
4.3 Recommend updates to organisational policies and procedures with best practice cloud incident response methods
4.4 Present amended organisational policies and procedures with rationale to required personnel
4.5 Obtain approval from required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Organises, evaluates and critiques ideas and information from a range of complex texts

	Writing
	Prepares technical documentation detailing analysis, work performed and results using succinct language and logical structure

	Planning and organising
	Identifies the key factors that impact on decisions and their outcomes, drawing on experience, competing priorities, and decision-making strategies
Plans strategic priorities and outcomes within a flexible, efficient and effective context, in a diverse environment exposed to competing demands

	Self-management
	Develops and implements strategies that confirm organisational policies, procedures and regulatory requirements are being met

	Technology
	Demonstrates sophisticated knowledge of principles, concepts, language and practices associated with cloud computing and cloud-based threats


Unit Mapping Information
No equivalent unit. Newly created unit.
Links
Companion Volume Implementation Guide is found on VETNet - https://vetnet.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
respond to at least three cloud different incidents, including creating an incident plan for at least one of these incidents.
 
In the course of the above, the candidate must:
collect and analyse cloud and system data
consider procedural improvements to produce repeatable and automated deployments by reducing manual processes
report unusual cloud-based activities within required timeframes
apply required legislation, organisational policies and procedures.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
types of domains in which security incidents may occur, including:
service domains
infrastructure domains
application domains
common causes and impacts of cloud incidents in organisations
key components of cloud incident plans, including:
dependencies
risk mitigation factors
organisational goals
types of evidence used in cloud incident investigations, including:
logs
snapshots
functions and features of tags, metadata and mechanisms that enforce retention policies
methods to apply redeployment mechanisms in response to cloud incidents
techniques to automate cloud incidents triage and response mechanisms
key information and data required to summarise cloud incident responses
common goals of responding to cloud incident response objectives in organisations, including:
recovering affected resources
preserving data for forensics
data attribution
organisational policies and procedures, and legislative requirements relating to work tasks.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
cloud infrastructure that has been exposed to at least three different types of incidents and may require protection controls
software and hardware to demonstrate the performance evidence
opportunities for interaction with stakeholders
work brief, resources, and organisational policies and procedures required to demonstrate the performance evidence.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet - https://vetnet.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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