
 

1 
 

 

 

 

 
 

Name of allocated IRC: Business Services Industry Reference Committee 
Name of the SSO: PwC’s Skills for Australia 

21A | Aboriginal and Torres Strait 
Islander Governance project  

21B | Cyber security awareness 
project 

21C | Organisational disruption 
project 

Case for Change 



 

2 
 

1. Administrative information  
For a list of the products proposed to be reviewed as part of this project, please see Attachment A. 

Name of IRC: Business Services Industry Reference Committee 

Name of SSO: PwC’s Skills for Australia 

1.1   Name and code of Training Package(s) examined to determine change is required 

BSB - Business Services Training Package (Release 7.1) 

2. The Case for Change  
For information on the job roles to be supported through the proposed qualifications updates, enrolments 
data, completion rates, and the number of RTOs delivering these qualifications please see Attachment B. 

2.1   Rationale for change 

21A | Aboriginal and Torres Strait Islander Governance 

Update 27 Aboriginal and Torres Strait Islander Governance units of competency 

Given the increased prevalence of Aboriginal and Torres Strait Islander businesses since 2015,1 it 
is important that the national training system reflects an evolving understanding of the skills 
needed to competently operate these businesses. New governance skills are also required to 
implement the Indigenous Business Sector Strategy released in 2018. This strategy recommended 
the establishment of Indigenous Business Hubs and increased funding for Aboriginal and Torres 
Strait Islander organisations.2 As the units of competency in this sector were last updated in 2015, 
they require a review and update to reflect developments in the national focus on reconciliation 
between Indigenous and non-Indigenous Australians. 

The number of not-for-profit organisations that identified as assisting Aboriginals and Torres 
Strait Islanders has also grown recently. The ACNC Register of Australian charities shows a growth 
of 3.2% from 2019 to 2020 for these organisations.3 These organisations require similar 
governance skills as identified in the profit sector. 

If the training products are not updated, there is a risk that individuals leading Aboriginal and 
Torres Strait Islander organisations will not be equipped to deal with the current challenges and 
opportunities that face these organisations. Further, if the units of competency are not reviewed, 
superfluous and duplicative units of competency may remain on the national register. 

 

21B | Cyber security awareness project 

 
1 Current state of play for Indigenous business, Department of Industry, Science, Energy and Resources, 2019, 
https://www.industry.gov.au/data-and-publications/aboriginal-and-torres-strait-islander-business-support-
roadmap/current-state-of-play-for-indigenous-business. 
2 The Indigenous Business Sector Strategy, Australian Government, 2018, 
https://www.niaa.gov.au/sites/default/files/publications/ibss_strategy.pdf. 
3 ACNC Register of Australian charities, Australian Charities and Not-for-profits Commission, 2021, 
https://data.gov.au/dataset/ds-dga-b050b242-4487-4306-abf5-07ca073e5594/distribution/dist-dga-
eb1e6be4-5b13-4feb-b28e-388bf7c26f93/details?q= 
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Given the lack of ‘cyber hygiene’1 in organisations combined with the current large risk of cyber 
security insider risks and threats due to increased working from home, it is important that 
additional training products are developed to focus on key elements of insider threats for all 
organisations.2 The skills proposed to be included in the new training products include but are not 
limited to:  

• upskilling employees in cyber hygiene 

• identifying employee risk profiles 

• establishing processes and protocols to prevent risks from arising. 

The current units of competency and skill sets that exist for Cyber Security lack a focus on training 
business personnel on insider threat reduction and prevention. The recently completed Cyber 
Security Counter-Insider Threat Skill Set Critical Skills for Recovery Project focused on creating these 
technical skills for ICT professionals. The subject matter experts in Critical Skills Project suggested 
further exploration be done in relation to the cyber security awareness skills required for general 
business personnel. 

If training products are not created to fill these skills gaps, organisations may be at a greater risk of 
insider threats, due to a lack of skills and knowledge for employees to reduce their own cyber 
weaknesses and for managers to create a cyber security aware culture. 

 

21C | Organisational disruption project 

The COVID-19 pandemic has demonstrated that many organisations were ill-equipped to 
effectively navigate the disruption. Disruptive events (e.g. natural disasters, public health crises, 
economic disruption) are likely to occur far more frequently and, for that reason, the national 
training system needs to meet this emerging skills need. It is critical that individuals are equipped 
with the skills and knowledge to identify, manage and respond appropriately to the effects of 
disruptions. The creation of units of competency and skill sets targeted at managers and small 
business operators will equip organisations with the skills to manage organisations through 
disruption. The training products will also include the skills required to identify and pursue 
opportunities during disruptive events. The subject matter experts in the current Cross-Sector 
Mental Wellbeing Critical Skills for Recovery Project suggested further exploration be done in 
relation to the operational skills required for responding to disruptions.  

If the training products are not created to fill this skills gap, organisations remain susceptible to 
the adverse effects of disruptions such as the impacts of the COVID-19 pandemic. The term 
‘organisational disruption’ refers to the significant disturbance to the operations of an organisation 
or work area caused by a ‘disruptive event’. Disruptive events may be internal or external to the 
organisation and may or may not be foreseeable. 

2.2   Evidence for change 

21A | Aboriginal and Torres Strait Islander Governance 

 
1 Cyber hygiene is a reference to the practices and steps that users of computers and other devices take to 
maintain system health and improve online security. 
2 Subject matter experts in the Cyber Security Counter-Insider Threat Skill Set Critical Skills for Recovery Project 
identified organisations as lacking cyber hygiene and awareness. Stakeholders also identified that the culture 
in many organisations is not focused on cyber security. The development of the proposed training products 
was recommended in the Report for Approval in the aforementioned project. 
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A 2018 report by Supply Nation identified that Aboriginal and Torres Strait Islander businesses 
face “skill hurdles” that can be a barrier at all stages of business growth.1 The report identifies that 
one of the key methods to overcome these “skill hurdles” is to “create and facilitate tailored 
capability building programs for Indigenous businesses.”2 

The number of enrolments in the units of competency has fallen from 4,000 in 2015 to 3,500 in 
2019. This decline in enrolments is not a decrease in demand for Aboriginal and Torres Strait 
Islander governance training, rather it demonstrates that the current training is not fit-for-
purpose. Stakeholder feedback has indicated that organisations are completing unaccredited 
training in this area and that nationally training in the area remains required.  

 

21B | Cyber security awareness project 

In the Global Digital Trust Insights Survey 2021: Cybersecurity comes of age, 96 per cent of 
respondents indicated that they will need to adjust their cyber security strategy in 2021.3 
Additionally, over the next financial year, 55 per cent of respondents indicated that they would increase their 
cyber security budgets to protect against cyber security risks and threats. 

Further, Cyber security is evidently critical to organisations with 63 per cent of organisations 
having experienced an increase in cyber security attacks since the onset of the COVID-19 
pandemic.4 

The proposed training products will address skill needs highlighted by the Australian Security 
Intelligence Organisation’s (ASIO) public awareness campaign, which aimed to increase the 
awareness of Australians to insider threats. The proposed training products will upskill 
organisations to become more resistant to the increased cyber security risks and threats. 

 

21C | Organisational disruption project 

The disruption to organisations caused by COVID-19 has highlighted that organisations lack the 
skills required to efficiently respond to disruptive circumstances. It is estimated that in Victoria the 
several lockdowns may cause 50% of small business to become insolvent.5 Furthermore, 
businesses that have remained operational may lack the skills to manage employees in new 
working environments.6 The COVID-19 pandemic has resulted in an increase in remote working 
arrangements. This has created operational and security challenges for organisations that may lack 
the skills to successfully implement these new ways of working. 

 
1 Indigenous Business Growth, Supply Nation, 2018, https://supplynation.org.au/wp-
content/uploads/2018/10/Building-Indigenous-Growth-Report.pdf. 
2 Ibid. 
3 Global Digital Trust Insights Survey 2021: Cybersecurity comes of age, PwC, 2020, 
https://www.pwc.com/us/en/services/consulting/cybersecurity/library/assets/pwc-2021-global-digital-trust-
insights.pdf. 
4 The impact of the COVID-19 pandemic on Cybersecurity, The Enterprise Strategy Group, 2020, 
https://www.esg-global.com/hubfs/ESG-ISSA-Research-Report_COVID-19-Jul-2020.pdf. 
5 Victoria's Covid roadmap could wipe out 50% of small businesses, The Guardian, 2020, 
https://www.theguardian.com/australia-news/2020/sep/09/victorias-covid-roadmap-could-wipe-out-50-of-
small-businesses-retail-boss-warns. 
6 Subject matter experts in the Cross-Sector Mental Wellbeing Critical Skills for Recovery Project identified one 
of the key issues organisations were facing during the pandemic was human resource management. 
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2.3   Consideration of existing products 

21A | Aboriginal and Torres Strait Islander Governance 

The units of competency in this project are existing and proposed for update. The update will 
ensure that superfluous and duplicative units of competency are removed from the national 
register. No streamlining will be done where a training product is tailored for the Aboriginal and 
Torres Strait Islander cohort and that cohort may be disadvantaged by the streamlining. 

 

21B | Cyber security awareness project 

This proposed project is follow-up work to the Cyber Security Counter-Insider Threat Skill Set 
Critical Skills for Recovery project. The proposed training products will not duplicate existing units 
of competency nor skill sets. Existing units of competency will be packaged into skill sets alongside 
newly developed training products to ensure learners are equipped with the necessary skills.  

 

21C | Organisational disruption project 

This proposed project is follow-up work to the Cross-Sector Mental Wellbeing Critical Skills for Recovery 
Project. While there are no existing units on the national register in this area, as part of the Cross-
Sector Mental Wellbeing Critical Skills for Recovery Project, a mental wellbeing and organisational 
disruption unit is in development. The Mental Wellbeing project will be considered for approval at 
the April AISC meeting. This unit of competency will be packaged into skill sets alongside newly 
developed training products to ensure learners are equipped with the necessary skills.  

2.4   Approach to streamlining and rationalisation of the training products being reviewed  

21A | Aboriginal and Torres Strait Islander Governance 

The update will ensure that superfluous and duplicative units of competency are removed from the 
national register. The project will identify opportunities to streamline the units of competency 
proposed for review. A key focus of the project will be on mapping the skills to recently developed 
units of competency on the national register and removing duplicative units of competency. 
Qualification and unit of competency enrolment and completion data, as well as feedback from 
industry and training sector stakeholders will be used to inform determinations as to whether 
training products are obsolete and/or superfluous. No streamlining will be done where a training 
product is tailored for the Aboriginal and Torres Strait Islander cohort and that cohort may be 
disadvantaged by the streamlining. 

 

21B | Cyber security awareness project 

The project will leverage existing Cyber Security training products in the BSB and ICT training 
packages and ensure that there is no duplication of skills or knowledge in the training package. 

 

21C | Organisational disruption project 

The project will leverage the unit developed as part of the Cross-Sector Mental Wellbeing Critical 
Skills for Recovery Project and ensure that there is no duplication of skills or knowledge in the 
training package. 
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3.  Stakeholder consultation  

3.1   Stakeholder consultation undertaken in the development of Case for Change 

For a full list of industry-specific stakeholders that actively participated in the stakeholder consultation process 
undertaken to develop the Case for Change, please see Attachment C. 

21A | Aboriginal and Torres Strait Islander Governance 

All registered training organisations with the relevant qualifications on scope were contacted for a 
consultation. PwC’s Skills for Australia hosted several consultations with the training providers to 
receive feedback on the proposed review. Insights were gathered from Aboriginal and Torres Strait 
Islander stakeholders as part of the BSB Additional Activities project. As part of the BSB Additional 
Activities project implementation advice was sought on the “BSBATSI” units, focus groups and 
consultations were held and feedback on the relevancy of the units was recorded. Key stakeholders 
were also contacted for consultation on this Case for Change and provided written feedback 
supporting the projects.  

 

21B | Cyber security awareness project 

Consultees contributed to the development of this Case for Change through their participation in 
the Cyber Security Counter-Insider Threat Skill Set Critical Skills for Recovery project. In this project, 
stakeholders provided feedback on this Case for Change via focus groups, 1:1 consultations, and 
surveys. Stakeholders were identified by the State and Territory Training Authorities, and the ICT 
Industry Reference Committee. Key stakeholders were also contacted for consultation on this Case 
for Change and provided written feedback supporting the projects. 

 

21C | Organisational disruption project 

Consultees contributed to the development of this Case for Change through their participation in 
the Cross-Sector Mental Wellbeing Critical Skills for Recovery Project. In this project, stakeholders 
provided feedback on this Case for Change via focus groups, 1:1 consultations, and surveys. 
Stakeholders were identified by the State and Territory Training Authorities, and the BSB Industry 
Reference Committee. The Technical Advisory Committee for this project also suggested that 
further training products ought to be considered for development in this area. Key stakeholders 
were also contacted for consultation on this Case for Change and provided written feedback 
supporting the projects.  

3.2   Evidence of Industry Support  

For a list of the issues raised by stakeholders during consultation and the IRC’s response to these, please see 
Attachment D. 

21A | Aboriginal and Torres Strait Islander Governance 

All stakeholders consulted indicated support for the project. 

 

21B | Cyber security awareness project 

All industry stakeholders consulted indicated support for the project. The Victorian State Training 
Authority did not support this project on the basis of the proposed creation of a Certificate IV in 
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Cyber Security Awareness. Concern was also raised by the Victorian State Training Authority in 
relation to the depth of consultation for this Case for Change. 

 

21C | Organisational disruption project 

All industry stakeholders consulted indicated support for the project. The Victorian State Training 
Authority declined to provide support for this project on the basis of difference in the interpretation 
of the Training Package Development and Endorsement Process Policy regarding major and minor 
changes. PwC’s Skills for Australia has previously addressed the Victorian State Training Authority’s 
concerns through consultation with the AISC Secretariat. 

3.3   Proposed stakeholder consultation strategy for project  

Note: For a full list of industry-specific stakeholders who are planned to be contacted to participate in the 
stakeholder consultation process undertaken for this project, please see Attachment E. 

21A, B and C 

IRC meetings 

The Business Services IRC will be engaged throughout all phases of project work, including initial 
consultation, review of consultation insights and training product recommendations, and review of 
draft and final training products.  

Project working groups (PWGs) 

Following approval of the Case for Change PWGs will be established to provide subject matter 
expertise for training product development work, and to guide stakeholder engagement.  

Targeted industry consultations 

Targeted consultations will be conducted with groups and individuals identified as relevant 
stakeholders by the Business Services IRC, PWGs and industry contacts within the PwC’s Skills for 
Australia network. Stakeholders in regional and remote areas will be proactively engaged 
throughout the projects using consultation mechanisms such as surveys and videoconferences. 

Targeted training sector consultation period 

During the draft version public review period PwC’s Skills for Australia will actively engage with 
training sector stakeholders, we will look to hold targeted virtual consultation sessions in Adelaide, 
Brisbane, Canberra, Darwin, Hobart, Melbourne, Perth and Sydney. PwC’s Skills for Australia will 
also actively engage with stakeholders in regional, rural and remote area during the public review 
period.  

Surveys  

In order to collect feedback from a broader range of participants, surveys will be published on the 
PwC’s Skills for Australia website. Email alerts will be sent to all BSB subscribers of PwC’s Skills for 
Australia’s website (including State and Territory Training Authority networks), IRC members, 
PWG members, and all RTOs that have the applicable BSB units on scope. 

Engagement with State and Territory Training Authorities 

State and Territory Training Authorities will be engaged throughout the review process and 
provided feedback at scheduled periods and on an ongoing basis.  
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4. Licencing or regulatory linkages 

21A | Aboriginal and Torres Strait Islander Governance 

It is not expected that licensing, legislative or certification requirements apply to this project. 

 

21B | Cyber security awareness project 

It is not expected that licensing, legislative or certification requirements apply to this project. 

 

21C | Organisational disruption project 

It is not expected that licensing, legislative or certification requirements apply to this project. 

 

5. Project implementation  

5.1   Prioritisation category  

21A | Aboriginal and Torres Strait Islander Governance 

It is proposed that this update is progressed as a routine project, the training products need to be 
updated but the change is not complex based on industry intelligence and analysis. Expected 
timeframe 7 months. 

 

21B | Cyber security awareness project 

It is proposed that this product development is progressed as a fast-track project. The training 
products need to be created and the change is urgent based on industry intelligence and analysis. 
Expected timeframe 7 months. 

 

21C | Organisational disruption project 

It is proposed that this product development is progressed as a fast-track project. The training 
products need to be created and the change is urgent based on industry intelligence and analysis. 
Expected timeframe 7 months. 

5.2   Project milestones 

• Key project milestones for all projects include: 

o AISC project approval – 20 April 2021 

o Draft 1 consultation – Mid May – Mid June 2021 

o Stakeholder validation – End June – Mid July 2021 

o Quality Assurance – End August – Start September 2021 

o Final consultation with states and territories – End September – Start October 2021 

o CfE submitted for approval – 27 October 2021 

o AISC Meeting – 1 December 2021 
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5.3  Delivery or implementation issues  

21A | Aboriginal and Torres Strait Islander Governance 

No implementation issues of note were raised during this case for change. 

 

21B | Cyber security awareness project 

No implementation issues of note were raised during this case for change. 

 

21C | Organisational disruption project 

No implementation issues of note were raised during this case for change. 
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6.  Implementing the Skills Minister’s Priority reforms for Training Packages 
 (2015 and October 2020) 

Ensure that more information about industry’s expectations of training delivery is 
available to training providers to improve their delivery and to consumers to enable 
more informed course choices  

Training products will be clearly titled, with titles linked to job roles and/or to specific skills, 
enabling users without an in depth understanding of the VET system to make more informed 
course choices. Aboriginal and Torres Strait Islander governance units of competency will be 
titled to focus on the specific skills required to manage these businesses. Cross sector units of 
competency will be titled to ensure their applicability across industries. 

A Companion Volume Implementation Guide will accompany Release 8 of the BSB Business 
Services Training Package to support implementation of training across a range of settings. 

Assessment Requirements in units of competency will be written to ensure consistency. Where 
industry requires assessment to occur in a particular way for a given unit of competency, it 
will be clearly articulated in the Assessment Conditions. 

 

Ensure the training system better supports individuals to move more easily between 
related occupations 

Entry Requirements are not proposed to be applied to qualifications and no prerequisite units 
of competency are not proposed to be added. 

Improve the efficiency of the training system by creating units that can be owned and 
used by multiple industry sectors 

The project will contain units of competency and qualifications that support the development 
of transferable cross-sectoral skills. These business enterprise skills underpin all roles in the 
Business Services sector, as well as roles across other industries.  

Projects 21B and 21C will focus on developing cross sectoral units of competency and skills 
sets that will be applicable across a variety of industries.  

Foster greater recognition of skill sets and work with industry to support their 
implementation 

Skill sets will be updated in response to industry needs. New skill sets will be created to meet 
industry’s desire for targeted microcredentials that align to emerging skills needs. 

Advice on the implementation of these skill sets will be included in the Companion Volume 
Implementation Guide. 

This Case for Change was agreed to by the Business Services Industry Reference Committee 




