
Reduce your cyber risk with a security 

architecture zone model 
 
A Security Architecture Zone Model provides the framework for the 

organisation and placement of the primary functions of service 

presentation, business logic, and secure data storage and the 

internal and external users of information processed through these 

primary functions. 

 

The Security Architecture Zone Model overlays the existing enterprise 

IT architecture for business solutions development while facilitating 

the logical grouping of users and devices of similar trust levels and 

the information assets that require varying protection and controls. 

 

Security architecture zone modelling is based on the least privilege, 

defence in depth, diversity of defence, choke point, systems 

segmentation, and dedicated functionality security strategies where 

concentric layers of protection dramatically increase the difficulty of 

exploitation.  This provides multiple and diverse protection barriers 

that an attacker must penetrate one at a time. These security 

strategies provide formidable challenges to the attacker or 

automated malware in terms of protection complexity, time required 

to penetrate multiple layers, and the increased opportunity to detect 

attack activity. 

Black Swan Group 

consultants are security 

experts and qualified to the 

highest industry standards 

across multiple disciplines.  

 

Our consultant certifications 

include: 

 

■ TOGAF 

■ CISSP 

■ CISM 

■ CGEIT 

■ CEH 

■ LPT 

■ CCE 

■ CCSE 

■ MCSE 

Black Swan Group’s 

methodology incorporates a 

full set of global security 

architecture best practices 

including: 

  

■ The Open Group 

Architectural Framework 

(TOGAF) 

■ Sherwood Applied 

Business Security 

Architecture (SABSA) 

■ IBM Method for 

Architecting Secure 

Solutions (IBM MASS) 

■ Open Enterprise Security 

Architecture (O-ESA) 

■ ISO27002:2013 Code of 

practice for information 

security 

Highly qualified  

and experienced  
Proven methodology   

 

 

 

www.blackswangroup.com.au See Page 2 for package details. 

Benefits 

 

 Integrates and institutionalises information 

security best practices throughout the IT      

solution delivery process 

 Establishes and communicates fundamental 

IT security controls 

 Reduces complexity in information security 

infrastructure 

 The flexibility to build, buy, or outsource    

information security solutions 

 Maximum return on investment in existing 

information security infrastructure 

Greater correlation between business          

requirements and security policies,         

standards, and architectures; 

 More efficient information security operations 

with improved system and network           

management 

 Increased reuse, upgrade, and                    

interoperability of components 

Easier movement toward service oriented 

architecture concepts 

Reduced risk in new investment and          

reduced total cost of ownership 

 

The real benefit of introducing a Security        

Architecture Zone Model results from the      

gradations of protection against the volume, 

variety, and velocity of cybersecurity threats. 

Black Swan Group 

Security Architecture 

Zone Model  



 

The objectives of a Security Architecture Zone Model 

are to: 

 

■  Reduce the risks associated with use, transmission, 

and storage of sensitive information. 

■   Protect the underlying digital assets of the 

organisation. 

■   Provide a means for consistent, uniform, and 

repeatable decision making in the development of 

secure IT solutions. 

■   Implement a system to ensure compliance with 

internal and external policies and standards and 

regulatory obligations. 

■   Integrate and institutionalise IT security best 

practices. 

■   Support architecture governance by including 

internal and external business requirements for the 

confidentiality, integrity, availability, compliance, and 

reliability of the underlying IT architecture,  

■   Align with industry frameworks such as PCI-DSS, 

ISO27002 and COBIT. 

Call us for more Information: 

 

Keith Price  

Principal Consultant 

 Black Swan Group 

    Phone: 1300 558 451 

keith@blackswangroup.com.au 

 

Service Scope 

Document Deliverable 

Security Architecture Objectives  

Our enterprise-ready Security Architecture Zone Model 

document: 

 

■  Can be used by security specialists, applications 

developers, network engineers, data storage 

specialists, 3rd parties, and service providers. 

■  Exists within the context of the company’s business, 

information, application, and technology 

architectures, which, along with the security program, 

together provide the foundations for information 

security and IT risk management, policy enforcement, 

and governance. 

■  Ensures the most effective implementation of  

security-specific functions in the target architecture 

to avoid costly retrofit or rework because required 

building blocks for security were not designed in 

during systems design and development. 

■  Allows for the translation of standardised 

technologies and policies into detailed technical 

designs, ensuring that security solutions are driven by 

risk management principles. 

 
Our Security Architecture Zone Model will: 

 

■  Introduce two essential and required components to 

form the basis for security related solutions design 

decisions - a security zone model and a security trust 

model. 

■  Incorporate security requirements via policy 

enforcement points through clearly identified security 

domains and boundary controls and implemented 

through standards, guidelines, and procedures. 

■  Be developed as a component of the overall 

enterprise IT architecture designed specifically to 

meet the objectives of confidentiality, integrity, 

availability, accountability, and assurance. 

■  Link information protection and IT risk processes, 

resources, and information to information 

management strategies and objectives. 
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